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Abstract

A contract is a non-repudiable agreement on a given contract text, i.e., it can be used to prove unanimous
agreement between its signatories to any verifier. A contract signing protocol is used to fairly compute a
contract so that, even if n — 1 of the n signatories misbehave, either all or none of them obtain a contract.

Optimistic contract signing protocols use a third party to ensure fairness, but in such a way that the
third party is not actively involved in case all parties are honest. Since no satisfactory protocols without any
third party exist, this seems to be the best one can hope for.

We present the first optimistic multi-party contract signing protocol for asynchronous networks. Previous
constructions supported synchronous networks only.

We show how any such contract signing protocol can be used to construct an optimistic, perfectly fair
general function evaluation protocol for dishonest majorities. Previous constructions did not use a third
party at all but achieved fairness in a probabilistic sense only.



1 Introduction

A contract is a non-repudiable agreement by the contract signatories on a given contract text. A contract
signing protocol is supposed to securely compute a contract [Blum81]:

e Unforgeability. If at least one of the signatories does not wish to sign then the whole contract shall be
void.

e Fairness. Even if up to n — 1 of the n signatories are dishonest, either all signatories or none of them
must obtain a signed contract.

Contract signing has obvious applications in secure electronic commerce. But it is also a useful primitive
in the solution of other fairness problems. For instance, the problem of sending certified mail to a set of
recipients, simultaneously, can be efficiently reduced to contract signing [ABSW98].

The contract signing problem was first described in [Blum81], for the case of two signatories. The notion
naturally generalizes to the n-party case, although the first multi-party protocols have been introduced only
recently [AsSW296, ABSW98].

The most obvious contract signing protocol uses a trusted third party T to ensure fairness [Rab183]: Each
signatory digitally signs the contract and sends the signature to 7. T waits until all signatures arrived, and
redistributes them to all signatories. If some signature does not arrive then 7" might cancel the protocol,
after some time. Fairness depends fully on the trustworthiness and availability of 7. Therefore most research
on contract signing has been focused on getting rid of T" as trust and performance bottleneck.

No 2-party protocol can achieve deterministically fair 2-party contract signing [EvYa80], and under rea-
sonable assumptions one can show that each 2-party contract signing protocol must have an error probability
at least linear in the number of rounds of communication [BGMR90]. These results apply also to the n-party
case, unless one weakens the requirement “any number ¢t < n of the signatories can be dishonest” to “any
number t < n/2.”

Optimistic contract signing protocols are a compromise between both approaches [BGMR90, AsSW97,
Mica97]: They depend on a trusted third party T', but in such a way that T is not actively involved in case
all parties are honest. Only for recovery purposes 7' might become active. Several optimistic contract signing
protocols have been proposed recently, making different assumptions on the network synchronization:

e Protocols for synchronous networks have been proposed in [Mica97, AsSW97, BaDM98, PfSW98] for the
2-party case, and in [AsSW296, ABSW98] for the n-party case.

Basically, “synchronous” means that all parties have synchronized real-time clocks, and that there is
a known upper bound on the network delays.

e Protocols for asynchronous networks have been proposed in [AsSW98, AsSW198, PfSW98]. So far no
multi-party protocol was known.

“Asynchronous” means that we make no assumption on clock synchronization or network delays. We
only assume that the network reliably transports messages between honest parties, i.e., all messages
sent are delivered, eventually.

In Section 2 we give a precise definition of multi-party contract signing, and in Section 3 we describe the
first optimistic protocol for multi-party contract signing on asynchronous networks, and prove its security.

Our protocol requires at most ¢ + 5 rounds of communication and O(tn?) messages. A variant requires
2t + 7 rounds but only O(¢n) messages. The synchronous protocol proposed in [ABSW98] needs 6 rounds and
6n — 4 messages only. The additional factor of ¢ in the complexity of our protocol seems to be unavoidable
if one wants to support asynchronous networks.

As an application of multi-party contract signing, we investigate how to achieve perfect fairness for general
secure multi-party function evaluation.

Secure 2-party function evaluation was introduced in [Yao82], and generalized to the m-party case in
[GMWS87]: There are n parties, party P; holding a secret value z;. Cooperatively they want to compute
a function f(x1,...,x,) such that each party gets the correct result, y, but dishonest parties neither learn
anything about the honest parties’ secrets (except what is implicit in the final result, y), nor can they choose



their own inputs depending on the inputs of the honest parties. A secure function evaluation protocol can
compute any such function. (For formal definitions see [Beav591, GoLe91, MiR092, Cane96].)

Secure function evaluation protocols have been proposed that tolerate any dishonest minority [GMWS87,
BeGWS88, RaBe89, HiMal97]. Necessarily a magjority of dishonest parties can prevent any such protocol from
yielding a result. But like for contract signing, one might expect that such a protocol is at least fair: the
dishonest parties should not get any information about the result (beyond what is implicitly known from
their own inputs) unless all honest parties receive this result completely.

Contract signing can be seen as a special instance of this problem. This implies that there is no perfectly
fair secure function evaluation protocol. Approximations of fairness are described in [BeGol90, GaHY88,
GoLe91].

In Section 4 we describe how to add perfect fairness to any general protocol for secure function evaluation
that ensures correctness and secrecy and tolerates dishonest majorities. The result is an optimistic protocol
for secure function evaluation.!

2 Definition of Multi-Party Contract Signing

2.1 Model and Notation

Let Py, ..., P, denote the parties directly involved in the contract signing, T" a trusted third party, and V' any
verifier. For simplicity we do not distinguish between a party and his or her protocol machine. We simply
say a “party makes an input” (“receives an output”) if the corresponding user makes the input to (receives
an output from) the corresponding machine.

We consider a static adversary who can a priori choose to corrupt up to t (for a given ¢t < n)? of the n
parties, and for some requirements also T'. The adversary has full control over the behavior of corrupted
parties. The case where all n parties P, ..., P, are honest is called the all-honest case.

Each party is able to digitally sign messages, and to verify signatures of any other party [DiHe76, GoMRS8S].
The signature on message m associated with Px is denoted by signy (m). We assume that the length of
signy (m) does not depend on the length of m (e.g., because it is hashed before signing [MeOV97]). We
abstract from the error probabilities introduced by cryptographic signature schemes and assume that the
adversary cannot forge signatures.

We assume a reliable network: all sent messages are delivered eventually.> The adversary can read all
messages from all channels, and can insert additional messages into all channels. But he can neither alter
nor delete sent messages.

We do not require any particular level of synchronization, nor do we assume that messages are delivered
in order. The decision on which of all sent messages to deliver next is taken by a fictitious machine called
scheduler. The adversary has full control over the scheduler, i.e., we do not assume anything more about it
than fairness of message delivery [Cane96].

Some security requirements assume that “there exists a scheduler such that a certain condition is satis-
fied.” This means more precisely that if this scheduler is chosen to schedule the network then, regardless of
how the adversary behaves otherwise, this condition is satisfied.

If we say that “a player P can decide to stop waiting for a certain event, E,” we mean more precisely
the following: before P starts waiting for F it sends a message timeout(E) to itself, and starts waiting for
both, E and timeout(E). Whichever of both happens first causes P to stop waiting for the other.

!Tndependently and concurrently to our work, Silvio Micali proposed an optimistic protocol for perfectly fair, secure 2-party
function evaluation. Both protocols were presented at the 1998 Weizmann Workshop on Cryptography, June 16-18th, Weizmann
Institute of Science, Rehovot, Israel. There are no proceedings of this workshop. Micali’s proposal does not cover the n-party
case, and is more complex than ours.

2For real-life contract signing, only ¢ = n — 1 makes sense. We decided to keep t as a variable since the complexity of our
contract signing protocol scales with ¢, and some of the protocols that are enabled by ours might tolerate only smaller numbers
of t.

3Reliable communication between signatories is needed only to ensure that 7' is not involved if all parties are honest.
Otherwise it is sufficient if each signatory can reliably communicate with 7"



Disclaimer. The following protocols are idealized, in several ways. In particular we omit all protocol and
message identifiers in messages, all public key certificates, and even parameters such as the current values of
t and n and the identity of T'.

2.2 Definitions

Definition 1. (Multi-party Contract Signing)

A Multi-Party Contract Signing Protocol (MPCS) consists of two protocols, sign[Pi,...,P,] and
verify[P;, V]. sign[] might involve an additional party, 7, in which case we call it an MPCS with third
party.*

The machine V' does not keep state between different executions of verify[] but always starts with the
state it had immediately after initialization of the signature scheme.’

A party P; who wishes to start sign[] enters (sign, tid, contr, decs). tid is a transaction identifier unique
for all executions of sign[]. contr is the contract to be signed.® decs € {sign, reject} denotes the user’s initial
decision to sign or to reject the contract. Upon termination sign|[] produces an output (tid, contr,d;) for P,
with d; € {signed, failed}. We will simply say “P; decides d;.”"

A player P; who wishes to start verify[] with a verifier V' enters (show, tid, contr). If the verifier, V,
wishes to start verify[] as well it enters (verify, tid, contr) where tid, contr must be the same values as those
used by P;. Upon termination verify[] produces an output (tid, contr,dy) with dy € {signed, failed} for V.
We will simply say “V decides dy.” No output is produced by P;.

The following requirements must be satisfied:

(R1) Correct execution. There exists a scheduler such that if all parties P; are honest and successfully started
with (sign, tid, contr, decs = sign) then all parties will decide signed.

(R2) Unforgeability of contract. If honest P; never entered (sign, tid, contr, decs) with decs = sign then any
honest verifier that enters (verify, tid, conér) will decide failed. (Note that this does not assume an
honest T'.)

(R3) Verifiability of valid contracts. There exists a scheduler such that if honest P; decides signed on input
(sign, tid, contr, decs), and later inputs (show, tid, contr) and honest V inputs (verify, tid, contr) then
V will decide signed.

(R4) No surprises with invalid contracts. If T is honest, and honest P; entered successfully (sign, tid, contr,
decs = sign) but decided failed then for any contry no honest verifier V' entering (verify, tid, contry )
will decide signed.

(R5) Termination of sign[]. If T is honest then each honest P; that enters sign will terminate eventually.

(R6) Termination of verify[]. Each honest V' that enters verify and each honest P; that enters show will
terminate eventually. $

Definition 1 implies that MPCS is a consensus problem [Lync96]: The protocol terminates. All honest
parties agree on a common decision. It satisfies a non-trivial vaelidity requirement, namely, if at least one
honest party starts with reject then all parties will decide failed, and there is a scheduler such that if all
parties are honest and start with sign they will all terminate with signed.

But contract signing is more than just a new variant of distributed consensus: it requires that the decision
signed is wverifiable by any third party. (failed is not verifiable, and it is easy to see that not both decisions
can be verifiable if ¢t > n/2.)

4verify[] never involves T', i.e., it is always a 2-party protocol only.

5This models the fact that P; shall be able to convince any verifier, i.e., V does not need to have any a priori knowledge
about the contract.

6tid and contr must be chosen before the protocol can be started. tid might be randomly chosen by one party, say, Pi, and
proposed to all others. In case the set of parties involved is not clear anyway, tid also specifies this set.

“In MPCS with third party, T does neither get an input nor produces an output, as its behavior is completely determined
by the protocol.



Definition 2. (Optimistic Protocol)
A protocol for n regular parties Py, ..., P, and a third party T is called optimistic if there exists a scheduler
such that in the all-honest case the protocol terminates without 7" ever sending or receiving any messages.
A multi-party contract signing protocol is called optimistic on agreement if it is optimistic in case all
players agree on (tid, contr, decs = sign). It is called optimistic on disagreement if it is optimistic in case
some players disagree initially. &

The following theorem shows that for contract signing it is sufficient to ensure being optimistic on
agreement:

Theorem 1
Any MPCS that is optimistic on agreement can be transformed into an MPCS that is optimistic in all
cases. The transformation adds one round to the protocol. O

Proof.

Assume any MPCS that is optimistic on agreement. We add one round at the beginning where each
player signs its input and sends it to all other players. Each player waits for the full vector of n signed inputs
but might decide to stop waiting at any point of time. If a player stopped waiting before having seen the full
vector, or if it has received the full vector but can conclude that the final decision based on it would be failed
then it sets decs; := reject and behaves like a machine that never received an input (sign, tid, contr’, decs')
for any contr’, decs'. Otherwise it stays with the original input, (sign, tid, contr, decs; = sign).

Eventually all honest players will finish this first round, and those with decs; = sign will start the real
contract signing. Obviously there exists a scheduler such that if all parties are honest and agree initially
they will all start the MPCS with decs; = sign, and if some disagree they will all stop after the first round
with decs; = reject, i.e., they will not start the MPCS at all. a

3 Asynchronous Optimistic Contract Signing

3.1 Protocol

The following Protocol 1 solves the multi-party contract signing problem, and is optimistic on agreement
(which is sufficient according to Theorem 1).

Ignoring all details, the protocol works as follows: It consists of ¢ + 2 locally defined rounds. In Round
1 each party that starts with sign signs a “promise” to sign the contract and broadcasts this promise. In
each subsequent round each party collects all signatures from the previous round, countersigns this set of n
signatures, and broadcasts it.8The result of the (¢ 4+ 2)-nd round becomes the real contract.

A party who becomes tired of waiting for some signatures in some round can call the third party. T
analyses the situation and decides either failed or signed:

If the first request received by T' comes from a party in the first round then 7" must decide failed — T
cannot know whether some parties might have started the protocol with reject. If T receives a request from
a party in the last round then 7" must decide signed, as other parties might already have the signed contract.

Thus if T receives multiple requests then somewhere in the middle between the first and the last round T
might have to change the decision from failed to signed. The problem is that 7' can do this only if all parties
that received failed before are provably dishonest. Therefore we need ¢ + 2 rounds:

Assume that the dishonest parties call T one after the other, starting with Round 1. Say, for some s < ¢
each P;,i =1, ..., s, is dishonest and calls T in Round i. P;’s request must be answered with failed, as already
explained. For i > 2, the request by P; shows that P;_s,..., P, are all dishonest (basically, this is Lemma 2):
P; calling in Round ¢ means that P; has seen all messages of Round i — 1, as otherwise P; would have called
T already then. Those include messages from P;_o, ..., P;, which could not exist if those would have stopped
in Round ¢ — 2,...,1, as supposed. Thus whenever T receives a request for a certain Round %, i > 2, such
that it has not answered a request for Round i — 1 yet then it can safely switch from failed to signed.

8The real protocol does this a bit more efficiently, in order to keep the protocol messages short. This is the reason why we
are using two vectors M; , and X, , instead of just one containing the contents of both.



In the worst case s = t: If T receives a request in Round ¢+ 2 then it knows that the first ¢ requesters are
exactly all the dishonest parties. If there was no request in Round ¢ 4+ 1 then T' can safely switch to signed.
If there was a request in Round ¢ + 1 then it knows that at least one honest party did not finish this round,
thus no honest party will finish Round ¢ + 2 and will receive the normal contract, and thus sticking to failed
is safe.

Theorem 3 shows that this reasoning is complete, i.e., results is a secure multi-party signing protocol.

Protocol 1 (Asynchronous Optimistic Multi-party Contract Signing)

Protocol “sign” for honest P;:

The protocol is given by the following rules; P; applies them, sequentially, until it stops. Let ¢; :=
(tid;, contr;).

The protocol will proceed in locally defined rounds. Let r := 1 a local round counter for P;, and let
raised_exception := false a Boolean variable. Both are initialized before executing any rule. Let Mg ; := nil,
for all 4.

e Rule S0: If r = 1 and decs; = reject then P; decides failed and stops.

e Rule S1: If raised_exzception = false and r = 1 and decs; = sign then:

— P; sends mq ; := sign;(c;, 1,1) to all parties.
— From all received messages of type m; ; it tries to compile full and consistent vectors
Mi;:=(my1,....m1,) and X ; := My ;
with my j = sign;(c;, 1,1). If this succeeds P; sets r := 2.

At any time P; can decide to stop waiting for any missing m j, in which case it sets raised_exception :=
true and sends resolve; ; = (1,4, sign;(my ;, resolve)) to T'.

e Rule S2: If raised_exception = false and 2 < r <t + 2 then:

— P; sends m,; := (sign;(M,_1 4,7,2),sign;(c;,r, 1)) to all parties.
— From all received messages of type m, ; it tries to compile full and consistent vectors
M, ; = (sign,(c;,7, 1), ...,sign, (¢;, 7, 1))
Xy = (sign, (My_1,,7,2),...,sign,, (M, _1 ;,7,2))
If this succeeds and

r <t+ 2 then it sets r :=r + 1.
r =t + 2 then it decides signed, sets C; := M,.;, and stops.

At any time P; can decide to stop waiting for any missing m,. ;. In this case P; sets raised_exception :=
true and sends resolve,; = (r,4,sign;(X,_1;, resolve), X;_1 ;, My_s ;) to T

e Rule S3: If raised_exception = true then:

P; waits for a message from T'. This can be any of signed, ; = signy(c;, 7', j,signed) or aborted,; =
signy(c;, 7,4, aborted). On receiving one P; decides as indicated by T. If it decides signed it sets
Ci = signed,. ;.

Protocol “sign” for third party 7':

We assume T receives a message resolve, ;, as defined in the protocol for P;. Let ¢ be the (unique) triple
(tid, contr) contained in resolve, ;.

If this is the first time T is asked about this contract then T initializes a Boolean variable signed := false
and two sets con := () and abort_set := (). Processing resolve, ; cannot be interrupted, i.e., it cannot happen
that 7" processes two different resolve,; concurrently.



e Rule TO: If i € con then the message resolve, ; is ignored.

e Rule T1: If i ¢ con and signed = false and r = 1 then T sets

aborted, ; := signy(c,r, i, aborted)
abort_set := abort_set U {aborted, ;}

con := con U {i}
and sends aborted,; to P;.

e Rule T2:

If i ¢ con, signed = false, r > 1, and for all aborteds y € abort_set we have s <r —1

— then: If con = 0 then T sets first_signed := (resolve,.;, signy(c,r,i,signed)). T sets
signed,. ; = first_signed
signed := true
con := con U {i}

and sends signed,. ; to P;.

— else: T sets
aborted, ; := signy(c,r, i, aborted)
abort_set := abort_set U {aborted, ;}
con = con U {i}

and sends aborted,; to P;.

e Rule T3: If i ¢ con and signed = true then T sets
signed,. ; == first_signed
con := con U {i}

and sends signed, ; to P;.

Protocol “verify”:
If P; wants to show a signed contract on c¢ to verifier V it sends C; to V. V decides signed if it receives
a messages C; from P; such that

e Rule V1: C; = (sign,(c,t + 2,1),...,sign, (¢, t + 2,1)), or
e Rule V2: C; = ((2, j,sign; (X1 j, resolve), Xy j, Mo,;), signr(c, 2, j, signed)),
for some j, X; ; = (sign, (¢, 1,1),...,sign, (¢, 1,1)) and My ; = nil, or
e Rule V3: C; = ((r,j,sign; (X, 1,j, resolve), X, 1 j, M. j),signr(c,r, j,signed)),

for some r > 2, some j, X,_;; = (sign;(M,_2;,r — 1,2),...,sign, (M,_5 j,r — 1,2)) and M,_5; =
(sign (e, —1,1),...,sign, (c,r — 1,1)).

Otherwise, or if V' decides to stop waiting for C};, it decides failed. O
Lemma 2

Consider Protocol 1: If T receives resolve, ; and finds aborteds € abort_set for an s < r — 2 then P is
dishonest. O
Proof.

Assume T finds aborted, € abort_set with s < r —2. Since s > 1 we have r > 3, and therefore resolve,.;
includes sign;, (M,_2,7,2), taken from m,_; ;. Thus P, participated in Round » — 1, and since r — 1 > s
this means that P was still active after having sent resolve,  to T'. Thus P, is dishonest. O



Theorem 3 (Asynchronous optimistic multi-party contract signing)
Protocol 1 is an MPCS for asynchronous networks for any ¢ < n and honest T. It is optimistic on
agreement and terminates in ¢ + 2 rounds if 7" is not involved, and in ¢ + 4 rounds in the worst case. O

Proof.
Correct execution, termination of verify and optimistic on agreement are all obviously satisfied.
Verifiability. The definitions of C; in the signing protocol for P; satisfy the conditions checked by V.
Termination of sign[]. For each player the protocol proceeds in ¢ + 2 rounds, and each round terminates,
either because the full vector of n messages arrived that allows to enter the next round, or because T is
asked and will eventually send an answer (which results in a total number of ¢ 4+ 4 rounds if T is asked in
the last round).
No surprises with invalid contracts. Assume honest P; started with decs = sign, decided failed, and some
honest verifier V' decides signed.

e Assume V decided because of Rule V1. This implies that P; sent sign,(c,t +2,1) as part of myyo ;.
Thus P; asked T in Round t + 2 and received aborted;;s ;. According to 1”s rules this means that
there is some party Py,,, that received abortedy1 y,,,. Inductively we can show (using T2) that for
all rounds s € {1, ...,t + 1} there is one party Py, that received aborted ;.. Because of Lemma 2 we
know that all parties Py, with s € {1, ...,t} are dishonest, and as there are at most ¢ dishonest parties
we know that Py, ., must be honest. Since Py, , asked T'in Round £+ 1 it did not send its message for
Round ¢ + 2. Thus no party receives all information that is necessary to construct a signed contract,
which contradicts our assumption.

e Assume V' decides because of Rule V2 or Rule V3, seeing a message resolve, ;. Thus P; asked T' in
some Round s with s < r and received aborted, ;. As P; is honest we know that s > r — 1 (Lemma 2).
But this contradicts Rule T2 of T', i.e., if P; received aborteds ; then signy(c,r,i,signed) cannot exist.
Again we have a contradiction.

Unforgeability of contract. All variants of a valid contract contain some pieces signed by all players, and
these signatures exist only if all players started with decs = sign. O

The protocol is optimistic on agreement only: If P; starts with decs; = sign and P, starts with decsy =
reject then P; will send resolve; ; to T'. We can transform the protocol into a fully optimistic one as described
in Theorem 1.

3.2 Number of Messages and Rounds

Let Cs and Cy be the costs of a single and a broadcast message, respectively.

In the optimistic case, Protocol 1 runs in ¢ 4+ 2 rounds where each player broadcasts one message to all
other players, resulting in costs of (¢4 2)nCjy. In the worst case each party might have one message exchange
with T, resulting in ¢ 4+ 4 rounds and costs of (¢ + 2)nCj + 2nCs. Finally the transformation of Theorem 1
adds another round of n broadcasts, resulting in ¢ + 5 rounds and costs of (¢ + 3)nCy + 2nCs, in the worst
case.

If one assumes that each broadcast requires n — 1 single messages we end up with costs of ((¢ + 3)n(n —
1) +2n)Cs = O(tn?)Cs.

Alternatively we can replace each round of n simultaneous broadcasts by 2 rounds and n single messages.
This will result in 2(¢ 4+ 3) 4+ 2 rounds and costs of ((t + 3)n + 2n)Cs = O(tn)Cs: Each broadcast round, say,
Round 7, is implemented by two mini-rounds: in Mini-Round r; each party P; with i > 1 sends its message
to P; only. P; collects the full vector of n messages, as it would do in the original protocol. If this succeeds
it sends this vector to all other players in Mini-Round 7o, which concludes Round r. As before, everybody,
in particular P, can stop waiting any time and can send a message to 7. This modification does not affect
our proof of security: we never used the fact that messages sent between honest players will eventually be
delivered.



The message sizes of Protocol 1 are linear in n. The information to be received is the same in both
variants, i.e, in any case we need O(tn?®) bits.

4 Optimistic Multi-Party Function Evaluation

The following construction adds perfect fairness to any general secure multi-party function evaluation (GFE)
protocol that ensures correctness and secrecy of inputs even if n—1 of all parties are dishonest (e.g., [ChDG88]).
For simplicity we will use the notation Z := (x1, ..., Z,), and analogously also for other variables.

Giving a formal definition of a GFE is beyond the scope of this paper (see [Beav591, GoLe91, MiRo92,
Cane96] for several attempts to do this). Informally:

e Correctness means that if P; receives an output y # nil then y = f(&), where for honest P; each z; is
the correct input by P;. If two honest parties receive y; # nil and y; # nil then y; = y;.

e Secrecy means that the GFE does not reveal more information about the honest parties inputs z; than
what is implicit in y. The dishonest parties cannot choose their inputs depending on the inputs of the
other, honest parties.

Our construction will preserve exactly the correctness and secrecy provided by the original GFE protocol,
but adds fairness: Dishonest parties have no advantage over the honest parties in learning y.

In addition we need a committing encryption scheme [CDNO97] that is secure against chosen-ciphertext
attacks (which implies it is non-malleable) [DoDN91, CrSh98]. Let Er(r;m) denote the encryption of m under
T’s public encryption key, using r as source of randomness for the probabilistic encryption algorithm.

Intuitively, committing means that there is no ciphertext ¢ such that one can find two pairs (r,z) and
(r', ") such that Erp(r;z) = Ep(r';2') but  # z'. Most encryption schemes are committing, and it is
relatively simple to add this property if necessary.

Non-malleable means that an attacker who sees Ep(r; ) but does not know (r, z) cannot compute a new
ciphertext Ep(r'; ') such that  and 2’ satisfy a non-trivial relation. In our case a non-trivial relation an
attacker would be interested in is tailg(z) = tailg(z'), where tailg() denotes the last k bits in the chosen
binary representation of x, for some k£ > 1.

Protocol 2 (Perfectly Fair Secure Multi-Party Function Evaluations)

Let f() denote the function to be computed securely. As for MPCS, each party uses an identifier tid; to
distinguish the current protocol run from all other runs. Let tid := tid;.

The protocol proceeds in four phases:

1. Each P; chooses two random values w; and r;.

e w; has the same length as f(Z), interpreted as a string over {0, 1}, and will be used as a one-time
pad for f(Z). Let w:=w; & ... ® wy.

e 7; serves as source of randomness for the encryption of some data (see below) under 7”s public
key. Let r:==11 & ... B rp.

Let X; := (x;,w;,r;, tid;). Using the given GFE protocol we securely compute the following function:

(X) = (f(Z@) ®w, Er(r;w, tid)) if tid; = tid for all ¢

g T (nilynil) otherwise

If the GFE protocol is aborted prematurely, or if it produces the result (nil, nil) then P; sets decs; :=
reject and aborts the modified GFE protocol. Otherwise P; sets decs; := sign, and let (z;, e;) the result
that P; obtains.

2. An optimistic MPCS on (tid, contr; = (e;, tid;)) is started, with decs as defined in Phase 1. P; aborts
the modified GFE protocol if the MPCS decides failed. Otherwise it continues with Phase 3.



3. P; broadcasts (w;, ;) to all parties. It collects all such pairs from all other parties and computes their
xor bit-by-bit, w} and rf, and checks that e; = Ep(r};w}, tid;).

(a) If all this succeeds P; outputs y; := 2z; ® wj.
(b) Otherwise P; sends the signed contract on (e;, tid;) to T and expects to receive w, from which it
computes y; := z; D w.

4. If T receives a valid, signed contract on (e;, tid;) then it decrypts e; to (w, tid') and checks tid' = tid;.
If this succeeds it sends w to the requestor. &

The third party 7" must be trustworthy with respect to ensuring fairness. Privacy does not depend on
T, as the secret inputs z; are only used within the function evaluation protocol itself. 7" does not even learn
the final result y unless it sees value z.

Theorem 4 (Security of Protocol 2)
Protocol 2 is an optimistic protocol for secure and perfectly fair multi-party function evaluation. &

Proof.

Correctness. Assume party P; accepts value y; in Phase 3. Thus both Phase 1 and Phase 2 must have
succeeded. Correctness of the GFE protocol and the fact that P; did not abort after Phase 1 imply that P;
obtained the correct result (z;,e;) = (f(X) ® w, Er(r;w, tid)), with tid; = ¢id for all j.

e Case 1: P; accepts y; in Phase 3a. Since Ep() is committing we know that w; is fully determined
by e;. P; received values r} and w}] with e; = Ep(r}; w}, tid;), thus we know that w = wj]. Thus

zi Dwi =z dw = f(T).

e Case 2: P; accepts y; in Phase 3b. Since T is honest (by assumption) we know that w is correctly
computed from e;, and thus z; ® w = f(Z).

Secrecy of inputs. The secrecy property of the GFE protocol implies that Phase 1 does not reveal
anything more than the final result. In the best case (from the adversary’s point of view) this is (z,e) =
(f(@) @ w, Ep(r;w, tid)). We don’t mind if the adversary learns f(Z). The other values are either known a
priori (#id) or sums of random values (w and r). Thus the adversary can perfectly simulate (z,e) himself. #
is not used in any of the other phases.

Fairness. This follows from the fairness of the MPCS. Each w; hides the final result y perfectly, and
e := E(r;w, tid) is assumed to hide w.

Now assume P; is honest, and the contract in Phase 2 did not result in signed. Thus P; will not broadcast
w;, and T will not decrypt any e;.” Therefore no information about y is leaked.

If P; is honest and decided signed in Phase 2 then it will finally receive the correct w, in Phase 3, either
directly or from T'. m|

Protocol 2 runs on asynchronous networks only if all the sub-protocols run asynchronously. All suitable
GFE protocols we are aware of run on synchronous networks only; in this case the protocol proposed in
[ABSW98] could be used for Phase 2, instead of our Protocol 1.

5 Summary

We presented the first optimistic multi-party contract signing protocol for asynchronous networks. We also
showed how to construct an optimistic, perfectly fair, secure general function evaluation protocol for dishonest
majority.

Acknowledgments: We thank Birgit Pfitzmann, Matthias Schunter and Michael Steiner for interesting
discussions.

9If the set {P1,..., P,} is not clear anyway we assume that tid specifies this set unambiguously. Thus from the contract T
could decide who would have to agree on the decryption, and since P; does not agree, 1" would refuse decryption.
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