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Abstract Both the cryptographic and the formal-methods commu-

nities are working on such proofs. The former aims at com-
We present a rigorous model for secure reactive systemsplete and mathematically rigorous proofs, while the latter
in asynchronous networks with a sound cryptographic se- aims at proofs in some formal proof system that can be au-
mantics, supporting abstract specifications and the com-tomatically verified or even generated. Unfortunately; cur
position of secure systems. This enables modular proofsrent formal methods in security cannot be applied directly t
of security, which is essential in bridging the gap between cryptographic proofs. Instead they abstract from most-cryp
the rigorous proof techniques of cryptography and tool- tographic details, and therefore there is no guaranteathat
supported formal proof techniques. formally proven protocol is actually secure if implemented
The model follows the general simulatability approach of with a cryptographically secure primitive [1, 26].
modern cryptography. A variety of network structures and  One of our goals is to link both approaches to get the
trust models can be described, such as static and adaptivebest overall results: proofs that allow abstraction and the
adversaries; some examples of this are given. use of formal methods, but retain a sound cryptographic se-
As an example of our specification methodology we pro- mantics. Thus we provide a model that allows us to split
vide an abstract and complete specification for Secure Mes-reactive systems into two layers: The lower layer is a cryp-
sage Transmission, improving on recent results by Lynch,tographic system whose security can be rigorously proven
and verify one concrete implementation. Our proof is based using standard cryptographic arguments. To the upper layer
on a general theorem on the security of encryption in a reac- it provides an abstract (and typically deterministic) sesv
tive multi-user setting, generalizing a recent result by-Be that hides all cryptographic details. Relative to this edudt
lare et.al. service one can verify the upper layer using existing for-
mal methods. Since our model allows secure composition
(as shown in Theorem 4.1) one can conclude that the over-
1. Introduction all system is secure if the formally verified upper layer is
put on top of a cryptographically verified lower layer ([26]
In the early days of security research, cryptographic provides more motivation for this approach).
protocols were designed using a simple iterative process: |n the following, we carry out this approach specifically
someone proposed a protocol, someone else found an afor asynchronous reactive systems. Reactive means that
tack, an improved version was proposed, and so on, until nothe system interacts with its user many times (e.g., multi-
further attacks were found. Today it is commonly accepted ple subprotocol executions). Essentially, we describesa sy
that this approach gives no security guarantee. Too manytem by sets of asynchronously communicating probabilistic
seemingly simple and secure protocols have been foundstate machines, connected via buffered channels. Honest
flawed over the years. Moreover, problems likparty key  users and the adversary are explicitly represented by two
agreement, fair contract signing, anonymous communica-arbitrary machined;l andA, which can interact arbitrarily.
tion, electronic auctions or payments are just too complex A reactive systemSys,, is consideredht least as secure
for this approach. Secure protocols—or more generally, se-asanother systemSys,, written asSys, > Sys,, if what-
cure reactive systems—need a proof of security before be-ever any adversar, can do to any honest usHrin Sys,,,
ing acceptable.
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some adversari; can do to the samig in Sys, essentially  the specifications involve ad-hoc notations, e.g., for gene
with the same probability. SysteSys,, is often a real sys-  ating random primes). [24] has quite a similar motivation to
tem using concrete cryptographic primitives, whilgs, is our paper. However, cryptographic systems are restrioted t
an ideal system, i.e., a specification, that does not dependhe usual equational specifications (following [11]) and th
on any specific cryptographic implementation details and is semantics is not probabilistic. Hence the abstraction from
not realistic (e.g., one trusted machine), but secure by con cryptography is no more faithful than in other papers on
struction. formal methods in security. Moreover, only passive adver-
The mechanics of our model are defined in Section 2. saries are considered and only one class of users (“envi-
Section 3 shows how to represent typical trust models (orronment”). The author actually remarks that the model of
adversary structures), such as static threshold models anavhat the adversary learns from the environment is not yet
adaptive adversaries, with secure, authenticated and insegeneral, and that general theorems for the abstraction from
cure channels. In Section 4 we show that secure systemgrobabilism would be useful. Our model solves both these
can be composed, i.e., our model supports modular securityproblems. In [1] it is shown that a slight variation of the

proofs as outlined above. standard Dolev-Yao abstraction [11] is cryptographically
In Section 5 we study Secure Message Transmission adaithful specifically for symmetric encryption, but only-un
an example. We follow two main design principles: der passive attacks.

1. The ideal system should provide abstract interfaces, Our security definitions follow the general simulatability
hiding all cryptographic details.This keeps the specifica- approach of modern cryptography, which was first used in
tion independent of the implementation, which is desirable secure function evaluation [3, 15, 25, 34], and subsequentl
when higher-layer protocols are based on the service. Foralso for specific reactive problems (e.g., [5, 10, 12]) and
instance, in order to send messages secretly from one usefior the construction of generic solutions for large classes
to another there is no need to ask the user to input crypto-of reactive problems [19, 14, 20] (usually yielding ineffi-
graphic keys or to output ciphertexts to him; those can be cient solutions and assuming that all parties take partlin al
generated, exchanged and processed completely within thesubprotocols). General models for reactive systems have
systemt been proposed (after some earlier sketches, in partiqular i

2. The ideal system needs to explicitly specify all tol- [19, 29, 8]) in [21, 22, 20, 27, 30]. The last three are syn-
erable imperfections.In order to improve efficiency one  chronous, while the first two are in a somewhat simplified
often accepts certain imperfections. For instance, a typi-timing model with uniform choice among certain classes of
cal practical implementation of secure message transmis-unrelated possible events. Among the reactive models, the
sion only conceals the contents of messages, but does nadnly composition theorem so far is in [30], i.e., we present
hide who communicates with whom, which would be much the first asynchronous one in the current paper. Our model
more costly to implement. In a simulatability-based ap- is based on [27, 30], except for the timing aspects. Those
proach one has to include all such tolerable imperfectionscan be seen as extensions of [33, 7, 22], see Section 2.
in the specification of an ideal system, and they should also Independently and concurrently to this work, Ran
be abstract. Canetti developed a model that roughly corresponds to stan-

The proof of the real system in Section 5 uses a theo-dard cryptographic systems as discussed in Section 3.2,
rem (Theorem 5.2) that extends the security of public-key with polynomial-time users and adversaries, and authenti-
encryption in multi-user settings, which might be of inde- cated channels only [9]. The model is less rigorously de-
pendentinterest. It captures what is often called a “stahda fined than the model presented here. Security is defined in
hybrid argument” in cryptography, and generalizes a resultterms of universal simulatability only (see Definition 2),12
from [4]. which allows to securely compose a polynomial number of

identical systems.

Related Literature. Several researchers pursue the goal ~ Several specifications for secure message transmissions
of providing security proofs that allow the use of formal have been proposed, as examples of general models. The
methods, but retain a sound cryptographic semantics: InsPecification in [21] is formal but specific for one concrete
[21, 22] the cryptographic security of specific systems is Protocol and comprises all cryptographic details, i.eis it
directly defined and verified using a formal language (  Not abstract and its intuitive correctness is relativeRi-di
calculus), but without providing abstractions (their sfiec  cult to verify. Our concrete specification is quite close to
cations essentially comprise the actual protocols inaigdi  that in [24], but we had to introduce the tolerable imper-

all cryptographic details) and without tool support (asreve fections. Actually, the implementation in [24] has the same
imperfections. They do not show up in the proof because

1In a simulatability-based definition it would not even be sibke to the definition of “a system implements another one.” used in

have keys in the interface and to be implementation-indégenbecause | f “ " Kker: S is defined
keys of different implementations are distinguishable. place orour "as secure as' Is weaker. Secrecy IS detned as




a property that the adversary cannot learn certain messagesabel(p) := [ its label, anddir(p) := d its direction. We

but here the information leaked is not entire messages. can write the triples as concatenations without ambiguity.
We call a port(n, [, d) an in-port or out-port ifid = 7 or

2. Asynchronous Reactive Systems d = !, respectively. We call it a simple port, buffer port or

clock portiffi = ¢,, or 9, respectively.

For a setP of ports letout(P) := {p € P | dir(p) = !}
andin(P) := {p € P | dir(p) = ?}. We use the same
notation for sequences of ports (retaining the order).

By p¢, the (low-level}complemenof a portp, we denote
the port with which it connects according to Figure 1, i.e.,
n¢ := n??, nl° := n?, andn’!° := n? and vice versa.
Accordingly we define the complement of a set or sequence
of ports.

For simple ports, we also defip&, the high-level com-
plement, as the port connectedawvithout counting the
buffer, i.e.,n?“ := n! and vice versa. &

In this section, we present our model for secure reactive
systems in an asynchronous network.

Our machine model is probabilistic state-transition ma-
chines, similar to probabilistic I/O automata as sketclmed i
[23] (more details in [33]). A distinguishing feature in our
model of asynchronous executions is distributed schedul-
ing.

The standard way to fix the order of events in an asyn-
chronous system of probabilistic I/O automata is a proba-
bilistic scheduler that has full information about the syst
[33]. The “standard” understanding in cryptology (closest

to a rigorous definition in [7]) is that the adversary sched- Definition 2.2 (Machines and Schedulerg) machineis

ules everything, but_only with _reahstlc information. This a tupleM — (namew, Portsw, Statesw, ow, Ining, Fin)
corresponds to making a certain subclass of schedulers ex- oy L
- . . of a namenamey € X1, a finite sequencdortsy of
plicit for the model from [33]. However, if one splits up . o
L . ) . . ports, a sefStatesyy C X* of states, a probabilistic state-
a machine into local submachines, or defines intermedi- 1 ) ) )
. . transition functiondy, and setslniy, Finy € Statesm
ate systems for the purposes of proof only, this may in- .~ ° ) ;
f initial and final state$. The inputs are tuple§ =
troduce many schedules that do not correspond to a sched- . i
o : . (Ii)i=1,....|in(Portsy)|» Wherel; € ¥* is the input for the
ule of the original system and therefore just complicate the ;" "/*~ "~ M
' . . : i-th in-port. Analogously, the outputs are tuplés =
proofs. (The proof in Section 5 is of this type.) Our solu- (01) 3 The empty worde. denotes “no
tion to this is a distributed definition of schedulingwhidgha ~ +~#/i=1.....lout(Portsw)]- Pty £
. .In- or output.
lows machines that have been scheduled to schedule certain . : '
! ; ) : om maps each pais, I) of a state and an input to a fi-
(statically fixed) other machines themselves. This doesnot ., ™ =~ " ° o .
nite distribution over pairgs’, O). If s € Finy or I =

weaken the adversary’s power in real systems, because OU{E o), thendw(s, I) = (s, (¢ ¢)) deterministically
yeees€)y ML S, = (S, € ..., .

dgfmltlon of s_tandard cryptographic syste_ms in Section 3 Let ports(M) denote the set of ports ilortsy, and for
will not use this feature except for scheduling local subma- - . -
chines a setM of machines, leports(M) = Jycyy Portsm. A
Similar roblems with purely adversarial schedulin machineM is simpleif it has only simple ports and clock
n purely 9 out-ports. A machinévl is calledmaster scheduleif it

were already noted in [22]. They distinguish secure chan- . )y .
. X . has only simple ports and clock out-ports and the special
nels and schedule all those with uniform probability before . <
. master-clockn-portclk®?.
adversary-chosen events. However, that introduces a cer- For computational aspects, a machine is regarded as
tain amount of global synchrony. Furthermore, we do not . T . . :
o N . . implemented by a probabilistic interactive Turing ma
require “local” scheduling for all secure channels; theyma : . L
. . . chine [18], where each port is a communication tape. Its
be blindly scheduled by the adversary (i.e., without even T . M
seeing if there are messages on the channel). For instanc complexity is measured in terms of the length of its ini
-€ing 9 . Sal state, represented as initial worktape content (often
this models cases where the adversary has a global influence . L L
X Security parameter). Termination respects the atomidity o
on relative network speed.

transactions, at least with respect to outputs. O

2.1. General System Model
Definition 2.3 (Buffers)For each nameg € 1 we define
We now define a model of machines and executions of a specific maching, called abuffer: g has three portg<?,
collections of machines. q°7, q7! (clock, in, and out) (see Figure 1). The internal
Let a finite alphabeX be given, let>* denote the strings  state ofq is a queue oveE™ with random access. Initially
over it,e the empty string, andl ™ := X* \ {e}. We assume it is empty, and the set of final states is empty.
that!, 7,7~ 9 ¢ .

2\We often use M” also as the nameamey,; of M.

L. . . 3This representation makég, independent of the port names. Below,
Definition 2.1 (Ports)A portp is atriple(n,l,d) € ¥* x we also define the view of a machine independently of the pames.
{7} x {1,?}).  We call name(p) := n its name, Hence we can rename ports in some proofs without changingehes.
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Figure 1. Ports and buffers.

For each state transition,df” ? carries a non-empty in-
putz thendz appends this input to the queue. 1§97 car-
ries a non-empty input, it is interpreted as a numberN
and thei-th element is retrieved (wheifeindicates the old-
est one), removed from the queue, and outpatat (This

might be the element just appended.) If there are fewer ele-

ments, the result is

A polynomial-time bufferq accepts only a polynomial
number of inputs, and truncates each input after a polyno-
mial number of symbols before appending it to its quéue.
<&

Definition 2.4 (Collections)A collectionC'is a finite set of
machines with pairwise different machine names, disjoint
sets of ports, and where all machines are simple or maste
schedulers or buffers. It is called polynomial-time if &8 i
machines are polynomial-time.

Each set of low-level complementary pofts, p¢} C
ports(C') is called alow-level connectionand the set of
them thelow-level connection graplr(C). By free(C)
we denote thefree ports in this graph, i.e.ports(C) \
ports(C)¢. A set of high-level complementary simple ports
{p,p°} C ports(C) is called ahigh-level connectiorand
the set of them thkigh-level connection grap@r(C).

A collection isclosedif free(C) = {clk™?}.

Thecompletion C] of a collectionC is the smallest col-
lection that comprise¢’ and the corresponding buffer for
each simple or clock out-poigt € ports(C).

If g,M € C andq?! € ports(M) then we callM the
scheduler for buffeg (in C). <

Now we define the probability space of runs (or “execu-
tions” or “traces”) of a closed collection.

Definition 2.5 (Runs)Given a closed collectiorC' with
master scheduleX and a tupleini € Ini := XyeolInim
of initial states, the probability space nfnsis defined as
follows:

4The size of messages received from the adversary might beited.
Hence the buffer’s view is not naturally of polynomial siZgy letting q
truncate these inputs, all other machines receive onlynpolyal-length
inputs, i.e., this technical problem arises only for bugfer

Each run is a sequence stepsinductively defined by
the following algorithm. The algorithm uses a variable
curr_sched over machine names; initiallyurr_sched :=
X. It also treats each port like a variable owet. All
ports are initialized with, excepiclk®? := 1. Probabilistic
choices occur in Phase (2) only and are made by the ma-
chines themselves.

1. Termination: If X is in afinal state, the rustops.

2. Switch current scheduler: We switch machiné/ :=
curr_sched and then assign to all in-ports of M

(which might includeclk®?).

. Save messages frorv in buffers: We switch each
bufferp wherep! is a simple out-port o, in the given
order of these ports, with inpups'? := e andp~? :=
p!. Then we assigato all these portg! andp’?.

. Determine next scheduler:If at least one clock out-
port of M carries a valuée ¢, then letq?! denote the
first such port, and/’ the uniqgue machine with? €
ports(M’). We setcurr_sched := M’ and assigr to
all other clock out-ports of1.

Otherwise we seturr_sched := X andclk®? := 1 and
go back to Phase (1).

r . o
5. Retrieve scheduled message foW’: We switchg

with inputq?? := q¥ andq“’? := ¢, setq? := q*!
and assigr to all ports ofqg, and toq<!. We go back
to Phase (1).

Whenever a machine (this may be a buffer) with
name namewm iS switched from(sm,Im) to (sy,Owm)
with non-final spy and non-empty inputly, we add
(namem, sm, Im, sy, Om) to the run. This gives a family
of random variables

runc = (TUNC,ini)inic ni-

For a numbei € N, [-step prefixesun ¢ ini,; Of runs are
defined in the obvious way. For a functibn Ini — N, this
gives a familyrunc; = (run ¢ ini,i(ini) ) inie mi- &

Definition 2.6 (View) The view of a subsed/ of a closed
collectionC' in a runr is the restriction of- to M. Restric-
tion means that all steggame, s, I, s, O) wherename is
the name of a machind ¢ M are deleted from.

This gives a family of random variables

~

view (M) = (view ¢, ini(M))inic mis

A

and similarly fori-step prefixes.



2.2. Security-Specific System Model 2.3. Simulatability

Now we define specific collections for security purposes, ~ We now define the security of a systefps, relative to
first the system part and then the environment, i.e., users an another systensys,. Typically, we only want to compare
adversaries. Typically, a cryptographic system is desdrib €ach structure ofys, with certain corresponding structures
by an intended structure, and the actual structures are dein Sys,. What “corresponding” means can be specified by
rived using a trust model (see Section 3). However, as aa mappingf; we just require that only structures with the
wide range of trust models is possible, we keep the remain-same set of specified ports correspond. An instantiation of

ing definitions independent of them.

Definition 2.7 (Structures and Systems$) structureis a
pair struc = (M,S) where M is a collection of sim-
ple machines calledorrect machinesand S C free([M])

is called specified ports Let 5 := free([M]) \ S and
forb(M, S) := ports(M) U §¢. A systemSys is a set of
structures. A system is polynomial-time iff all its collec-
tions M are. o

The separation of the free ports into specified ports and

others is an important feature of our particular reactive si

ulatability definitions. The specified ports are those where
a certain service is guaranteed. Typical examples of inputs.

at specified ports are “send messag®o id” for a message
transmission system or “pay amounto id” for a payment
system. The ports i are additionally available for the
adversary. The ports iforb(M, S) will therefore be for-

f is usually derived from the trust model, see Section 3.

Definition 2.9 (Valid Mapping)A function f from a sys-
tem Sys,; to the powerset of a systeifiys, is called a
vaJid mappingi}c S, = S, for all structures(Ml, S1) and
(MQ, 52) S f(Ml, Sl)

Given Sys, and f, the set Conf/(Sys,) contains
those configurationg;, S,H,A;) € Conf(Sys,) where
ports(H) N forb(Ms,, S) = 0 for all (My, ) € f(My, S);
we call themsuitable configurations &

Remark 2.2For a valid mappingf, we have 5¢ N
forb(M;,S) = 0 fori = 1,2, i.e., the ports that users are

intended to use are not at the same time forbidden (also not
in the corresponding structures of the other system).

Remark 2.3With regard toSys, alone, the restriction to
suitable configurations is w.l.o.g.: For everynf, =
(M, S,H, A1) € Conf(Sys;) \ Conf/(Sys,), there is a

bidden for an honest user to have. In the simulatability def- configurationconfe; = (M, S, Hr, A1) € Conf/ (Sys,)
inition below, only the events at specified ports have to be SUCh thatiew cony, , (Hf) = view cony, (H). o

simulated one by one. This allovebstractspecifications
of systems witholerable imperfectionsSee Section 5 for
an example (and [27, 28] for more).

Definition 2.8 (Configuration)A configurationconf of a
systemSys is a tuple(M, S, H, A) where(M, S) € Sys is
a structureH is a simple machine without forbidden ports,
ports(H) Nforb(M, §) = (), and the completiod := [M U
{H, A}] is a closed collection with master scheduler

The set of all configurations is writteGonf(Sys), and
those with polynomial-time useil and adversanA are
called Confpoiy (Sys). “poly” is omitted if it is clear from

For two families (var)ren and (varj)xen 0of random
variables (or probability distributions) let", “ ~gpyarL”,
“~poly” denote perfect indistinguishability, statistical indis
tinguishability (for a classSMA LL of functions fromN to
R>¢), and computational indistinguishability, respectively
[35]. We write~ if we want to treat all cases together. The
following definition captures that whatever an adversary ca
achieve in the real system against certain honest users, an-
other adversary can achieve against the same honest users
in the ideal system. A typical situation is illustrated irg¥i
ure 2.

the context. Runs and views of a configuration are definedpefinition 2.10 (Simulatability) Let systems Sys; and

as those of”, see Definitions 2.5 and 2.6.

Typically, the initial states of all machines are only a se-
curity parametek (in unary representation). Then we con-
sider the families of runs and views restricted to the subset

Ini' = {(1*)mec|k € N} of Ini, and writerun s and
View qong (M) for run¢ andview o (M) restricted tolni’,
and similar forl-step prefixes. Furthermoréy:’ is identi-
fied with N; hence one can writeun co.s 1 etc. O

Remark 2.1The condition on the ports dfl in a config-

uration is equivalent tgorts(H) N ports(M) = ¢ and

~

ports(H)¢ N ports([M]) C S. o

Sys, with a valid mappingf be given.

a) We saySys, >ZLPet Sys, (perfectly at least as se-

cure ag if for every configurationconf,; = (J\le, S,
H,A;) € Conff(Sys,), there exists a configura-
tion conf, = (M, S,H,Ay) € Conf(Sys,) with
(Ms, S) € f(My,S) (and the sameél) such that

View cong, (H) = view cong, (H).

5In [30], the condition on a valid mapping is a generalizatifrthis
condition to mappings that allow different sétsand.S2 and more general
users. The stronger requirements here simplify the prasentand are
sufficient for all cryptographic examples we considerede §&] for a
non-cryptographic example withy # Sa.



Lemma 2.1 (Combination of Machined)vith the notation
B
S shueadus

of Definition 2.11:

™ Az 1. If [C] is closed theiC'\ D U {D}] is closed as well.
2. The view of any set of original machinesGh DU{D}
Real configuration Ideal configuration is the same as irC. This includes the view of the
submachines ib, which is well-defined (giverd' and
Figure 2. Example of simulatability. D).

3. If all machines inD are poly-time, then so iB. o
b) We saySys; >LIMALL gys, (statistically at least
as secure gsfor a classSMALL if the same as in a)
holds with statistical indistinguishability of all famés
View cong, 1(H) @and view cong,,1(H) of I-step prefixes
of the views for polynomials.

Definition 2.11 allows us to add the notion of blackbox
simulatability to Definition 2.10:

Definition 2.12 (Universal and Blackbox Simulatability)
Universal simulatability means th#t, in Definition 2.10
c) We saySys, >1P°Y Sys, (computationally atleastas ~ does not depend ar (only on 3, S, andA,).
secure ajif the same as in a) holds with configurations ~ Blackbox simulatability means that is a simulatoim
from Coanf)oly(Sysl) and Confooy (Sys,) and compu-  with a machineA; as a blackbox sub-machine, whegis
tational indistinguishability of the families of views. ~  identical toA; except for renamed and relabeled ports, and
Sim depends at most oM/, S andports(A;). O
In all cases, we caltonf, an indistinguishable config-
uration forconf,. Where the difference between the types Lemma 2.2 (Transitivity) If Sys, >/t Sys, and Sys, >/2

of security is irrelevant, we simply write/,., and we omit ~ Sys, thenSys, >/ Sys,, wherefs := f, o f; is defined

the indicesf andsec if they are clear from the context.& in a natural way as followsf3(1\2[1, S) is the union of the
setsfy(Ms, S) with (M,, §) € f1(M;,S). This holds for

2.4. Basic Lemmas and Blackbox Simulation perfect, statistical and computational security, and &so
universal and blackbox simulatability. o

An essential ingredient in the composition theorem and
other uses of the model is a notion of combining several
machines into one, and a lemma that this makes no essential

These lemmas are proven in the full version [31].

difference in views. 3. Standard Cryptographic Systems

Definition 2.11 (Combination of Machines)et C be a We are now ready to define the specific class of standard
collection without buffers, and) C C. We define the  cryptographic systems. The intuition behind this class is
combinatiorof D into one machin®: that in a real systen§ys, there is one machine per human

. o ) system participant, and each machine is correct if and only

the names of the machines i@, and Portsp :=  tended structuréI*, $*) and atrust model We consider
ports(D) (in an arbitrary order). two variants: static and adaptive adversaries.

e D has all machines i as sub-machinesStatesp := ith ic Ad del
XmepStatesm, anddp is defined by applying the tran- 3.1. Systems with Static Adversary Mode
sition functions of all sub-machines to the correspond-

ing substates and inputs, unlédshas reached a final We define that all buffers that connect different machines
state anymore and produces no output. ule buffers that transport messages from itself to itselff a

require all these connections to be secure: this allows us to
e The initial states arénip := x,.pInim. If thereis  define a machiné/,, as a combination of (local) subma-

a master schedulét € D then Finp is the set of all  chines.

states oD whereX is in a state fronfFiny. Otherwise

D stops as soon a8l sub-machines stoppedinp := Definition 3.1 (Standard Cryptographic System%)stan-
XyepFinm. & dard cryptographic structurés a structuré M *, S*) where

M* = {Mla-'-;Mn} and S*c - {inu!,outu?|u =



1,...,n}, wherein,? andout,! are ports of machinsf,,.
Each machind/,, is simple, and for all names if p<! €
ports(M,,) thenp?, p! € ports(M,,).

A standard trust modébr such a structure consists of an
access structurelCC, and a channel modey, ACC is a set
of subsetd{ of {1,...,n}, closed under insertion, and de-
notes the possible sets of correct machihgss a mapping
X : Gr(M*) — {s,a,i}. It characterizes each high-level
connection as secure (private and authentic), autheaticat
(only authentic), or insecure (neither private nor autiegnt
We require that if a connectionconnects a machinkl,,
with itself thenx(c) = s.

Given such a structure and trust model, the cor-
respondingstandard cryptographic systenis Sys :=
{(My, Sn)|H € ACC} with S5, := {in,!, out,?|u € H}
and My, := {M, »|u € H}, whereM, 4 is derived from
M, as follows:

e The portsin,? andout,! and all clock ports are un-
changed.

e Consider a simple pogt € ports(M,,) \ {in,?, out,!},
wherep® € ports(M,) with v € H, i.e.,c = {p,p}
is a high-level connection between two correct ma-
chines:

— If x(¢) = s (secure)p is unchanged.

— If x(¢) = a (authenticated) angd is an output
port,M,, », gets an additional new popt, where
it duplicates the outputs at® This port automat-
ically remains free, and thus the adversary con-
nects to it. Ifp is an input port, it is unchanged.

— If x(¢) = i (insecure) ang is an input portp
is replaced by a new popt®. (Thus the adver-
sary can get the outputs fropt’ and make the
inputs top® and thus completely control the con-
nection.) Ifp is an output port, it is unchanged.

e Consider a simple pogt € ports(M,,) \ {in, 7, out,!},
wherep® ¢ ports(M,) forall v € H: If pis an output
port, it is unchanged. Ifitis an input port, it is renamed
into p®. (In both cases the adversary can connectto it.)
&

A typical ideal system is of the formSys, =
{({THx}, Sn)/H € ACC} with the same set$}, as in
the corresponding real systeffys,. The canonical map-
ping f between such systems is defined /3, Sy) =
{({THx}, Sn)} forall H.

5We have specified the complement$f because that is independent
of the buffer notation.

"Typical examples are threshold structurefCC: := {H C
{1,...,n} | |H| > t} for somet.

8This can be done by a trivial blackbox construction. We assum
w.l.0.g. that there is a systematic naming scheme for suatpoets (e.g.,
appendingd) that does not clash with prior names.

3.2. Systems with Adaptive Adversary Model

Standard cryptographic systems as defined in the pre-
vious section are based on the intuition that it is a priori
clear who are the “bad guys” and who are the “good guys.”
In adaptive(or dynami¢ adversary models the set of cor-
rupted machines can increase over time, e.g., because there
is a “master adversary” who has to hack into machines in
order to corrupt them [6, 8]. Adaptive adversary models are
more powerful than static ones, i.e., there are examples of
systems secure against static adversaries that are iesecur
against adaptive adversaries who can corrupt the same sets
of machines [8].

Standard cryptographic systems with adaptive adversary
can easily be defined within our model: Such a system has
only one structure(M, §), derived from a single standard
cryptographic structuré) *, $*). As before,M* is a set
{My,...,M,}andS*° = {in, ! out,?ju=1,...,n}.

Let M/, denote the machine derived fromM,. The
derivation is done with the access structt@C = {M}m
for M = {1,...,n} (all intended machines are present),
and an arbitrary channel modekatisfying that all connec-
tions from anM,, to itself are secure.

Each M/ receives an additional specified port,
corrupt,,?, intended for corruption requests. (Those
must be made via specified ports because the service will
change at least at the corresponding pants?, out,!
also in the ideal system.) EadW, also has two specific
ports cor_out,,!, cor_in,? for communication withA after
corruption. A newly corrupted machine sends a predefined
“corruption responsecorruption, o) to A via cor_out,!,
and from then on becomes “transparent:” Any inpubn
p? is translated into outpup?, m) on cor_out,!, any input
(p!, m) oncor_in,? is translated into output: on p!.°

Two main types of corruption responsesre natural:

e o is the current state d¥l’,.

e o is the entire view ofM/,. This corresponds to the
assumption that nothing can be erased reliably. Thus
every transition ofy,, is modified inju:, to store the
current step.

One may also extend this to different classes of storage,
e.g., to model the different vulnerability of session keyd a
long-term keys.

In the ideal system, the trusted hdst also accepts cor-
ruption requests. Tolerable sets of corrupted machines are
defined by an access structud€C* within TH: if the set
of corruption requests is no longer4CC*, i.e., there were
“too many,” thenT H sends its state th and gives all control

9Knowing the lifetimes of all intended machines A one can easily
determine the lifetime oM/, so that it can forward messages as long as
some non-corrupted machine would still be able to receiv&eod them.



to A. Thus after this, the ideal system no longer guaranteesfor all i # j.1° We then define their composition as

anything and simulation becomes trivial.

4. Composition

In this section, we show that the relation “at least as se-
cure as” is consistent with the composition of systems. The
basic idea is the following: Assume that we have proven

that a systensys,, is as secure as another systépa, (typ-

ically an ideal system used as a specification). Now we

would like to useSys, as a secure replacement f8ys,
i.e., as an implementation of the specificatigys(,.

Usually, replacingSys, means that we have another sys-
tem Sys, that usesSys;,; we call this compositiorSys*.
Inside Sys® we want to useSys, instead, which gives a
compositionSys™. HenceSys™ is typically a completely
real system, whileSys™ is partly ideal. Intuitively we ex-
pectSys™ to be at least as secure §igs*. The situation is
shown in the left and middle part of Figure 3.

>
Sys'

Figure 3. Composition theorem and its use
in a modular proof: The left and middle part
show the statement of Theorem 4.1, the right
part Corollary 4.1.

The remainder of this section is quite similar to the cor-
responding section of [30] for the synchronous case.

We define composition for every numberof systems
Sysq, ..., 9ys,. We do not provide a composition opera-

(My, SO|| . [|( My, Sn) == (M, S)with M = My U...U
M, andS = (S; U...US,) N free([M]).

We call a systenmbys a composition ofSys,, . .., Sys,,
and write Sys € Sys; x --- x Sys, Iif each struc-
ture (M, S) € Sys has a unique representati¢i/, S)
= (M, 8)]]...||(M,,S,) with composable structures
(M;, S;) € Sys; fori =1,...,n.

We then call(1;, S;) the restriction of(M, S) to Sys;
and write(M;, S;) = (M, S)[ sys, - o

Remark 4.1For all compositions of structures, we have
[M] = [Mi]U...U[M,] andfree([M]) C free([Mi])U...U
free([M,]). We also haves = free([M])\ (S1U...US,).

[¢]

The following theorem shows that modular proofs are
indeed possible. Recall that the situation is shown in tfie le
and middle part of Figure 3. The main issue in formulating
the theorem is to characteri®gs™, i.e., to formulate what
it means thaSys, replacesSys,.

Theorem 4.1 (Secure Two-system Compositidrgt sys-
temsSys,, Sysg, Sys, and a valid mapping, be given with
Sys, >1o Sys),. Let compositionsSys™ e Sys, x Sys, and
Sys* € Sysy x Sys, be given that fulfil the following struc-
tural conditions:

For every structurg M# S) e Sys* with restric-
tions (M;, S;) = (M#,8)[sys, and every(M(, So) €
fo(Moy, Sy), the compositiot M, So)|| (M, Sy ) exists, lies
in Sys*, and fulfilsports( M) N S¢ = ports(My) N S¥.

Let f# denote the function that maps eadif#, S) to
the set of these compositions. Then we haye® >/
Sys*. This holds for perfect, statistical and, #ys, is
polynomial-time, for computational security, and also for
the universal and blackbox definitions. |

Proof (sketch). First we have to show that# is a valid

tor that produces one specific composition. The reason ismapping. This will be done in Step 0 below.
that one typically does not want to compose every structure  Then let a configurationonf” = (M#, S, H, A#)

of one system with every structure of the others, but only

with certain matching ones. For instance, if the individual
machines ofSys, are implemented on the same physical
devices as those dfys,, as usual in a layered distributed

Conf!™ (Sys*) be given and M;, S;) := (M#, §)[ys, for
i = 0,1. We have to show that there is an indistinguish-
able configuratioronf™ € Conf(Sys*). The outline of the

proof is as follows; it is illustrated in Figure 4.

system, we only compose structures corresponding to the
same set of corrupted machines. However, this is not the 1. We combined and M; into a useH, to obtain a con-

only conceivable situation. Hence we allow many different
compositions.

Definition 4.1 (Composition) The composition of struc-

tures and of systems is defined as follows: We call struc-

tures (M, S1), ..., (M, S,) composabléf ports(1;) N
forb(M;, S;) = 0 and S; N free([M;]) = S; N free([M;])

figuration conf, = (Mo, So,H,Ao) € Conf(Sys,)
where the view of as a submachine &f; is the same
as that inconf .

10The first condition makes one system a valid user of anothéve T
second one excludes cases where free([M;]) N free([M;]) (e.g., a
clock port for a high-level connection between these sys}emdp € S;
bUtp & Sj.
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Figure 4. Configurations in the composition
theorem. Dashed machines are internal sub-
machines. (The connections drawn inside
Hy are not dashed because the combination
does not hide them.)

2. We show thatonf, € Conf/(Sys,). Then by the
preconditionSys, >/0 Sys;, there is a configura-
tion confly = (Mj,So,Ho,A)) € Conf(Sysj) with
(M, So) € fo(My, Sy) where the view o, is indis-
tinguishable from that imonf,,.

3. We decomposk into H and M again and derive a
configurationconf™ = (M*, S, H,A*) € Conf(Sys*)
where the view oH equals that oH as a submachine
of Hp in confy.

4. We conclude thatonf™ is an indistinguishable config-
uration forconf ™.

The following corollary finishes the definition and proof

messages over insecure channels, but for the initial key ex-
change authenticated channels might be used as well.

The specified notion of secure message transmission tol-
erates some imperfections: The adversary learns who com-
municates with whom and the length of the messages. He
can delay messages, and thus change their order arbitrarily
or even suppress them completely. He can replay messages,
i.e., if an honest usex received message from another
honest usep, the adversary can tricl into acceptingn
arbitrarily often (although the adversary might have naide
whatm looks like).

We allow this to keep the possible real machines sim-
ple (stateless except for keys, and without dummy traffic).
Clearly, more complicated real systems can avoid some im-
perfections, although others cannot be avoided in a totally
asynchronous scenario. In particular one could add a layer
on top of our ideal system that detects replays or even en-
sures that messages are delivered in the correct sequence
(by discarding messages that are out of order). Security of
this new, composed system could easily be proven via the
composition theorem.

Notation for data structures. Form € X* letlen(m) de-
note the length ofn. Alist, I = (z1,...,z), is @a sequence
of words fromX*, itself encoded as a word froxd*. We
also call fixed-length lists tuples. The exact encoding does
not matter as long as the numbsese(l) of elements il and
these elements are efficiently retrievable. Furthermoee, w
assume that the length of a list is (efficiently) computable
from the length of its elements. For a lis& (z1,...,z;)

we definel[i] := x; for 1 < i < j, andl[i] := | fori > j,
where| is a distinct error symbol, i.e|, ¢ ¥. () denotes an
empty list. By “adding an element to a list” and similar for-
mulations we mean appending it at the end. Byc [ we
mean that[:] = « for somei. If we write this in a retrieval
operation, the first suchis used.

5.1. The Ideal System

The ideal system is of the standard cryptographic type

of the situation shown in Figure 3: We now assume that yoscribed at the end of Section 3.1.

there is also a specificatioflys’ for the systemSys*, as
shown in the left part of the figure.

Corollary 4.1 Consider five systems satisfying the pre-
conditions of Theorem 4.1, and a sixth ongys’, with
Sys* >I Sys'. ThenSys* >/ Sys' wheref := fi o f#
as in the transitivity lemma. O

5. Secure Message Transmission

Scheme 5.1[Ideal System]Let n € N and polynomials
L, s overN be given. Heren denotes the number of in-
tended participants andk) the maximum number of mes-
sages each user can send dr{é) the maximum message
length for the security parameter Let M := {1,...,n}.
An ideal system for secure message transmission is then de-
fined as

Syssecmsg,ideal — {({-I—HH}7 SH) | H C M},

n,s,L

In the following we present an ideal and a real system where $;, is given by the standard definitioss, :=

for secure message transmissioiihe real system sends

{inyl,out,? | v € H}, andTHy is defined as follows.



WhenH is clear from the context, letl := M \ H de-
note the set of corrupted participant indices.

The ports of THy; are {in,?,out,! | v € H} U
{ingm?, outgm!, outsm !}t THy maintains three data
structures: An arrayinit;, , )u.vem Over{0,1} and an ar-
ray (sc*)uer over{0,...,s}, both initialized with 0 ev-
erywhere, and an arrayleliver,, ,,)u,vem Of lists, all ini-

THy is as abstract as we hoped for: It is deterministic
and contains no cryptographic objects at all. Its state-
transition function should be easy to express in any for-
mal language for automata provided it allows certain data
structures, which most such languages do. We could have
been even more abstract by omitting initialization (the ab-
straction of key exchange) and the boun¢and thus the
tially empty. counters). However, in practice users will have to know
The state-transition function ofH4, is defined by the  about initialization to provide authentic channels, and se
following rules. Inputs where no rule applies are ignored. eral cryptographic schemes require upper bounds on the us-
If an input triggers an outpuyt ¢ we say thafTH,, accepts  age. Moreover, one can chook@ands constant to maké
this input. invisible.

Initialization. 5.2. The Real System

e Send initialization: If TH4, receivesipit) atin,, 7 and
init,, ,, = 0, it outputs(initialized, u) at outgm!, 1 at
outsim“!, and setsnit;, , == 1.

The real system uses asymmetric encryption and digital
signatures as cryptographic primitives; notation for tfiem
briefly introduced in Section 5.2.1. The scheme itself is de-

e Receive initialization from honestu: If THy re- scribed in Section 5.2.2.

ceives (initialize, u,v) at ingm?, u,v € H and if
init,, ,, = 0, init;, , = 1, then it setsinit, , := 1
and outputginitialized, u) atout,!.

5.2.1. Primitives Used

The algorithmggens, sign, test) denote a digital signature
scheme secure against existential forgery under adaptive
chosen-message attacks [17]. Let the overall message space
beX* and, w.l.o.g.false ¢ ¥T. We write (sks, pks) «

gens (1%, 1%) for the generation of a secret signing key and

a public test key based on a security paraméter,N, and

the desired maximum number of signaturesc N. By

sig «— signgy.s ..(m) we denote the (probabilistic) signing

of a messagen € ¥ 1, wheresc € {1,...,s} is a counter

e Receive initialization from dishonestu: If THy re-
ceives (initialize, u,v) at ingm?, u € A, v € H,
init, , = 0 then it setsinit; , := 1 and outputs
(initialized, u) atout,!. '

Sending and receiving messages.

e Send: If TH4 receives an inpugsend, m,v) atin,?

andm € X7, len(m) < L(k),v € M\{u}, it} , =
1, 4nity , = 1,andscy, < s(k), thenitfirstsetscy, :=
sc; + 1.

If v € H, it determines! := len(m) andi :=
size(delivery, ,,) + 1, setsdeliver;, , [i] := m, and out-
puts(busy, u, i,1,v) atoutsm! and 1 abutgm!.

If v € A, it outputs(msg, u, m, v) atoutsm! and 1 at
outsim .

e Receive from honest partyu: If THy receives
(select,u,i,v) atingm? andu,v € H, inity , = 1,
init;, , = 1, andm := deliver;, ,[i] # |, then it out-
puts(received, u, m) atout,!.

e Receive from dishonest partyu: If THy receives
(send,u,m,v) at ingm? andu € A, m € XT,
len(m) < L(k), v € H, init, , = 1 andinit;, , = 1,
then it outputgreceived, u, m) atout,!. <&

11The order of the ports in the sequenBertsty

does not matter be-
low, we can assume any canonical one; similar for the folhgwnachines.

value that has to be unique among the signatures generated
with sks. We assume thatig is of the form(m, sig’). Ver-
ification test,, (sig) returns eithern (then we say that the
signature is valid) ofalse. We assume that the length of a
signature onn is a functiorsig_len(k, s, len(m)).

By (geng,E,D), we denote a public-key encryption
scheme secure against adaptive chosen-ciphertext gttacks
asintroducedin [32] and formalized as “IND-CCA2" in [2].
We write (ske, pke) « geng(1%) for the generation of an
encryption key and a decryption key. We denote the (prob-
abilistic) encryption of a message by ¢ — E,.(m), and
decryption bym < Dgi.(c). The result may béalse for
wrong ciphertexts. We assume that messages of arbitrary
length can be encrypted, but the length need not be hidden,
and that the length afis a function ofk andlen(m).

We also need that upper bounds on the length of the re-
sults of all the algorithms (e.g., key generation) for eviery
are efficiently computable.

5.2.2. Real System for Secure Message Transmission

Scheme 5.2[Real Systeml.etn, s, L and consequenthy1
be given as in Scheme 5.1. Also let an encryption scheme



u,v

<
in,! H out,? — >
A A
( (L1 ] A
net, ,
a
Mu &V_>net&_,
aut,,,| A M R
d > v -
aut
Ny,
K
Ny,
Vd

Figure 5. Sketch of real system for secure
message transmission. All connections are
clocked by A. Indices H are omitted; also in
the following figures.

and a signature scheme be given as above. The system is

a standard cryptographic system (Definition 3.1). Thiis
is a se{M,|u € M} andS*® := {in,!, out,?|u € M}.
Here ACC is the powerset aM. Hence the system is of the
form

Syssecmsg,real — {(MH’ S’H) | H C M}

n,s,L
with My, = {M, »|u € H}.
The ports of machineM, are {in,? out,!} U
{net, !, net, ,?jv € M} U {auty,,!,aut, ,?v € M}.

Sending and receiving messages.

e Send: If M,, receives an inpufsend, m,v) atin,?,
withm € ¥, len(m) < L(k), andv € M \ {u}, and
if inity . = (sksy, skey), inity o = (pksy, pke,), and
scy < s(k), then it setsse,, := sc,, + 1 and

€ Epkev (Signsksu,scu (u7 m, U))

It outputsc atnet,, ,!.

¢ Receive:lf M, receives: atnet, ,,? (within the max-

imum length for a network message as above), and
Nty = (sksy,ske,) andinit, ., = (pks,, pkey),
then M, tries to parsec in the form Epg,(
SIgNgks, sc, (U, M, u)). More precisely:

a) sig := Dgge, (¢). Abortif the result isfalse.

b) m’ := test,s, (sig). Abort if the result isfalse.

c) (v',m,u’) :=m’. Abortif this fails oru’ # u or

v # .

If this succeeds, theM,, outputs(received, v, m) at
out,!. O

5.3. Security of the Real System

We show that Scheme 5.2 is at least as secure as the ideal

The first ones are for the user, the second ones for normafScheme 5.1.

messages to and from eakehy, and the last ones for key ex-
change. High-level connectiokset,, ,!, net, ,?} are inse-
cure and{aut, , !, aut, ,, 7} are authenticated. The resulting
high-level connection graph is sketched in Figure 5.
EachM,, maintains an arraginit, ., )veam Of lists, which
are initially empty, and a countae,, initialized with 0. The
state-transition function df1,, is defined by the following

rules. Inputs where no rule applies are ignored. If an input

triggers an outpug ¢ we say thatvl,, acceptghis input.

Initialization.

e Send initialization: If M, receives ipit) at in,?
and init, ., = (), then it generates two key pairs,
(sksy, pks,) — gens(1%,1°)) and (ske,, pke,) —
geng(1%), outputs(pks,, pke,) at all portsaut, ,!,
and setsnit,, ,, := (sksy, skey,).

e Receive initialization: If M, receives(pks.,, pke,)
(within the maximum length for a pair of public keys)
at aut, ,,7 andinit, , = (), then it setsinit, ,, =
(pks., , pke, ) and outputginitialized, v) atout,,!.

Theorem 5.1 (Security of Secure Message Transmission)
Foralln € NandL,s € Nz, Sys*mere! >/ poly

n,s,L —sec
secmsg,ideal

SYs, o 1. for the canonical mapping’ from Sec-
tion 3.1, provided the signature and encryption schemes
used are secure. This holds with blackbox simulatability
(Definition 2.12). ]

The proof of Theorem 5.1 is given in Section 5.3.2. Itis
based on Theorem 5.2, presented in Section 5.3.1.

5.3.1. General Simulatability of Public-key Encryption
in a Reactive Multi-user Setting

An essential cryptographic part of the proof of Theorem 5.1
is captured by Theorem 5.2, which extends the standard no-
tion of chosen-ciphertext security of public-key encrgpti

to a reactive multi-user setting, using a simulatabilit§i-de
nition. A similar multi-user scenario has been considened i
[4], but no decryption request for any of the ciphertexts pro
duced by a correct machine is allowed there. However, in
a reactive scenario like ours, most secret messages are also
decrypted by some correct machine and partial knowledge
may leak; hence the theorem is not immediately applicable.
We therefore define ideal machinEscgm 3 that encrypt



simulated messages, but horadr decryption requests by

table look-up of the intended messages. Then we can show

simulatability in our usual sensé.

Scheme 5.3[Encryption Systems]Let an encryption
scheme(geng, E, D) and parameters € N and sieys,
sencs € N[z] be given, wheres.,s(k) denotes the max-

imum number of keys to be generated in the system and
Sencs (k) the maximum number of encryptions per key, for

security parametet. For everyl € N, let mg;,, ; denote a
fixed message frori!, say0'. We define two systems

= {({EnCH}7 Senc,H) | HC M}'
= {({Encsim,H}a SenC,H) | HC M}

For everyH, the ports are defined as follows:

enc,real
Ty SkeysySencs

e Sys

enc,sim
Ty SkeysySencs

o Sys

o Portsency, = Porlsgncy, » =
{'nenc,u?70Utenc,u!a OUtenc,uq! | AS H}'

s . <1 13
® 5% = {iNenc,u!s iNenc,u ™!, OUtencu? | u € H}.

Both machines have a security parameterand main-
tain a key countekc € N, initially kc := 0, and initially
empty listskeys andciphers. The latter is used for the look-
up of intended cleartexts in the ideal system. The tramsitio

e Input (decrypt, pke, c) with pke,c € T and within
the length bounds (note thate is used as a designator
of the desired private key):

— for Ency: If Jke, ske, spre: (u, ke, ske, pke,
Spke) € keys then{ m «— Dy (c); outputm }
else output.

— for Encsim,»: If ke, ske, spre: (u, ke, ske,
pke, spre) € keys then{ If Im: (m, pke,c) €
ciphers then outputn else outpuin «— D (c)
} else output. &

Note thatEncgim, » limits the capability to decrypt: If
(u, ke, ske, pke,0) was added tokeys due to an input
(generate) at portinenc,,, 7, then(decrypt, pke, c) has an ef-
fect only if it is entered at the same port.

Theorem 5.2 (General Simulatability of Public-key En-
cryption)For alln € N, sjeys, Sencs € N[x], we have

enc,sim
Ty SkeysySencs

enc,real >f,po|y
My SkeyssSencs —S€C

Sys Sys
for the canonical mapping’, provided the encryption
scheme used is secure against adaptive chosen-ciphertext
attacks. This holds with blackbox simulatability. ]

functions are given as follows, where we assume that thepgof. et n Skeys: Sencs AN’ be fixed. We use a sim-
. , , .

current input is made at poifienc 7. The resulting output
goes tooutenc,q,!, With outenc ! :=

e Input (generate) for Ency and Enceimx: If ke <
Skeys (k) then{ ke := ke + 1; (ske, pke) «— geng(1%);
add(u, ke, ske, pke, 0) to keys; outputpke } else out-
put|.

e Input (encrypt, pke, m) with pke, m € X and within
the length bounds:

— for Ency: If 3u, ke, ske, spre: (v, ke, ske, pke,
Spke) € keys A Spke < Sencs(k) then{ sppe :=
Spke + 1; outpute < E,i.(m) } else output.

— for Encsim,¢: If v, ke, ske, spre: (v, ke, ske,
pke, Spke) € keys A Sphe < Sencs(k) then{
Spke = Spke+ 11 OUtpUtC — Epke (msim,len(m));
add(m, pke, ¢) to ciphers } else output.

12For cryptographers, our theorem can also be seen as a foatiadi
of the notion of “a standard hybrid argument.” For a passettirg this
was done by Theorem 3.6 of [13]. However, in a reactive gethine has
to switch over from a real state to a “corresponding” ideatestand there
is no general definition for this. In particular, it must bedaalear how
decryption is handled in the hybrids. This is how well-defirae least for
those systems that use an encryption system only such #atcdn be
rewritten with our real encryption system.

3Thus Senc,7¢ = 0, i.e., the adversary is not connected with the correct
machines except via or in the placetdf The fact that inputs are scheduled
by H, and outputs foH are scheduled by the system, allot¥go use the
system like a local subsystem which always returns a resuftadiately.

ulator that executes its blackbdy without change, i.e.,
alwaysAs = A; =: A. The proof is a hybrid argument as
first used in [16], i.e., we construct intermediate systems
that differ only in one encryption each.

For everyk € N let Z, ({1,..., Skeys (k) } X
{1,...,8encs(k)}) U {a}, let <; be the lexicographic or-
der onZ; \ {a}, anda <; t for allt € Z,. Let
pred,(t) be the predecessor ofe 7, relative to<;, and
w(k) := (Skeys (k), Sencs (K))-

For everyk € N andt € Z;, we define a hybrid machine
Ency ¢ 1. Itis like Encgm 7 With fixed initial input1®, ex-
cept whereEncgim 3 carries oute « Eppe(Mgim jen(m)):
Lett’ := (ke, spke) for the valuesic, s,k at that moment.

o If t/ <y t, itsetsc «— Epr.(m) like Encyy;
o if t' >y t,itsetsc < Eppe(Mgim, ten(m)) 1K€ EnCim 2.

Clearly, eaclEncy, o 3 works like Encgim 4 0N input1”.
Furthermore Ency, )+ Works like Ency; on input 1%:
Ency andEncy, (1), pProduce identical outputs for inputs
(generate) and (encrypt, pke, m). Now consider an input
(decrypt, pke, ¢) @tinenc,,,? such thaBke, ske, spie: (u, ke,
ske, pke, spre) € keys (otherwise both outpuf). If there
is no tuple (m, pke, c) in ciphers, both outputD . (c).

If there is, thenc has been generated Mncy, 1)+ as
Epke(m). ThusDgg(c) = m, and both machines output
m.



Assume for contradiction that the theorem is wrong For allk € I, this implies
for the given parameters and machingsand H. Let

confea := ({Ency}, Senc.r¢, H,A) and confim similarly |p7~1(€0) _ pr;1>| _ 1 PP ko) = PPl
with  Encsim,», and let coll,; denote the collection w(k)
{Enck+ %, H,A}. (The initial inputs in these collections N 1 '
are always1®.) Thus we assumeiew cons., (H) #poly w(k)p(k)
View oty (H), @nd this implies Thus
(view colty, .,y (H))ken #poly (view cotty, , (H))ken- Pl = b)

We abbreviateicwy, ; := view con, ,(H). The distinguisha-

_ o (B)Y
bility means that a probabilistic polynomial-time distin- P(b=0nA(view,”) = 0)

1
+ 3 (prg) - pr,(co)).

guisher algorithmA andp € N[z| exist such that for all +Pb=1A A(mewéb)) 1)
k in an infinite setC C N, ) o N
1 = 5 (P(Aview,”) = 0) + P(A(view,”) = 1))
|P(A(view, k) = 1) — P(A(viewy,o) = 1) > =k 2
T2

We construct two almost identical adversares.. and
Acnc— on the encryption scheme; we writg,. where state-
ments hold for both. On input*, A... randomly selects
t er Ii \ {a}, say,t = (ke,s’), receives a correctly cho-

Thus the success probability of eith&g,.. or Agne— is
larger thanl/2 + 1/(2w(k)p(k)) for all k£ € K. This is
the desired contradiction to the security of the encryption

sen public keypke, and can then interact with a decryption system. "

oracleDec for this key. A, Simulatescolly, ; with the fol-

lowing exceptions: 5.3.2. Proof (Sketch) of Theorem 5.1

o If H makes theke-th input (generate), say at port e prove Theorem 5.1 in the following steps: In Part A we

iNenc,u”, thenAenc only adds(u, ke, 0, pke, 0) to keys. rewrite the real system to use a reactive encryption system
Instead of operations: < D (c ) corresponding to gy gencreal | from Scheme 5.3 instead of performing the
this entry (identified byke), it uses the decryption or-  qriginal’encryption algorithms. This gives an intermeeiat
acleDec. systemSys><"# 5", and we show that

e If H makes an input(encrypt, pke,m) which gets

i ; 4 secmsg,real secmsg,Enc
the indext = (ke,s’), i.e., Aenc finds the en- SYSpsL Zsec OYSp 1
) .
t(ry (u, ki’o’plze’s = 1) in ];efg'Dthen_’?ﬁ’i‘; 2?;32 In Part B, we replace each machifiecy, by Encgm 7 t0
mo,my) = (M, Mgim, len(m) €c. secmsg,Encsim
flips a bith €x {0,1} and returns: « Epy.(my). ~ 9St&NeW Systemys, .o + We show that
Aenc adds(m, pke, C) to ciphers. S Ssecmsg,Enc > S secmsg,Encsnm

n,s,L —sec nsL

At the end,A¢,c runsA on the resulting view o, which ] )
yields a bitb;. Aency OuUtputsh?, whereasA,. outputs  InPart C we define a simulatimy that uses an adversary

1 — b; (intuitively, this is a guess ). from a configuration ofSysfffS"fzg’E"“im as a blackbox, re-

Note thatA.,. never ask®ec to decrypt the ciphertext  sulting in a configuration of the ideal systess "z,
from Dec (which would not be allowed), becaue,. will We show that this simulation is correct, i.e., that
find (m, pke, c) in ciphers and outpuin.

Syssecmsg Encsim > Syssecmsg |deaI

Let mew,(c denote the random variable of the view s, L =sec s, L
of H_ in Aenc for parameterk: and a specific b'f’(b) Ab- In this part, we omit details for brevity. Theorem 5.1 follew
breviate pry, = P(A(viewg,:) = 1) and pr,’ := by the transitivity 0f>c..

P(A(mew,(c )) = 1). Forb = 0 the simulated run is gen-
erated like a run ofoll;; and forb = 1 like a run of Part A, Intermediate System: Real System Using En-

colly pred, (t)- With w(k) := sgeys (K)Sencs (k) We get: cryption Subs e/stem We first define the intermediate sys-
(0) 1 tem Sysfcsng’ Its structures are of the foriVz;,, Sx)
Pre™ = ulh) Z PTyt> with M}, = {Ency} U{M!,, |u € H}, see Figure 6%
teTp\{a}
1) 1 14This intermediate system is not “real” and only used in ourofir
pry. = w( ) Z DTk pred, (t)- hence it is no problem tha!;, ,, makes explicit distinctions usirity be-
teT\{a} low.
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Figure 6. Real system rewritten with encryp-
tion subsystem. The dotted arrows connect
clock ports.

The parameten of the encryption subsystem is as in the
overall system an@cys (k) := n, sencs(k) := ns(k). Each
machineM;, ,, equalsM,, 3¢ with the following modifica-
tions:

e It has additional port$nenc !, iNenc,.. !, OUtenc,.? tO
connect tcEncy.

¢ In“Send initialization.” Instead of callingeng, ML,H
outputs (generate) at inenc.,! @and 1 atinenc, ! and
waits until it receives a result @tite,c 7.1 It uses
this result agke,, . In init,, ,, it storespke,, instead of
skey,.

e In “Send.” If v € H, instead of the computation of
c, it computessig « signg .. (u,m,v) and out-
puts (encrypt, pke,, sig) atinenc ! @and 1 atinenc ,,“!.

It waits until it receives a result @lutenc ,, 7, which it
uses as.

e In “Receive.” M;, ,, replaces Step a) of parsing by an
output(decrypt, pke,,, c) atinenc.! and 1 atinenc , !
It waits until it receives a result @lutenc ., ?, Which it
uses asig.

The views ofA andH in a configuratior(MH, S, H,A)
and(M;{, S, H, A) are clearly identical (perfectly indistin-
guishable), because the action€at;; on the given inputs
are precisely whall,, 3, would have done at this point. In
particularsg.,s (k) is not exceeded because eadh) 5 in-
puts (generate) at most once, controlled bynit,, ,,, and
sencs(k) 1S not exceeded for any key because ekthy,

15More precisely it enters a statevait, init) where it only reacts on
this input. As one easily sees from the scheduling that dityibput can
arrive next, we treat the wait state together with the previstate; also in
the following cases.

inputs (encrypt, .. .) at mosts(k) times. The interactions
betweenEncy, and the machinel!;, ,, are invisible forA.
Thus we have

secmsg, real secmsg,Enc

Sysn,s,L Zsec SySn,s,L .
Part B, Replacing the Encryption System. In
SyssemseEnc e want to replace each machifcy,

secmsg,Encsim
n,s,L .

by Encgim 7 t0 get a new systerfiys
We considerSys**“™&E" as a composition ofys, :=

n,s,L
enc,real

Sysnmms and a systenyys, thatis naturally defined as the
structures withouEncy: The specified ports are those of
Syssemsere! plus the low-level complements of the ports
of EriéH. Then the conditions of Definition 4.1 are ful-
filled. As each machin&ncsm 1 has the same ports as
Encyy, the definition ofSys>*<m&-E"I™ a5 a composition of

n,s,L
enc,sim

Sysq := Sysy e and the saméys, is clear and the pre-
conditions of the composition theorem, Theorem 4.1, are
fulfilled. In particular, all machined’, ,, are polynomial-
time in k. Hence Theorem 5.2 and Theorem 4.1 imply
SysseemeeEne > gysSeemeEEnesim (again with blackbox

n,s,L n,s,L

simulatability).

Part C, Simulator. It remains to be shown that
Sysjffs’j‘zg’E"“'m >ec Sysjf,csrj‘zg"dea'. Intuitively, one re-
maining aspect is to show that the real messageghich

are still inputs toEncsm 7, but which are not output by
THy, are indeed not needed. This is a perfectly indistin-
guishable rewriting. The other aspect is to show that the
use of sighatures guarantees authenticity as specifie@ in th

ideal system.

Simulator Simy:  We construcbimy as the combination
of several machines, see Figure 7. It uses the givers

a submachine, without any port renaming. (Although all
figures showH as using all the specified ports, the proof is
general.)

e Mux acts as a multiplexer/demultiplexer betwddt;,
and other machines. It has poifg,!, insm !, outsim?,
andin?!, in*“! andout? ? for eachu € H. Basically,
it translates from the “top” to the “bottom” and vice
versa, immediately scheduling its outputs so that the

values simply “pass through:”
— Input (initialized, ) atoutgm? / Output(init) at
in*!and 1 afin} .
— Input (busy,u,i,l,v) at outsm? / Output
(send_blindly, 4,1, v) atin*! and 1 afin* “!.

— Input (msg,u,m,v) at outgm? [/ Output
(send,m,v) atin*! and 1 afin’ “!.
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Figure 7. Simulator for secure message trans-
mission.

Input (initialized,w) at out}? /
(initialize, u, v) atingm! and 1 atingy,“!.
Input (received_blindly, u,4) at out’? / Output
(select, u,i,v) atingy,! and 1 afing, !.
Input (received,u,m) at out:? / Output
(send, u, m,v) atingm,! and 1 atingm,“!.

Output

e M; 4, foru € H, equalsM; ,, with the following
modifications:

It has an additional porut? ! which it sets to
1 for every output abut}! (so that the outputs
“pass up” througtMux).

Upon input(send_blindly,z,1,v) atink?, it be-
haves like M, ,, on input (send,m,v) with
len(m) = I, but instead of computingig «—
SIgN ks, se., (U, M, v) it just computes the length
[* of any suchsig using the algorithnsig_len.
It outputs (encrypt_blindly, pke,, (u,i,v),l*) at
iNenc,w! @nd 1 atinenc,,“!. Then it waits and con-
tinues likeM;, ,,.

In “receive”, it acts likeM;, ,, until it receives
a result atoutenc,?. If this is of the form
(decrypted, sig), then My, ,, treats it asM, ,,
treatssig. If it is of the form (decrypted_blindly,
(v',i,u")), thenM? ,, verifies thaty’ = v and
u' = u. If yes, it outputs(received_blindly, v, 7)
atout’!.

e Ency, equalsEncgm » With the following modifica-

tion:

— An arrayblind_ciphers replaces:iphers.

— Instead of inputgencrypt, .. .), it accepts inputs
(encrypt_blindly, pke, mid,l*). Heremid € ¥*
is a message identifier. If it finds the desired
tuple in keys (otherwise the result i), it be-
haves likeEncsm 7 On input (encrypt, pke, m)
with len(m) = [*, and it store§mid, pke, c) in
blind_ciphers.

— In “decrypt”, it looks for a tuple(mid, pke, ¢)
in blind_ciphers. If it finds one, it outputs
(decrypted_blindly, mid). Otherwise, it decrypts
and outputs the result as(decrypted, m).

To prove the correctness of this simulator we have to
compare configurationsonf, := (M,’{, Sn,H,A) and
config == ({THxn}, Sk, H, Simy (A)), called semi-real and
ideal configuration. The overall idea of this proof is to de-
fine a mappingp from runs ofconfs, to runs ofconfy, ex-
cept for negligible subsets on both sides; we call them ferro
sets.” ¢ must respect probabilities and the viewsfoand
H in runsp and(p) must be equal. In our case, we can
simply define¢ state-wise, and only for states before and
after switching steps dfl andA,; this is sufficient because
only the views ofH andA must be identical.

We show that) (s, (0« )) = dia(¢(0s)) for all stateso,
reachable irconf,,, except for the error sets. Hefg and
0iq denote the overall probabilistic transition functionseTh
error sets will consist of the runs where the adversary suc-
cessfully forges a signature.

Mapping ¢: Let a stater,, of conf,, be given; we define
the components ofiy := ¢(o ). Large parts of the map-
ping are trivial:

e The states oH andA are mapped identically.

e The states of all buffers with the same name in both
systems are mapped identically, and so is the sched-
uled port6

e The remaining buffers iaq are always empty’

e Security parameters are mapped identically and not
mentioned again.

Now we map the joint states &4, ,, for all u € H and
Encsim,¢ to states ofTHy, andSimy,. The state oBimy
consists of those d¥lux, the machine#/; ,,, andEnc,.

e Mux is state-less.

~_~ . e~ e~ —~—  —

—_—

autd ,, a/ut\li forall u € H,v € M, and the buffers betweed and
A

17Recall that we only map states before or afteor A switches. The
buffers areingm, outsim andin?, out? for all u € H.



e Key-related variables: If yes, it outputs the forged signature. The success prob-
ability of A, for a security parametet is precisely the

— The arrayinit* of THy is derived from the probability of Forgeries, .

arrays init. ,, of the machinedVl; ,,;: We set
init, , = 1 wheneverinit,. # (), else

inits = 0. 6. Summary
- _Ead/‘ arraynit, ., of amachineMy ,, equals that We have presented a rigorous model for secure reac-
in M., - tive systems with cryptographic parts in asynchronous net-
— The counterkc and the listkeys of Ency, equal works (Section 2) and a composition theorem for it (Sec-
those iNnEncgim .- tion 4). Common types of cryptographic systems and their

) . ] trust models can be expressed in this model, in particular
e Message-related variables: In the semi-real conflgura-systems with static or adaptive adversaries (Section 3).

tion, M7, ;, contains a countesc,,, andEncgm 3 the As design principles, we propose to keep specifications
list ciphers. In the ideal configurationTHy, contains  gpstract i.e., free of all implementation details, and to ex-
counterssc, and an arrayleliver*, while M7, ;, con- plicitly include all tolerable imperfectionsThis allows the
tains countersc,, andEncy, the listblind_ciphers. cryptographically verified systems to be used as building

blocks for systems that are then subject to formal verifica-

— The countersc, in M;, ;¢ andsc, in TH, equal tion. As an example of this specification methodology we

sCu I My, - provided the first abstract and complete specification fer Se
— Each entrye := ciphers[j] # | is of the form  cure Message Transmission, and verified a concrete imple-

e = (sig, pke, c) andsig of the form((u, m, v), mentation (Section 5). This is based on a theorem about the

sig") with u, v € ‘H. Givenciphers, letind, . (j) security of encryption in a reactive setting, which may be of

denote the number of entries up to (and includ- independent interest.

ing) ciphers|j] with the given values, v. Hence Future work will include actually using a formal lan-

for each such entry we can set := ind, ,(j) guage to express the abstract specifications and examples

and where the composition theorem is applied based on such

« blind_ciphers[j] := ((u,i,v), pke, ¢) and specifications. We already used it in the example, but based

on Theorem 5.2 with a non-abstract ideal system; we only
regard the final ideal system of Theorem 5.1 as abstract.

The proof of the correctness of this mapping is a rela- Nevertheless, it might be interesting to see how far even the

tively straightforward but tedious exercise; see [31]. slor |Ower-level proofs could be supported by tools.

precisely, this proof shows that all steps of the runs are
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