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Abstract. We consider abstract specifications of cryptographic pasowhich
are both suitable for formal verification and maintain a sbaryptographic se-
mantics. In this paper, we present the first abstract spatidicfor ordered secure
message transmission in reactive systems based on thelyqméslished model
of Pfitzmann and Waidner. We use their composition theoretietive a possible
implementation whose correctness additionally involvekasical bisimulation,
which we formally verify using the theorem prover PVS. Thamyple serves
as the first important case study which shows that this apprsaapplicable in
practice, and it is the first example that combines tool-steg formal proof
techniques with the rigorous proofs of cryptography.
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1 Introduction

Nowadays, security proofs are getting more and more atteritoth in theory and
practice. Some years ago, this field of research only focaeezkrtain cryptographic
primitives such as encryption and digital signature schermecurrent research, larger
systems like secure channels or fair exchange protocol®odre verified. The main
goal researchers are ultimately aiming at is to verify sekdlge systems like whole
e-commerce architectures.

If we turn our attention to what already has been done, we tsdimguish between
two main approaches that unfortunately seem to be rathjeirtisOne approach mainly
considers the cryptographic aspects of protocols aimiograplete and mathematically
rigorous proofs with respect to cryptographic definitionse other one involves for-
mal methods, so protocols should be verified using formalisgstems or these proofs
should even be generated automatically by theorem prodstsally, these proofs are
much trustworthier than hand-made proofs, especially ifcamsider large protocols
using many single steps. The main problem of this approashiti the necessary ab-
straction of cryptographic details. This abstraction aitie completely avoided, since
formal methods cannot handle probabilistic behavioursascsb usually perfect cryp-
tography is assumed (following the approach of Dolev and [¥3poin order to make
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machine-aided verification possible. However, these abstms are unfaithful, since
no secure implementation is known so far.

Comparing both approaches, we can see that cryptograpiofspere more mean-
ingful in the sense of security but they also have one mamdd@ntage: cryptographic
proofs usually are very long and error-prone even for verglsexamples like encryp-
tion schemes, and moreover have to be done be hand so fare Heseems rather
impossible to verify large systems like whole e-commerchigctures by now.

Our approach tries to combine the best of both worlds: We dipr@ofs that al-
low abstractions and the use of verification tools but néetess keep a sound cryp-
tographic semantics. For this, we split our system into tyeis, the lower one con-
taining cryptographic systems, the higher one hiding gibtographic details enabling
tool-supported proofs. Secure composition with respettidee layers has already been
shown by Pfitzmann and Waidner in [16], so if we consider adagstem and replace
a verified abstract subsystem with a cryptographic impleat&m, we again obtain a
secure system if the implementation is proven to be at leaseaure as its abstract
counterpart.

In this paper we present the first abstract specification fdemed secure message
transmission, and we derive a possible implementatiorirsgas the first example of
a concrete and secure system derived using the compogsigonem from [16]. More-
over, the crucial part of this security proof involves a imislation, which we formally
verify using the theorem prover PVS [13] yielding a trustthgrproof. Our implemen-
tation is based on the scheme for standard secure messagmisaion presented in
[16], but we put a system on top of it to prevent message reimgle

Outline. We recapitulate the underlying model of reactive systenasymchronous net-
works in Section 2. Furthermore we briefly review how to esgrigpical trust models
and what secure composition of systems means. Sectionsrigi 8 eontain the main
work. In Section 3 we present an abstract specification fdemd secure message
transmission, and a possible implementation derived ulmgomposition theorem. In
Section 4 we accomplish some preparatory work for proviegstrcurity of the imple-
mentation, which is performed in Section 5 using the theopeover PVS. Section 6
summarizes and gives an outlook on future work.

Related Literature. One main goal in the verification of cryptographic protocisls
to retain a sound cryptographic semantics and neverthptes&le abstract interfaces
in order to make machine-aided verification possible. Tloial gs pursued by several
researchers: our specification for ordered secure meseagstission is based on a
model recently introduced by Pfitzmann and Waidner [16],clvhvie believe to be re-
ally close to this goal. Another possible way to achieve tual has been presented
in [7, 8]: actual cryptography and security is directly eegsed and verified using a for-
mal languager-calculus), but their approach does neither offer any abstms nor
abstract interfaces that enable tool support. [11] haegugimilar motivation to our
underlying model, but it is restricted to the usual equati@pecifications of crypto-
graphic primitives, the Dolev-Yao model [4], and the sennis not probabilistic.
Moreover, [11] only considers passive adversaries andteatesl class of users, re-
ferred to as “environment”. So the abstraction from crypapipy is not faithful. This



applies also to other formal-methods papers about segergy, [9,17, 1, 14, 5]: they
are based on intuitive but unfaithful abstractions, i.e.secure cryptographic imple-
mentation is known. In [2], it is shown that a slight variatiof the Dolev-Yao model is
cryptographically faithful specifically for symmetric eyption, but only under passive
attacks.

As to secure message transmission, several specificatimeshieen proposed, but
they are either specific for one concrete protocol or lackrabson [7]. So far, no model
for ordered secure message transmission has been publighes] we present the first
completely abstract specification and a possible impleatemt for secure message
transmission that prevents message reordering. We fontirershowed that the com-
position theorem of [16] is in fact applicable in practiceoidover, our proof contains
machine-aided verification, so this paper is the first oneubkas formal verification of
cryptographic protocols while retaining a sound semantitis respect to the underly-
ing cryptographic primitives.

2 Reactive Systems in Asynchronous Networks

In this section we briefly recapitulate the model for reaecsystems in asynchronous
networks as introduced in [16]. All details not necessarufiderstanding are omitted,
they can be found in [16]. Machines are represented by pilidtabstate-transition
machines, similar to probabilistic I/O automata [10]. Fomplexity we consider every
automaton to be implemented as a probabilistic Turing rmshtomplexity is mea-
sured in the length of its initial state, i.e., the initial slktape content (often a security
parametek in unary representation).

2.1 General System Model and Simulatability

Systems are mainly compositions of several machines. lyswal consider real sys-
tems that are built by a sét’ of machines{My, ..., M, }, and ideal systems built by
one maching TH}.

Communication between different machines is done via pbrépired by the CSP
notation [6], we write output and input ports psand p? respectively. The ports of
a machineM are denoted byports(M). Connections are defined implicitly by naming
convention, that is ponp! sends messages p3. To achieve asynchronous timing, a
message is not directly sent to its recipient, but it is fiteted in a special machine
p called a buffer and waits to be scheduled. If a machine wantshedule thé-th
message of buffes (this machine must have the unique clock out-pdi) it simply
sendsi at p?!. Thei-th message is then scheduled by the buffer and removed fsom i
internal list. Usually buffers are scheduled by the adwgrdaut it is sometimes useful
to let other machines schedule certain buffers. This is donthe mentioned clock
out-portp!.

A collectionC of machines is a finite set of machines with pairwise diff¢rea-
chine names and disjoint sets of ports. ToenpletionC] of a collectionC is the union
of all machines of and the buffers needed for every connection.



A structureis a pair (M, S), where M is a collection of machines an C
free([M]), the so callecpecified portsare a subset of the frégorts in[]. Roughly,
the portsS guarantee specific services to the honest users. We alwsgstiespecified
ports by their complements©, i.e., the ports honest users should have. A structure can
be completed to aonfigurationby adding machinebl and A modeling honest users
and the adversary. The machiHds restricted to the specified pors A connects to
the remaining free ports of the structure and both machiaesimteract. If we now
consider a set of structures, we obtaisyatemSys.

Scheduling of machines is done sequentially, so we havetlgx@ee active ma-
chineM at any time. If this machine has clock-out ports, it is alldvie select the next
message to be scheduled as explained above. If that mesdsag ieis delivered by
the buffer and the unique receiving machine is the next actiachine. I1fM tries to
schedule multiple messages, only one is taken, and if ittesdes none or the message
does not exist, a designated master scheduler is scheduled.

Altogether we obtain a probability space of runs (sometinstedtracesor exe-
cutiong of a configuratiorronf for each security parameter If we restrict these runs
to a setM of machines, we obtain théewof M this is a random variable denoted by
mewcmf,k(M).

An important security concept @mulatability Essentially it means that whatever
might happen to an honest usdrin a real systemSys,.,, can also happen to the
same honest user in an ideal Systéis;,. Formally speaking, for every configura-
tion conf of Sys,., there is a configuratiotonf , of Sys,4 yielding indistinguishable
views for the saméi in both systems [18]. We write thiSys ., >sec Sys;q and say
that Sys,., is at least as secure aSys,y; indistinguishability of the views ofl is de-
noted byview cong, (H) = view c.ons, (H). Usually, only certain “corresponding” struc-
tures(Mi, Sy) of Sys,., and(My, S,) of Sys,, are compared, in particular we require
S1 = S. In general, a mapping may denote this correspondence and one weites
but if the requiremens; = S, gives a unique one-to-one correspondence, we call the
mapping canonical and omit it. This is the case in all our gxas

An important feature of the system model is transitivity>af,, i.e., the precondi-
tioNS Sys; >sec SYS, ANASYS, >eec Syss together implySys; >cec Syss [16].

2.2 Standard Cryptographic Systems

We now turn our attention to the specific class of standardtographic systems with
static adversaries. In real life, every useusually has exactly one machiivg,, which
is correct if and only if its user is honest. The machiig has special ports,,7 and
out,!, which are specified ports of the system and connect to thewsk standard
cryptographic systen§ys can now be derived by sust model which consists of an
access structurdCC and a channel modgl. ACC is a set of subsety of {1,...,n}
and denotes the possible sets of correct machines. The @haodel classifies every
connection as secure (private and authentic), autheatiaat insecure. In the given
model these changes can easily be done via port renamingT[ti6$, for each set(

2 A port is calledfree if its corresponding port is not in the collection. Thesetpowill be
connected to the users and the adversary.
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Fig. 1. Composition of Systems.

and a fixed channel model, we obtain a modified machMpe, for every machinéJ,,
with v € H. These machines form the structure for the7gethe remaining machines
are considered part of the adversary.

Ideal systems are typically of the forfys,y = {({THx}, Sx) | H € ACC} with
the same setS$;; as in the corresponding real systéps,,,, i.e., each structure consists
of only onemachine that we usually refer to aasted hosfTH,;, or TH for short.

2.3 Composition

We conclude this section with a briefly review of what hasadebeen proven about
composition of reactive systems. Assume that we have afrpealen that a system
Sys, is at least as secure as another systap,. Typically Sys, is a real system
whereasSys;, is an ideal specification of the real system. If we now cornsiaeger
protocols that uséys;, as an ideal primitive we would like to securely replace ithwit
Sys,. In practice this means that we replace the specificationsysgem with its im-
plementation yielding a concrete system.

Usually, replacing means that we have another sysfgsm using Sys,; we call
this compositionSys*. We now want to replacsys; with Sys, inside of Sys* which
gives a compositiosys™. Typically Sys* is a completely real system wheregigs*
is at least partly ideal. This is illustrated in the left anéddie part of Figure 1. The
composition theorem now states that this replacement aiassecurity, i.e.Sys™ is
at least as secure &gs™ (see [16] for details).

However, typically a specification of the overall systemwddmot prescribe that
the implementation must have two subsystems; e.g., in fyjiegia payment system,
it should be irrelevant whether the implementation usesirgemessage transmission
as a subsystem. Hence, the overall specification is tygicadinolithic, cf. Sys*P* in
Figure 1. Moreover, such specifications are well-suiteddanal verification, because
single machines are usually much easier to validate. Owifggsion in Section 3 is of
this kind.

3 Secure Message Transmission in Correct Order

In this section an abstract specification fardered secure message transmissi®n
presented, so neither reordering the messages in transieplay attacks are possi-
ble for the adversary. Furthermore, a concrete implemient&br this specification is
presented according to the composition approach from&@e2tB.



3.1 The Abstract Specification

Our specification is a typical ideal systeffys®** = {(TH'x, Sy)|H € ACC} as
described in Section 2.2 where any number of participantstmadishonest. We start
with an intuitive description of how the scheme works.

The ideal machindH’,, models initialization, sending and receiving of messages.
A useru can initialize communications with other users by inputttncommand of the
form (snd_init) to the portin,,? of TH'. In the real world, initialization corresponds
to key generation and authenticated key exchange. Sendimgsaage to a useris
triggered by a comman@end, m, v). If v is honest, the message is stored in an internal
array delivery’s’ of TH’y together with a counter indicating the number of the mes-
sage. After that, the informatiarend_blindly, i, [, v) is output to the adversary, where
[ andi denote the length of the messageand its position in the array, respectively.
This models that a real-world adversary may see that a messagnt and may even
see its length. We speak of tolerable imperfections thagxgpécitly given to the adver-
sary. Because of the asynchronous timing mod@el,;; has to wait for a special term
(receive_blindly, v, %) or (rec_init,u) sent by the adversary, signaling that ttie mes-
sage indeliver;, 5 should be delivered to or that a connection betweerandv should
be established, respectively. In the first caBl, s, reads(m, j) := deliver:"<[i] and

checks whethej > msg_out$Ps" holds for a message countessg-outsl s This test
prevents replay and message reordering. If the test is ssftt¢éhe message is delivered
and the counter is set to+ 1. Otherwise, TH' outputs nothing. The userreceives
inputs(receive, u, m) and(rec_init, u), respectively.

If v is dishonestTH’;; simply outputgsend, m, v) to the adversary. The adversary
can also send a messageto a user by inputting a commangreceive, v, m) to the
port from_adv,,? of TH's, for a corrupted uses. Finally, he can stop the machine of
any user by sending a commarstop) to TH'4; this corresponds to exceeding the
machine’s runtime bounds in the real world.

The length of each message and the number of messages eadhayssend and
receive is bounded byi(k), s1(k) andsz(k), respectively, for polynomialg, s;, sz,
and the security parametkr We furthermore distinguish thetandard ordered system
and theperfect ordered systenThe standard ordered system only prevents message
reordering, but the adversary can still leave out messag#se perfect ordered system,
the adversary can only deliver messages between honestingsactly the sequence
they have been sent. We now give the formal specificatione$yistems.

Scheme 1 (Specification for Ordered Secure Message Transmsisn) Let n € N
and polynomialdl, s1, s2 € Nz| be given, and let” denote the message alphabet,
len the length of strings, anglan undefined value. Let := {1,...,n} denote the set
of possible participants, and let the access structi(té be the powerset oM. Our
specification for ordered secure message transmissiortapdasd ideal system

Sysneg e — {({TH'}, ) | H € M}
with Sf, := {in,!, out,?,in,“! | v € H} andTH'y defined as follows. Whek is clear
from the context, leyd := M \ H denote the indices of corrupted machines.



The ports of the machinélH'y; are {in,?,out,!,out,¥! | v € H} U
{from_adv, ?, to_adv,!, to.adv,, ! | u € H}. Internally, TH's, maintains seven arrays:

— (init3F5")u,vem Over{0, 1} for modeling initialization of users,

= (scoiniP T )uer,verm over{o, ..., si(k)} for counting how ofteriTH’y, has been
switched by uset using messages intended fgr

— (msg_outs)uver Over{o,...,sa(k)} for storing the number of the next ex-

pected message (cf. the description above),

— (scooutP )ue mver OVeEr{0, ..., sa(k)} for counting how ofterTH’ has been
switched by the adversary for delivering a message fromwsgusery,
= (msg-in3y Juerwerm OVeEr{0, ... s1(k)} for counting the incoming messages

from  intended for,
— (stopped:P*°) e, Over{0, 1} for storing whether the machine of usehas already
been stopped, i.e., reached its runtime bounds,

spec

— (delivery) s )u,ver Of lists for storing the actual messages.

The first six arrays are initialized witheverywhere, except thatsg_out;’5° is initial-
ized with1 everywhere. The last array should be initialized with enlistg everywhere.
Roughly, the five arraysits’s’, msg_outiPss, msg_inis’, stoppeds *, anddelivers s

ensure functional correctness, whereas the amayﬁSPec andsc_outsP;" help to make
the system polynomial-time: the machifél’, ignores certain mputs as soon as these
counters reach the given bourngd$k) or s2(k), respectively. The state-transition func-
tion of TH’'5 is defined by the following rules, written in a pseudo-codeylaage. For
the sake of readability, we exemplarily annotate the “Seitélization” transition, i.e.,
the key generation in the real world.

— Send initialization: Assume that the user wants to generate its encryption and
signature keys and distribute the corresponding publics keyer authenticated
channels. He can do so by sending a commandLinit) to TH's. Now, the sys-
tem checks that the user has not already reached his message (hich is quite
improbable in this case unless he tried to send trash alirtie tthat the machine
itself has not reached its runtime bound, and that no keyrgéina of this user has
already occurred in the past. These three checks correspaadin;’T™ < s1(k)
forall v € M, stoppedyy*® = 0, andinitfs = 0, respectively. If at least the
check of the message bound (i.-,in;’5" < 51( )) holds, the countesc_in;P%" is
increased. If all three checks hold, the keys are distribatesr authentlcated chan-
nels, modeled by an outp(nd._init) to the adversary which either can schedule
them immediately, later or even leave them on the channedgéa. In our pseudo-
code language this is expressed as follows:

On input énd-init) atin,?: If sc_ins" < s1(k) forallv € M, setsc_iny’ =
scingy + 1 foralv € M, otherwise do nothing. If the test holds check
sztoppeds"'ec = 0 andinity’s = 0. In this case seinit;; = 1 and output
(snd_init) atto_adv,,!, 1 atto. advuql

The following parts should now be understood similarly:



— Receive initialization: On input(rec_init, ) atfrom_adv,? with v € M, v € H:
If stopped3* = 0, it = 0, andu € H = init3 s = 1], setinitrs = 1. If
scoouliPy < sa(k) setscoutiPst = sc_outiPsS + 1, output(rec_init, u) atout,!,

1 atout, .
— Send:On input(send, m, v) atin, ?: If sc_in3ls" < s1(k) andstoppeds;* = 0, set

sc_iniy = sc_iniy + 1, otherwise do nothing. i, € X, 1 := len(m) < L(k),
v € M\ {u}, i3’y = 1 andinit’s = 1 holds:
If v € A then { set msg.iniy” = msginyy, + 1 and output

(send, (m, msg_in3P5),v) at to.adv,!, 1 at to.adv,”! } else {seti :=
size(delivery) ) + 1, msg_inify = msguniy + 1, deliveriy[i] =
(m, msg_iniP5’) and outpuisend_blindy, 7,1, v) atto_adv, !, 1 atto_adv,, ! }.

— Receive from honest partyu: On input(receive_blindly, u, ¢) atfrom_adv, ? with

u,v € H: I stoppeds = 0, initsr = 1, initss = 1, scooutPs < sa(k)

and (m, j) = delivery7li] # |, checkj > msg_oulPs (j = msg_outiPss
in the perfect ordered system). If this holds setout{P5 = sc.outy + 1,

msg_out;rs := j + 1 and outpu(receive, u, m) atout,!, 1 atout, .

— Receive from dishonest partyu: On input (receive, v, m) at from_adv,? with
u e Am e XF len(m) < L(k) andv € H: If stopped;’™ = 0, init;'y = 1,
ity = Landsc_out;Py < sa(k), setsc_outiPss = sc_outiPs + 1 and output
(receive, u, m) atout, !, 1 atout, .

— Stop: On input (stop) at from_adv,? with u € H: If stopped;P*® = 0, set

stopped;?*® := 1 and outpu{stop) atout,,!, 1 atout, .

Finally, if TH'» receives an input at a pant, ? which is not comprised by the above six
transitions (i.e., the user sends some kind of trash), iemes the countee_in;"" for

all v € M. Similarly, if TH's, receives such an input at a péidm_adv,,? it increases
every countegc_out;Psr foru € M. &

Thus, at least one countee_in; 3" or sc_outi’s’ is increased in each transition of
TH'4, and each transition can obviously be realized in polynbtitize, so the machine
TH'4¢ is polynomial-time.

S :ff:‘;’l‘f’;pec is as abstract as we hoped for. It is deterministic withoutaining
any cryptographic objects. Furthermore it is simple, s¢ itlisstate-transition function
can easily by expressed in formal languages, e.g., in PV&drollowing we sim-
ply write Sys™&°"45P< instead ofSys™E- 4P if the parameters, L, s1, s are not

) n,L,s1,82
necessary for understanding.

3.2 The Split Ideal System

This section contains the first step for deriving a real systhat is as secure as
Scheme 1. If we take a look at Figure 1, the systgm™&->"4<Pe plays the role of
the monolithic specificatior$ys***. We now “split” our specification into a system
Sys* such thatSys* > Sys*P* holds.Sys™ is the combination of two systents,,
andSys, . Finally, we replac&ys(, with Sys,, using the composition theorem and obtain
a real system that still fulfills our requirements.



The systemsys,, andSys, are the ideal and real systems for secure message trans-
mission presented in [16§ys, filters messages that are out of order; we define it next,
see also Figure 2.

Scheme 2 (Filtering Systentys,) Letn, L, s1, s2, M be given as in Scheme 1. Fur-
thermore let a polynomial, := L + c(k) be given; the value of(k) is explained
below. Sys; is now defined as

Sysl = {(M7/17 SH) | HC M}a

where Mj, = {M, | v« € M} and ports(M,) = {in,?,out,!, out, !}
U {in,!out,?,in’,“1}. All free ports of [Mj,] are specified, i.e..Sy consists
of all ports corresponding tmorts(Mf,’i). Internally, the machineM!, maintains
two arrays (msg_ini; ,)Jvert, (sc-inly )vesm oVer {0,...,s1(k)} and two arrays
(msg-outis)vem, (scooutd, )uers over{0,..., so(k)}. Allfour arrays are initialized
with 0 everywhere. Moreover, it contains a flagopped'®) over{0, 1} initialized with
0. We assume that encoding of tuples has the following sttimighard length prop-
erty:len((m, num)) = len(m) + c(k) for everynum € {0, ..., max{s1(k), s2(k)}}
and an arbitrary function, i.e.,len(num) is constant for each fixed security parame-
ter k. This condition can easily be achieved by padding all values to a fixed size
> len(max{s1(k), s2(k)}). The behaviour oM/, is defined as follows.

— Send initialization: On input(snd_init) at in,?: If sc_miiv < s1(k) for every

v EM, Setsc_iniiv = sc-iniiv + 1 for everyv € M. If stopped' = 0 then
output(snd_init) atin’,!, 1 atin’ . _

— Receive initialization: On input (rec_init, v) at out],?: If stopped'j = 0 and
scooutl < sa(k), setscooutld, = sc_outld , + 1 and output(rec_init, v) at
out,!, 1 atout, .

— Send: On input (send, m,v) atin,?: If stoppedy = 0 andscin' < si(k),
set sc-iniiv = sc-iniiv + 1, msg_iniiv = msg_iniiv + 1 and output
(send, (m, msg_miiv), v) atin’)!, 1 atin’, .

— Receive:On input (receive, v,m’) atout!,?: If stopped'd = 0 and scooutld | <
sa(k), setsc_outly, := sc_outiy , 4 1, otherwise do nothing. If the test was true,
decompose the messagé into (m, num). If num > msg_outis, (or num =
msg_outld,, in the perfect ordered systemy,sg_outi¢,, := num + 1 and output
(receive, v, m) atout,!, 1 atout,“!. _ _

— Stop: On input(stop) atout),?: If stopped® = 0, setstopped' := 1 and output
(stop) atout,,!, 1 atout, .

Finally, if M/, receives an input at a part,? which is not comprised by the above five
transitions, it increases the counterin;’ ;- for all v € M. Similarly, if M;, receives
such an input at podut;, ? it increases every countet_out3Psc for v € M. ol

Obviously,Sys,, is polynomial-time for the same reason®@d’y,.

As described above, the systefys,, is the ideal system for secure message trans-
mission of [16]. We now describe it in full because we needitdur security proof in
Sections 4 and 5. We made a few adaptations, which do noidavalthe proof.
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Fig. 2. The Split Ideal System.

Scheme 3 (Ideal System for Unordered Secure Message Trangsion) Let
n, L1, M be given as abovedCC is the powerset aM. Then

Sysq = {({THx}, Sx) | H € M}

with S5, .= {in’,!, out/,?,in/,“! | u € H} andTHy, defined as follows. The ports GHy,

are {in’ ?,out’,!, out’,“!, from_adv/,?, to_adVv’,!, to_adv’,“! | u € H}. THy maintains
arrays(inity, ,,)uver and(stopped,,)u.er over{0, 1}, both initialized with0 every-
where, and an arraflelivery, , ). e Of lists, all initially empty. The state-transition

function of THy, is defined by the following rules:

- Send initialization. On input(snd_init) atin’,?: If stopped;, = 0 andinit;, , = 0,
setinit,, , := 1 and outpu{snd_init) atto_adv,!, 1 atto_adv/,“!.

— Receive initialization.On input(rec_init, u) at from_adv)? with u € M,v € H:
If stopped,, = 0 andinit;, , = 0 and[u € H = init;, , = 1], setinit;, , := 1 and
output(rec_init, u) atout’ !, 1 atout’ “!.

— Send.On input(send, m, v) atin],? with m € X+, 1 := len(m) < L;(k), and
v € M\ {u}: If stopped;, = 0, init; , = 1, andinit, , = 1. If v € A then{
output(send,m,v) atto_adv,!, 1 atto_adv,"! }, else{i := size(delivery, ,) + 1;
deliver, ,[i] := m; output(send_blindly, 7,1, v) atto_adv;,!, 1 atto_adv/, ! }.

— Receive from honest partyu. On input(receive_blindly, u, 7) atfrom_adv/,? with
u,v € H: If stopped,, = 0, init, , = 1, init;, , = 1, andm := deliver;, ,[i] # |,
then outpu(receive, u, m) atout’!, 1 atout’,“!.

— Receive from dishonest partyu. On input(receive, u, m) atfrom_adv/,? with u €
A,m € YT, len(m) < Lyi(k), andv € H: If stopped = 0, init;,,, = 1 and
init,, , = 1, then outputreceive, u, m) atout,!, 1 atout, “!.

— Stop.On input(stop) at from_adv/,? with u € H, setstopped; = 1 and output
(stop) atout’,!, 1 atout’,“!.

<
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Fig. 3. Sketch of the Real System for Ordered Secure Message Tresiemi

If we now combine the two systen&ys; and Sys, in the “canonical” way, i.e., we
combine those structures with the same intigxve obtain the systerfiys*, which we
call splitideal system (Figure 2). Finally, we define all nentions{out/,!, out/,?} and
{in,1,in’,?} of Sys™ to be secure, because they correspond to local subroutiae ca

3.3 The Real System

Our real systemSys? is derived be replacingys, with Sys,. For understanding
it is sufficient to give a brief review ofSys, from [16]. It is a standard crypto-
graphic system of the fornsys, = {(My, Sx) | H € ACC}, see Figure 3, where
My = {M, | v € H} and.ACC is the powerset of\1, i.e., any subset of participants
may be dishonest. It uses asymmetric encryption and dgigahtures as cryptographic
primitives. A useru can let his machine create signature and encryption keysatbha
sent to other users over authenticated channels. Messagefam usen: to userv
are signed and encrypted b§, and sent tdM, over an insecure channel, represent-
ing a real network. The adversary can schedule the commtiorichetween correct
machined and send arbitrary messageso arbitrary users.

We now build the combination dfys; andSys, in the canonical way, which yields
a new systensys” that we refer to as real ordered system.

4 Proving Security of the Real Ordered System

We now start to prove that the real ordered system is at Isast@ure as the specifica-
tion. This is captured by the following theorem.

Theorem 1. (Security of Real Ordered Secure Message Transmisionalln € N
andsi, so, L € N[z], Sys™ >Po Sys% holds (for the canonical mapping), provided

—sec

3 He can therefore replay messages and also change their Bnikeis prevented in our scheme
by the additional filtering systerfiys; .
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Fig. 4. Proof Overview ofSys* >Prf SyssPec,

the signature and encryption schemes used are secure.dltissviith blackbox simu-
latability.* O

Our proof contains the already described four steps, ifitstl in Figure 1. First, [16]
contains the resullys, >« Sys;. Secondly, the composition theorem (cf. Section 2.3)
yields the relationSys” >.. Sys*. The only remaining task is to check that its pre-
conditions are fulfilled, which is straightforward since sf@wed that the systefys,

is polynomial-time. If we have provefiys* > Sys®, then Sys? >.. SysP
follows from the transitivity lemma, cf. Section 2.1. Thuse only have to prove
Sys* >PoY Sys%Pe We will even prove the perfect casgs™ >Pef Gys5Pec,

sec —sec

Lemmal. For all n € N andsy,se, L € Nz], Sys* >Pf Sys® holds (for the

—sec

canonical mapping), and with blackbox simulatability. ]

In order to prove this, we assume a configurationf,; := ({THx} U M., Sy, H,A)
of Sys* with M/ = {M’, | u € H} to be given, which we call split-ideal configuration.
We then have to show that there exists a configuratioit, := ({TH'}, Sx, H,A)
of Sys®P*, called specification configuration, yielding indistingliable views for the
honest useH .

The adversarp’ consists of two machines: a so-called simul&t,, which we
define in the following, and the original adversaryThis is exactly the notion of black-
box simulatability. These configurations are shown in Feglur

Definition of the SimulatofSimy,. The SimulatorSims, is placed between the
trusted hostTH';, and the adversaryA, see Figure 4. Its ports are given
by {to.adv,?,from_adv,! from_adv,”! | v € H} U {from_adv,?, to_adVv,!,
to_adv/,“! | u € H}. The first set contains the ports connected k4, the ports of the
second set are for communication with the adversary. Iatstrim,;, maintains two

4 See [16] for further details on valid and canonical mappiagg different kinds of simulata-
bility.



arrays(init™ ) uve m, (stoppedi™)ucr over{0,1}, an array(msg-outs™)ue 4.ven

over{0,...,s1(k)}, and an array sc_out$™ )ue pm,ver OVer{0, ..., sa(k)}. All four
arrays are initialized witlh everywhere. They match the arrays in the ideal system, ex-
cept thatmsg_outT, corresponds tonsg_outic , of M/, for dishonest only. We now
define the behaviour of the simulator. In most caSes;, simply forwards inputs to

their corresponding outputs, modifying some internal galu

— Send initialization: Upon input(snd_init) atto_adv, ?, Sims, setsinityy, := 1 and
outputs(snd_init) atto_adv/,!, 1 atto_adv/,“!. _

— Receive initialization: Upon input(rec_init, ) atfrom_adv, ?: If stopped;,™ = 0
and it = Oandfu € H = init3T, = 1] Simy setsinitym = 1. If
additionally sc_out§, < sa(k) holds, it setssc_outym, = sc_outim + 1 and
outputs(rec_init, u) atfrom_adv,!, 1 atfrom_adv,“!.

— Send:Uponinput(send_blindy, ,1’, v) atto_adv,,?, Simy, determine$ := I’ +c(k)
and outputgsend_blindy, 7,1, v) atto_adv/,!, 1 atto_adv’,“!.

Upon input(send, m, v) atto_adv,,?, Simy simply forwards the input teo_adv/,!
and schedules it.

— Receive from honest partyu: Upon input(receive_blindly, u, ) at from_adv/?,
Simy, forwards this input to pofrom_adv, ! and schedules it.

— Receive from dishonest party:: Upon input(receive, u, m’) atfrom_adv;, ? with
u € A, Simy, decomposesn’ = (m, num): If stopped]™ = 0, zmtf,”z =1,

=1, len(m’) < Ly(k), num > msg_outi",
perfect ordered system) and_out$™ < sa(k), Setmsg_outi% = num + 1,
sc.outi™ = scoutym + 1 and output(receive, u,m) at from_adv,!, 1 at
from_adv,,“!. _ _

— Stop: On input(stop) atfrom_adv., ?: If stopped;™ = 0, Simy setsstopped;,™ :=
1 and outputgstop) atfrom_adv,!, 1 atfrom_adv,“!.

tsim

inity, (num = msg_outs™ in the

U,V

What the simulator does is recalculating the length of ngssainto len((m, num))

to achieve indistinguishability. Furthermore it decomgmmessages sent by the adver-
sary, maybe sorting them out, in order to achieve identiagduts in both systems. Now
the overall adversard’ is defined by combining andSimy,.

Now the ultimate goal is to show that the collectids := {THy, JU{M,, |« € H}
and]\?[spec := {TH'%, Simy } have the same input-output behaviour, i.e., if they obtain
the same inputs they produce the same outputs. We do so bingmelassical deter-
ministic bisimulation, i.e., we define a relatigron the states of the two collections and
show thatp is maintained in every step of every trace and that the ositpiuboth sys-
tems are always equal. This is exactly the procedure we efifgom using the theorem
prover PVS.

Definition 1. (Deterministic Bisimulation) Let two arbitrary collectis M; and M,
of deterministic machines with identical sets of free pbetsgiven, i.e.free([M;]) =
free([M,]). A deterministic bisimulation between these two collextis a binary rela-
tion ¢ on the states af/; and M- such that the following holds.

— The initial states ofif; and M, satisfy the relationp.



— The transition functions; andd, of M; and M- preserve the relatiog and pro-
duce identical outputs. l.e., 164 andS; be two states of/; and M, respectively,
with (S1,5:) € ¢, let Z be an arbitrary overall input of?/; and M, and let
(51,01) :=61(51,7) and (S5, Oz) := 62(S2, 7). Then we haveésy, S5) € ¢ and
01 = 0.

We call two collectionsVf; and M, bisimilar if there exists a bisimulation between
them. O

We will apply this definition to composed transition funet®of each of the two col-
lections M, andMspec, i.e., the overall transition from an external input (frétror A)

to an external output (t8l or A). It is quite easy to see that a deterministic bisimulation
in this sense implies perfect indistinguishability of thew of H, cf. Figure 4, and even
of the joint view ofH and the original adversa#y. Assume for contradiction that these
views are not identical. Thus, there exists a first time wliieeg can be distinguished.
This difference has to be produced by the collections. Simeelefined this to be the
first different step, the prior input of both collectionsdentical. But thus, both collec-
tions also produce identical outputs because they are ilasifihis yields the desired
contradiction.

The next section describes how the machines are expresteslfiormal syntax of
PVS and partly explains the bisimulation proof.

It is worth mentioning that we used standard paper-andippraofs before we
decided to use a formal proof system to validate the desiigthblation. However,
these proofs have turned out to be very error-prone singeatee straightforward on
the one hand, but long and tedious on the other, so they ardymailnerable to slow-
down of concentration. During our formal verification, wefatt found several errors
in both our machines and our proofs, which were quite obvasteswards, but had not
been found before. We decided to put the whole paper-andigenof in the weB, so
readers can make up their own minds.

5 Formal Verification of the Bisimulation

5.1 Defining the Machines in PVS

In this section, we describe how Lemma 1 is formally verifiedhie theorem proving
system PVS [13]. As we already showed in the previous sedti@sufficient to prove
that the two collections/Z, and Mspec are contained in a deterministic bisimulation.
In order to do so, we first describe how the machines are fazethin PVS. Since
the formal machine descriptions are too large to be givea bempletely, we use the
machineTH’,, as an example. The complete machine descriptions and tloé g
available onliné.

We denote the number of participating machinesMyand for a given subset
H € ACC, we denote the number of honest usersMy := #H. As defined in
Scheme 1, the machinEH’y, has2M input ports{in,?, from_adv,? | v € H}. In
PVS, we number these input potts. .., 2M, where we identifyl, ..., M with the

5 http://www-krypt.cs.uni-sh.de/mbackes/PVS/FME2002/



user ports and/ + 1,...,2M with the adversary ports. Similarli§;H’; has output
ports {out,!, to_adv,! | v € H}, which also are numbered ... , 2M. In PVS, we
define the following types to denote machines, honest uaadsports:

MACH: TYPE = subrange(1, N %% machi nes
USERS: TYPE = subrange(1, M %% honest users
PORTS: TYPE = subrange(1, 2*M %6 port nunbers

Thesubrange(i,j) typeis a PVS built-in type denoting the integérs. ., j. We
further define a typ&TRI NGto represent messages.

In Scheme 1, the different possible inputs to machir¢',, are listed, e.g.,
(snd_init), (rec_init, u), ... In PVS, the type of input ports is defined using a PVS ab-
stract datatype [12]. The prefirli in the following stands for “inputs of machine 17,
which is TH'4,, and is used to distinguish between inputs and outputs different
machines.

ml_i n_port: DATATYPE

BEG N
nili _snd_init: mli _snd_init?
mli _rec_init(u: MACH): mli_rec_init?
mli _send(m STRING v: MACH): mli _send?
nili _receive_blindl y(u: USERS, i: posnat): nili_receive_blindly?
mli _receive(u: MACH m STRING: nli _receive?
nii _st op: mli _st op?

END nil_i n_port

This defines an abstract datatype witimstructoramli _snd_i ni t, mli rec.i nit
etc. For example, for given, ¢, mlLi _r ecei ve bl i ndl y(u, i) constructs an in-
stance of the above datatype, which we identify Witizeive_blindly, «, 7). Given an in-
stancep of this datatype, we can use tleeognizer®n the right side of the definition to
distinguish between the different forms. For exampik, r ecei ve_bl i ndl y?(p)
checks whether the instang®f themili _i n_port datatype was constructed from the
nili _r ecei ve_bl i ndl y constructor. If it was, the componenisandi can be re-
stored using thaccessor functions(-) andi(-); for exampleu(p) returns the. com-
ponent ofp. The accessor functions may be overloaded for differenstroators (e.qg.,
u is overloaded imili _rec_i ni t, mlLi _recei ve_bl i ndl y andmili _r ecei ve).

The machind H’y, performs a step iff exactly one of the input ports is actinghis
case, we call the inpuik, otherwisegarbage Because of our underlying scheduling
definition, an input with several active input ports cannotwr sogarbagenaturally
correspond to an all-empty input. The type of the complgtetistoTH’;, comprising
all 2M input ports is therefore either garbage, or the numatidithe active port together
with the inputp on portu. This is formalized in the following PVS datatype:

ML_I NP: DATATYPE

BEG N
mli _gar bage: mli _gar bage?
nmli _ok(u: PORTS, p: ml_in_port): mli _ok?

END ML_I NP

Similar datatypesnl _out _port andML_OUT are defined to denote the type of indi-
vidual outputs, and the type of the complete output Hf 1, respectively.



Next we define the state type ©H’;,. As defined in Scheme 1, this state consists
of seven one- or two-dimensional arrays. In PVS, arrays adated as functions map-
ping the indices to the contents of the array. For exarhpM&CH, USERS - > nat |
defines a two-dimensional array of natural numbers, whezditst index ranges over
M, and the second ranges o%ér The state type of H'4, is defined as a record of such
arrays. There is only one small exception: the ardaiivers ;" stores lists of tuples
(m,4) (e.g., see the “Send” transition), whereis a string and € N. It is convenient
in PVS to decompose this array of lists of tuples into twoysraf lists, where the first
arraydelivers"s stores lists of messages and the second arradeliv_i s stores lists
of naturalsi. Altogether, this yields a state type of eight arrays: ’

ML_STATE: TYPE = [# init_spec: [MACH MACH -> bool],
sc_i n_spec: [USERS, MACH -> nat],
nmsg_i n_spec: [USERS, MACH -> nat],
nsg_out _spec: [USERS, USERS -> posnat],
sc_out _spec: [ MACH, USERS -> nat],
del i ver _spec: [USERS, USERS -> |ist[STRING],
deliv_i_spec: [USERS, USERS -> |ist[posnat]],
st opped_spec: [USERS -> bool] #]

The initial stateml_i ni t is defined as a constant of typé_STATE:
ML_init: ML_STATE = (#
init_spec := LAVMBDA (wl, w2: MACH): FALSE,
deliv_i_spec :
st opped_spec :

LAMBDA (ul, u2: USERS): null,
LAMBDA (ul: USERS): FALSE #)

The constructomul | denotes the empty list. In the definition of machimél’s,
sc-ing e is incremented for all machinesduring the “Send initialization” part. This is
encapsulated in the following PVS function:

incr_sc_in_spec(S: ML_STATE, u: USERS): ML_STATE =
S WTH [ ‘sc_in_spec := LAMBDA (w. USERS, v: MACH):
IF w=u THEN S'sc_in_spec(w,Vv)+1 ELSE
S'sc_in_spec(w,v) ENDIF ];

TheW TH construct leaves the recofdunchanged except for tte i n_spec com-
ponent, which is replaced by theexpression. The machingH’,, is now formalized
in PVS as a next-state/output function mapping curreng statl inputs to the next state
and outputs. We exemplarily give the first few lines of the R\d8e:

ML_ns(S: ML_STATE, |: ML_INP): [# ns: ML_STATE, O ML_OUT #] =
| F nli _gar bage?(l) THEN
(# ns: =S, O =mlo_garbage #)
%0 do not change the state, output nothing
ELSE
LET ual=ua(l), p=p(l) IN
%Woual is the active port nunber,
%Wop is the input on this port
I F ual<=M AND mli _snd_i nit?(p) THEN
%6 we have a send-init on a user port (<=M;



IF (FORALL wl: S'sc_in_spec(ual, wl)<slk) THEN
IF S'init_spec(ual,ual) OR S' stopped_spec(ual) THEN
(# ns:=incr_sc_in_spec(S,ual), O =mlo_gar bage #)
%6 i ncrenment sc_in_spec, but do not send any out put
ELSE
(# ns:=incr_sc_in_spec(S,ual)
WTH [ ‘init_spec(ual,ual) := TRUE ],
O : = nllo_ok(Mrual, mlo_snd_init) #)
%% i ncrement sc_in_spec, set init_spec(ual, ual):=true
%6 send mlo_snd_init to adversary port Mrual
ENDI F
ELSE %% ot herwi se do not hi ng
(# ns: =S, O =mlo_garbage #)
ENDI F
ELSI F ual>M AND mili _rec_init?(p) THEN

In a similar way we have formalized the machif®d,, {M, | v € H}, andSims.
The M machinesM’, in the left part of Figure 4 have been combined into a single
machine in PVS; however, this is only syntactic and does hanhge the semantics.
The combination of the machind&H;, and {M/, | u € H} respectivelyTH';, and
Simy is straightforward by composition of the correspondingesteansition functions:
An input from H is always first handled by a machind/, and TH';;, and then by
TH4 andSimy, respectively, and vice versa. This saves us from impleimgtte full
asynchronous scheduling algorithm in PVS for this example.

The only non-trivial choice we have made in the transliierabf the machines to
PVS is the type of the input- and output-ports. In a previdtenapt, we did not use the
abstract datatype definition b _I NP, but definedviL_| NP as an array o2 M individ-
ual input ports; in order to model non-active ports, we adaiedlili _i nacti ve form
to the input port typerii _i n_port. An input fromML_I NP was defined to bek iff
exactly one of the ports is different fromli _i nact i ve. This obviously models the
same valid inputs as the definition Wt _| NP above. The problem with the array defi-
nition is that extracting the active port numheinvolves an application of the choice-
functione in order to choose the indaxof the array for which the port is active. The
application of the choice-function considerably compksathe proofs in PVS, since
the definition of: is not constructive in PVS. In contrast, in the definitiomgsihe ab-
stract datatype, the active port numleran be constructively extracted from the input
by applying the accessor function of the abstract datafype.to constructiveness, the
proofs in PVS become much simpler. This problem in the pdihden also applies to
the output ports of the machines.

The rest of the transliteration of the machine definitionBYs is straightforward.
In the following, we revert to standard mathematical notafor the sake of brevity and
readability. However, it should be noted once more thatalldefinitions and claims in
this section have been formalized and verified in PVS.



5.2 Proving the Bisimulation

In order to prove Lemma 1, we prove the following predicatebe invariants of the
collectionsM, and M, Wwhen they obtain the same inputs.

— stopped® = stopped® = stopped™™ = stopped*P*°.
Note that we compare whole arrays in this predicate, i.emaie use of the higher-
order capabilities of PVS. One could also wiite : stopped’. = stopped' = . . .,
but the equality of the whole arrays is more concise and etisiese in the proofs.
sc_in'd = sc_in®Pe,
indt* = initS™ = init*Pee,
— msg_in'd = msg_in*P.
= Vu,v € H : length(delivery, ,) = length(deliv_iy, ,,).
length is the PVS function delivering the length of lists. We usedhantified form
of the invariant here instead of the higher-order form, sintherwise we would
have to ‘lift’ the length function to arrays of lists.
= Vu,v € H : length(deliverys’) = length(deliv_iy s ).
— deliver™ = deliver®* anddeliv_i* = deliv_i***°.
— sc_out'd = sc_out®.
—Yw e M,ueH: sc outs'm < scooutH
Again we use the quantlfled form, since otherW|se we hadttb4if to arrays.
—VweMueH: ((weH = msg-outld , = msg_out<) and

(w € AN scoutd , < so(k) = msg- out

w,u

= msg-out3",)).

w,u

Each of the 10 invariants is formalized as a predig¢at&s;, Ss,) on the current states of
the two collectionslZ, andMspec. The conjunction of all the; yields the bisimulation
relation ¢. Let é; andds, denote the overall transition function of the machine col-
lections M, and Mspec, respectively. The following theorem asserts that theriands
indeed are invariants of these collections:

Theorem 2. Let S5 and.S, be states of the two collectiods, and Mspec such that all
invariants¢; (Ssi, Ssp), 1 < ¢ < 10 hold. The transition function&;, ds, preserve the
invariants, i.e., for an arbitrary overall inpuf of M, and Mspec we have

$i(Sg, Sep) Vi, 1 < i <10
with (S%, Osi) = 06i(Ssi, Z) and (SL,, Osp) = 0sp(Ssp, Z). Furthermore, the initial

si? sp?

statesinitials; andinitials, satisfy all10 mvariants. O

In PVS, this theorem is splitinto 10 lemmas, one for eachriavé. Using the invariants
»i, we prove the following theorem:

Theorem 3. Let S5 and S, be states satisfying all invariants (S, Ssp), 1 < 4 < 10,
and letZ be an overall input of the collection®, and Mspec. Then both collections
make the same outputs on all ports to the users and the adyersa m]

Together, Theorems 2 and 3 prove that the two systems ameilaisiwhich finishes our
proof of Theorem 1.



5.3 \Verification Effort

The manual proof effort in PVS is rather small. The proofs enlagavy use of the built-
in PVS strategy( gr i nd) , which expands definitions and performs automatic case-
splitting. The main effort was to figure out the correct pagsans for the( gr i nd)
command. The proof goals not resolved(tyr i nd) were proved with little manual
assistance. However, looking for errors and thinking alleeinecessary modifications
of the machines was a time-consuming task. During our prtefepts, we simulta-
neously debugged the machines until we finally found theembispecifications of all
machines. After that, the proof itself turned out to be qadsy. Altogether, the formal-
ization of the machines in PVS took 2 weeks, and the develapofehe proofs took
another week (given prior familiarity with PVS). A completbecking of the proof
takes about one hour on a 600 MHz Athlon processor.

6 Summary and Future Work

We have presented the first abstract specification for senassage transmission pre-
venting message reordering, together with a secure impitatien. Its proof of secu-
rity involved a recently proven composition theorem [164 @abisimulation which we
formally verified using the theorem prover PVS. Our approfacthermore presents
a general strategy how to derive real implementations bigtiggl specifications into
smaller systems that can then be refined stepwise using thpasition theorem and
formal proof systems.

One next step is to verify the claimed integrity propertylod systems, i.e., a for-
mula that messages are output in correct order. This rexjoiare theoretical work,
e.g., we have to show that integrity properties are in fags@rved under simulatability
also in the asynchronous case (this is not trivial even thdahig synchronous case was
already shown in [15]). Also the PVS proof becomes more carafdd than the one
presented here. A preliminary version of that work can alydze seen in [3]. Putting
our current paper and those results together, we are confidgour underlying model
is well suited for future analysis of larger protocols irdilg real cryptographic primi-
tives, since it supports commonly accepted machine-aidsafp (like the one of [14])
without losing its sound cryptographic semantics.

Concerning further future work, there are innumerous thitogdo. Obviously, the
security of the system presented in this paper is still basegaper-and-pencil proofs
such as the composition theorem, the transitivity lemmaéersiecurity proof in [16].
Hence, one future step could be the verification of thosertimas using formal proof
systems. However, we are aware of the difficulty of this taskstly because of the
occurrence of probabilism. In the shorter term, we are hgoiur attention to a library
which should provide sound abstractions of a set of commgptagraphic primitives.
The library may naturally serve as a construction kit forigleimg large protocols whose
security properties can then easily be validated again bydbproof systems.
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