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Abstract. Protocols for problems like Byzantine agreement, clock synchroniza-
tion or contract signing often use digital signatures as theonly cryptographic
operation. Proofs of such protocols are frequently based onan idealizing “black-
box” model of signatures. We show that the standard cryptographic security def-
inition for digital signatures is not sufficient to ensure that such proofs are still
valid if the idealized signatures are implemented with real, provably secure sig-
natures. We propose a definition of signature security in general reactive, asyn-
chronous environments and prove that for signature schemeswhere signing just
depends on a counter as state the standard security definition implies our defini-
tion.

1 Introduction

Protocols for problems like Byzantine agreement, clock synchronization or contract
signing often use digital signatures as the only cryptographic operation. Proofs of such
protocols typically use a “black-box” model of signatures:they just assume that signa-
tures are unforgeable, i.e., they abstract from all cryptographic details like asymptotic
security and error probabilities. Still one should expect that protocols proven secure in
this abstract model are also secure if implemented with a real, cryptographically secure
signature scheme.

Unfortunately this is not true: Consider an arbitrary, secure signature scheme. We
transform such a scheme into a new one which, when signing a messagem, attaches to
the signature onm all previouslysigned messages and their signatures. This is certainly
a strange scheme, but it is easy to see that it satisfies the standard definition of a signa-
ture scheme (from [8]), and that it is secure provided the original scheme is secure: A
signature scheme issecureif there is no polynomial-time (ink, a security parameter)
adversary that can produce a forged signature with non-negligible probability. The ad-
versary has exclusive access to a signature oracle, and any signature under a message
for which the oracle was not queried counts as a forgery. Whenasking for thei-th sig-
nature the adversary has seen all signatures up to the(i − 1)-st anyway, thus our new
scheme is not easier to break than the original one.

Now consider a trivial protocol for fair contract signing: We have two potentially
malicious partiesA, B and a trusted third partyT . Both have inputsc, the contract, and
binary valuesdX , for X = A, B, which tell them whether they should sign (dX = 1)
or reject (dX = 0) the contract. The contract should be signed only if all honest parties
X start withdX = 1. Now the protocol roughly works like this: BothA andB sign



c, yielding signaturessA, sB. If dA = 1 thenA stops, and otherwise it sendssA to
T , and similarlyB. If T receives both signatures it sends(sA, sB) back toA andB,
and the contract is considered signed. IfT does not receive both signatures (which
in an asynchronous network might just mean thatT non-deterministically decides to
terminate) thenT stops and the contract is not signed, which means that nobodyshould
get hold of the pair(sA, sB). Intuitively this protocol is secure, and one can even prove
this in the black-box model. But clearly if the protocol is executed multiple times then
from each successful run one can construct valid contracts for all previous runs, even
for those that did not produce a valid contract.

In Section 2 we introduce the first security definition of digital signature schemes
that resolves these problems, and can be used as a basis for “black-box” reasoning about
protocols in general asynchronous, reactive environments(see [1] for more details). In
Section 3 and 4 we show that for certain signature schemes security in the sense of [8]
implies security against this definition. As our example hasshown, this cannot be true
in general, thus we limit ourselves to schemes where signingneeds just a counter as
state. This is sufficient for many provably secure signatureschemes. For instance, in
[8] the signer computes a tree and associates each signaturewith one of the leaves in
this tree. Thus it is sufficient for the signing machine to keep track of which leaves are
already used, and this can be easily encoded in a counter. Similar arguments apply, e.g.,
to the schemes in [10, 5–7].

Similar problems have been already identified for other cryptographic primitives,
e.g., oblivious transfer [2] and public-key encryption [3]. For signatures, already the
standard definition from [8] is in a reactive setting, but signatures are delivered to the ad-
versary in the same order they were generated. In a general asynchronous setting these
orders might be different, which greatly complicates security proofs. In [4], Canetti
defines security in a more general reactive setting, but his definition applies to state-
less signature algorithms only. This avoids essentially all problems but excludes many
provably secure signatures schemes, e.g., [8, 10, 5]. In [9]signatures are implicitly cov-
ered within secure channels, but there signatures are use-once, which again avoids all
problems but does not lead to a general solution.

2 Definitions and Notation

2.1 Notation

We write “:=” for deterministic and “←” for probabilistic assignment, and “R←” for
uniform random choice from a set.↓ is an distinguished error element available as an
addition to the domains and ranges of all functions and algorithms. The fundamental
datastructures in our upcoming definitions and proofs are arrays that store tuples of
strings. For each arrayD, the tuples have a predefined structure, e.g., each tuple stores
a message along with a signature for it. In order to elegantlycapture selection of tuple
entries, we adopt some database notation: Entries of a tupleare calledattributes, e.g.,
we could have two attributesmsg andsig denoting the message and the signature entry
of each tuple. For an elementx ∈ D, the value of its attributeatt is written x.att .
If the values of one distinguished attributeatt are unique among all entries inD, i.e.,
the attribute gives a one-to-one correspondence to the entries of the array, we callatt
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a primary key attribute. We use this to select entries of a tuple, i.e., if a primary key
attributeatt exists inD andatt2 is another arbitrary attribute inD, we simply write
att2[a] instead ofx.att2 , wherex denotes the unique entry withx.att = a. If no such
entry exists, we defineatt2[a] := ↓.

2.2 Non-Reactive Definitions

Signature schemes often have memory. As already explained in the introduction, signa-
ture schemes that divulge the history of message signed before are not suited for use in
an asynchronous reactive environment. In our upcoming definition, we therefore do not
allow a signature scheme to use arbitrary parts of its state for signing a message, but we
model its memory by a counter.

Definition 1. (Signature Schemes) Asignature schemeis a triple (gen, sign, test) of
polynomial-time algorithms, wheregen and sign are probabilistic.gen takes an input
(1k, 1s) with k, s ∈ N, wheres denotes the desired maximum number of signatures,
and outputs a pair(sk , pk) of a secret signing key and a public test key inΣ+. sign

takes such a secret key, a counterc ∈ {1, . . . , s}, and a messagem ∈ Σ+ as inputs
and produces a signature inΣ+. We write thissig ← signsk ,c(m). Similarly, we write
verification asb := testpk (m, sig) with b ∈ {true, false}. If the result istrue, we
say that the signature isvalid for m. For a correctly generated key pair, a correctly
generated signature for a messagem must always be valid form. 3

When we speak about an arbitrary signature scheme in the following, we always
mean a counter-based signature scheme in the sense of Definition 1. Signature schemes
with truly arbitrary state will not matter in the sequel, andwe hence also omit a precise
definition.

Security of a signature scheme is defined against existential forgery under adaptive
chosen-message attacks:

Definition 2. (Signature Security) Given a signature scheme(gen, sign, test) and a
polynomials ∈ N[x], thesignature oracleSigs is defined as follows: It has variables
sk , pk and a counterc initialized with0, and the following transition rules:

– First generate a key pair(sk , pk)← gen(1k, 1s(k)), and outputpk .
– On input(sign, m) with m ∈ Σ+, and ifc < s(k), setc := c +1 and returnsig ←

signsk ,c(m).

The signature scheme is calledexistentially unforgeable under adaptive chosen-
message attackif for every polynomials and every probabilistic polynomial-time ma-
chineAsig that interacts withSigs and finally outputs two valuesm andsig (meant as a
forged signature for the messagem), the probability thattestpk (m, sig) = true is neg-
ligible (in k) if m is not among the messages previously signed by the signatureoracle.
3

Lemma 1 (Skipping signatures).Without loss of generality, we can assume that a
signature scheme which is secure according to Definition 2 isskipping secure: This
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means that the current value of the counterc is not computed within the signature oracle
but externally input by the adversary along with the messageto be signed. However,
Sigs verifies that the incoming counter values are strictly increasing and do not exceed
s(k). 2

Proof. Encode the messages fromΣ+ into Σ+ such that there is an unused message
m∗ (e.g., prepend a bit), and letSigs signm∗ for a valuec if Asig skips it.

2.3 A New Reactive Definition

In order to obtain a security definition that is meaningful ina reactive environment,
we have to extend the capabilities of the adversary when interacting with the signature
oracle. More precisely, we still have to allow for signing arbitrary messages, but the ob-
tained signatures are stored within the signature oracle and only output upon request of
the adversary. Now a signature is considered a forgery for a messagem if the signature
is valid for m, and if no signature for this particular message has been requested. This
is captured in the following definition.

Definition 3. (Reactive Signature Security) Given a signature scheme anda polyno-
mial s ∈ N[x], the reactive signature oracleRSigs is defined as follows: It contains
variablessk , pk , a counterc initialized with0, an initially empty setC of counter val-
ues, and an initially empty arraySIGS with attributesc, m, andsig for storing counter
values, messages, and already made signatures. The counterc can be used as a primary
key attribute, which is clear by inspection of the below transitions. The transition rules
of RSigs are:

– First generate a key pair(sk , pk)← gen(1k, 1s(k)), and outputpk .
– On input(sign, m) with m ∈ Σ+, and if c < s(k), setc := c + 1 and sig ←

signsk ,c(m), and store(c, m, sig) in SIGS .
– On input(choose, i), and if i ≤ c, setC := C ∪ {i} and returnsig[i].

The signature scheme is calledreactively secureif for every polynomials and every
probabilistic polynomial-time machineAsig that interacts withRSigs and finally out-
puts two valuesm and sig (meant as a forged signature form), the probability that
testpk (m, sig) = true for m 6= m[c] for all c ∈ C is negligible (ink). 3

Lemma 2 (Memory-less Schemes).LetSig denote a memory-less signature scheme,
i.e., signing of messages does not depend on prior inputs. IfSig is existentially unforge-
able under adaptive chosen message attacks, then it is also reactively secure. 2

Proof. If an adversary breaksSig in the reactive scenario of Definition 3, we can easily
construct an adversary that has the same success probability against the same signature
scheme in the non-reactive scenario of Definition 2: This newadversary simply defers
signature requests of the original adversary, i.e., inputsof the form(sign, mj), until the
original adversary chooses those signatures. As the signature oracle is memory-less,
making the signatures in the wrong order makes no difference. Moreover, every forged
signature by the original adversary is also a suitable forgery for the new adversary.
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3 Reduction Proof for Unchanged Signature Schemes

In this section, we show that an arbitrary signature scheme which is secure according to
Definition 2 is already reactively secure. This means that signature schemes that only
maintain a counter as their local state can safely be used in an asynchronous reactive
environment, i.e., without having to bother about problemsas sketched in the introduc-
tion. As a drawback however, we will see that the concrete complexity gets worse.

Theorem 1. A signature schemeSig is reactively secure if and only if it is existentially
unforgeable under adaptive chosen-message attack. 2

Proof. The proof of the left-to-right direction is straightforward, since a reactively se-
cure system is in particular secure for an adversary requesting all signed messages in the
correct order, which corresponds to security against existential forgery under adaptive
chosen-message attacks.

In order to prove the opposite direction, we show that if there exists a successful
adversaryAdv∗ against the signature scheme in a reactive scenario, there as well ex-
ists another adversaryAdv for attacking the scheme in a non-reactive scenario. This is
shown in Figure 1. The adversaryAdv consists of two machines: the adversaryAdv∗,
which is used “black-box”, and asimulatorSim which interacts withAdv∗ and also
has access to the (non-reactive) signature oracleSigs. Intuitively, Sim tries to act like
a valid reactive signature oracle forAdv∗. If Adv∗ finally outputs a valid forgery for a
so-far unsigned message,Sim uses this forgery to successfully attack the non-reactive
signature oracleSigs.

The proof idea is thatSim does not sign exactly the messages that the adversary
Adv∗ requests. Instead, it swaps some for random messages. Now there is a chance that
the adversary catches the simulator cheating. However, if it does not, we can again use
the argument that a successful adversary either forges signatures on messages that were
never signed at all, or it is able to guess unknown random values.

Description of the simulator.The simulatorSim maintains a counterc initialized with0
and an initially empty arraySIGS for storing counter values, messages, and signatures
obtained from the signature oracle. Again, we use attributes c, m, andsig for these
entries, andc is used as a primary key attribute.Sim further maintains an initially empty
setC of counter values corresponding to signatures that have already been requested by
the adversary.

In order to allow for a successful cheating,Sim maintains two valuesc∗, cnt ∈
{0, 1, . . . , s(k)}. Below, we let the simulatorSim choose a valuec∗ R← {0, . . . , s(k)}
denoting the number of the message where it will cheat. Note that the choicec∗ = 0 is
possible, i.e.,Sim does not cheat at all in this case. This is important, since anadversary
that requests all signatures would otherwise always catch our simulator cheating, and
the proof would fail. Moreover, if the adversary lets a messagem be signed twice, but
chooses none of these indices and later outputs a signature on m, our simulator would
lose. Hence our simulator does not change thec∗-th incoming message, but thec∗-th
really different message, and then stick to the change whenever this message re-occurs.
The value ofcnt is initialized with 0 and represents the number of distinct messages
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Fig. 1. Overview of the reduction proof for unchanged signature schemes.

that have already been input for signing so far, and it is usedto determine when the
simulator will cheat for the first time. After this first cheating, the value ofcnt will be
set to↓ and will not matter henceforth.

Furthermore,Sim maintains a variablemch ∈ Σ+ determining the message that
has been discarded for cheating, and a setcch ⊆ {0, . . . , s(k)} containing the counter
valuesc corresponding to the messagemch. (Since the discarded message could be
repeatedly input for signing, we have to store several values of c, which illustrate the
need forcch being a set here instead of a single value.) The variables areinitialized
with ↓ and{} respectively. The behavior ofSim is sketched in Figure 1 and defined as
follows:

– First, it choosesc∗ R← {0, 1, . . . , s(k)}.
– On input(sign, m) with m ∈ Σ+: If c < s(k), setc := c + 1, otherwise abort, i.e.,

stop the current transition without any further action. Ifm 6= m[i] for all i ≤ c and
cnt 6= ↓, setcnt := cnt + 1. We now distinguish between three cases:
• (No Cheating): Ifcnt 6= c∗ andm 6= mch, sign in the normal way: Output

(sign, m) to the signature oracle yielding a signaturesig. Store(c, m, sig) in
SIGS .
• (First Cheating): Ifcnt = c∗, let m∗ R← {0, 1}k and output(sign, m∗) to the

signature oracle yielding a signaturesig . Store(c, m∗, sig) in SIGS , and set
mch := m, cch := cch ∪ {c}, andcnt := ↓.
• (Repeated Cheating): Ifm = mch, let c′ ∈ cch arbitrary, setm∗ := m[c′]

and output(sign, m∗) to the signature oracle yielding a signaturesig . Store
(c, m∗, sig) in SIGS , and setcch := cch ∪ {c}.

– On input(choose, i): If SIGS [i] = ↓ abort. Otherwise let(i, m, sig) := SIGS [i]
and setC := C∪{i}. If i ∈ cch then give up the simulation, else outputsig to Adv∗.
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Proof of Correct Simulation.Assume thatAdv∗ (reactively) breaksSig . Thus, in inter-
action with a correct reactive signature machineRSigs, it outputs a tuple(m, sig) with
m 6= m[c] for all c ∈ C andtestpk(m, sig∗) = true with non-negligible probability .

The idea is that if the adversary does not choose all of the signed messages, then
there is a non-negligible probability that at least one of the remaining messages is the
modified one. Provided that the simulator does not explicitly give up the simulation
(which happens if the adversary requests a signature for thec∗-th distinct message), we
can then show that ifAdv∗ outputs a valid signature with non-negligible probability,
then the probability that this signed message is new, i.e., has not been signed before
by the signature oracle, is also non-negligible. In the following, we calculate an upper
bound of the probability that our simulation fails to determine a new valid signature.
Mainly, there are three possibilities for our simulation tofail:

1. (Simulator gives up): The adversaryAdv∗ has requested a signature for the cheated
message, i.e., an input(choose, i) occurred withi ∈ cch.

2. (Unsuited signature): The adversaryAdv∗ outputs a signature for a messagem that
has been signed before, but not requested byAdv∗.

3. (Guessing the cheated message): The adversary produces asignature for the ran-
domly chosen messagem∗.

Moreover, there is a probability of failure, which does not depend on the simulation,
but on the fact that the adversary may output either a wrong signature, or a signature for
a message that it has already requested. The complemented probability stands for the
success probability of the adversaryAdv∗ if the simulation is done without changing
the value of the cheated message. We denote this probabilityby PAdv∗ which is not
negligible by assumption.

In the following, letϕ(SIGS ) := {m | ∃c, sig : (c, m, sig) ∈ SIGS} denote the set
of all messages that have been signed, andϕ(C) := {m | ∃c ∈ C, sig : (c, m, sig) ∈
SIGS} denote the set of messages that have been chosen by the adversary. Note that
the cardinality of these sets denotes the number of distinctmessages that have been
signed or requested, respectively. As the upcoming calculation of the probability of
failure will make extensive use of these cardinalities, we write ϕsig := |ϕ(SIGS )| and
ϕc := |ϕ(C)| for the sake of readability.

For calculating an upper bound for the remaining failure probability, we distinguish
between two cases depending on whetherAdv∗ request all signatures (i.e.,ϕc = ϕsig)
or not. In the following, we only consider failures because of a giving-up simulator or
an unsuited signature. A failure because of guessing the cheated message will be treated
separately later on.

– 0 ≤ ϕc ≤ ϕsig − 1: We distinguish two cases:
• cch = ∅: In this case, we obtain a probability of zero that the simulator gives

up, and a probability of one for an unsuited signature in the worst case. The
probability ofcch = ∅ is given by 1

s(k)+1 (representing the casec∗ = 0) plus
s(k)−ϕsig

s(k)+1 (representing the remaining choices forc∗). In total, the probability
of failure for this case is

1 + s(k)− ϕsig

s(k) + 1
.
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• cch 6= ∅: In this case, the simulator gives up with probabilityϕc

ϕsig
, and we

obtain an unsuited signature with probabilityϕsig−ϕc−1
ϕsig−ϕc

. The probability of

cch 6= ∅ is given by1 − 1+s(k)−ϕsig

s(k)+1 =
ϕsig

s(k)+1 . In total, we obtain a failure
probability of

(
ϕc

ϕsig

+
ϕsig − ϕc − 1

ϕsig − ϕc

)
ϕsig

s(k) + 1
=

ϕ2
sig − ϕsig − ϕ2

c

(ϕsig − ϕc)(s(k) + 1)
.

Joining the probability of both subcases, we obtain a failure probability of

1 + s(k)− ϕsig

s(k) + 1
+

ϕ2
sig − ϕsig − ϕ2

c

(ϕsig − ϕc)(s(k) + 1)

=
s(k)ϕsig − ϕc − s(k)ϕc + ϕsigϕc − ϕ2

c

(ϕsig − ϕc)(s(k) + 1)
.

– ϕc = ϕsig : In casecch = ∅, we have a probability of zero that the simulator
gives up, and also a probability of zero for receiving an unsuited signature since
every message has been requested, hence no such message can still be chosen. For
the casecch 6= ∅, the simulator gives up with probability one, and we obtain an
unsuited signature with probability of zero again. The probability of cch 6= ∅ is
given by ϕsig

s(k)+1 , which is hence also the total probability for this case.

Since the probability in the first case depends on the numberϕc of requested mes-
sages, we look for the maximum of all these probabilities when varyingϕc. Differen-
tiation of the formula shows that it reaches its maximum at the border of the interval
[0, . . . , ϕsig − 1] as s(k)

s(k)+1 . (The minimum is atdϕsig − √ϕsige). We finally have
to maximize the probabilities for the second case when varying ϕsig . The formula is
strictly increasing, hence it reaches its maximum atϕsig = s(k). This yields a proba-
bility of s(k)

s(k)+1 , which matches the probability of the first case.
So far, we omitted the failures that stem from receiving a forgery for the randomly

chosen messagem∗. This probability is trivially upper bounded byϕsig

2k . Putting it all
together, the probability that our simulation is correct islower bounded by

(1− s(k)

s(k) + 1
− ϕsig

2k
) · PAdv∗ = (

1

s(k) + 1
− ϕsig

2k
) · PAdv∗ ,

which is not negligible, sinceϕsig is upper-bounded bys(k).

We need the same number of oracle queries in the proof, but we have a significantly
lower probability of success, i.e., the concrete complexity gets worse. A possibility to
obtain almost the same probability of success is presented in the next section.

4 Obtaining Reactively Secure Signature Schemes by Additional
Randomization

In the following, we show how additional randomization can be used to transform a sig-
nature scheme which is secure according to the non-reactivedefinition 2 into a scheme
that is reactively secure with almost the same concrete complexity.
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Fig. 2. Overview of the reduction proof for the randomized scheme.

Let Sig1 = (gen, sign, test) be an arbitrary signature scheme. Then we can trans-
form Sig1 into another signature schemeSig2 = (gen, sign∗, test∗) as follows: For
signing of a message, we definesign∗sk,c(m) := (r, signsk,c((m, r))) for r

R← {0, 1}k,
where we assume that the tuple(m, r) is efficiently encoded intoΣ+, similar in
the following. For testing of a signature and a corresponding message, we define
test∗pk(m, sig∗) := testpk((m, r), sig) if sig∗ is of the form(r, sig), andfalse other-
wise. We want to show that ifSig1 is secure against existential forgery under adaptive
chosen message attack, thenSig2 is reactively secure. This is captured in the following
theorem.

Theorem 2. LetSig1 = (gen, sign, test) be a signature scheme, and letSig2 = (gen,

sign∗, test∗) be the transformed signature scheme ofSig1 as defined above. ThenSig2

is reactively secure ifSig1 is secure against existential forgery under adaptive chosen
message attack. 2

Proof. We again show that if there exists a successful adversaryAdv∗ against the sig-
nature schemeSig2 in a reactive scenario, there as well exists another adversary Adv

for attacking the schemeSig1 in a non-reactive scenario. The adversaryAdv again con-
sists of the adversaryAdv∗ used “black-box”, and asimulatorSim which interacts with
Adv∗ and also has access to the (non-reactive) signature oracleSigs.

Description of the Simulator.The simulatorSim maintains a counterc initialized with
0 and an initially empty setC of counter values corresponding to signatures that have
been requested by the adversary. Finally,Sim maintains an initially empty arraySIGS

for storing tuples of signatures obtained from the signature oracleSigs, along with the
corresponding counter, the message, and the random valuer. We have attributessig, c,
m, andr for these entries, andc is used as the primary key attribute. The behavior of
Sim is sketched in Figure 2 and formally expressed as follows:
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– On input(sign, m) with m ∈ Σ+: If c < s(k), setc := c + 1 andr
R← {0, 1}k and

output(sign, (m, r)) to the signature oracle, yielding a signaturesig for the tuple
(m, r). Store(c, m, r, sig) in SIGS .

– On input(choose, i): If SIGS [i] = ↓ abort. Otherwise let(i, m, r, sig) := SIGS [i],
setC := C ∪ {i} and output(r, sig) to Adv∗.

Proof of Correct Simulation.Now assume thatAdv∗ breaksSig2. Thus, with non-
negligible probability, it outputs a tuple(m, sig∗) with m 6= m[c] for all c ∈ C and
test∗pk(m, sig∗) = true. The validity of the signature implies thatsig∗ is of the form
sig∗ = (r, sig). We distinguish two cases:

1. The pair(m, r) does not occur inSIGS (as second and third elements of a quadru-
ple). In this case, we can usesig as a valid forgery of(m, r) with respect toSig1,
sincetest∗pk(m, sig∗) = true impliestestpk((m, r), sig) = true, and the message
(m, r) has never been signed bySigs.

2. A tuple (c, m, r, sig) occurs inSIGS . Thenc 6∈ C because of the precondition
m 6= m[c] for all c ∈ C. We show that this means thatAdv∗ has guessed an un-
known random value correctly. The inputs(r[c′], sig [c′]) thatAdv∗ obtained do not
depend at all on the value ofr[c]. More precisely, the probability distribution of
these inputs is independent of the valuer[c], since only the counter of the signature
oracle is considered for message signing, and the random valuer[c] does not influ-
ence this counter. Hence, the probability of guessingr[c] is upper bounded bys(k)

2k .
This is negligible since the upper bounds(k) on the number of messages signed is
polynomial.

In contrast to the results of the previous section, the concrete complexity is almost
optimal: We need the same number of oracle queries and obtainalmost the same success
probabilityPAdv = (1− s(k)

2k )PAdv∗ . The computational complexity ofSim is essentially
bounded by generatings(k) random values ands(k) lookups in a sorted array of length
s(k).
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