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Abstract. Cross-domain identity management is gaining sicgift interest in
industry. A recent example is the Liberty Alliangespecifications for single
signon of users across a federation of enterpriEesse specifications stress that
the federation process is voluntary for the usatsthat privacy is preserved, e.g.,
by using pseudonyms. We evaluate the privacy afetlspecifications in detail. We
point out ambiguities and propose a concrete pyiyaaicy together with a few
changes to the Liberty processing rules. Our aimalysmonstrates that identity-
management policies are non-trivial even in a kahicontext. We also discuss
how such low-tech proposals from industry relatéitgh-tech privacy-enhancing
proposals from the research community.

1 Introduction

Identity management has many facets. In enterpribesmain emphasis is still on
internal consolidation, e.g., on customer-relatmsnanagement and on integrating
different access channels such as phone and Ihtemeustomers, and Internet and
internal systems for employees. In the privacyaede community, the emphasis is
on enabling people to manage their identities tledwes including free choice of
pseudonyms, the transfer of credentials from omighenym to another pseudonym
of the same person, and appropriate user interfades gap between these facets is
wide. Nevertheless, a user-side solution proposeesearch can only work if it is
taken up on a large scale by enterprises, or ii§ itompatible on all layers with
enterprise-side standards for interacting with sis€he latter is quite hard to reach
for identity management. (It is easier for mere ommication, where some anonymi-
zation techniques are transparent to the commuaitg@artner.) Furthermore, even
though all surveys show that a large majority af fopulation is concerned about
privacy, and about 25% at a considerable pricednewy or inconvenience, individual
users are not good drivers for privacy-enhancirghrielogies at least given the
current ease-of-use and distribution models. Thishown by the results of all
companies that tried to commercialize high-endgmyvenhancing technology.
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It is therefore essential for the privacy commundyalso seriously study and try
to enhance the privacy achievable by or in intévactwith emerging identity-
management solutions driven by enterprises. Theifsgsions for single signon
across federations of different enterprises reggmtbposed by the Liberty Alliance
may be such an emerging solution, due to the stroagbership in this alliance.
Liberty is not an open standardization process,doatts of the second version, 1.1,
are available for public comments.

Detailed privacy studies are also important for #wmerprises involved in
emerging standards because a lack of user truat figajor inhibiting factor for
electronic commerce. In other words, a large groupsers who are not sufficiently
motivated to buy user-side privacy technology aggentheless sufficiently worried
not to use a lot of enterprise-side technology.cBigally for single signon and
federated identities, market studies in the wakeMigrosoft's Passport product
corroborate this clearly. Indeed, the Liberty sfieafions stress that federating, i.e.,
choosing single signon between two enterprisespligntary for the users and that
privacy is preserved, e.g., by using pseudonyms ffinimum goal of such a
standard with respect to privacy should be clatitysers believe in stronger privacy
than enterprises do, the users will feel cheatetraay start litigation. If enterprises
believe in stronger privacy than users do, usefk bvei more reluctant to use the
protocols than they need to be.

When looking at Liberty from a privacy perspectivee should be aware that its
focus is a business-to-business scenario with sfealérations with close trust
relationships, called circles of trust. (The cutrprotocols do not even scale to large
and multiple federations due to assumptions abutiali key distribution and specific
message formats.) This is different from hostingegal-purpose end-user wallets,
which is the focus of Microsoft's Passport and igfhhtech privacy-enhanced identity
management. Liberty’'s example use case is a federaf airlines and rental-car
companies, and a user who already has accountstwmaitifederation members and
wants to link them. For instance, bonus points Initjen accumulate. One could
implement a bonus point system nicely with crypégdric credentials, but real
airlines and rental-car companies require the ssgsime and address and relatively
strong identification and will not be easily perded out of this. Thus most users
have to trust these organizations anyway not thi@xge undesired information about
them, i.e., they have to trust these organizatiamgdlicit or unwritten privacy
policies. Of course, there are also business-tiabss scenarios where a user wants
to be unlinkable even within a small federationirodifferent interactions with one
enterprise.

Studying the privacy provided by a single-signoatpcol like Liberty’s has two
goals: First, make sure that the privacy policied emplications are clearly specified.
This is a completely technical goal. Secondly, wisc whether these policies,
including the given user options, are suitablethar stated purposes. Indeed we will
point out several major and minor privacy-relatesbauities in the Liberty specifi-



cation. We will propose fixes and an overall polfoy the Liberty specifications. A
third potential goal is out of scope of our pafgercompare such policies with exact
privacy regulations for different countries andtees However, we hope that our
technical work can serve as a basis for such kgdies.

Overview of this Paper

In Section2, we survey related literature, and in Sec8ome give an overview of the
protocol we analyze. In Sectigh we summarize the ambiguities. This is an addlitio
to the introduction, using terminology explained $®ction 3. In Section5, we
approach the policy question for Liberty systermaljcby studying the data that are
released in the protocols given certain user clspiaed whether this is fully specified
or not.In Section6, we discuss what privacy policies best fit thedrty protocols.
Section? gives an outlook and Secti8ra summary.

2 Related Literature

The Liberty specifications are one of several récgpecifications of web single
signon across different enterprises for usershhaé nothing but a browser. Accom-
modating this “zero-footprint” case, at least amaipers, is currently considered
essential for market acceptance. Three parts osithpart Liberty specification are
relevant for us [Lib02, Lib02a, Lib02B]Such browser-based protocols were initiated
by Microsoft's Passport product [Mic01], which led many discussions about
privacy and points of control. The only technicantributions mainly concerned
operational security [KR0O, Sle01]. For a similaoguct from another company, see
[IBMO2] Ch. 10.2. The only open standardizationtiative is OASIS’s SAML
[SAMO2]. Both Liberty and the Internet2-project Bholeth [Shi02] are built upon
SAML.

We gave an overview of privacy requirements andigdesonsequences for
browser-based protocols in [PW02], together witlskatch of a protocol BBAE
achieving optimal privacy. (BBAE is available in readetail in [PWO02a].) That over-
view concentrates on general-purpose attributean@h protocols, and on design
consequences from privacy on message flows andatsrnit does not propose
specific policies for the choice of names and latites. The current paper does this for
one specific protocol. We chose Liberty for thislgsis because it is single-signon
only, not very extensible, and even defines sonee-interface aspects, i.e., it is really
one protocol only, in contrast to the high flexityilof SAML or BBAE. Moreover, it
is surprising how complicated a policy becomes ef@npure single signon. We

2 Liberty has made drafts of V1.1 available (httywiv.projectliberty.org/specs/vl_1draft/
index.html). All our citations remain to the stabiersion 1.0, but we verified that no essential
changes were made or announced to the parts thdiseuess (as of Nov. 29).



guess that the Liberty Alliance postponed attrikaiehange protocols in order to
avoid policy issues. The analysis shows that thgmgation is not possible.

The high end of privacy-enabled identity managemenexemplified by the
idemix prototype of an anonymous credential sysi€i01, CV02]. In particular,
this is the first system with efficient multi-shcevedentials, comprehensive choices
as to anonymity revocability, and an all-or-nothitrgnsfer property. Anonymous
credentials were first proposed in [Cha85]. A hightel vision of an overall system
built around these ideas and other, complementivgiqy techniques like anonymous
communication, is given in [CPH+02]. Anonymous @etials are the only known
identity-management solution for cases where awsets to use unlinkable pseudo-
nyms with different organizations and neverthelésnsfer certified attributes
between these organizations. However, in curreettelnic commerce, not many
attributes are certified; typically users just fill forms, and even Microsoft Passport
did not certify anything until quite recently, andw only control of email addresses.
Hence one can strive for using simple pseudonymeravho certification is needed,
simple certificates where no anonymity is possibleother reasons (which may be
non-technical and thus changeable), and anonynredeiatials in the remaining case.

For a discussion of more remotely related techrsdike form fillers and PKls
we refer to the appendix of [PWO02]. The pseudonymiae policies of Liberty
resemble [GGK+99]. However, there the single-sigpoovider acts as a browser
proxy. While browser proxies are a good choiceuser-side identity management,
they would be very privacy-unfriendly for entergrisdentity management as in
Liberty: If one enterprise acts as a user proxyhwéspect to another enterprise, it
sees the user’'s entire communication with the sgearterprise. In contrast, in all
browser-based protocols mentioned above, the ssighon provider only takes part
as a server specifically during single signon. trert this allows the use of multiple
single-signon providers per user, e.g., a bankif@ncial information, a doctor for
medical information, and a user-side wallet for spaal information. (However,
Liberty itself, in contrast to BBAE, does not allaser-side wallets, corresponding to
its scenario of small enterprise federations only.)

3 Liberty Single Signon and Federation

We first introduce browser-based single-signonqwols in general, and then special
aspects of the Liberty protocol.
3.1 Browser-based Single Signon

The overall structure of all current browser-basgdgle-signon and attribute-
exchange protocols is shownFkigure 1.



A user is initially browsing at a service provid€vhen the user wants to log in
(or to send attributes in more general protocdlts}, service provider redirects the
browser to the user’s identity provider. The useslin there, typically with a fixed
user ID and password. The browser and identity igesvmay also reuse a secure
session from another recent login. The identityvigler then redirects the browser
back to the service provider with some ticket.hé information to be transferred is
short, it can be completely included in this tickdbst protocols also provide a back
channel for transferring longer information; thek#&t then contains a handle to that
information so that the service provider can asgeca returning browser with the
appropriate back-channel information.
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Figure 1 Scenario of browser-based single signon
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3.2 Special Aspects of Liberty Federation

The overall Liberty scenario is described in [LipO& user starts participating by
consenting to “federation” of “introductions” at &fentity provider. Such a phase is
normally called registration; only in Liberty it @ssumed that the user already has an
account at the identity provider, so that no netadae exchanged. Later, when the
user browses at a service provider in the sameadéde, the service provider notices
that the user has an identity provider in this fatden, and asks the user whether he
wants to federate or link these two specific acea(ffidentities”). The only subproto-
col specified for how the service provider notidbis is by a cookie in a common
federation domain; we assume in the sequel thatghbprotocol is used. Then the
redirections as irfFigure 1 happen for the first time, and the idgngtovider and
service provider exchange a pseudonym by which whidyrefer to this user. Later
signon happens under this pseudonym, again aceptdifrigure 1. The message
formats are described in [Lib02a] and the proto¢tgsofiles”) in [Lib02b].



4 Overview of Ambiguities

Before starting the somewhat tedious data analy&Essummarize the main questions
that will remain open in Section 5, i.e., for whiafe will not only extract an existing
implicit Liberty policy.
If a user consents to the federation of two idagithat she is using with two
organizations, does she consent only to singleosidgretween them, or to arbi-
trary background information sharing, or does tlépend on policies?

Can a service provider federate, i.e., link accauenen without user consent?
How can a service provider restrict single sigrmsituations after federation?

5 Data Released in Liberty Protocols

We now approach the privacy question systematidajlylooking at the types of
consent in Liberty V1.0 and the technical conseqgasnin order to identify which
data releases the Liberty policies must cover mganum.

5.1 Liberty Consents

A user in Liberty has two choices, correspondinggtins to certain data releases:

1. When logged in at an identity providddP, the user can allow to federate the
current identity in principle. We call this “intradtion consent”.

2. When interacting with a service provid8P, the user can allow to federate her
current identity with that at a specific identityopider IDP of the same
federation. We call this “federation consent”. Tuse cases suggest that the user
must be logged in &P, and thus a priori known &P (in particular [Lib02],
p.10), but technically nothing is based on this.

5.2 Liberty Data Releases

The following data releases happen in the Liberbgqzols.

5.2.1 Directly After Introduction Consent

Upon introduction consentDP sets a cookie on the user’'s browser in a federatio
domain. Recall that we assume that the only spetjfrotocol for this phase is used;
it is the “Identity Provider Introduction” from [b02b], Section 3.6. This tells all
other members of this domain that the user hagitgilgmmoviderIDP.

It is explicitly left open whether the cookie isrpistent or session-based, i.e.,
whether it only divulges the nantBP or the fact that the user is currently logged in
atIDP.



If new members join the federation, they automdicaso receive introductions
by this technique.

5.2.2 Federation

At any time after introduction consedbP is willing to accept federation requests
from service providers in its federation. A fedamatrequest is a single signon request
with an elementFederate>=true  [Lib02a].

The first problem is whether introduction consetgoaallows the identity
provider to federate with a specific service previdThe Policy/Security Note after
Figure 4 in [Lib02] strongly suggests that it does: “In Figure 4 the user is not
consenting to federating his identity with any segvproviders. Soliciting consent to
identity federation is a separate step, as illtstkén Figure 5.” However, technically
it does: Assume use&y wants to enable federation at an identity provid#? of a
federationF, but not with federation memb&®P becausd) does not fully trusSP.
However, the following consent for federating wiPR is only given toSP, andIDP
simply believes it when obtaining the federatiomuest. Hence ifSP is indeed
untrustworthy, it can get the federation withadlis consent. By using the element
<IsPassive> in the requestSP can even ensure thERP does not contadll during
this request, so that cannot notice this and complain.

Upon a federation requesDP generates a new pseudoniay sp for userU in
interaction withSP, and is from then on willing to always authenticdtto SP under
idy,sp’ The rules for pseudonym generation are missirigérprocessing rules for the
request, Section 3.2.3 of [Lib02a], but are defiaethe beginning of Section 3.3: “At
the time of federation, the identity provider geates an opaque handle that serves as
the name identifier the service provider and theniily provider use in referring to
the Principal when communicating with each other.”

5.2.3  Starting Single Signon

After federation consen§P makes a federation requesti?, and can then asbP

to authenticatd) at any future time. The text is quite specificttsngle signon
should only be used after federation ([Lib02], 88wt 2.2 and 5.4.2). However, it is
not specified hovsP, at the moment where it desires single signonwsnahether it
has federated for this user: EverSP has an account fad and noted the federation
there, at this mometd has not been authenticated. A possibility is 8Rbhas set a
persistent cookie od’s browser and desires the single signon only &tdp security.
However, the cookie may be absent becadissvitched cookies off or uses multiple
browsers.

% SP may ask to have this pseudonym replaced by anather using the name registration
protocol, but this makes no difference for privaoply that SP may need one name less
internally.



Now eitherSP might simply try single signon, implying certaiatd releases (see
Section5.2.4) even iU did not consent to federation.

Or SPasks for user consent now; we call this “singlein consent”.

5.2.4 Datain Single Signon

In each single signo®P tells IDP that U is currently browsing there, and geis
authenticated undedy s, More precisely, firstDP obtains the information that the
user whomDP knows under a local nanidy pp is currently browsing a8k, while
SPitself does not know this. This happens transphréinU is authenticated dDP
at that time; otherwis®) gives some additional implicit consent by autheating to
IDP. ThenlIDP tells SPthat this is the user known il spat SP.

5.2.5 Attribute Exchange

No exchange of further attributes df in particular of names or addresses, happens
directly by the Liberty protocols. However, the sgince of a common pseudonym
enables the identity provider and the service glawvto exchange data about the user
by other protocols. The main question, as antieghain Section4, is whether
federation consent for two organizations implies

a) consent only to single signon between the two degdions,
b) or to arbitrary background information sharing betw them,

c) or whether this, and the extent of the sharingeddp on policies specific to the
federation or the current two organizations.

This must be stated clearly, and in Case c), a dser interface is needed for looking
up these policies prior to consenting. To see thiatis indeed unclear, compare the
following information:

From the accompanying press release (http://wwjeptiberty.org/press/

releases/2002-07-15-1.html): “The Liberty versior® Specifications do not
involve the exchange of personal information. ladiehey involve a format for
exchanging authentication information between camgsaso the identity of the
user is safe, and specific details about the custsnidentity are not shared.”
This sounds like Case a), and most users will wtded it like this and expect
background information-exchange to be forbiddenweher, one can take the
position that also in Case b) and c), tgecificationsdo not involve what

happens in the background.

The discussion that providers cannot skip over eatbler in chains of linked
identities in [Lib02], Section 5.4.1, also sounie ICase a), because it suggests
that no other attributes like names are exchanggtdxould be the same through-
out the chain.

The notion of “account linking” in [Lib02], Sectiol, and the general network-
identity vision in Section 1.2, sound like Case b).



The unspecified background web services in [Lib&2fure 11, look like Case
b), but instead they may only be the federateddbgervice.

After Figure 17 in [Lib02]: “The semantics of sueh federated relationship
between identity providers are not dictated by uhderlying Liberty protocols.
These semantics will need to be addressed by theemgnts between the
identity providers and the capabilities of the dgpld Liberty-enabled implemen-
tations.” This sounds like Case c), although ordy the special case of two
identity providers.

The example screen asking the user for federatbmsent, Figure 5 in [Lib02],
contains no link for help or for looking up the &dtion rules. This looks as if it
cannot be Case c).

5.3 Withdrawing Consent

No protocol is specified for undoing introductioonsent, but it can easily be added
by asking the identity provider to delete the ceokiVe call this “revoking introduc-
tion consent”. As all other interactions can benieated by the user, we assume that
this is also intended in Liberty. Users may alsowa revoke introduction consent
for reasons other than privacy, in particular foarging their identity provider.
Federation consent can be undone at eitb& or SP by “federation termina-
tion”, also called “defederation” (Section 5.4.1if2 [Lib02] and Section 3.4 in
[LibO2b]). Either party has to notify the other,dafiom then onSP should not send
authentication requests tBP, nor IDP answer them frongSP. If SPandIDP later
federate agairlDP generates a new pseudonym as described aboveiniliss that
by federation termination dDP, userU can reliably cut the link between its prior
interactions withSPand future ones (while interacting in two roleshw$Pin parallel
is not possible). Of course, if federation occunshhtimes from an existing account
with SP, thenSPcan link all interactions witkl anyway.

6 Policy Proposals

Now we propose concrete policy rules, structuredoeding to the different data

categories that we have seen. We sometimes presegtal options, but we propose
to fix one clear policy for usage with the Libet41.0 specifications or similar

specifications, leaving a larger choice of polides future version that also offers a
larger choice of techniques. In other words, sioigliis the main advantage of
having only single signon, fixed federations, amxkd roles, and this should be
reflected by a clear and simple policy.



6.1 Overview Table

Table 1 gives a detailed overview of the data tyiphas we saw and some that might
occur in future extensions, together with the n@oticy options as discussed already
and in the rest of Sectiof. A short summary of the final recommendation i
given in Sectior8.

6.2 Introduction Data

The data that introduce an identity provider ar¢ very sensitive, in particular as
long as they do not contain any details such asrekponsibilities of a particular

identity provider with respect to a user. Releagimgm improves user convenience,
which seems the main motivation for a pure singdeen protocol. Hence we

propose a lax privacy rule:

Ruleyyo: If userU gives introduction consentDP may tell arbitrary recipients
where U is browsing that this user has identity provideP. This holds until
future opt-out by revoking introduction consent;emsy interface for this must be
provided.

Note that this release is not linked to any nameseudonym ofUJ, just to “the
current browser user”. Furthermore, we have allowatease to all future federation
members as needed for the Liberty introductionqualt and even to outsiders, so
that the common-domain cookie does not need sp@ca@kction. (Actually, the
Liberty recommendations do provide this strongeatgmtion.) We decided that the
introduction data should be the nal®®, not the current login status, mainly because
it is more convenient for the user if single sigradso starts if the user is not logged in
atIDP yet.

-10-
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Data |Detailed data Consefxists [Realization RecommendgRecommended
Cate- needed |in Lib-|(Liberty SSO oftion for Liber-|side effects of rul
gory at erty |extensions) |ty SSO policy

SSO?

Gen- Later opt-out.

eral Minimum dispute

resolution and as
surance.

Intro- |U’s identity pro-(IDP Yes, |Cookie from |Do after Access clear by

duc- |vider or 3 |IDP (or headerlintroduction |cookie. Retention|

tion script etc.) if  |consent limit.
persistent
Responsibility ofIDP No Cookie etc. as [n/a (= not n/a
IDP (e.g., finan- above applicable)
cial or work)
Login status IDP Yes, |Cookie etc. if |Don’t n/a (else retentio
orl |persession limit)

Traffic [Name ofSPand [SP. For |Yes [Needed for |Do after Implicit access to
fact thatU is transpar, redirect back [federation SPnames, reten-
now browsing |ent use and man-in-thefconsent or  [tion limit. (If at
there via IDP? middle security|single-signon |IDP, audit and

consent aBP |harsh punishmen
for abuse)
Anything else [SP Maybe Exact accessedDon't n/a (else retentio
aboutU’s cur- URL,; element limit)
rent actions at <RelayState >
SP

NamegFixed role namgIDP. For|Yes |Name in Do after Retention limit. (I
per service pro-|transpar| authentication |federation atSP, audit and
vider ent use token, or name|consent atDP |punishment for

via SP? or attribute in abuse.)
attribute token
Name with a- |IDP No As above n/a n/a
priori meaning
Freely chosen |IDP No [As above n/a n/a
role

Other |Arbitrary IDP Maybe|Attribute Consentto |Require a seal fo

user at} (andSP tokens, or policy with fe-|policy. Details in

trib- if bidi- background exideration policy.

utes redional change enablegtonsent at

ex- by linking IDP. Only
change) IDP.

-11 -



What attributes |SP Maybe|Attribute Consentto |Require a seal fo
SPwants queries policy with fe-|policy. Details in
deration policy.

consent aP

Table 1 Overview of data categories and recommended palieg for their release.

6.3 Authentication Data

Authentication data are much more critical thanadtiction data. We recommend the
following rule for identity providers:

Rule;pp aun: Introduction consent is for introduction only, witht any effect on
authentication. UseU can separately give federation consentDR for every
specific service providelSP to allow federation withSP. Then IDP may
authenticateU under a fresh, but then fixed role pseudonidpsp to SP
whenevelSPasks, until future opt-out by federation termioati

This rule implies a small change to Liberty’'s presiag rules (Section 3.2.3 of
[LibO2a]): IDP itself must ask for a user OK when federating watmew service
provider SP. This is fourth type of consent after the originalo from Liberty
(Section5.1) and the potential single-signon consent frageti®n 5.2.3. In future
versions with flexible protocols and privacy padisj a usel can also pre-authorize
this for arbitrary sets of service providers.

The following rule is closer to the current Libepecifications, but only our
second choice:

Rulepp aun2ng: If user U gives introduction consent dDP, then IDP may
authenticatdJ under a fresh, but then fixed role pseudonggypto any service
provider SPthat was a member ¢DP’s federationF at the time olU’s choice.
The list of members of must be easily retrievable whé&h makes the choice.
This holds until future opt-out by federation tenation.

The restriction to federation members at the tifneonsent in this rule is necessary to
keep U in control. Otherwise the risk is large that sofederation will grow to
include almost every company in the world, and smdidU will be authenticated
under fixed pseudonyms with service providers whehe never intended that.
Disadvantages of this rule over our recommendatien

Identity providers must store for which federatroemberdJ gave consent, and
will probably want a user interface for consent f@w members, so that all
technical additions needed for Ryle,,mare also needed here.

In larger federations, almost no user will wanteiedion with all service provid-
ers, both for privacy and for convenience (thisetyb federation does not allow
multiple roles).

-12 -



Audit and minimum punishments are otherwise neettednake Rulgp aun
credible, i.e., to deter dishonest service prowdi#om federating withiDP
against the user’s wish.

It works less well together with the rule we propdésr attributes (Sectiod.5).

For the service provider, introduction consent hasffect (for both versions of the
rule for the identity provider.) In particula®P should not collect introduction data or
contactiDP for users that do not choose to federatefat

Rulesp o If userU gives federation consent for an identity provitiaP at SP,
then SP may record this choice (e.g., by setting cookiesth® user’'s browser)
and the pseudonyrdy, sp of this user, and may link different interactiongh
this user by this pseudonym. If the choice was nfeamt@ an existing account, it
may also link these interactions to the existingpaat.

6.4 Traffic Data

Traffic data arise at the identity providers beeasmrvice providers notify the identity
provider that the user is browsing there. Thesa date implicitly in the protocol and
are not needed for the applications that a usee@sp Hence we propose strict
privacy rules for them.

In particular we require that a service providerows$ not sure about federation
consent asks the user for single-signon consentwe opt for the second solution to
the problem from SectioB.2.3. Interaction withJ is typically needed anyway in this
situation because th&DP-introducer cookie is also absent; such interaction
described in [Lib02], Section 5.4.3.5. An advantagiethis solution is that the
alternative would need strict audit whether soneniiy providers introduce them-
selves for users that never gave introduction aurtbere, in order to collect visited-
sites trails from service providers in this sitoati

Rulepp ratic : (Given introduction consent.) An identity providéyP must not
mine traffic data or use them for any other purpibss single signon. He must
not forward them to any other party. Exceptions raaly be given by law (e.g.,
storage requirements for law enforcement) and @bhentication classes where
dispute resolution is offered (i.e., where a senpcovider and a user may need
records fromlDP about an authentication that the user denies).

Rulesp wrafic:  (Given federation consent or single-signon conyeAt service
provider SP must only provide fixed data about itself to tleritity provider in
single signon and federation, not user-dependdat da
Consequently, SP should not put unencrypted user data in the elemen
<RelayState> of a single-signon request, in particular not ¢éxact URL that the
user wanted to access. The contradicting recomntiendan Section 3.2.1 of
[LibO2b] should be modified (in Step 3, recommemdito use the element

-13-



LRURL=<return URL> from Step 1.) Random values and data encrypteld avkey
known only toSPare permitted.

6.5 User Attributes

Now we come to the question of user attributesth®y do not occur explicitly in the
Liberty V1.0 specifications, we are technicallydréo decide about them. We will
recommend a certain version of Case c) from Sedi@rb, i.e., identity-provider-
specific policies.

From a privacy perspective it is tempting to recanch Case a) instead, i.e.,
essentially no attribute sharing; hence we dis¢hissfirst. The rule could look as
follows:

Ruleagributes,(a): NO consent implies any permissions beyond thecpaliles from
Sections5.2 t06.4. In particular, an identity provider or servim®vider must not
share any data about a user they both knovidase using this pseudonym,
beyond what is allowed in these rules, nor musy thee the common domain for
any cookies beyond the specified introduction ceski

The term “using this pseudonym” already weakensrtie by allowing other forms
of sharing. This is unavoidable in particular iros#d federations, because some
federation members will already be sharing infoioratabout these users, e.g.,
employers and travel agents about traveling emplaye

While this rule is reasonable in itself, we canimoagine that typical federations
offer single signon with so little benefit to theshges. The other extreme, an implicit
permission to share arbitrary data (Case b), is authe question because it
contradicts all privacy principles, such as firstriulated in [Wes67]. We therefore
assume that the Liberty Alliance meant some for@ade c). This, however, requires
a reference to a privacy policy. It seems impossibl propose just one policy (even
with open parts for user choices) for all fedemdioHence we recommend the
following rules:

Rulepp atributes, ;1T userU consents alDP to federate with a service provider
SP, thenIDP may use the generated pseudongiyse to provide information
aboutU to SP, providedU also consented to a privacy policy that allows.tfihe
policy must be explicitly referred to and easy ¢@K up in detail before the
consent, and withholding consent must be easy.pbliey should at least have a
seal from a well-known organization. The permisshmids until future opt-out
by defederation. To what extent sent attributes swayive defederation must be
clarified in the policy, as well as to what extéDP may store a history @Ps
requests.

Rulesp atibues,cj If user U consents aSP to federate with an identity provider
IDP, thenSP may use the provided pseudonyuy sp to askIDP for attributes
aboutU and to use the obtained attributes, provideslso consented to a privacy
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policy that allows this. The policy must be exgligireferred to and easy to look
up in detail before the consent, and withholdingsamt must be easy. The policy
should at least have a seal from a well-known degaion. The permission holds
until future opt-out by defederation. To what exteeceived attributes survive
defederation must be clarified in the policy.

Rulecookies The common domain is not to be used for cookiesgixthe specified
introduction cookies.

The following points should be noted about thesestu

The rules are asymmetric, i.e., they assume thabwutes are only transferred
from IDP to SP. This is more user-friendly given that a distinatibetween
identity providers and service providers is mada. fidirectional exchange, the
organizationSP should also act as an identity provider towards dtganization
IDP, i.e., get separate user consent for sharingitsdata.

As in Ruleibutes, (2 the organizations may still have separate legaogesses for
sharing data in ways that may no longer even bavknand that therefore have
no privacy policy. However, all processes that idggr are necessarily new and
known. Therefore it is reasonable to set up a pyiy@licy when setting up these
processes.

6.6 Further Data?

We believe that we have covered all data occuiinrte context of the Liberty V1.0
specifications, except for traffic analysis possilbth networks. This is not made
significantly easier by these protocols if all daf@ sent over secure channels, and
thus we do not consider it further. Extensions fe# protocols to larger or more
dynamic federations could include key distributaamters or other central directories;
if this is done in a way that enables the centrsotlect usage trails, the policies put
up for consent must govern these data.

6.7 Further Policy Aspects

So far, we have only considered rules for the dalases from one party to another.
Privacy policies also govern other aspects, ini@adr conflict-resolution proce-

dures, user-access rights, notification, and ratenperiods. In addition to these
functional elements, there can be assurance elsnsemth as promises of regular
audit, enterprise-internal need-to-know policies,security evaluations. While we

also propose that Liberty fixes as much of thipassible to retain the simplicity of

V1.0, we only sketch our recommendations:

Termination: For all consent, the possibility for a later opt-ds already
provided.
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Dispute resolution: A minimum standard for dispute resolution shouéd det.
We recommend at least a contact address at eactahdRa fixed address per
federation as a second resort. Further, while laits sare then hopefully not
needed, it seems clear that breach of privacy esnian be a basis for litigation
independent of whether this is offered as an elispute resolution type in the
policy.

Notification: Under the recommended policy, no specific useification is
needed, because all releases are governed byesotltat were consented to at
the time of the first such release. Notificatioroabcertain attribute releases can
be promised indirectly in the attribute-releasdqol

Access rights for the user:Under the recommended policy, no specific user
access rights are needediccess rights for certain attribute releases can b
promised indirectly in the attribute-release palidgcess to the names of service
providers that were federated with an identity plevIDP is useful, but must be
given anyway in the user interface for defederaidDP.

Retention periods: Each identity and service provider should statent&on
periods for all data covered by these policiesaddition, a general upper bound
on the retention of traffic data seems useful,, @ge month unless local law or
the authentication class require a longer period.

Assurance: Certain minimum assurance standards should bel fatdeast for
identity providers. Attribute policies at identipyoviders can additionally require
assurance for service providers that receive cesatidiibutes.

7 Outlook

We already sometimes mentioned future extensiontanger and more dynamic
federations and to protocols with integrated attébexchange. The recommended
rules should scale well to those cases. We foréseefollowing most important
differences:

Attribute-exchange protocols can deal better witbomplete policies. This is
important for scenarios where an identity provichinly serves as a trusted user
agent following a user-chosen policy, because pesple are neither willing nor
able to initially set the entire policy of what anmation they want to share with
whom. (In contrast, in some closed federations $ilgpply chains, the users are
mainly agents of the federation partners. Thenpblcy can be fixed by the

“In contrast, policies where a first party belie@esecond party that a user gave consent at the
second party need access rights to enable misueetida. This would hold for the second-
choice rule Rulgp aum 2ng@nd if Rulep y4fic did not have the condition of federation or single
signon consent.

-16 -



identity providers.) The attribute-exchange protammn then contain a real-time
release of the attributes.

Attribute-exchange protocols also enable the prorisof demographic or
preference data about an anonymous user for whom@ven a long-term pseudo-
nym is provided.

Authentication information will become a specialseaof attributes, because
users may have more than one pseudonym with omieesgrovider, or the same
pseudonym with several service providers. In otherds, a Liberty V1.0-style
pseudonym is just one type of name.

In the general case, there is no need for a spsembntics of “federate” any
more, i.e., the user choices do not need to belédrid the same way. (This may
remain one option.)

In a general e-commerce scenario, users shouldbalsdlowed to be their own
identity providers, in particular for voluntary @iutes like preferences, i.e., to
have user-side wallets. Then the names, addremseédeys of these wallets are
personal information and must be covered by theigsl How this reflects into
the protocol design can be found in [PW02].

8 Summary

We have analyzed the privacy effects of a web shsginon and identity-federation
protocol, specifically the Liberty V1.0 specificatis. Although single signon seems
quite a fixed notion in contrast to more generdtitaite exchange, there were a
number of privacy ambiguities, and we discussedooptfor resolving them. We
proposed precise recommended policy rules and sdtematives; the recommended
policy is summarized ifable 2. We described small changes to Libertyeessing
rules needed to support this policy, in particttes new types of consent.
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Data Detailed data ConseffExists i Recommendation [Recommended side

category| needed [Liberty |for Liberty SSO |effects of rule

at SSO policy
V1.0?

General Later termination;
minimum dispute
resolution and proted-
tion standards

Intro- U’s identity IDP Yes Do after Retention limit

duction |provider introduction

consent
Login status IDP Maybe [ Don’t n/a

Traffic |Name ofSPand |SP Yes Do after federatiorjRetention limit

fact thatU is now or single-signon
browsing there consent aBP

Anything else SP Maybe | Don't n/a
aboutU’s current

actions aSP

Names | Fixed role name|IDP Yes Do after federatiorjRetention limit

perSP consent atDP

Other |Arbitrary IDP Maybe | Consent to policy |Require a seal for

user at- with federation policy. Details in pol-

tributes consent atDP icy.
What attributesSP|SP Maybe | Consent to policy |Policy mainly covers
wants with federation SPs usage of receivg
consent aSP attributes
Table 2 Summary of recommended policy rules for Liberty 1.
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