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Abstract. We consider compositional properties of reactive systérasare se-
cure in a cryptographic sense. We follow the well-known datability approach
of modern cryptography, i.e., the speci cation is an idgastem and a real system
should in some sense simulate this ideal one. We show thayi§@m consists
of a polynomial number of arbitrary ideal subsystems sueh &ach of them
has a secure implementation in the sense of blackbox siatili¢y, then one
can securely replace all ideal subsystems with their reéispesecure counter-
parts without destroying the blackbox simulatability teda. We further prove
our theorem for universal simulatability by showing thaadkbox simulatability
implies universal simulatability under reasonable asgionp. We show all our
results with concrete security.

1 Introduction

In recent times, the analysis of cryptographic protocotslieen getting more and more
attention, and thus the demand for general frameworks fesenting cryptographic
protocols and their security requirements has been ri§mgnable a cryptographically
correct analysis of cryptographic protocols, such frantésdave to capture proba-
bilistic behaviors, complexity-theoretically boundedvadsaries as well as a reactive
environment of the protocol, i.e., continuous interactidgth users and an adversary,
e.g., in many protocol runs. Clearly, such frameworks ferthave to be rigorously
de ned to avoid ambiguities and to enable convincing prodMsreover, it is highly
desirable that such frameworks provide a link to formal rodt i.e., to tool-supported
veri cation of cryptographic protocols. Tool support cannimize aws, which occur
quite often if the distributed-systems aspects of crymphic protocols are analyzed
by hand. One ingredient for this is that the model should@aren abstract machine
model besides Turing machines. The model of P tzmann andiWéi[31] is suitable
for all these requirements and we use it as a rigorous foiordat this work.

The model of [31] introduced a notion of security-presegvie nement, called
reactive simulatability This notion captures the idea of re nement that presergds n
only integrity properties but also con dentiality propies. Intuitively it can be stated
as follows, when applied to the relation between a real andeal systent: Everything
that can happen to users of the real system in the presenceaobitrary adversarnp

! Other terms are implementation and speci cation, or in &leases cryptographic and ab-
stract system.
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can also happen to the same users with the ideal system, attack capabilities are
usually much more restricted, in the presence of anothezradwA?. In particular, it
comprises con dentiality because the notion of what haggemsers, called theiiew,

not only includes their in- and outputs to the system, bug #ilgir communication with
the adversary. This includes whether the adversary carsgeesets of the users or
partial information about them. As it is often desirable ntpbse further restrictions
on how the adversari® against the ideal service is constructed, simulatabilitjes

in different avors. The two most prominent ones (besidegseagal simulatability as
described above, which does not impose any restrictioA%®areuniversal simulata-
bility, which states thaA® has to be independent of the actual users of the protocol, and
the (seemingly) more restrictive notion bfack-box simulatabilitywhich states that
A° consists of the original adversafyand a simulator that may only depend on the
protocol itself.

One of the key results in the considered model is a compasitieorem [31]. It
states that if a larger system is designed based on a spgoncaf a subsystem, and
the implementation of the subsystem is later plugged ingetitee implementation of
the larger system is as secure as its design in the same daesetive simulatability.
This theorem (as well as its predecessor [30] for a synchusneactive model) holds
for all variants of simulatability (general, universal,dablackbox), but it is restricted
to replacing one system. Obviously, a constant number eésyscan then be replaced
by applying the theorem multiple times.

In this work, we present a more comprehensive compositienrém for black-
box simulatability by showing that polynomial numbe(in a security parameter) of
arbitrary systems can be composed without destroying the simuléyadglation. The
proof relies on what is often called a “standard hybrid argathas rst used in [15].
We further show that universal simulatability implies tawox simulatability under
reasonable assumptions. This is of independent intenesstt im particular allows us
to prove our theorem also for universal simulatability. Wew all our results with
concrete security.

Related Literature. Simulatability was rst sketched for secure multi-partynfition
evaluation, i.e., for the computation of one output tuptarone tuple of secret in-
puts from each participant in [33] and de ned (with diffetelegrees of generality and
rigorosity) in [14, 6, 27, 9].

While composition theorems for special cases were prové®, &7], the rst gen-
eral composition theorem for non-reactive simulatabilgs proven in [9].

An important step towards compositionality results of tea&csystems was taken
in [19, 20], where the cryptographic security of speci c ®ms was directly de ned
and veri ed using a formal language, thecalculus, and security was expressed using
observational equivalence. This notion is even strongaer teactive simulatability be-
cause the entire environment (corresponding to users armasady together for reactive
simulatability) must not be able to distinguish the impletation and the speci cation.
Correspondingly, the concrete speci cations used wereabstract; they essentially
comprise the actual protocols including all cryptograptétails. Composition was de-
ned in the calculus by de ning processes with “holes” foher processes, which then
allows for composing a constant number of systems.



A reactive simulatability de nition was rst proposed (&ft some earlier sketches,
in particular in [13, 29, 9]) in [16]. It is synchronous, cose restricted class of proto-
cols (straightline programs with restricted operatorsjénv of the constructive result of
this paper), and simulatability is de ned for the inforn@titheoretic case only, where
it can be done with a quanti cation over input sequencesiadiof active honest users.

The rst composition theorem for reactive simulatabilityagvgiven in [30] for a
general synchronous reactive model, followed by esséntieé same composition the-
orem [31]in the corresponding asynchronous model. Latar [R1] but independently,
another model of asynchronous reactive systems togettieaiomposition theorem
for reactive simulatability was developed in [10]. The trezu is speci ¢ for univer-
sal simulatability, but for this case it is more general tita@ ones in [30, 31] since it
additionally allows for securely composing a polynomiahrher of copies of an ideal
service, which naturally correspond to different protanstances in the real implemen-
tation. We stress that our composition theorem in this papeonly captures secure
composition of a polynomial number of copies of one singksaidsystem but also of a
polynomial number of truly arbitrary systems. However, work was inspired by [10].

Besides considering composition as secure re nementgtgfbased composition
has received interest in the literature: It considers thestjan whether systems that
individually provide certain security properties stilMgthese properties when they are
run in parallel with other systems. For safety and livengesgral theories of this kind
of compositionality exist [28, 32, 1], which are suf ciend reason about most func-
tional system properties. However, many security propgdie not safety and liveness
properties, in particular con dentiality. Compositionaformation ow properties were

rst investigated in [23]. After that, much work has been d&d to identifying proper-

ties which are preserved under composition like, e.g.rictiseness [23, 24], forward

correctability [18], or separability [25]. For certain seity properties that are in gen-
eral not preserved under composition, it is known how tariestomposition in order

to preserve these properties [25, 26]. More recent workeotnated on a uniform basis
to reason about property-based composition [22, 11].

Somewhere between both notions of composition, so-callesigpvation theorems
exist, which state that speci c properties are preservatkuireactive) simulatability.
Such theorems exist for integrity [2], transitive and noamsitive non-interference [3,
4], i.e., absence of information ow, and a class of livenpssperties [5].

Outline. In Section 2 we review the model of reactive systems in asymdus net-
works. Section 3 contains our composition theorem and @sfpior black-box simu-
latability. In Section 4, we show that universal simulali&bimplies black-box simu-
latability and reasonable assumptions. In particulas, tiain be used to carry over our
composition theorem for universal simulatability..

2 Asynchronous Reactive Systems

In this section, we review our model for secure reactiveesyistin an asynchronous
network from [31]. Several de nitions are only sketched wdwees those that are impor-
tant for understanding our results are given in full defdilother details can be looked
up in the original paper.



2.1 General System Model

Systems mainly consist of several interactive machineshifi@s communicate via
ports(local endpoints for different potential channels) and sages are strings over an
alphabet . Inspired by the CSP-Notation [17], we write output and inparts asq!
andq? respectively. As in similar models, channels are de nedliaify by naming
convention (and not by a separate graph), that is gogends messages tf?. For
asynchronous timing, a message is not immediately detivierdts recipient, but rst
stored in a special machirgecalled a buffer. If a machine wants to schedule itlie
message of buffeg, it must have the unique clock-out payt!, and it sends atq' !,
see Figure 1. The buffer then outputs and deletes-ttsmessage. For a popt we
write p° to denote the port which it connects to according to Figuieel,g!° = g° 2,

q® 1° = g2, ¢ I° = ¢ ? and vice versa. The in- and output ports in a port set or port
sequenc® are denoteih(P) andout(P).

Fig. 1. Ports and buffers. Speci cations only need to spell out tlaelbpart.

Our primary machine model is probabilistic state-transitmachines, similar to
probabilistic I/O automata as in Lynch [21] (and also edsdiytin [6, 27]). If a ma-
chine is switched, it receives an input tuple at its input@and performs its transition
function. This yields a new state and an output tuple in therdanistic case, or a -
nite distribution over such pairs in the probabilistic cddereover, each machine has a
function bounding the length of the considered inputs; éimsys exible time bounds
independent of the environment.

De nition 1. (Machines) Amachineis a tuple
M = (namey; Portsy; Statesy; wm;Im; Ini m; Finy)

of a namenamey 2 *, a nite sequencédortsy of ports, a seStatesy of
states, a probabilistic state-transition functiof, a length functiory : Statesy !

(N [fig )iin(Ports w)i and setdni w;Finy  Statesy of initial and nal states. Its
inputsetid y := ()In(Ports )i+ thei-th element of an input tuple denotes the input
atthei-th in-port. Its output set i®©y := ( )Iout(Ports m)i The empty word,, denotes
no in- or output at a port. y probabilistically maps each pafifs; 1) 2 Statesy | m

to a pair(s% Q) 2 Statesy O .



Two restrictions apply toy: Every output distribution has to be nite andlif =

(50 ) then m(s; 1) =(s;(;:::; ). Inputs are ignored beyond the length bounds,
i.e., m(s;1)= wm(s;ld, ) foralll 21 y,whererd forl 2 N,r 2 denotes thé
symbol pre x, and the notation is lifted to tuples. We furtdemandy(s) = (0;:::;0)
for everys 2 Fin y. 3

In the text, we often write M” for namey. The set (in contrast to the sequence) of
ports of a machin® is denoted byorts(M), and similar for sets of machines.

A collection€ of machines is a set of machines with pairwise different riveeh
names and disjoint sets of ports. Te@mpletion[€] of a collectionC is the union of
all machines of£ and the buffers needed for every channel. A port of a cotbeds
calledfreeif its connecting portis not in the collection. These pori e connected to
the users and the adversary. The free ports of a complétipare denoted dsee([C]).

A collection€ is calledclosedif its completion[€ ] has no free ports except a special
master clock-in portlk’ 2.

A closed collection represents a “runnable” system and babitity space ofuns
(sometimes callettacesor executiongis de ned for it. Machines switch sequentially,
i.e., we have exactly one active machMeat any time. If this machine has clock out-
ports, it can select the next message to be delivered by gtthgd buffer via one
of these clock out-ports. If the buffer contains a messagbeselected position, it
delivers this message, and the receiving machine is theagéxe machine. IM tries to
schedule multiple messages, only one is taken, and if ittkdhe none or the message
does not exist, the master sched¥ebecomes active. Formally, runs are de ned as
follows.

De nition 2. (Runs and Views) L&t be a closed collection with master scheduler
Runs and their probability spaces are de ned inductivelytty following algorithm
foreach tupleni 2, Ini v ofinitial states. The algorithm maintains variables for
the state of each machine and treats each port as a varialde ov, initialized with
except forclk' ? := 1. It further maintains a variabléVcs (“current scheduler”) over
machine names, initialliMcs := X, for the currently active non-buffer machine, and a
variabler for the resulting run, an initially empty list. The algorithhas ve phases.
Probabilistic choices only occur in Phase 1.

1. Switch current scheduleBwitch the current machinBlcs, i.e., set(s® O)
Mes(S; ) for its current states and in-port valued . Then assign to all in-ports
of Mcs.

2. Termination:If X is in a nal state, the run stops. (A% made no outputs in this
case, this only prevents repeated master clock inputs.)

3. Store outputstor each simple out-poxt! of Mcs with 0! 6 , in their given order,
switch buffel with inputo® ? := ol. Then assign to these port®! ando® 2.

4. Clean up schedulingdf at least one clock out-port dflcs has a valueg |, letn'!
denote the rst such port and assigrto the others. Otherwise letk' ? := 1 and
Mcs := X and go to Phase 1.

5. Deliver scheduled messaggwitch buffer with inputn’ 2 := /1, setn? := n® |
and then assignto all ports ofaand tor! . If n? = letclk ? := 1 andMcs = X.
Else letMcs := MOfor the unique machink®with n? 2 ports(M%. Go to Phase 1.



Whenever a machine (this may be a buffdrswitches fron(s; 1) to (s% O), we add
a step(namey; s; |;s% 0) to the runr with the following two restrictions. First, we
cut each input according to the respective length functien, we replace by1° :=

happens in reality. This gives a random variabl@ s ., for each tupleni 2, s
of initial states, and similarly fot-step pre xesuna ;. -

Theview of a subset! € of machines in a rum is the subsequence of
consisting of those steps where a machin&loswitches. This gives a random vari-
ableviewg ;. (M) for each tupleini of initial states, and similarly fof-step pre xes

viewe i ;I(l\’h) of the view. For a singleto = fHg we write viewg i (H) for
viewg i (fHQ). 3

2.2 Security-speci ¢ System Model

We now de ne speci c collections for security purposes. Warswith the de nition

of structures Intuitively, these are the machines that execute a sgqumittocol. They
have a distinguished set eérvice portsThis is a subset of the free ports where, in-
tuitively, a certain service is guaranteed, while remajrfiee ports are meant only for
the adversary. Typical examples of inputs at service poetssend messaga to par-
ticipantid” for a message transmission system or “pay amautet participanid ” for

a payment system, while typical non-service ports are thbsgsecure network con-
nections in a real system. For cryptographic purposesitialistate of all machines
in a structure is a security paramekein unary representation.

De nition 3. (Structures and Service Ports) gtructureis a pair struc = (M:S)
whereK) is a collection of simple machines (i.e., with only normalamd out-ports
and clock out-ports) witlilg  Iniy forall M 2 M, andS  freg[M]). The seS
is calledservice ports 3

Forbidden portsfor users of a structure are those that clash with port namhgien
machines and those that would link the user to a non-seraide p

De nition 4. (Forbidden Ports) For a structur¢M ; S) let Sy, := free[M]) nS. We
call forb(K ; S) := ports() [ S,a theforbidden ports 3

A systenis a set of structures. The idea behind systems is that thayebe different
actual structures depending on the set of actually makcpausticipants.

De nition 5. (Systems) AystemSysis a set of structures. 3

A structure can be complemented tacan guration by adding auser machine and
an adversarymachine. The user is restricted to connecting to the sepacts. The
adversary closes the collection, i.e., it connects to theaieing service ports, the other
free portsSy, of the collection, and the free ports of the user. Thus, uséraversary
can interact, e.g., for modeling active attacks.

De nition 6. (Con gurations) Acon gurationof a structure(M ; S) is a tupleconf =
(N : S; H; A) where



— His a machine callediserwith ports(H) \ forb(N1;S) = ; andflg  Iniy,
— Ais a machine calleédversarywith f 1g Ini A,
— and the completio :=[K1 [f H;Ag]is a closed collection.

The set of con gurations ¢ ; S) is writtenConf(M ; S). The notatiorConf() is lifted
to sets of structures, i.e., systems. We waitef :M for conf[1] (component selection
function) and similarlyconf :S, conf:H, andconf:A, andconf :struc for conf[1; 2]. 3

2.3 Parametrized Systems

In many typical systems, the structures only depend on tist tnodel, but not on the
security parametek. In a parametrizedsystem this is different. Hence such a system
is partitioned into different subsystems for differentued ofk. “Normal” systems can
naturally be identi ed with parametrized systems wheresalhsystems are equal.

De nition 7. (Parametrized Systems)parametrized systeis a systen8ys together
with a @rtitioning(Sysk)kg N, I.€., the elementSys, are pairwise disjoint systems with
Sys= onSYs. In slight abuse of notation we also call the sequence ofitpant
Sys, and if the system is calle8lys, the notatiorSys, always refers to th&-th element
in the partition sequence.

A bounding functiorfor a parametrized system is a functiénsuch that for all
k 2 Nand(K;S) 2 Sys, we havgM|j P (k) and the runtime of evelyl 2 M on
initial input 1¥ is bounded byP (k) in the sense of circuit complexity (more precisely,
circuit size). A parametrized systenpislynomial-timeif it has a polynomial bounding
function. 3

Circuit complexity, i.e., non-uniform complexity, is naal for this de nition because
one can consider every machide used only for security parameteras a separate cir-
cuit. Meaningful uniform complexity for such a de nitiongeires a universal machine
that simulates all these structures, and a generationithlgofor structures. However,
our results are reductions with concrete security (as nsbiduced as a general concept
with special notation in [8]), and usable for a wide range afplexity measures. In
those reductions we actually work with Turing complexitycaese it is de ned in full
detail for our interacting machines.

We now de ne user and adversary of a parametrized system.

De nition 8. (User and Adversary of a Parametrized Systemis@rand anadversary
of a parametrized syste@ys are families(Hstruc )struc 2 sys, (Astruc )struc 2 sys Such
that(M;S;H .5, A .s)) 2 Conf(Sys) for all (K1;S) 2 Sys. 3

To reason about the complexity of users and adversariesor generally families of
machines, we de ne the parametrized complexity.

De nition 9. (Parametrized Complexity) Let = SKZN Xk be a partitioned index
set (with the same conventions as for systems) andl let( Ax)x2x be a family of
machineswittilg  Ini o, for everyx 2 X . We say thah is of complexityt: N !
Nifforall x 2 Xy, the runtime oA, on initial input1¥ is bounded by(k) in the sense
of circuit complexity. We sometimes write for “the” complexity ofA. 3



2.4 De ning Security with Simulatability

Reactive simulatability essentially means that whatevighthappen to an honest user
in a real systensys,; can also happenin an ideal syst8ys,. More precisely, for every
con gurationconf; of Sys,, there exists a con guratioconf, of Sys, with the same
user yieldingindistinguishable view$or this user. A typical situation is illustrated in
Figure 2.

Real configuration Ideal configuration

Fig. 2. Example of simulatability. The view dfl is compared.

However, we do not want to compare a structur8yd; with arbitrary structures of
Sys,, but only with certain suitable ones. What suitable meares éoncrete situation
can be de ned by a mappinfg from Sys; to Sys,. The mapping is calledvalid if it
maps structures with the same service ports, so that the ssenean connect.

De nition 10. (Valid Mappings) Avalid mappindoetween two systensys; andSys,
is a functionf : Sys; ! Sys, with (M2;S;) = f((M1;S1)) ) S = S. We call
f(M1;S)) the corresponding structuref (M1;Sy). If the systems are parametrized,
we also requirdf (Sys;,)  Sys,y forallk 2 N. 3

A technical problem for reactive simulatability is that ameet user of a structure from
Sys; might have forbidden ports in the corresponding struct@mn gurations where
this does not happen are calkadtable we restrict the simulatability de nition to those.
We omit a rigorous de nition for brevity. For a valid mappirig Sys, ! Sys,, let
Conf (Sys,) be the set of suitable con gurations.

We present the de nition oindistinguishabilityfor two families of random vari-
ables with a common partitioned index set and with versionsdncrete security, fol-
lowing [34,7,12].

De nition 11. (Indistinguishability) Let two familiebvary )x2x and(var)y2x of dis-
crete probability distributions (randomSvariabIes) on caron domaingDy)x2x be
given with a partitioned index se¢ = |, Xk (with the same conventions as for
systems).

— They are calleperfectly indistinguishablif var, = vard forall x 2 X .

— They are calledstatistically —indistinguisBabIéor afunction : N! R giffthe
statistical distance swi(van;vad) = 1 o jPr(var = d) Pr(var = d)j
is at most (k) forall k and allx 2 X.



— An algorithmDis is called a(t; )-distinguisherfor var, andvard fort 2 N, 2
R o, andx 2 Xy iff its complexity is at mogtand

Dis .= jPr(Dis(1*;var ) = 1)  Pr(Dis(1;var?) = 1) |

— The distributions are callegolynomially indistinguishabléf for all polynomials
t and all distinguishergDis, )x2 x Wwith qomplexityt in their rst parameter, there
exists a negligible functionsuch that ' (k) for all k and allx 2 Xy.

3

We write “ " for indistinguishability withy = perf, , or poly, respectively. We write
“ "if we want to treat all cases together, and we often writé for “  per”.

We later need that indistinguishability of families of ramad variables implies in-
distinguishability of functions of them, e.g., of “partsf the random variables.

Lemma 2. (Indistinguishability of Derived Distributions) Letar, var® be families of
probability distributions with partitioned index s&t and a common family of domains
D,andlet = ( x)x2x be afamily of functionsx on Dy (to strings, but encoding
domains as strings is not made explicit). Then the follovhialgls:

—var yvaP) (van , (vad ifyisperf, or afunction .

— Every (t; )-distinguisherDis for (vary) and (var) gives rise to a(t® )-
distinguisherDis for var, andvar? with t° = t + t (b(k)), wheret : N'! N
denotes the complexity of andb: N ! N bounds the length of the random vari-
ables, i.e.jvj b(k) forall v2 Dy andx 2 X.

—var poyvaf) (va) oy (vad) if the random variables are of polynomial
length, and is of polynomial complexity.

2

This is clear for the perfect case, and can be easily showoimpuatations on statistical
distances for the statistical case. For concrete complexitl the computational case,
the distinguisher familyis for the original distributions is de ned bis, (1¢;v) :=
Dis (1¥; (v)) for allk andx 2 X, and forv of length at mosb(k).

We are now ready to de ne reactive simulatability for paraized systems.
We require that there exists an extension of the valid structure mappin§ to
a con guration mapping that leaves the user unchanged,vie.skolemize the ex-
istence of corresponding adversaries in Figure 2. We thersider the families of
user ViewsvVieWeons , (H) and views (conf ,)(H) where all machines have initial in-
put 1¥ for the security parametet to which this con guration belongs. Each of
these two families contains one well-de ned probabilitystdbution for each con-
guration conf,. Overall tl§se are two families of distributions with thetgmned
index setConf;l(Sysl) = kZNConf (Sys; ). Similarly, we obtain two families
VieWeont ;1 (H) andviews . conf )1 (H) for I-step pre xes of user views.

De nition 12. (Reactive Simulatability) Let parametrized syst&ys, andSys, with
a valid mapping be given. For reactive simulatability, we require that thexxists a



functionfc: Conf (Sys;) ! Conf(Sys,) with fc(conf,):struc = f (conf,:struc)
andfc(confy):H = conf,:H for all conf; 2 Conf (Sys;), and with the following
properties. We say théit is a -mappingfor a structurestruc; and a function : N !
N if the complexitys (cont ,):a iS bounded by (tconf ,:a) forall conf; 2 Conf(struc,).
The entiref c isa -mapping for a function : N2 ! Nif for all conf, 2 Conf (Sys;)
we havafc(conf 1A (K; teonf 1)-

We say thaBys;, £Y. Sys,, spoken y%-at least as secure”asinder the following
conditions for different cases gfandy® where we abbreviatd := conf:H:

a) y = perfandy®= “perfectly” iff viewons . (H) andviews (con ,) (H) are perfectly
indistinguishable for evergonf,; 2 Conf (Sysy).

by = and y® = “ -statistically” for a function : N2> | R g iff for ev-
ery conf, 2 Conf (Sys;«) and everyl 2 N we haveviewWeont 1 (H) (i)
Vive c(conf 1)l (H)

c) Concrete security: An algorithmis is called a(t; )-distinguisherfor conf; 2
Conf (Sys; ) andfc(conf;) wheret 2 Nand 2 R o iff its complexity is at

mosttand g5~ where

oot | = JPY(Dis(1; vieweons , (H)) = 1) Pr(Dis(1¥; views o(conf ,)(H)) = 1) :

e) y = poly andy® = “polynomially” iff for all users H and adversaryA of poly-
nomial complexity, the viewgview y ;S;H(M;S);A(M;S))(H(m .5)) (M :s)25ys, and

(view; StHu 5 A ) (Hm :5)) (10 :5)25ys, @re polynomially indistinguish-
able andf ¢ is a P -mapping for a polynomiaP .

Universal simulatabilityneans thaf c(conf,):A (i.e., Az in Figure 2) forconf, =
(M1; S; H; A;) only depends oM, S, andA;. We write  UNifY instead of Y. if we
want to emphasize this case. 3

Where the difference between the types of security is veelg we only write [,
and we omit the indice andsecif they are clear from the context.

An essential ingredient in the composition theorem andratkes of the model is a
notion of combining several machines into one, and a lemmittiis makes no essen-
tial difference in views. The combination is de ned in a caical way by considering
a combined state space and letting each transition funcip@nate on its respective
part. We omit details for brevity. The combination of a Ketof machines is written

Lemma 4. (Machine Combination) Lef be a collection without buffers, arfl €.
The view of every set of original machines(id n D) [f comi(D)g is the same as
in €. This includes the view of the submachinesamb(D), which is well-de ned
given€ andD. The Turing complexity afomb(D) is the sum of the complexities of
the machines icomb(D).

2

We can now add the notion of blackbox simulatability to Ddioin 12. HereA; is given
as the combination of a xed “simulatoBimand a machin@{ that is identical toA;
up to port renaming.

10



De nition 14. (Blackbox Simulatability) With the notation of De nitior2 Lblackbox
simulatability means that we have functiohg,, from Sys, to machines (the simu-
lators for the structures) anél from Sys; to port renaming functions such that for
all conf; = (M1;S;H; A1) 2 Conf (Sys,) we havefc(conf;) = (K2;S;H;A,)
with (12;S) = f((M1;S)) and Az = comb(Sim; A?) with Sim := fgim((M1; S1))
and A = f ((M1;S1))(A1). For computational security, we require th&im is
polynomial-time, i.e., that the parametrized complexitffeim((M1; S))) (M1:5)2Sys,

is polynomially bounded. We WritegﬁjC instead of ¢ if we want to emphasize this
case (with the respective superscripts). 3

2.5 Composition

When composing several systems, one typically does nottwa@mpose every struc-
ture of one system with every structure of the others, buy arith certain matching
ones. For instance, if the individual machinesSyfs, are implemented on the same
physical devices as those 8fs;, as usual in a layered distributed system, we only
compose structures corresponding to the same set of ced'ppiysical devices. How-
ever, this is not the only conceivable situation. Hence waalode ne a composition
operator that produces one speci c composition, but a spbesible compositions.

De nition 15. (Composability and Composition of Structures) We call ctices

free[M;]) = S\ freg[M;]) for all i & j.? We then de ne their composition as
(M1 Sji i (MnSy) = (M;S) with & := Ky [ :::[ My andS = (S [
il Sh)\ freg[RN]). 3

We now de ne the composition of variably many systems, ileere is a potentially
in nite supply of systems from which a nite numbé? (k) is chosen for composition
for each security parametier

De nition 16. (Parametrized Composition of Systems) Let a sequé&ysseq =
(Sys))i»n be given where eacBys' is a parametrized system, and Rt N! N
be a function. Then & -sizedcomposition ofSysseqis a parametrized syste®ys
where for allk 2 N, every structurgM ;S ) 2 Sys, has a unique representation
(M ;S ) = (M1 Sji:i(Mp ky: Se k) With composable structure@;; S) 2
sys fori = 1;:::;P(k).We call(;; S) therestrictionof (M ;S ) to Sys" and
write (M;;S) = (K ;S )dgye0- 3

If the systemSys") have a joint bounding functio@, thenP Q is a bounding function
for Sys . In particular, ifP andQ are polynomials, the8ys is polynomial-time.

2 The rst condition makes one structure a valid user of anothise second one excludes cases
wherep 2 free([K;])\ free([K; 1) (e.g., a clock port for a connection between these strusfure
andp 2 S butp 625;.
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3 General Composition Theorem for Blackbox Simulatability

In this section, we show that reactive blackbox simulatigbis consistent with the
composition of a parametrized number of systems, in pdatiquolynomially many in
the computational case. The basic idea is the followinguAssthat we have proven
that a potentially in nite supply of systen®ys') are as secure as systeSys!") in the
sense of black-box simulatability. Now we want to &' as a secure replacement
for Sys'” i.e., as an implementation of the ideal sys@®ys®") . The following theorem
shows that such modular proofs are possible. The situadishawn in the upper part
of Figure 3.

Additional conditions in the theorem are that all corregting structures are com-
posable and that, for the polynomial case, the security@sjfstem is in certain sense
uniform.

Theorem 1. (Secure Parametrized Composition, Blackbox Case) &g$seq =
(Sys)ion and Syssed = (Sys™V)i,n be sequences of parametrized systems. Let
f = (f®);,n be a sequence of valid mapping§’): Sys'”) | Sys) and let
Sysh bbf Py gyl for all | 2 N.

LetP: N! N, andletSys* andSys denote thé®-sized compositions &ysseq
and Syssed, respectively. Assume that the following structural ctinds hold for all
k 2 N and every structurdfl #;S) 2 Sys’f: Let its restrictions be(K;;S) =
(M*;S)ds,s» and the corresponding structur¢® % S) = f O ((K;;S)) for all
i P(k). Then the composition

P 58) = (NS T i (M Se )
exists and lies irBys,. Furthermore,(1;; S) and (1% ) must be composable for
j 6 i,andports(M9\ S°= ports(X;)\ S¢forallj 6 i. Then we have
Sy’ bbf "y gyg

sec

a) withy = perfify; = perfforall i 2 N.

b) withy = P(k) (k;b(k)) ifall y; are afunction : N>! R g, and wherdxk) is
the sum of the complexity of the systems, the user, and théasins.

c) With concrete complexity: For evergonf® 2 Conf (Sys'), a (t; )-
distinguisher forconf” and f c(conf* ) gives rise to a(t% 9-distinguisher for
conf® and f(conf™) for a conf® 2 Conf(Sys)) with © = s and
t%= t + bk), whereb(k) is a polynomial independent bf, « ... (Details are
given in the proof.)

d) withy = polyif y; = polyfor all i 2 N and under the following conditions: The
functionP is polynomially bounded, and the syste®ys'" have a joint bounding
polynomialQ. The complexities of the simulator families induced by thppings
fé'")n are bounded by a joint polynomi&)sjm. The distinguishing probabilities of
the system pairgSys'); Sys™)) are uniformly bounded, i.e., for all polynomials
there exists a negligible functionsuch that for all distinguisher®is, all i;k 2 N,

12



and allconf = (N;S;H;A) 2 Conf " (Sys") we have(tps  t(k) * ty
t(k) ~ ta  t(k))) Dis (k) (recall De nition 12d).

conf

The rst statement to be proved is extracted into the follogdiemma.

Lemma 5. Under the conditions of Theorem 1, the mappirfg is a valid mapping
betweerBys’ andSys . 2

The proof is straightforward as in [30], but heavy on notatidence we omit it in this
short version. Recall that blackbox simulatability was wked by a function that selects
one xed simulator for each structure (De nition 14).

De nition 17. (Simulator and Corresponding Con gurations) Under the didions of
Theorem 1 and for ali 2 N, Ietfg")n andf,(\i) be the simulator and renaming func-
tions from whichf g) is composed by blackbox simulatability. We compose themn int
functionsf Z_ andf; onSys’ as follows: Giverk 2 N and(R1#;S) 2 Sys], let

sim = £{ (Mi;S)) foralli  P(k), and let

further letf # := f (7 () f @ Letf# be constructed frorh* £ £ andf ¥ by

the equations in De nition 14 (blackbox simulatability). 3

The complexitytsiy, of the simulator iggim(k) = P r:(lk) tsim (k) by Lemma 4. In the
polynomial case, there exists a polynont@m such thatsim,  Qsim for alli, hence
tsim(k) is polynomially bounded b¥ (k) Qsim(K).

We also omit the technical proof that indeiagi: Conf " (Sys*) I Conf(Sys)
in De nition 17. It is nevertheless interesting that theseqd parts that verify the com-
patibility of channels and the difference of service portd adversary ports in compo-
sitions make up the major part of a rigorous proof, while thgtographic aspects are
shorter and more standard.

Now we can concentrate on proving that the simulator siresledrrectly. The proof
consists of a hybrid argument as rst used in [15], i.e., wastauct intermediate con-
gurations that differ only in the machines of one system.

Proof (Theorem 1)Let a con gurationconf” = (K1#;S;H; A) 2 Conf* (Sys' ) be
given andconf := fé (conf?) the corresponding con guration according to De ni-
tion 17. Let the sub-structuré®l; ; S) and(M.% S9), the simulator$im, and functions

f X with various indices be de ned as in the formulation of thedarem and De ni-
tion 17. Furthermore, It ;S) := f ((M*;S)) andSim:= fZ ((M*;S)). Then
we haveconf = (Kl ;S;H;comi(Sim;f 1 (A))); recall thatf © is just a port renam-
ing; hence Figure 3 simpli es it té\.

The outline of the hybrid argument is as follows.

13



Fig. 3. Con gurations in the composition theorem for blackbox slatability.

1. We de nehybrid con gurationsconf*® of Sys”) andconf ™" of Sys") fori =

their ideal counterparts, while wonf ?"yb also thei-th structure has been replaced.
To make these con gurations correct con gurations of thepective systems, all
other machines are grouped into an overall hybrid brl%!é‘f as shown at the bottom
of Figure 3 fori =2 andP (k) = 3.

2. We show that these are correct and corresponding cortigmsawith respect to the
given blackbox simulatability betweeys) andSys1) .

3. We show that the views ofl in conf™® and conf{?? are equal fori =

1;:::;P(k) 1. Moreover, we show that the views Bfare equal irconf* and

conf”®, and inconf 32 andconf . This gives a kind of indistinguishability chain

(for one con guration)

Vi€Wone # (H)  view « no(H) view o (H)  viewens (H):
1 P(

conf K)

4. We show that this implies indistinguishability betweest and last elements.

We now explain these steps in more detail.

Step 1§ori =1;:::;P(Kk), letthe machir@ collection for theth hybrid user bé; :=
fHGL ;o MOLF Simj1 j<igl ~ i pgoMisandletH® = comi(A).
Furthermore le®; := f,&i 2 f,il) (A) andAf := f,&i)(Ai): Then we de ne the
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hybrid con gurationsas
conf™ := (Khi; S; HY; A);
conf™ := (M S; HM; comb(Sim ; AY)):

For the computational case, we have to show that the famHi%‘fis polynomial-time.
This holds sincé i  ty + tsim + ty« + ty by Lemma 4, where each addend is

polynomially bounded by assumption.

Step 2:We have to show thapnf!™® 2 Conf' (Sys) andconf™® 2 Conf(Sys), i.e.,
essentially that the hybrid users do not use non-servids.parthis short version, we
omit this proof. Then the de nition oa‘:onfihyID andconfi‘hyb immediately implies

conf™® = £ ) (conf™); 1)

i.e., these are indistinguishable con gurations undergiven blackbox simulatability
betweerSys") andSys1).
hyb

Step 3:The con gurationsconf ?"yb andconf;}; consist of the same collection of ma-

chinesC; := A; [f M2 Sim; A’g: Combining them in different ways does not alter the
view of H by Lemma 4. Thus we have

view ioﬂyb(H) = VIEW o (H) €))

conf

ViEW s # (H) = view gyb(H) " view v (H) = viewgons (H): 4)
k)

hyl
conf (

Step 4: We now distinguish the type of the given simulatability telas
Sys” bl Py syst,

For perfect simulatability, Equation (1) gives asw_ ihyb(H) = VIeW Emyb(H)
for all i. With Equations (3) and (4) this yieldsew,,; # (H) = Vvieweons (H). This
result for an arbitrary xed con guratiomonf” implies equality of all families of such
views.

For statistical simulatability, [Bys"” be ;-statistically at least as secureSys") .
Letl 2 N. For pre xes of lengtH andv ranging over the potential views of this length,
we abbreviatef] = Pr(viewg, « 1 (H) = V), andq, = Pr(viewens ;(H) = V),
andg;y = Pr(view_ ryb;I(H) = V) andq?v = Pr(view,, ?Zhyb;l(H) = v) for alli.
For all potential views/, we haveq), = G+1,v andqj = duyv and )., = @, by
Equations (3) and (4). The desired statistical distance is

(conf#) := X '
stat =5 % q)l
\
11X o
=5 oy Gvt Gy Byt TGy G
)"
11X . . . o
5 UGy Gvitiky  Gvit  *i%ay %))

v
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"O1x .
= > 1Giv Gyl
i=1 \Y
k)
= stat (View
i=1

conf ™3| (H); VieWconf oo | (H)):

With Lemma 2 this gives

BEK) B
stat(conf# ) stat (VIEW ¢ o, (Hihyb); view oo, (Hihyb)) (ki 1i);
i=1 i=1

where thd; are suf ciently large numbers to ensure that thetep pre x of the view
of H in conf ihyb is a subsequence of thestep pre x of the view oinhyb. A general
bound is the complexity ofi*®, which is bounded b := ty + ty« + ty + tsim.
This implies sat(conf®)  P(k) (k;b(k)) as desired.

For concrete complexity and for(g  ©'S)-distinguisheDis, we have by de nition

D' j Pr(Dis(1¥; viewons « (H)) =1)  Pr(Dis(1%; vieweons (H)) = 1) j:

We abbreviateq” Pr(Dis(1¥; viewgy ¢ (H)) = 1) andq := Pr(Dis(1¥;
vieWeonr (H)) = 1) , andg := Pr(Dis(1%; view_, ms(H)) = 1) andq?:= Pr(Dis(1%;
view . mp(H)) = 1) foralli,and ; := jg d9j. Now Equations (3) and (4) yield

Pz diTin Rt® BFET  f O Rl

o @itk wt  tiew Bei= 1t 2+t e
P _

We can now considdDis as a(t; i)—distinguisherDis(') of a function of views
of the actual useH™” of the i-th hybrid systems. Here is de ned by (v) :=
Vdy, i.e., the restriction to the view dfi. The complexityt of is linear. Hence
Lemma 2 implies that there exist{ig; i)-distinguisherDis(') for view, hyb(Hihyb)
won o (HY®) with t9= t + B(k), where(k) bounds the length of the views
of H™. The complexityt,,w of H®® is bounded byp = ty + ty« + ty + tsm, and
above we showetsin, P Qsim. The length of runs and thus views in our current
representation is bounded by the square of this complebitythis might be improv-
able by tighter encoding). This yields the desired polyradtoundd’(k) independent
of the adversary complexity.

For polynomial simulatability, leit, A be a user and an adversary 8ys* of com-
plexity ty andta, and lett be a polynomial an®is a distinguisher family of complex-
ity t. Then the functions s, ti, andta, = ta are polynomials. By assumption, there
exists a negligible function that uniformly bounds the advantage of distinguishers
with complexitymax(ti; t,me;ta) for the given system pairs. Now let a con guration

This implies that there exists somaith

andview

conf* = (M*:S; How e sy A e ;S)) be given. The concrete security considerations
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and Equation (1)imply ; = °s\ . (k), and thereforeD'® P(k) (k). The

conf ; conf #
functionP  is negligible. This proves the desired polynomial indigtirshability of

the families of user views i€onf " (Sys*) andConf(Sys ). (]

4 From Black-Box to Universal Simulatability

We now show a relation between universal simulatability bladk-box simulatability.

It allows us to apply our general composition theorem to ersal simulatability under
reasonable assumptions, but it also is of independentsttdviore precisely, we show
that universal simulatability for two parametrized syss8ys, andSys, is equivalent
to black-box simulatability iSys, ful lls the following structural requirements: When-
ever a clock-out port of a structu(®1; S;) 2 Sys, is contained irSf, then so is either
the corresponding input or output port. This means that thesary is not allowed
to schedule messages of a connection where it is neitheetites nor the recipient.
This condition is naturally ful lled for insecure channetince the adversary is inserted
between the connections of two machines of the system.

Theorem 2. (Relating Black-box and Universal Simulatability) L®ys,; ; Sys, be two
parametrized systems with a valid mappingwhere for every structuréf;;S,) 2
Sys;, we havep/! 2 Sf) (p? 2 Sf _ p! 2 Sf). ThenSys, D2IY  Sys, iff
Sys, Uity Sys, fory = perf or a function and also fory = poly if Sys, is
polynomial-time.

For concrete security, if Y0 s given with a -mappingf ¢, then we obtain 25
with simulator complexity (tsys, ), and a(t; )-distinguisher for the views in the black-
box case gives rise to@® )-distinguisher for the views in the universal case whére
is the sum of and the view length dfl andA. 2

Proof. The left-to-right direction is clear by de nition. The di€ult direction is to show
that universal simulatability implies black-box simulaildy. Due to lack of space, we
can only present a short sketch. This direction essentalhgists of four steps:

1. Letacon guratiorconf, = (K1;S; H; A;) of the sub-syster8ys, ., be given. We

rst derive another con guratiorconf{™ = (Ky; S; H"': A?) of Sys, as follows:
We insert a machin@Sp ., calledtransparent scheduleinto the connections
betweenA; and the simple ports i%;. It forwards messages between machines
of the structure and the adversary. Its parame®eesdb correspond to the ports
that the transparent scheduler connects to and a bound mmiie, which is the
joint runtime of the machines iK1, . This machine only depends &hy, S, andk.
The new user is the combinatiit™ := comb(H;A;), and the new adversary is
A? := TSp.pk. We show that the views of botd andA; are identical in the two
con gurations. .

2. We now show thatonfi™ 2 Conf (Sys,) and apply the preconditioBys, 40if
Sys,. This yields an indistinguishable con gurati@monf}™ of Sys, with a new
adversanA,. By the de nition of universal simulatabilityd, only depends o1,

S and onA? = TSp.p. SinceTSp .« only depends oM, andS, the adversary
A, also only depends ofil; andsS.
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3. We obtain a con gurationonf , with the original user and a simulator frazanf 3™
by reversing the combination éf andA; into H'"', and by de ning the simulator
asSim:= A,. We show that this does not affect the view+of

4. Combining several equalities between viewdHoih different con gurations and
one indistinguishability gives the same class of indistisgability.

Summarized statements follow from this treatment per caradjon, i.e., with concrete
security (although details are omitted here), as usual. L]
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