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Abstract rules, the transition rules of a particular protocol, and ab

stract models of networks and adversaries. Such abstrac-

Recently we showed how to justify a Dolev-Yao type tions, although differentin details, are called the Do¥ao
model of cryptography as used in virtually all automated model after the first authors [19].
protocol provers under active attacks and in arbitrary pro- For many years there was no cryptographic justification
tocol environments. The justification was done by defin- for such abstractions. The problem lies in the assumption,
ing an ideal system handling Dolev-Yao-style terms and aimplicit in the adversary model, that actions that cannot be
cryptographic realization with the same user interfacejan expressed with the abstract operations are impossible, and
by showing that the realization is as secure as the ideal that no relations hold between terms unless derivable by the
system in the sense of reactive simulatability. This defini- cancellation rules. Itis not hard to make artificial couater
tion encompasses arbitrary active attacks and enjoys gen-amples to these assumptions. Nevertheless, no counterex-
eral composition and property-preservation properties: S amples against the method for protocols proved in the lit-
curity holds in the standard model of cryptography and un- erature were found so far. Further, the overall approach of
der standard assumptions of adaptively secure primitives. abstracting from cryptographic primitives once with rigor

A major primitive missing in that library so far is sym- ous hand-proofs, and then using tools for proving protocols
metric encryption. We show why symmetric encryption is using such primitives, is highly attractive: Besides thegper
harder to idealize in a way that allows general composi- tographic aspects, protocol proofs have many distributed-
tion than existing primitives in this library. We discussse  systems aspects, which make proofs tedious and error-prone
eral approaches to overcome these problems. For our fa- even if they weren’t interlinked with the cryptographic as-
vorite approach we provide a detailed provably secure ide- pects. To use existing efficient automated proof tools for
alization of symmetric encryption within the given frame- security protocols, cryptography must indeed be absiacte

work for constructing nested terms. into simple, deterministic ideal systems. The closer ome ca
stay to the Dolev-Yao model, the easier the adaptation of
1. Introduction the proof tools will be-

Cryptographic underpinnings of a Dolev-Yao model
Automated proofs of security protocols with model were first addressed by Abadi and Rogaway in [2]. How-
checkers or theorem provers typically abstract from cryp- ever, they only handled passive adversaries and symmet-
tography by deterministic operations on abstract termsric encryption. The protocol language and security prop-
and by simple cancellation rules. An example term is erties handled were extended in [1, 24], but still only for
Epke,, (Epke, (Signgxs, (M, N1), N2)), wherem denotes an  passive adversaries. This excludes most of the typical ways
application message aid,, N, two nonces. A typical can-  of attacking protocols, e.g., man-in-the-middle attaakd a
cellation rule isDg.(Epke(m)) = m for corresponding
keys. The proof tools handle these terms symbolically, i.e. 1 Efforts are also under way to formulate syntactic calcoti dealing
they never evaluate them to bitstrings. In other words, they  Wwith probabilism and polynomial-time considerations, iartular
perform abstract algebraic manipulations on trees consist ng\}vis'er2,%hizszllggtrjé:cshacz(?\cggsfetfﬁéfd?;;?ggégfsmﬁ;m:é
ing of operators and base messages, using the cancellation of automation. Generally it is complementary to, rathentbampet-
ing with, the approach of proving simple deterministic adstions of

cryptography and working with those wherever cryptograghgnly
used in a blackbox way.
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attacks by reusing a message part in a different place oradversary on the real system as a blackbox subsystem, sim-
a concurrent protocol run. A full cryptographic justifica- ulates all visible actions of the real system online (i.etha
tion for a Dolev-Yao model, i.e., for arbitrary active at- time they occur).
tacks and within arbitrary surrounding interactive pratsc For symmetric encryption, there is the following so-
was first given recently in [5]. Based on the specific Dolev- called commitment problerif one wants to achieve simu-
Yao model whose soundness was proven in [5], the well- latability.? The ideal encryption system must somehow al-
known Needham-Schroeder-Lowe protocol was proved in low that secret keys are sent from one participant to anpther
[3]. This shows that in spite of adding certain operators and because many protocols to be proven using such an ideal
rules compared with simpler Dolev-Yao models (in order to system are key-exchange protocols. This is the main differ-
be able to use arbitrary cryptographically secure priragtiv.  ence to public-key systems, where an ideal system can as-
without too many changes in the cryptographic realization) sume that only public keys are sent around, because this is
such a proof is possible in the style already used in auto-sufficient for all standard protocols. If the ideal system-si
mated tools, only now with a sound cryptographic basis. ply allows keys to be sent at any time (and typical Dolev-
Another cryptographically sound proof of this protocol was Yao models do allow all valid terms to be sent at any time),
concurrently developed by Warinschi [32]. The proof es- the following problem can occur: An honest participant first
tablishes a stronger security property but is conducted fro sends a ciphertext such that the adversary can see it, and
scratch in the cryptographic approach which takes it out of later sends both the contained cleartext and the key. This be
the scope of formal proof tools. In [6] it was shown how havior may even be reasonably designed into protocols, e.g.
the library, in other words the term algebra and rules, canthe ciphertext might be an encrypted bet that is later opened
be modularly extended by additional cryptographic primi- The simulator will first learn in some abstract way that a ci-
tives, using the example of symmetric authentication [6].  phertext was sent and has to simulate it by some bitstring,
Nevertheless, symmetric encryption is still missing in which the adversary sees. Later the simulator sees alygtract
this framework, while it is the most common cryptographic that a key becomes known and that the ciphertext contains a
primitive in typical proofs with Dolev-Yao models. The specific application message. It cannot change the applica-
goal of this paper is to add symmetric encryption to this tion message, thus it must simulate a key that decrypts the
framework. Concurrently to our work, Laud [23] has pre- old ciphertext bitstring (produced without knowledge af th
sented a cryptographic underpinning for a Dolev-Yao model application message) to this specific message.
of symmetric encryption under active attacks. His work en- ~ We discuss several ways of dealing with this problem.
joys a direct connection with a formal proof tool, but it Our preferred one, for which we actually present the ideal
is specific to certain confidentiality properties, restrittte and real symmetric encryption system, is to leave it to
surrounding protocols to straight-line programs in a spe- the surrounding protocol to guarantee that the commitment
cific language, and does not address a connection to theroblem does not occur. Essentially, this means that the sur
remaining primitives of the Dolev-Yao model. Herzog et rounding protocol must guarantee that keys are no longer
al. [20, 21] and Micciancio and Warinschi [26] have re- sentin a form that might make them known to the adversary
cently also given a cryptographic underpinning under ac- once an honest participant has started using them. Alterna-
tive attacks. Their results are considerably weaker than th tives would be to build such a guarantee into the ideal and
one in [5] since they are specific for public-key encryp- the real system, or to restrict oneself to the few encryption
tion; moreover, the former relies on a stronger assumptionsystems where this problem does not occur, or to work in
whereas the latter severely restricts the classes of piistoc models of cryptography that still have some ideal, unrealiz
and protocol properties that can be analyzed using this-prim able aspect, in particular the random-oracle model. We dis-
itive. Section 6 of [26] further points out several posskate cuss these possibilities and our choice in more detail in Sec
tensions of their work which all already exist in the earlier tion 3. The most important argument for our choice is that,
work of [5]. depending on the timing assumptions possible in the envi-
There are intrinsic difficulties in providing a sound ab- ronmentand on the protocol goals, a range of different mea-
straction from symmetric encryption in the strong sense of sures are conceivable for guaranteeing the necessary order
security used in [5]. This strong notion is the concept of between the sending of keys and ciphertexts. Further, ex-
simulatability. Essentially, it is the cryptographic raotiof isting formal methods and automated tools are well suited
secure implementation. Very roughly, a real system isdalle to arguing about such properties. Instead, if we proposed
as secure as an ideal system in this sense if everything thatmeasures in the underlying idealization, we would need a
can happen to honest users of the real system can also hap-
pen to the same honest users with the ideal system. Thi® Given that one wants to achieve simulatability, the proble inde-
is typ|ca||y proved by providing a simulator that, interact pendent of a surrounding framework for nested terms, if@upspe-

ing with the ideal system and the honest users, and using an ﬁg'rgg,og}l [g;_mak'ng the ideal encryption system a subsysteftné




once-and-for-all measure, and we would at present need tcsition. In real asynchronous cryptographic systems, netwo

prove it by hand. To show the applicability of our choice connections are typically scheduled Ay A configuration

for modeling the protocols typically analyzed in Dolev Yao is a runnable system, i.e., for eaclone gets a well-defined

models, we investigated the 50 protocols of the Clark-Jacobprobability space ofuns. Theviewof a machine in arunis

library [17] with respect to the commitment problem, and the restriction to all in- and outputs this machine sees and

only one of them raises this problem. its internal states. Formally, the viemew ¢o,s (M) of a ma-
Other design decisions to be taken with symmetric en- chineM in a configuratiorconf is afamily of random vari-

cryption are whether, given a ciphertext, the adversary mayableswith one element for each security parameter value

obtain information about the key used, and whether the idealk.

system prescribes that every decryption of a ciphertext (or

a message of a different type) with the wrong key produces2.1. Simulatability

an error, or whether it may sometimes produce another mes-

sage. Such questions are similar to the passive case in [2] or Simulatability is the cryptographic notion of secure im-

to the treatment of symmetric authentication in [6], butdhav plementation. For reactive systems, it means that whatever

to combined in a consistent way into the overall ideal en- might happen to an honest user in a real sysigys,,

cryption system. can also happen in the given ideal syst€ps;4: For ev-
ery structure(My,S) € Sys,.., every polynomial-time
2. Underlying Definitions userH, and every polynomial-time adversafy, there ex-

ists a polynomial-time adversa, on a corresponding
Before discussing the commitment problem in more de- ideal structurg(M, S) € Sys;y such that the view oH
tail, we present the exact definition of simulatability, the is computationally indistinguishable in the two configura-
strong security notion that causes this problem. For thés, w tions. This is illustrated in Figure 1. Indistinguishatyilis a
first briefly sketch the underlying definitions from [30, 8]. well-known cryptographic notion from [33].
This is the model used in the cryptographic library from [5]
into which we embed our ideal encryption system. Definition 2.1 (Computational Indistinguishability) Two
A systenrconsists of several possitd&ructures A struc-  families (varg)ken and (vary)ren of random variables on
ture consists of a sét/ of connected correct machines anda common domain®),, arecomputationally indistinguishable
subsets of free ports, calledpecified portsA machineisa  (*=") iff for every algorithmD (the distinguisher) that is
probabilistic |0 automaton (extended finite-state machine probabilistic polynomial-time in its first input,
in a slightly refined model to allow complexity consider-
ations. For these machines Turing-machine realizatioms ar [P(D(1¥,vary) = 1) — P(D(1%, var}) = 1)| € NEGL,

defined, and the complexity of those is measured in terms of\yhere NEGT denotes the set of ategligible functionsi.e.

a common security parametkr given as the initial work- g: N — R>q € NEGL iff for all positive polynomials),
tape content of every machine. Readers only interested ingz v > - g(k) < 1/Q(k). o

using the ideal cryptographic library (or even only the idea
encryption system) in larger protocols only need normal, Intuitively, given the security parameter and an element
deterministic 10 automata. chosen according to eithear;, or varj, Dis tries to guess
In a standard real cryptographic systernhe structures  which distribution the element came from.
are derived from one intended structure and a trust model
consisting of an access structi€C and a channel model  Definition 2.2 (Simulatability) For two systemsiys,.,
x. Here ACC contains the possible setsof indices of un-  andSys;q, ONe saysys .., > Sys;q (at least as secure)atf
corrupted machines among the intended onesyaseisig-  for every polynomial-time configuratioronf, = (M, S,
nates whether each channel is secure, authentic (but Rot priH, A1) € Conf(Sys,,), there exists a polynomial-time con-
vate) or insecure. In a typical ideal system, each structurefigurationconf, = (M, S,H, Az) € Conf(Sys,y) (with the
contains only one machirieH calledtrusted host sameH) such thatview cony, (H) & view cons, (H). %
Each structure is complemented toanfigurationby an
arbitraryusermachineH andadversarymachineA. H con-
nects only to ports it andA to the rest, and they may in-
teract. The set of configurations of a systéiys is called
Conf(Sys). The general scheduling model in [30] gives

For the cryptographic library, this is even shown with black
box simulatability, i.e. A, consists of a simulatdim that
depends only or@]\?fl, S) and uses\; as a blackbox sub-
machine. An essential feature of this definition of simulata
bility is a composition theorem [30, 7], which roughly says

each connection (from an output port! to an input port that desi q I tem based on th
c?) a buffer, and the machine with the corresponding clock . atone can design anc prove a larger system based on the
ideal systemSys;y, and then securely replacgs;, by the

portc?! can schedule a message there when it makes a tran-
real systenbys

real*



an abstract database entry for the ciphertext. Another user
can only ask for decryption of this ciphertext if he has han-
dles to both the ciphertext and the secret key. Similarly, if
a user issues a command to sign a message, the ideal sys-
tem looks up whether this user should have the secret key. If
yes, it stores that this message has been signed with this key
Figure 1. Simulatability: The two views of H Later tests are simply look-ups in this database. A send op-
must be indistinguishable. eration makes an entry known to other participants, i.e., it
adds handles to the entry. The underlying model does not
only cover crypto operations, but it is an entire reactive sy
2.2. Notation tem and therefore contains an abstract network model.

We write “:=" for deterministic and " for probabilis-
tic assignment, and<” for uniform random choice from
a set. Byx := y++ for integer variablest,y we mean
y :=y+1;z := y. The length of a messageis denoted as
len(m), and| is an error element available as an addition to
the domains and ranges of all functions and algorithms. The
list operation is denoted @s= (z1, ..., ;), and the argu-
ments are unambiguously retrievablelg§ with [i] = |
if ¢+ > j. A databaseD is a set of functions, called en-
tries, each over a finite domain called attributes. For an en-
try x € D, the value at an attributet is writtenx. att. For a
predicatepred involving attributes D[pred] means the sub-
set of entries whose attributes fulfiired. If D[pred] con-
tains only one element, we use the same notation for this el-
ement. Adding an entry to D is abbreviated : < z.

3. Design Decisions for Symmetric Encryp-
tion in Simulatability Proofs

In this section, we discuss several approachesto solve the
commitment problem sketched in the introduction. We fur-
ther elaborate on the main design decisions that we made
to provide a suitable deterministic abstractions of symmet
ric encryption.

3.1. The Commitment Problem and Solution Ap-
proaches

As the name suggests, a “commitment problem” in sim-
ulatability proofs captures a situation where the simulato
commits itself to a certain message and later has to change
this commitment to allow for a correct simulation.

In the case of symmetric encryption, the commitment
problem occurs if the simulator has to construct an indistin

The ideal cryptographic library as defined in [5] offersits " ° ) X :
users abstract cryptographic operations, such as commano%l’".Shable ciphertext, knowing ne|t_her the secret key ner th
plaintext used for the corresponding ciphertext in the real

to encrypt or decrypt a message, to make or test a signa: ) o ' .
b yp g g orld. To simulate the missing key, the simulator will cesat

ture, and to generate a nonce. All these commands have a new secret key, or rely on an arbitrary, fixed key if the en-
simple, deterministic behavior in the ideal system. In a re- ) Y y h aroirary, y
cryption systems guarantees indistinguishable keys Bee [

active scenario, this semantics is based on state, e.ghafw Instead of the unknown plaintext, the simulator will endr
already knows which terms. State is stored in a “database”. : P ' . yp
an arbitrary message of the correct length, relying on the

Each entry of the database has a type (e.g., "signaturar), an indistinguishability of ciphertexts of different messag8o

pointers to its arguments (e.g., a key and a message). Thi%ar the simulation is fine. It even stays fine if the message
corresponds to the top level of a Dolev-Yao term; an en- "’ : y 9

tire term can be found by following the pointers. Further, becomes known later because secure encryption still guar-

each entry contains handles for those participants who al-2ntees that itis indistinguishable that the simulatogher-
text contains a wrong message. However, if the secret key

ready know it. The reason for using handles to make an en- . .
y 9 becomes known later, the simulator runs into trouble, be-

try accessible for higher protocols is that an idealizeghery . : .
tographic term and the corresponding real message have té 3:::15i;ekaern!cﬂgta:jbesé:aczlsyi?sb;u;?rltse I(?%tg Phaésggr;r)red:;c
be presented in the same way to higher protocols to allow y yp P . ees
sage. It cannot cheat with the message because it has to pro-

for a provably secure implementation in the sense of sim- ) L
ulatability. In the ideal library, handles essentially pio ~ AuCe the correct behavior towards the honest users. This is
typically not possible.

Dolev-Yao-like terms, while in the real library they poinot t . . .
ytheyp There is one perfect exception to the commitment prob-

cryptographic messages. L . . .
The ideal cryptographic library does not allow cheating lem, _the one-time pad. For th'.s SpeCI_fIC encryption system,
the simulator can open an arbitrary ciphertext strirtig an

by construction. For instance, if it receives a command to arbitrary message: by selecting the key as@® . How
encrypt a message with a certain key, it simply makes . i ; )
yp y Py ever, we do not want to restrict the ideal encryption system

2.3. Overview of the Ideal Cryptographic Library



to modeling one-time pads, and for standard encryption sys- fill the assumption if the party who generates the key
tems and standard modes of operation, certainly no similar sends it before using it. This is typically true.

process is known. We can even show that no encryptionsys- Three-party protocols where a key-distribution center
tem with fixed-length keys and a deterministic decryption S helps partiesd and B to exchange a secret kay
algorithm can have this property. Assume there:apos- come in several flavors: I§ sendssk to A and B, and
sible keys. Now let a protocol send fresh random messages it can do so in one step (this depends on the detailed

whose overall length allow8x possibilities. Hence if the model of asynchrony), then the assumption is automat-
simulator later has to produce a key, it has to be able to pro- ically fulfilled, and so it is ifS sendssk to A, and A

vide for 2z different cases of what the messages were with sends it toB and only then starts to use it. §f sends

justz keys. Thus some of the keys it produces must fit more sk in two different steps, then the recipient of the first
than one message tuple for the same given ciphertexttuple. ¢ hese messages (or both if the first and second mes-
“Fit” means in particular that the assumed deterministic de sage look equal) has to wait for a confirmation from
cryption algorithm used by honest participants will in fact its partner before using the key. Many protocols have
decrypt this ciphertext tuple to these messages. This is im- such a confirmation anyway.

possible.

The reason why the commitment problem did not oc-
cur in the cryptographic library before is that for publieyk
encryption it was enforced that secret keys are never sent,
while for symmetric authentication it could be enforcedtha To get a representative assessment of the restrictivefiess o
an authenticator never becomes known without the messageéne commitment problem, we further investigated the proto-
it authenticates. cols of the Clark-Jacob library [17]. From the 50 protocols

Related problems are known from uncoercible encryp- of the library, only one—the (flawed) Wide Mouthed Frog
tion and from adaptively secure multi-party function eval- protocol—raises the commitment problem. Further, avoid-
uation. However, none of the solutions provided there fits ing the commitment problem is an integrity property that
our case: Uncoercible encryption has even stronger require seems well within the scope of current automated protocol
ments that need a physical assumption to be fuffilled atproof tools, so that it can be verified together with the ap-

all [14]. Adaptively secure multi-party computation can ei plication properties of a protocol. (This will become even
ther use deletion of old keys instead [10], or concentrates o clearer with the formal definition in Figure 2 and Defini-

public-key schemes [15, 9, 18], simply assuming the one-tjon 6.1.)

e Many group key distribution protocols already have
confirmation phases that can be used to fulfill the as-
sumption.

time pad for the_ symmet_ric case. _ Hence our approach is to define a simple abstraction of
In the following, we introduce possible approaches to symmetric encryption, and to show that it can be securely
solve the commitment problem. implemented provided that the commitment problem does

3.1.1. Assumptions about Sending Key©ur aim is an not occur. The alternative approaches discussed below ei-

abstraction that is as simple as possible and works for thether exclude many more protocols, Or_re_quire a mu_ch more
cases typically analyzed in Dolev-Yao models. It turns out complex abstraction, or rely on unrealistic assumpt_|d{es li
that for these typical cases, the commitment problem doegiN€ random oracle model, or only work for special non-

not occur since the overall protocol ensures that keys are no0mmitting encryption schemes. An additional benefit of
sent after having been used. our solution is that we expect that our ideal encryption sys-

tem also works with the random oracle model and non-

e Protocols with predistributed keyS, as often assumed Committing encryption Schemes1 even for protoco]s thoat
for authentication protocols, clearly fulfill this assump-  have the commitment problem.

tion. Formally, this can be seen as a synchronization
assumption stating that the predistribution phase is
over, at least per key, before one of the participants
sharing this key starts using it.

3.1.2. Internal Restrictions on Sending KeysAnother
solution is to guarantee in the ideal and real system that
the commitment problem cannot occur. This means that the
o _ systems only permit operations that do not cause the com-
. Synchronous protocol; can make similar assumptions irment problem, e.g., if a key has already been used for
even if key exchange is part of the protocols, €.9., by gncrypting, it may no longer be sent. The problem is that
indicating time bounds for the exchange phase and theyjs is a distributed property and thus not trivial to enorc
usage phase for each key in the key exchange mes;, he real system. To implement it without imposing fur-
sages. ther restrictions on the patterns of how keys can be passed
e Two-party protocols for exchanging a session key (us- on, we might need Byzantine agreement before any partic-
ing a symmetric or asymmetric master key) clearly ful- ipant first uses a key. This seems a highly unnatural un-
derlying implementation for the authentication and key ex-



change protocols typically proved with Dolev-Yao models. a deterministic abstraction cannot achieve this because in
It seems more natural to enforce restrictions on the pat-the real system, decryption with different wrong keys will
terns of how keys can be passed on. This certainly meangield different messages if any, while in the ideal system
that both the ideal system and the real system have to keegll such wrong keys have a common abstraction. A non-
track of the current status of each key for each partici- deterministic choice could be achieved by letting the ad-
pant, e.g., whether it may still be sent. Furthermore, we versary make the choice of the resulting message, but this
either have to provide general rules for confirmation mes- seems a somewhat undesirable ideal system, given that au-
sages (compare Section 3.1.1) or to enforce patterns wher¢henticated encryption is efficiently implementable under
no confirmation messages are needed. As we saw, the fornormal cryptographic assumptions.

mer already excludes some important cases, while the lat-

ter pulls distributed-systems aspects down into the crypto 3.3. Modeling Special Adversary Capabilities

graphic primitives. We therefore decided not to follow this

approach. Our idealization finally has to reflect special capabilities
that the adversary may have with respect to symmetric en-
cryption schemes in the real world.

First, we allow for checking whether encryptions have
been created with the same secret key, as the definition of
: ... _authenticated encryption schemes does not exclude tiat thi
encrypted message prevents the simulator from committing . . :

can happen in the real system. For public-key encryption,

itself to a fixed value since the oracle can still be suitaty i this was achieved in [5] by tagging ciphertexts with the cor-
stantiated when the commitment is opened respectively the ytagging cip

secret key is sent. However, idealizations like random ora- responding public key. For symmetric encryption, this is no

. L possible as no public key exists. We solve this problem by
cles do not capture cryptographic realities and protoaals a g . ) . )
. . . o tagging abstract ciphertexts with an otherwise meanisgles
known which are provably secure in these idealizations but,, . N . o
public key” solely used as an identifier for the secret key.

insecure for any instantiation of the oracle [16], so that th . ! :

X . . . An alternative approach was taken in [2] by only consider-
benefit over simply using a Dolev-Yao model is not as great . : O
as we desire ing those encryption schemes that guarantee indistinguish

. able keys; for these schemes, this problem does not occur.
Further, the commitment problem does not occur for : . .
o . However, if we wanted to restrict ourselves to this case we
non-committing encryption schemes, but as we showed

: : would first need to extend it to authenticated encryption.
above, this currently only leaves the one-time pad. :

Secondly, as encryption keys can also come from the ad-
versary, it might happen that an encryption can be validly
decrypted with several keys for incorrectly chosen keys.
(The security definition only considers correct keys.) Henc
it must be possible to tag encryptions with additional key
identifiers during the execution of the ideal system. Eneryp
tions without key identifiers model encryptions from the ad-
versary for which no suitable key is known yet.

3.1.3. Random Oracle Approach and Special Encryp-

tion SchemesThe commitment problem can be circum-
vented by conducting the proof in the random oracle
model [12]. In a nutshell, including a random oracle in the

3.2. The Need for Authenticated Encryption

Assume that a user encrypts a messageith one sym-
metric encryption keywk;, and decrypts the resulting ci-
phertext with a keysks. In the ideal system, the result is
the error symbol because no equation for this case is de-
fined. In the real world, however, some encryption schemes
yield another message’. In particular, the one-time pad al-
ways yields a result. Similar problems are known from nor- 4. Ideal System

mal Dolev-Yao models, e.g., see [27]. . . .
g [27] In the following, we present our ideal encryption system.

We solve this problem by only considering encryption . r . =
schemes that answer decryption requests with wrong keyswe do this as an addition to the ideal cryptographic library

with |, i.e., encryption schemes that provide a certain kind erie_V_Ved in Section 2.3 for capturing_symmetric el_'lcryption
of authenticity. Formally, we usauthenticated symmetric pr|m|t|vgs. We stress that for modelmg an_d proving cryp-
encryption schemess defined in [13, 11]. They intuitively tographic protocols using our abstraction, it is sufflcrtem
guarantee that if one does not know a specific key, it is infea—lfnderSt"’lnd anq use the _|de§1I system descrlbeq n .thls sec-
sible to compute a ciphertext that can be validly decrypted tion. Later_ s_ect|on_s only justify the cryptographic faith
with this key: see the definition in Section 5.1. This defini- "€SS Of this ideal library.
tion implies that decryption with a wrong key will always
output] except with negligible probability. 4.1. Structures and Parameters

Instead of restricting the encryption schemes used, one
could try to define the ideal system such that it allows non-
error outputs for decryptions with wrong keys. However,

The ideal system consists of a trusted hblt; for ev-
ery subset{ of a set{1,...,n} of users, denoting the pos-



sible honest users. It has a port? for inputs from and a
portout,,! for outputs to each userc H and foru = a, de-
noting the adversary. The ideal system has several types of inpBasic com-
The ideal system keeps track of the length of messagegnandsare accepted at all ports,,?; they correspond to
using a tupleL of abstract length functions. We add func- cryptographic operations and have only local effects, i.e.
tionsskse_len* (k) andsymenc_len*(k, 1) to L for the length ~ only an output at the podut,,? for the same user occurs
of symmetric encryption keys and ciphertexts, dependingand only handles fox are involvedLocal adversary com-
on a security parametérand the lengthi of the message. =~ mandsare of the same type, but only accepteihat; they
Each function has to be polynomially bounded and effi- model tolerated imperfections, i.e., possibilities thatal-
ciently computable. versary may have, but honest users do 8ehd commands
output values to other users. The notatjon- algo(i) for
a commandlgo of THx means thaf Hy receives an in-

4.3. New Inputs and their Evaluation

4.2. States

The state off Hy, consists of a databage and variables
size, curhnd, foru € H U {a}. The databas® contains
abstractions from real cryptographic objects which corre-
spond to the top levels of Dolev-Yao terms. An entry has
the following attributes:

e z.ind € ZN'DS, called index, consecutively numbers
all entries inD. We use the index as a primary key at-
tribute of the database, i.e., we writd:] for the selec-
tion D[ind = i].

x.type € typeset identifies the type of. We add types
skse, pkse, andsymenc to typeset from [5], denot-
ing secret symmetric encryption keys, corresponding
“public keys”, and symmetric encryptions. The type
pkse is a so-calledsecret typei.e., it must not be put
into lists and hence cannot be transferred.

x.arg = (a1,az,...,a;) is a possibly empty list of ar-
guments. Many values; are indices of other entries in
D and thus i N'DS. We sometimes distinguish them
by a superscriptihd”.

x.hnd,, € HN'DS U {|} for u € H U {a} are han-
dles by which a user or adversaryknows this entry.
x.hnd, = | means that. does not know this entry.
We use a superscripbhd” for handles.

x.len € Ny denotes the “length” of the entry, which is
computed by applying the functions from

Initially, D is empty.THx has a countesize € INDS
for the current number of elements ib. New entries al-
ways receiveind := size++, andz.ind is never changed.
For the handle attributes, it has countetshnd, (current
handle) initialized with0, and each new handle far will
be chosen a#" := curhnd++.

THy, further maintains explicit bounds on the length of
messages and the number of activations to achieve polyno
mial runtime independent of the environment. The bounds
from [5] can be used without modification except that the
number of permitted inputs from the adversary has to be en-
larged. This is just a technical detail to allow for a correct
proof of simulatability. We omit further details.

put algo(i) and outputg if the input and output port are
clear from the context. We only allow lists to be encrypted
and transferred following a general convention in [5].

For symmetric encryption we add new basic commands
and local adversary commands; the send commands are un-
changed. We now define the precise new inputs and how
THy evaluates them based on its abstract state. Handle ar-
guments are tacitly required to be HWW'DS and existing,

i.e., < curhnd,, at the time of execution. The underlying
model further bounds the length of each input to ensure
polynomial runtime; these bounds are not written out ex-
plicitly, but can easily be derived from the domain expecta-
tions given for the individual inputs.

The algorithmi"™ « ind2hnd,, (i) (with side effect) de-
notes thafTHy determines a handi@" for useru to an
entry D[i]: If i" .= D[i].hnd, # |, it returns that, else
it sets and returng™ := DI[i].hnd, = curhnd,++. On
non-handles, it is the identity functioind2hnd;, applies
ind2hnd,, to each element of a list.

4.3.1. Basic CommandsFirst we consider basic com-
mands. This comprises operations for key generation, en-
cryption, and decryption. We assume the current input is
made at porin, 7, and the result goes tait,,!.

e Key generation:skse"™™ « gen_symenc_key(). Set
sksed .= curhnd,++ and

D < (ind := size++, type := pkse,
arg := (), len := 0);
D < (ind := size++, type := skse,

arg := (ind — 1), hnd,, = skse"™,
len := skse_len*(k)).

The first entry, an “empty” public key without han-
dle, serves as the mentioned key identifier for the se-
cret key. The argument of the secret key “points” to the
empty public key.

Encryption:c"d « sym_encrypt(sksehd, [hnd),

Letskse := D[hnd,, = skse™dAtype = skse].ind
and! := D[hnd, = 1" A type list].ind.
Return | if either of these is|, or if length



symenc_len*(k, D[l].len) > max_len(k). Otherwise,

setc™d .= curhnd,++, pkse := skse — 1 and
D < (ind := size++, type := symenc,
arg = (I, pkse), hnd., = "™,

len := length).

The general argument format for entries of type

symenc is ((l1,pksey), ..., (l;, pkse;)). The argu-
mentspkse, . .., pkse; are pairwise disjoint key iden-

tifiers of those secret keys for which the encryption

validly decrypts into messageés . .., [;, respectively.

We will see in Section 4.3.2 that additional key iden-
tifiers for an encryption can be added during the exe-
cution, e.g., since the adversary has created a suitable
key. Such arguments are appended at the end of the ex-
isting list. An empty sequence of arguments models
encryptions from the adversary for which no suitable

secret key has been received yet.
e Decryption:/"™d « sym_decrypt(sksehd, chnd).

If ¢ := D[hnd, = "™ A type =
symenc].ind = | or skse := D[hnd, = skse™ A
type = sksel.ind = |, return |. Otherwise, let

((l1, pksey), ..., (Lj, pkse;)) = Dc|.arg (Where j
may be0). If skse — 1 = pkse, for somel < i < j,
set/d := ind2hnd, (I;) elsel"™ := |.

4.3.2. Local Adversary CommandsThe following local
commands are only accepted at the poeyt. They model

special capabilities of the adversary, see Section 3.3. For
dealing with symmetric encryptions from the adversary for
which no suitable key has been received yet, we provide

a command for generating amknown symmetric encryp-

tion. Later, suitable secret keys may be received. A com

mand forfixing symmetric encryptionskes care of this.

Finally, we allow the adversary to retrieve all information
that we do not explicitly require to be hidden, e.g., argu
ments and the type of a given handle. For this, we extend

the general command fgrarameter retrievafor the sym-
metric encryption system. For entries of tygyenenc, only

the length of the encrypted message is output instead of the

type = skse].ind = |,if | :== D[hnd, = " A type =

list|.ind = |, or if symenc_len*(k, D[l].len) #
Dicl.len.

Let ((l1,pksey),...,(l;,pkse;)) = D[c].arg
(where 5 may be0) and pkse := skse — 1. If

pkse ¢ {pksey,...,pkse;} then setD[c|.arg =
((l1, pksey), ..., (L, pkse;), (I, pkse)) andv := true,
else seb := false.

e Parameter retrieval{type, arg) « adv_parse(m™).
This existing command always setgpe :=
Dlhnd, = m"].type, and for most types
arg = ind2hnd}(D[hnd, = m"].arg). This
also applies to the new typeskse and pkse. For

type = symenc, let ((l1,pkse;), ..., (l;, pkse;))
:= D[hnd, = m"|.arg. Fori € {1,...,5},
let pkse’™ = ind2hnd,(pkse;) and skse; =

pkse; + 1. Then if D[skse;].hnd, # |, letl, =
ind2hnd,(1;), elsel; := DIl;].len. Finally let arg :=
(1, pkse?"d), s (1, pkse?"d)).

For unknown encryptions, neither a key identifier nor a mes-
sage exists. Note further that parsing a symmetric encryp-
tion yields handles to the “empty” public keys. For an en-
cryption generated by an honest user, the first public key al-
ways corresponds to the secret key with which the encryp-
tion was generated. If the adversary wants to know whether
two encryptions were created using the same secret key, it
parses them and compares the resulting public keys.

4.3.3. Send CommandsThe ideal cryptographic library
offers commands for virtually sending messages to other
users. Sending of a message is modeled by adding a new
handle for the intended recipient and possibly one for the
“adversary to the database entry modeling the message.
These handles always point to a list entry, which can con-
tain arbitrary application data, ciphertexts, public kests.,

and now also symmetric encryptions and the correspond-
ing secret keys. These commands are unchanged from [5];
as an example we present those modeling insecure chan-
nels, which are the most commonly used ones, and omit se-

ture channels and authentic channels.

message itself unless the adversary has the corresponding

secret-key handle.

e Unknown symmetric encryption:
¢ « adv_unknown_symenc(l) with [ € N.
Return| if [ > max_len(k). Setc" := curhnd,++
and

D < (ind := size++, type := symenc,

arg == (), hnd, := ™, len == 1).

e Fixing symmetric encryption:
v « adv_fix_symenc_content(skse"™,
Return | if ¢ := D[hnd, = c"™ A type =
symenc|.ind = |, if skse := D[hnd, = skse™ A

Chnd7 lhnd)_

e send_i(v, "), forv € {1,...,n}. Intuitively, the list

I shall be sent to user. Let /nd .= D[hnd, =
I A type = list].ind. If 1™ #£ |, then output
(u,v,ind2hnd, (1)) atout,!.

e adv_send.i(u,v, "), foru € {1,...,n} andv €

‘H at portin,?. Intuitively, the adversary wants to
send list! to v, pretending to beu. Let /" :=
D[hnd, = 1" A type = list].ind. If I™ £ | out-
put (u, v, ind2hnd, (1)) atout,!.



5. Real System e First generate a key ask < gensg(1%) and seth &
{0,1}.

e On input (symenc, mg, m1) (intuitively a pair of
messages an adversary hopes to be able to dis-
tinguish), and iflen(mg) = len(my), setc «—
sym_encrypt,, (my), C := C U{c}, and output.

The real cryptographic library offers its users the same
commands as the ideal one, i.e., honest users operate on
cryptographic objects via handles. There is one separate ma
chine with a database for each honest user in the real sys-
tem, containing real cryptographic keys, real encryptions
etc.. Real bitstrings are actually sent between machines. ® On input (symdec,¢;) and if ¢; ¢ C, return
The commands are implemented by real cryptographic al-  sym-decrypt; (¢;).

gorithms, and the simulatability proof will show that nev- The encryption scheme is calléddistinguishable un-
ertheless, everything a real adversary can achieve can als@er chosen-ciphertext attack for every probabilistic
be achieved by an adversary in the ideal system, or otherpolynomial-time machindsp that interacts withSymDec

wise the underlying cryptography can be broken. We now and finally outputs a bit* (meant as a guess &, the prob-
present our additions and modifications to the real systemapility of the evenb* = b is bounded by /2 + g(k) for a

of [5], starting with a description of the underlying crypto  negligible functiory. &>

graphic definitions.
The machine for defining integrity of ciphertexts is defined

5.1. Underlying Cryptographic Operations similarly.

We denote a symmetric encryption scheme by a tu- Definition 5.2 (Integrity of Ciphertexts) Given a symmet-
ple SE = (gensg,sym_encrypt, sym_decrypt, skse_len, ric en_cryptlon scheme, we define tbﬁr_nmetrlc integrity
symenc_len) of polynomial-time algorithms. Key genera- machineSymint as follows: It has one input and one out-
tion for a security parametér< N is written as put port, a variablesk initialized with |, and the following

X transition rules:
sk «— genge(1”). )
e First generate a key as: < gensg(1%).
The length ofsk is skse_len(k) > 0. We denote the encryp-

tion of a message: € {0,1}+ by e On input (symenc,m;), return ¢ —
sym_encrypt,, (m;).

¢ < sym_encrypt . (m) e On input (symdec,c}), return m) =
and decryption by sym_decrypt (c}).

The encryption scheme is said to hamtegrity of cipher-
textsif for every probabilistic polynomial-time machire,
The result may be; then we call the ciphertext invalid for  that interacts wittsymint the probability is negligible (irk)
this key. A correctly generated ciphertext for a key of the thatSymint outputsm # | on any inputsymdec, ¢) where
correct length always has to be valid for this key. ¢ was not output bysymint upon a commandsymenc, -)
The length ofc is symenc_len(k, len(m)) > 0. This is until that time, i.e., not among the’s. S
also true for every’ with sym_decrypt,,(¢’) # | for a
value sk € {0, 1}skse-len(k), The functionsskse_len and Symmetric encryptions schemes provably secure with re-
symenc_len must be bounded by multivariate polynomials. Spect to these two definitions exist under reasonable as-
Our requirement that such functions exist is without loss of sumptions [31]. Bellare and Namprempre even showed
generality due to standard padding techniques. in [11] that such encryption schemes can be derived from
Our security definition is the standard definition for au- any symmetric encryption scheme that is provably secure
thenticated symmetric encryption schemes from [13, 11]. It under adaptive chosgulaintextattacks together with any
consists of two parts: The scheme must ensure confidentialstrongly unforgeable message authentication code by first
ity of messages under chosen-ciphertext attacks, and it museéncrypting a plaintext and then appending a MAC to the ob-
guarantee integrity of ciphertexts. In the following, we-fo  tained ciphertext.
mulate these notions using the notation for interacting ma-
chines. 5.2. Structures

m := sym_decrypt,(c).

Definition 5.1 (Security against Chosen-Ciphertext At- The intended structure of the real cryptographic library

tacks) Given a symmetric encryption schemestmemetric consists ofn. machines{My, ..., M, }. EachM,, has ports
decryptor machin8ymDec is defined as follows: It has one in,? and out,!, so that the same honest users can con-
input and one output port, a variablg, initialized with |, nect to the ideal and the real system. Eadthhas connec-

an initially empty seC' and the following transition rules: tions to eachM,, exactly as in [5], in particular an insecure



connection calledhet,, ,; for normal use. They are called

5.4.1. Constructors and One-level Parsinglhe stateful

network connections and the corresponding ports networkcommands are defined via functional constructors and pars-

ports. Any subsek{ of {1,...,n} can denote the indices of
correct machines. The resulting actual structure congfsts

the correct machines with modified channels according to

ing algorithms for each type. A general functional algarith

(type, arg) < parse(m),

a channel model. In particular, an insecure channel is splitthen parses arbitrary entries as follows: It first testsif

in the actual structure so that both machines actually in-is of the form (type, m1, .

..,m;) with type € typeset \

teract with the adversary. Details of the channel model are {pkse, pka, sks, ske, garbage} andj > 0. If not, it returns
not needed here. Such a structure then interacts with hon{garbage, ()). Otherwise it calls a type-specific parsing al-

est user$! and an adversara.

5.3. States of a Machine

The state of each machihg, consists of a databade,
and a variableurhnd,,. Each entryc in D,, has the follow-
ing attributes:

e z.hnd, € HNDS consecutively numbers all entries

in D,,. We use it as a primary key attribute, i.e., we

write D, [i"] for the selectiorD,, [hnd,, = i"].
e z.word € {0,1}7 is the real representation of

e x.lype € typeset U {null} identifies the type ofr,
where the valueull denotes an unparsed entry.

e r.add_argis alist of (“additional”) arguments. For en-
tries of our new types it is alway(s.

Initially, D, is empty. M, has a countercurhnd, €
HN DS for the current size ob,,. The subroutine

(i", D) :— (i, type, add_arg)

determines a handle for certain given parameter®in
If an entry with the word: already exists, i.e.Md =
Dy[word = i A type ¢ {sks,ske}].hnd, # |3 it returns
i""d assigning the input valuespe and add_arg to the
corresponding attributes dd,,[i"™] only if D, [i"].type
wasnull. Else iflen(i) > max_len(k), it returnsihd = |.
Otherwise, it sets and returi®? := curhnd,++, D,, <=
(i"nd 4 type, add_arg).

Similar to the machinelHy, M, maintains explicit

bounds on the length of messages and number of activa-
tions to achieve polynomial runtime. We omit further de-

tails.

5.4. Inputs and their Evaluation

Now we describe howv,, evaluates individual new in-
puts.

3 The restrictiontype ¢ {sks,ske} (abbreviating secret keys of sig-
nature and public-key encryption schemes) is included donmati-
bility to the original library. Similar statements will oacsome more
times, but no further knowledge of such types is needed fdern
standing the new work.
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gorithm arg «— parse_type(m). If the result is|, parse
again outputggarbage, ()). By

“parsem"nd”

we abbreviate that M, calls (type, arg) —
parse( D, [m""].word), assignsD, [m"9].type = type if
it was still null, and may then userg. By

“parsem"" if necessary”

we mean the same except thit, does nothing if
D, [mh"d].type # null.

5.4.2. Basic Commands andbarse_type First we con-
sider basic commands. They are again localMp this
means that they produce no outputs at the network ports.
The term “tagged list” means a valid list of the real sys-
tem. We assume that tagged lists are efficiently encoded into
{0,1}™.

e Key constructorisk* «— make_symenc_key().
Let sk « gensg(1F), sr & {0, 1}roncelen(d) " and
returnsk™* := (skse, sk, sr).
e Key generationskse? « gen_symenc_key().
Let sk* <« makesymenc_ key(), skseMd =
curhnd,++, andD,, <= (skse"™ sk*, skse, ().
e Key parsing:arg < parse_skse(sk™).
If sk* is of the form (skse, sk, sr) with sk €
{0, 1}skse_len(k) and sr < {0, 1}nonce_len(k), return (),
else].

e Encryption constructorc* «— make_symenc(sk*, 1),
for sk*,1 € {0,1}+.

Setr & {0, 1}roncelen(k) " gf = sk*[2], sr =
sk*[3]. Encrypt asc < sym_encrypt,((r,1)), and re-
turn ¢* := (symenc, sr, 7, ¢).

e Encryption:c"™ « sym_encrypt(skse™d, [hnd),

Parse skseM™ and ("™ if necessary. If
D, [skset].type # skse or D, [IM9].type # list, then
return |. Otherwise setsk* := D,[skse"].word,
I := D,[i"]).word, andc* < make_symenc(sk*,1).
If len(c*) > max_len(k), return |, else sett" :=

curhnd,++ andD,, :<= (symenc™, ¢*, symenc, ()).

e Encryption parsingarg < parse_symenc(c*).
If ¢* is not of the form(symenc, sr,r, ¢) with
sr,r € {0,1}nonceten(k) and ¢ € {0,1}7, return |,
else seturg := ().



e Decryption:I"4 « sym_decrypt(c"™, skse"nd). functionorder then assigns each key a number correspond-

Parse:""d andsksed. If D, [c"].type # symenc ing to the order in which the keys are first used for encryp-
or D,[skse"].type # skse, return |. Else let tion. We also define that honestly generated secret keys of
(symenc, sr,7,¢c) = D,[c™].word and sk := public-key encryption schemes are always of ofildrater
D, [skseM™d].word[2]. Let I* := sym_decryptg(c) on, we will require that a key of ordérmay only be en-
andl = [*[2]. If sr # D,[skse™d].word[3], or crypted by keys of ordef < i.

I* = |, orl*[1] # », orif [ is not a tagged list, re- The eventNoComm is formally defined in Figure 2.
turn"d .= |. Otherwise le{/"™™ D,,) :« (1, list, ()). Here, a statement of the fornt “: p?.send_A(I"9, v)”

means that a send command is input at p3rof THy, at
timet so that the sent term will be received by the adversary.
Formally, this means that can be arbitrary for sending on
insecure or authentic channels, and thags to be dishon-
est for sending on secure channels. We further writeD
to describe the contents of databd3eat time¢. A state-
ment of the formy : wrapped(4,4) is true if and only if for
every occurrence of the node[;] in tree(t : D[i]) with ¢ :
DJj].type = skse there exists a nodP|k] in tree(t : D[i])
such that : D[k].type € {symenc,enc}, D[j] is a descen-
. dant of D[t : D[k].arg[1]] (i.e., of the encrypted message),
6. Security Proof D[k;].hnd£ = l[{:u]ldt :[o]r]der(sk) < t : order(j) wheresk
denotes the secret key used for encrypting the message, i.e.
sk :=t: D[k].arg[1][2] + 1 if ¢t : D[k].type = symenc re-
spectivelysk :=t : D[k].arg[2] — 1if ¢ : D[k].type = enc.

Is is easy to see that one could as well define the event
NoComm only in terms of the inputs thdtH,, obtains from
the honest users, i.e., independent of the stafeHhf and
solely depending on the interaction with the surrounding
protocol. However, this description would be very lengthy
f%nd is hence omitted for reasons of readability.
al \We now define those configurations to d@mmitment-

5.4.3. Send Commands and Network InputsSimilar to
the ideal system, there is a commasegid_i(v, (") for
sending a list/ from « to v, but now using the port
net, !, i.e., using the real insecure network: On input
send_i(v, ") for v € {1,...,n}, M,, parseg" if nec-
essary. IfD,[i"].type = list, M,, outputsD,,[I"™].word
at portnet,, , i!.

Inputs at network ports are simply tested for being
tagged lists and stored as in [5].

Our security claim is that the real cryptographic library
extended with symmetric encryption is as secure as the
ideal cryptographic library with symmetric encryption in
the sense of Definition 2.2 provided that the commitment
problem is avoided by the surrounding protocol.

We first have to define what it means that the commit-
ment problem does not occur. We formalize the following
eventNoComm: if there exists an input at a specified port
that causes a symmetric encryptionto be generated such th

the corresponding key is not known to the adversary, thenfree in which the eventNoComm holds independent of

future inputs may only cause this key to be sent within an the considered adversary, i.e., where the honest user al-

encryption that cannot be decrypted by the adversary. Noteready guarantees the validity of the event. As the event can
that this property could still be marginally weakened by re-

) . ’ " ~. be restated in terms of the inputs obtained from the user,
stricting it to those cases where the symmetric encrypsion i

actually sent to the adversary: however our variant is eas commitment-free configuration are naturally also defined
. Y s Y, e ' for the real library as it offers the same ports and commands
ier to verify for actual protocols since one does not have to

g . to the honest users as the ideal library.
additionally parse every sent term to look for a contained y

encryption. For technical reasons, we further exclude en-pefiniion 6.1 A userH is commitment-freanith respect
cryption cycles (such as encrypting a key with itself) withi to symmetric encryption and the machimél,; if for all
the definition ofNoComm, which had to be required even - ; _

. : . - configurationsconf = (THx, Sy, H,A), the property
for acquiring properties weaker than simulatability. We re NoComm as defined in Figure 2 holds. Configurations with

fer_lt_o [2] f?rfut[rerdsr;:ﬂusgons.f I first defi a commitment-free user are calledmmitment-free con-

0 capture the everilot.omm formally, we first define figurations The restriction of simulatability to the set of
the tree of 'contameq terms of a d.atabase ey, writ- commitment-free configurations is denoteddy™™, i.e.,
tentree(D[i]), by defining thatD[¢] is the root of the tree, for all commitment-free configurations of the real system,

and D[j] is a child of D[k] if and only if j € DI[kl.arg.  nere exists a commitment-free configuration of the ideal
We recall that symmetric encryptions do not maintain the system with the same honest user that achieves indistin-

secret keys used for generating these encryptions as argug'uishable views for the honest user. o
ments but only the corresponding public-key identifiers. To '

capture the absence of encryption cycles, we define a func- Let RPar be the set of valid parameter tuples for the

tion order on honestly generated secret encryption keys thatreal system, consisting of the numherc N of partici-

are not known to the adversary when they are first used. Thepants, secure signature, encryption, and symmetric encryp
tion schemes, £, andS¢&, and length functions and bounds
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If there existst; € N, i € ZN'DS, u; € H such that fosksel™® := Dl[i].hnd.,,, we have

t1 ¢ iny, ?.sym_encrypt(sksef®, 1"%) and # If a term is encrypted at timg
t1 : DJi].type = skse and # with a secret key
t1: D[i].hnd, = | # that is not known to the adversary

then the following must hold. For evety > t1, vo, us € H we have

ty :iny,?.send A(I5™, vy) # If another term is sent at timig and

D[i] € tree(ty : D[hnd,,, = I5™]) # and the secret key is contained in this term
= # then

ty : wrapped(i, to : D[hnd,, = 15" ind). # the secret key is sufficiently wrapped

Figure 2. The property NoComm.

L'.For(n,S,&,8E,L') € RPar, let SysS4"4s*  bethe  the databaseB,, but storing the knowledge of the adver-
resulting real cryptographic library. Further, let theresr  sary. The behavior Sim is sketched as follows.
sponding length functions and bounds of the ideal system belnputs from THy,. Assume thaSimy receives an input
formalized by a functiod. := R2lpar(S,&,8E, L), and let (u, v, z, ") from THy,. If a bitstringl for {™™ already ex-
Sysi7™ be the ideal cryptographic library with param- jsts in D, i.e., this message is already known to the adver-
etersn andL. The extension OR2|par to the nery added sary, the simulator |mmed|ate|y OutpUtat portnetuﬂ),z!.
length functions for symmetric encryption, i.ekse_len* Otherwise, it first constructs such a bitstrihgith a recur-
andsymenc_len* is straightforward and can be found in the sjve algorithmid2real. This algorithm decomposes the ab-
long version of this paper [4]. Using the notation of Defini-  stract term using basic commands and the adversary com-
tion 2.2 and 6.1, we have mandadv_parse. At the same timed2real builds up a corre-
sponding real bitstring using real cryptographic operetio
Theorem 6.1 (Security of Cryptographic Library) For all  and enters all new message parts iBtpto recognize them

parametergn, S, £, SE, L') € RPar, we have when they are reused, both B+, and byA.
c | " We sketch how the simulator is extended to deal with
S S ry_sym,rea >Comm Syscry_sym,l . . i :
YSn.seser = nL symmetric encryption keys respectively symmetric encryp-
whereL := R2lpar(S, £, SE, L') 0 tions. If the entry corresponding t8™ is a symmetric en-

cryption key,id2real creates a new secret key by applying

For proving this theorem for the original library with- the functionmake_symenc_key and uses this key whenever
out symmetric encryption, a simulatéimy has been de-  an abstract encryption has to be simulated under the abstrac
fined in [5] such that even the combination of arbitrary key entryl"™. If the entry corresponding t5™ is a sym-
polynomial-time user$l and an arbitrary polynomial-time  metric encryptionSimy first determines the corresponding
adversanA cannot distinguish the combination of the real secret key by means of the public key identifier of the en-
machinesM,, from the combinationTH;;, and Simy; (for cryption. After that, it checks whether the designatedaieci
all sets indicating the correct machines). We sketch how ent of the handle is a dishonest or an honest party. In the first
we extend the simulator and then the proof of correct sim- case adv_parse reveals the plaintext of the encrypted mes-
ulation to deal with symmetric encryption. A fully rigorous sage, sdd2real only has to encrypt this plaintext with the

definition ofSimy, can be found in [4]. determined secret key and output this encryption. If the des
ignated recipient is honest, thedv_parse only outputs the
6.1. Simulator length of the encrypted message. In this cédgereal en-

crypts a fixed message of equal length.
BasicallySims, has to translate real messages from the |npyts fromA. Now assume th&ims, receives a bitstring
real adversarg into handles a$Hy, expectsthematitsad-  fomA ata porhet,, , 2. If I is not avalid listSims, aborts

versary input portn,? and vice versa. In both directions, the transition. Otherwise it translatemto a corresponding
Sim; has to parse an incoming message completely be-nandigi™ py an algorithnreal2id, and outputs the abstract
cause it can only construct the other version (abstract Ofsending commanskdv_send_z (w, u, ") at portin,!.

real) bottom-up. This is done by recursive algorithms. The |t 3 handlei"™™ for I already exists inD,, thenreal2id
state ofSim;; mainly consists of a databas, similar o reyses that. Otherwise it recursively parses a real bitstri
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using the functional parsing algorithm. At the same time, treatment.

it builds up a corresponding abstract term in the database We therefore perform a successive exchange of real en-
of THy. This finally yields the handlé"™. Furthermore,  cryptions for simulated encryptions by a so-called hybrid
real2id enters all new subterms infg,. For building up the  argument. We do this in the combined system because there
abstract termreal2id makes extensive use of the special ca- we have all information easily available, in particular,efh
pabilities of the adversary modeledTi. Inthe real sys-  keys are ideally known to the adversary. In the overall proof
tem, the bitstring may, e.g., contain an encryption which no depicted in Figure 3, Step 4 and the fact that there are mul-
encryption key is known yet that could valid decrypt this  tiple indexed combined syster@$) are the new aspects for
encryption. Therefore, the simulator has to be able to inser symmetric encryption. Due to lack of space, we only briefly
such an encryption with unknown key and unknown plain- sketch the individual steps of the proof and refer to the long
text into the database dfH;¢, which explains the need for  version [4] for details.

the commandidv_unknown_symenc. Similarly, the adver- . ) ) o

sary might send a new encryption key which has to be adde06'2'1'_ Initial and Fl_nal C_omb!neq SystemsThe initial

to existing symmetric encryption entries for which this key COMPined systertiy, is defined indirectly from the real and

is valid. All these and similar cases for symmetric encryp- ideal system exactly as in [5]. In particular, it contains a

tion can be covered by using the special adversary Capab”_d?gabasd)* that (_ex_tends tlhe d;tabastf .TH by an at-
ities that we offered in Section 4.3.2. tributeword containing real word entries ashfy; or Simy.

These real words are computed asvip, for entries gen-
erated by basic commands, i.e., by the honest users, while
they are computed as fim4, for entries resulting from net-
work inputs, i.e., values coming from the adversary. This
implies that all symmetric encryptions produced by honest
users contain a real plaintext message.

The final combined syster@;, is equal toC;; except
for symmetric encryptions: For encryptions made by hon-
est users and with keys of honest users, a simulated mes-
sagel’”” defined as irbimy, is encrypted instead of a real
plaintext message.

6.2. Proof of Correct Simulation

In the proof of the extended cryptographic library, now
including symmetric encryption, we retain the proof struc-
ture from [5] as far as possible. The basic structure of that
proof is that a combined systef}; is defined that essen-
tially contains all aspects of both the real and the ideal sys
tem, and then bisimulations are proved betwégrand the
combinatiorM, of the real machines, and betweén and
the combinationl HSim4, of the trusted host and the sim-
ulator. A bisimulation, however, cannot deal with compu- 6.2.2. Hybrid Combined SystemsTwo successive hy-
tational indistinguishability. Hence at the beginningloét  brid combined systems differ only in the behavior for one

proof, the real asymmetric encryptions were replaced by symmetric encryption keyk®: While C{?) still encrypts
simulated ones as made in the simulator. This could be don i+1)

. ) ) o Geal messages with this keQ/H encrypts simulated mes-
in one replacement step, using a low-level idealization of ith it. Th lecti 7.() ¢ tee that
asymmetric encryption and the composition theorem. TheSages with it. ‘The selection o must guarantee tha

(@) ; i .(7) ; ;
overall proof is illustrated in Figure 3 where Steps 1 and fr]f is only etpcrypkt‘ed W'tlh kedysl;) for j |< z,dsg that
2 depict the treatment of public-key encryption, and where €se encryptions have aready been replaced by encryp-

Step 4 and the systefiy, were not present. t|on_s Ofrf'xid m(_asssgeﬁm ..We hg.uﬁ r:;ntee th'ﬁ by num]:
Symmetric encryption is more complicated because we bering t_ e keysin the c_)rder in which they are first used for

also allow symmetric keys to be sent around. However, aencryptlgn. (The combined system has glpbal knowledge of

typical low-level idealization would assume, like the orig this.) This corresponds to the functiorder introduced for

inal cryptographic definitions of encryption security, tha € definition of theNoComm property.

the keys are only used for correct en- and decryption. In-6.2.3. Low-level Combined Symmetric Encryption Ma-
tuitively, this is OK in our case because the simulator geat chine Within the hybrid argument, we do not want to ar-
keys that the adversary learns perfectly correctly, andeif t  gue individually with the secrecy and integrity of each ci-
adversary does not learn a key, i.e., the key is never senphertext. We therefore first define a machiyenComb that

at all or only encrypted, then it should be as good as if it corresponds almost precisely to the entire action of a hy-
had never been used apart from en- and decryption. How-brid system with one key. Similar to the machianDec,
ever, here we argue with the security of encryption while the machin&ymComb chooses a bt denoting whether ci-
trying to show the security of encryption, and we must en- phertexts are decrypted via the actual decryption alguorith
sure that the argument is not circular. Fortunately, our as-or in the idealized way via table look-up. We then show that
sumptions guarantee that we always argue with the securityevery successful attack agairfstmComb implies a suc-

of encryption with another key when treating one key, and cessful attack on one of the machirsgsnDec andSymlnt.
that the keys can be arranged in non-circular order for this
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Figure 3. Proof with hybrid systems.

6.2.4. The Hybrid Argument We now show that the pings fromCy to My and fromC, to THSimy, called
combined system§,, and Cj, are indistinguishable. The derivations in [5] because they essentially extract a piart o
overall structure of this hybrid argument is standard fer th the combined system again. As the initial and final com-
case of a polynomially growing number of hybrids. The spe- bined systems both equal the original combined system on
cial aspects of our usage of symmetric encryption come inentries not belonging to symmetric encryption, these can
when we treat the cases of how a secret key can and canboth be extensions of the derivations from [5]. This is a te-
not occur in larger terms, and why the possible occurrencesdious part of the proof without much novelty for symmetric
do no harm. encryption.
The core of the hybrid argument is to show how the en-

cryption machiné&symComb can be used to simulate either 7. Conclusion
Cgfl) or Cf,fl), depending on the bitin SymComb. We call
the rest of this simulatioﬁ’gfl), i.e.. the combination cﬁzgy We have presented a provably secure idealization of
andSymComb should yieIdCf,i) Orcg_i(+1) depending on the symm_etr_ic encryption with_in the Dolev-Yao style crypto—

o graphic library from [5], which allows for cryptographidyl
bit b in SymComb. Clearly, we uséymComb for encryp- sound security proofs in an entirely abstract way accessibl
tion and decryption with théth used key. The main prob- d ft00ls. S itv hold der arbi
lem in showing that the simulation is correct is what we do to current automated proof tools. Security holds under arbi

if the two hybrid systems (both or none) use the key in other trary attacks and in arbitrary contexts, and is based on the

: ; : o . . standard definition of authenticated encryption.
operations. In spite of our assumptions this is not impossi- ' . ; .
o . . The benefit of adding symmetric encryption to the cryp-
ble, e.g., they may put it into a list and send it over a se-

h | Th 16t ch . kev for th tographic library is impressive: Now 42 of the 50 protocols
cure channel. Thus we &L, choose its own key forthese o 1 Clark-Jacob library can be expressed with the op-
operations, independently of the key choseSymComb.

Th . Ki h hat this d ke the si erations and constraints of the cryptographic library,levhi
© ma_m.tas 1S to show that this does not make the SImU'only 12 protocols could be expressed before. Among the re-
lation distinguishable.

maining eight protocols, only one is excluded because of
6.2.5. The Bisimulations Finally we have to show how the commitment problem, five require hash functions (al-
the bisimulations of the original cryptographic libraryear though one might already model some of them by message
extended for symmetric encryption. This corresponds to authentication codes), and two require number-theorptic o
Steps 5a and 5b in Figure 3. The bisimulations are now map-erations like exponentiation and exclusive or.
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