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Abstract. Recent years have seen a number of high-pro le incidentorgarate
accounting fraud, security violations, terrorist acts] disruptions of major nan-
cial markets. This has led to a proliferation of new regoladi that directly impact
businesses. As a result, businesses, in particular pylfetied companies, face
the daunting task of complying with an increasing numbermntfidgate and con-
stantly evolving regulations. Together with the growingmaexity of today's en-
terprises this requires a holistic compliance managenmprbach with the goal of
continually increasing automation.

We introduce REALM (Regulations Expressed as Logical Mgde metamodel
and method for modeling regulations and managing them instesyatic lifecy-
cle in an enterprise. We formalize regulatory requiremestsets of compliance
rules in a novel real-time temporal object logic over congapdels in UML, to-
gether with metadata for traceability. REALM provides tresis for subsequent
model transformations, deployment, and continuous mongocand enforcement
of compliance in real business processes and IT systems.

Keywords. Compliance Management, Regulatory Requirements, LoBmahalization,
Temporal Logics, MDA

1. Introduction

Recent years have withessed a growing amount of regulagéguyinements directed to-
wards businesses, particularly publicly traded compaiesminent examples of such
regulations include the Sarbanes-Oxley Act, the U.S. ¢ta#ct, Basel Il, anti-money
laundering regulations and various de facto standardsasitie International Financial
Reporting Standards (IFRS). Not only the sheer number ef/agit laws and standards
but also the complexity of individual regulations is dreatiy increasing. Consequently,
affected businesses are confronted with the task of adaftinew and evolving regula-
tory requirements. While this process is initially drivgnriegulators, companies increas-
ingly recognize this challenge as an opportunity to improperational transparency,
traceability and reporting.

We propose a systematic compliance management approaaeddogssing the in-
creasing breadth and complexity of regulatory requiresientousinesses. Our approach
is based on a lifecycle view of compliance management, whédins with the formal-

1Correspondence to: Samuel Milller, Saumerstrasse 4, CB-B88chlikon, Switzerland. Tel.: +41 44 724
8275; Fax: +41 44 724 8953; E-mail: sml@zurich.ibm.com.
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ization of regulations by means of metamodel for regulateguirements that we call

REALM. Figure 1 provides a visual representation of the mmetdeling approach as
compared with addressing each regulation as a single cage.thg latter method, a

worst caseM N mappings are required to implemeévitregulatory requirements over a
set ofN target systems. Systems include business processes, lidagipps and systems,

and people issues such as education material. In contnasimétamodeling approach
theoretically involves onlyvl + N transformations.

5o

Figure 1. Advantage of using the REALM metamodel for business compéa

The benet of the REALM metamodel is that different regutets, to a large ex-
tent, can be captured and formalized using a shared lang@urajsemantics. The reuse
of model elements and tools further eases the understaadith@nforcement of regu-
latory requirements. An additional advantage of systesm@impliance management is
that it offers traceability from the regulations to the gyss; this enables businesses to
demonstrate to auditors or regulators how they achieve tange, which is increasingly
required by new regulations.

A REALM model consists of the following parts:

Concept modelVe represent the domain of discourse of a regulation by asginc
model expressed in a UML pro le developed for REALM.

Compliance rule seRegulatory requirements are represented as a set of faemula
in a novel real-time temporal object logic over the elemdras the concept
model. Thus, e.g., sequencing and time constraints onresctian be expressed.
Metadata We capture meta-information about the structure of thel legarce as
well as lifecycle data such as the enactment date.

The main novelty of our work is our use of a temporal objectddgr regulation mod-
eling. The emphasis on temporal aspects stems from our fatpsoactively enforcing
regulations at the level of business processes. In congagt work focusses mainly on
comparing laws, applying them to nished cases, and on ldg@lourse, so that tempo-
ral aspects are of lesser speci ¢ importance. We need airmeallogic, i.e., a logic that
captures exact times and intervals and not only the ordevavits, since many regula-
tions contain concrete time constraints, such as datatietesfuration, the obligation to
respond to requests within a certain time, or the requiréneeperform certain actions
contingent on other actions occurring or not within a spegast period. We are not
aware of the prior use of a real-time temporal object logiegulation modeling, and the
logic itself is new in its combination of real-time tempoegaipects with a modern object
model.
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REALM models of regulatory requirements are part of and supp compliance
management lifecycle. Naturally, a regulation of intemasist be initially stored, ana-
lyzed and understood. REALM models consisting of a conceyuteh a compliance rule
set, and metadata can then be derived. These abstract raoeleléimately transformed
to implementation artifacts such as business process tifgnsi, data retention policies,
access control lists, or correlation rules, while preseuraceability to relevant pas-
sages in the respective regulation sources. The artifagtdeployed into the business
and IT infrastructure of the enterprise. Compliance withitegulatory requirements can
be monitored and enforced leveraging the capabilitieseiritiolved target technologies
and the common models shared by all stages of the compliaacagement lifecycle.

2. Related Work

Regulatory ontologies and logics have been commonly ustibidevelopment of expert
and formal dialogue systems and more recently in compli@sséstance solutions [1,
2,3,4]. Exemplary models of concrete regulatory requinetsignclude the formalization
of the British Nationality Act, Dutch tax law and the Ontaffoeedom of Information
and Protection of Privacy Act, and the representation ofrenmental regulations [5,
6,7,8]. While we have found that regulations usually contaany timing requirements
with references to real time, we are not aware of any effartotmalize regulations
concentrating on real-time temporal object logics. In casttto other work addressing
time in law (such as [9] or [10]), the real time temporal olvjegic of REALM integrates
naturally with modern object-oriented modeling systems iartherefore more intuitive
to use and understand in a business environment.

UML, the Uni ed Modeling Language, which we use for the coptenodels, is
a widely used standard for modeling object-oriented systamd has also been used
for ontology speci cation [11]. UML pro les are an extensianechanism for de ning
domain-speci ¢ modeling elements by specializing UML nudgsses.

Using the Object Constraint Language (OCL), UML models carrdmplemented
by precise constraints. The of cial UML and OCL standardswkver, provide no in-
herent support for expressing temporal predicates. Relsé@ato temporal extensions to
the OCL includes [12,13,14]. However, these extensionsigest capable of specifying
absolute real-time references as often needed in a legahdand may be impractical
when global constraints over independent objects or ovgctbwith non-intersecting
lifetimes are needed. Furthermore, [14] does not suppaltiree at all.

Propositional temporal logics (PTL) have mainly been psmabfor the speci ca-
tion of dynamic systems such as programs [15]. For real-aspects, we build upon
the Timed Propositional Temporal Logic (TPTL), which emyd@ novel restricted use
of temporal quanti cation, by introducing a so-called feeequanti er that binds a vari-
able to the time of a particular formula evaluation [16]. Apgches in logic to combine
temporal and object aspects do not allow real-time featasage need them [17,18].

3. REALM-based Compliance Management Lifecycle

In order to enhance an enterprise's ability to adapt to neyulegions and standards,
we propose a compliance management lifecycle process base&ALM models. We
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describe this lifecycle for one enterprise and one new edgul. The process can be
abbreviated if another party, e.g., a standards body, hesdl formalized the regulation.

1. Determination of scopeFirst, the scope of the given regulation is determined
and its relevance and potential impact on the enterprise\ai@ated. This may
restrict which parts of a given regulation must be modelethfdly. It may also
suggest which parts of the enterprise need to be analyzettatey detail for
compliance with this regulation.

2. Formalization of regulatory requirementilext, those portions of the regulation
in scope for the enterprise are formalized into a REALM mpdel, a concept
model, a compliance rule set, and metadata as described inttbduction. This
process will typically produce two models:

(a) Immediate modekFirst one creates a model that stays close to the terms and
requirements of the regulation; we call this the immediatelat.

(b) Re ned model.Many terms in a regulation are vague or coarse-textured,
obliging the enterprise to choose an instantiation in lifté wurrent best prac-
tices and its own strategic goals, practices and compliarasegement objec-
tives. We call the result of this phase, in which speci ¢ dgphent values are
selected, the re ned model.

Both immediate and re ned models are REALM models, basedieisame meta-
model.

3. As-is analysis of the enterprisi& order to assess the impact of the selected reg-
ulatory requirements in detail, a thorough as-is analysiseéeded. The results
are models of the parts of the enterprise in scope of theatign| e.g., business
processes, applications, data models, and IT resources.

4. Gap analysis.Given rigorous and concise representations of the regulati
and the potentially affected parts of the enterprise, theaith on the existing
processes, data and resources is assessed by compariegtREALM models
with the as-is situation.

5. Deploymentinformed by the gap analysis the REALM models are deploytd in
the identi ed target systems. Even where no gaps curremist,formal deploy-
ment may prevent new gaps from arising when processes orsk€rsg change
in the enterprise. Depending on the type of requirementsicagh, target systems
can be process de nitions, access control lists, privadigigs, storage policies or
correlation rules for event monitoring. The models are negifgmto these artifacts
by means of model transformations. These diverse deployprecedures are
represented in Figure 2. In terms of the Model Driven Arattitee (MDA) [19],
one can regard the REALM models as platform-independenefsd&IM) and
the target models as platform-speci ¢ models (PSM).

6. Compliance monitoring and enforcemeAfter a REALM model has been de-
ployed into a target system, compliance is sometimes edsw@matically. For
instance, a business process execution engine ensurestivéates are executed
in the order speci ed in the process de nition; hence ordgrconstraints de-
ployed by adapting that process de nition are automatycatiforced. However,
due to the inherent possibility of human or system error, gitance must al-
most always also be monitored and enforced in real time.ri&ance, a business
process de nition may state that an activity only takes tvays but unexpected
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circumstances may hold it up. Hence a rule with a time coimtveould also be
deployed into a correlation engine for monitoring. Furthere, if the correlation
engine detects a timeout, its only means to resolve the isgyebe to send an
alert to the responsible compliance of cer; in such casasm@nce is nally
enforced on a higher level and not always with fully predeieed procedures.

=
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{

Figure 2. Exemplary model transformations for deployment

The need for a re ned model containing speci ¢ assignmeragfa set of possible in-

stantiations of vague terms is a characteristic of modetgglations for enterprise de-
ployment. This contrasts to deciding compliance of nisleades, legal discourse, or
law comparison, which can all be done with the immediate rhalbame. For instance,

if a regulation states that a response to certain requestsbBlgiven within a “reason-

able time”, then an enterprise has to decide how fast it caxige such answers and
how much earlier it wants to start an internal escalatiorc@ss. Hence the immediate
model contains the concept “reasonable time”, while th@egel model contains the con-
crete time assignment, e.g. “2 days”. Retaining both maogkelgides traceability in case

the interpretations of or best practices for the vague tdramge, or the enterprise later
reconsiders its initial decision, as in the case of our exammp2 days.

Whether the re nements are compliant is ultimately a leg&tipretation for which
an enterprise typically involves internal or external leggnsultation. Capturing regula-
tions formally does not obviate this need. However, formiaf a regulation as imme-
diate and re ned models facilitates identifying where saaivice is needed and where
decisions are applied. This enhances transparency by gnavierpretation out of the
hands of individual process owners or system administsator

4. REALM Metamodel

In order to formalize regulations in the necessary detalnsed a language that is ex-
pressive enough to capture the variety of requirementsrdogun actual regulations.
We formalize the objects and relationships occurring inguiaion in a concept model
(i.e., a domain ontology) and the constraints on these @iad® rules in a real-time
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temporal object logic. The structural information of theéuat regulations is captured
with a metadata model.

4.1. Concept Model

The REALM concept model captures the concepts and reldtips®ccurring in a reg-
ulatory domain. For example, a regulation requiring figgtnks must verify the identity
of each customeihcludes the conceptsnk verify, identity, andcustomerand implicit
relations such as betwebankandverify and betweenerify andidentity.

REALM provides a set of prede ned abstract types suchexsonandOrganization
ProcessandAction, Artifact andResourcePrinciple andPurpose as well ad_ocation
andCost We also include certain basic types such as String, IntegerBoolean as in
UML. Concrete concepts lik€ustomershould, wherever possible, be subtypes of the
prede ned types, herBerson Individual instances like speci ¢ customers of a specic
bank are instances of these types. Using the prede nedaaivsypes, together with the
following prede ned relations, has two main bene ts: eassad less error-prone con-
struction of the following temporal formulae, and easieg@gation of automated model
transformations as needed for deployment.

The concrete syntax of the prede ned types and relationsengoy a UML pro le.

In a regulation model based on this pro le, a class steremtignotes that a concept is
of a certain prede ned type and association stereotypestdgrede ned relations. Our
choice to make actions a separate prede ned type in REALMpagh object methods
might seem more natural in the context of UML, was made wighl@gnents in mind:
Top-level deployments will often be to business processarkww models, where ac-
tions are also separate.

Relations in regulations can be understood in the same wiayl@gic and UML. An
equivalent term in logic is predicate; related terms in UMé& associations and associa-
tion classes. REALM provides several prede ned relationsrdhe prede ned types. For
exampleDois a prede ned abstract relation between a person or orgéiaizand an ac-
tion. We write itDo(a; b), wherea is an instance of a subtype Bérsonor Organization
andb an instance of a subtype Attion This predicate evaluates to trueiéxecutes ac-
tion b at the point in time where the predicate is evaluated. Othportant examples of
prede ned relations ar®n(a; b), Input(a; b), andOutpu{a; b) wherea is an action and
b an artifact; they have the natural meanings. Similar natetations have been de ned
between most pairs of the prede ned types.

Many time constraints in laws refer to the beginning or the efan action. We use
subscriptss and ¢’ for this. In the standard case of a relations with one actiarame-
ter, we attach these subscripts to the relations, Bag(a;b) and Dog(a;b) evaluate to
true only at the pointin time where the person or organizedistarts executing actiam
or nishes it, respectively.

For readability of the later formulae, we de ne a syntactiheme for compos-

of R has the same type as the rst parameteiRpf; for i = 1;:::;n 1. Our nam-
ing scheme of prede ned relations allows unique parsinghef toncatenated names
by the initial capitals. For instance, we can now wideOn(bank openaccounj for
Do(bank oper * On(openaccouny.
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4.2. Compliance Rule Set

Compliance rules in REALM are expressed using a real-timmpteal object logic. Re-
call that this logic as such is an important novel aspect AR#. A REALM compli-
ance rule set is based on a REALM concept model.

We employ the so-called de nitional approach (cf. [20]) betformalization of reg-
ulatory requirements because we focus mainly on the terhpspgcts at this stage and
do not intend to cover contrary-to-duty type obligations.

Structural requirements typically do not need a rule in tBEARM compliance rule
set because they can be expressed with existing featuredafwdthin the concept
model, in particular with multiplicities. For instance,@oan thus model that a bank must
have exactly one auditing committee, or that each accoumatmersonal identi cation
record attached to it.

We build upon the Timed Propositional Temporal Logic fror][IThe advantage of
this treatment of real time is a good balance between expessss and complexity [21].
We add the object model instead of atomic propositions,pikeeialization to actions with
lifetimes, and syntactic abbreviations such as the usamd tvith different units. The
basis are timed state sequences. The following de nitiGuages a de nition of a set
Statesof states of our concept model, which we have only sketchedgtand builds on
a basic discrete time typeEme (e.g., milliseconds).

De nition 4.1 (Timed State Sequence)A timed state sequence = (s;t) over a
REALM concept model consists of a state sequensespsi1S2::: and a time sequence
t =totyty:::withs; 2 Statesandt; 2 Timeforalli 0. The time sequence must be
monotonic, i.e.t; tj+1 foralli 0, and provide progress, i.e., for alla Time there
existsi Osuch that; > t. 3

Temporal formulae are based on state formulae, i.e., fa@enevaluated on one state
of a timed state sequence. State formulae are based on #tiemslfrom the concept
model, with the usual logical connectives and with OCL-lilevigation among the ob-
jects. For instance, a notatiarcustomeifor an account instancerefers to the customer
owning account if there is an association from cladgcountgo classCustomerwith
multiplicity 1. We model instances as passivated after tieea their lifetime, but still
available for navigation.

Temporal formulae are built with the usual (not real-tirenporal modalities such
as (always),3 (eventually) and (sometimes in the past), as well as so-called freeze
guanti ers and relations on times. A freeze quanti er capends to the introduction of
a variable for a point in time. For instance, a formula @ttf means that eventually
formulaf will hold, and we introduce the time variahléor this pointin time. Time rela-
tions withinf can refer td, e.g., to express thais at most 2 days later than some other
timetC introduced similarly with a freeze quanti er. Exampleg given in Section 5.

As an example of how temporal modalities are de ned, we prege de nition of
the always modality without freezing. The fact that formules true for the timed state
sequence is denoted by | f. The state sequencéfori 0 is de ned by deleting the
rst i elementsfrom.Thenr E f :) 8 i 0:r'f f forevery formula . (Overall
this is a de nition by structural induction.)
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Banks must implement procedures for verifying the idenfigach customer; these procedures must ensure
that the bank knows the true identity of each customer. Atrégnmim, the bank must obtain the following
information prior to opening an account:
1. Name;

2. date of birth;

3. residential address;

4. identi cation number.

The bank must verify the identity of each customer, usinghfoemation obtained in accordance with the
above requirements, within a reasonable time after the act® opened.
The bank must also implement procedures for respondingdorastances in which the bank cannot engure
that it knows the true identity of the customer. These pra@ishould describe when the bank should close
an account, after attempts to verify the customer's idgitéve failed.
The bank must implement procedures for making and retamiregord of all information obtained accordl
ing to the above requirements.

The bank must retain the recorded information for ve yedierathe date the account is closed.

Figure 3. Fictitious regulation text inspired by 31 CFR paragraph.103 (Shortened for better readability)
4.3. Metadata

Besides concept models and compliance rule sets, REALM lnoday include meta-
data providing information about the modeled regulatoiguiezments. Two kinds of
metadata are required:

Structural metadatdink the formalized regulatory requirements to their seurc
For instance, REALM model elements may be annotated withdnee of the reg-
ulation, the modeled paragraph or section, a plain textrgegm, and a hyperlink

to an online source or interpretation.

Lifecycle constraint$nclude the enactment date of the modeled regulation, the
validity duration, the expiry date, or validity constrardf individual compliance
rules or model elements.

Relating REALM model elements to structural metadata islimental to the traceabil-
ity and comprehensibility of formalized regulatory reganrents.

REALM does not specify a single legislation metamodel btegnates with existing
models such as Metalex [22], PAPI [23] and EnAct [24]. Metaleeg., provides lifecy-
cle metadata for regulation parts through attributes sgadate-enacteddate-effective
anddate-repealed

5. Example

Figure 3 presents an example text that we capture using thA_REnetamodel. It
closely resembles the latest requirements made on naimgétutions under the U.S.
Patriot Act, Section 326, in particular the rule that imptarts it, 31 CFR paragraph
103.121.

We now formalize these regulatory requirements. The REAldVicept model is
shown in Figure 4. Recall that the concrete syntax is a UMIsgldiagram using the
REALM UML pro le, with stereotypes denoting prede ned typand relations. Let us
explain a few non-obvious choices in this concept model: Videleh the retention of
an account as an explicit action because it may involve edigps, such as ensuring
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continued accessability, even if the software systemsghamthe ve years after the
account is closed. We model names etc. as attributes of bettustomer and a record.
The former denote the true attributes of this customer, diterl the information that
the customer provides but that may still need veri catiomeTattributesuccessfubf
the action typéverifyldentityis by default initialized to false and becomes true if the
correctness of the identity was established to the satisfaof the bank.

| e e
© i i
c c S e S
e

Figure 4. REALM concept model for the example regulation

In the following, we present the REALM compliance rule ségufe 5 illustrates the
timing constraints on the actions for one account. Somelgetdl become clear when
the formulae are explained. Note that this is not an actidiggram; all the relations
between actions which have no explicit constraints can Herdnt than drawn here.
One can in principle turn every set of constraints into anvigtdiagram with many
alternatives, but as typical regulations consist of imdliNdl constraints, it is natural and
useful for traceability to start by modeling the given coastts one by one as formulae.
We plan to use time constraint diagrams as patterns for flarmditing in the future.
There is a certain similarity to the graphical interval logf [25].

| —
— . T
—

Figure 5. Time constraints on the involved actions for one account

8bank2 Bank open2 Open9obtain2 Obtain r 2 Record:
(Dog(bank open
! (DoOutput (bank obtair r) 1)
A r = openaccountcustomemrecord® r:nameé null
A r:birthdate6 null™ r:address$s null A r:identnbré null))
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Formula (1) expresses the requirement that before a newuat@opened, the bank
must at least obtain the name, the date of birth, the addneksaraidenti cation number

of the customer. As to action durations, we required thaetiek of the actiorobtainis
before the end abpen According to the concept model, the information is gattenea
record; we require that all four elements are non-null aethe of the actiombtain The

fact that the record is about the customer opening the até®tmected by the equality
aboutr; here we used OCL-like navigation. The temporal structfith@formula can be
read as follows: “Whenever () the bank nishes opening an account, then sometimes
in the past () it nished obtaining a record such that ...”

8bank2 Bank open2 Open a2 AccountOverify 2 Verifyldentity:
topen (DoONE (bank opena) 2)

' 3 tyeriy: (Dolnpui(bank verify, a:customerecord) * tyerity topen  2[day))
Formula (2) states that whenever a bank has opened a newrsiaantually it has
to nish the veri cation of the identity of the customer, bed on the data collected in
the process of opening the account. The formula further &imes that the veri cation
action needs to be completed within reasonable time, wrastbleen interpreted to mean

at most 2 days in the given example. Thus this formula belémgise re ned model in
the sense of Section'3.

8bank2 Bank a2 Account verify 2 Verifyldentity:
tveried: ((Dolnput:(bank verify; a:customermecord) A verify.successfur false 3)
L' 3 toiosed (DoON=(bankclosea) ™ teiosed tveried  iday))
Formula (3) models that a bank must respond to circumstamicege it cannot success-

fully verify a customer's identity and has to close a tewiif opened account. In our
re ned model we require that this happens within three days.

8bank2 Bank obtain2 Obtain9retain2 Retain: 4
(Dor(bank obtain) ! DoOng(bank retain; obtainrecord))

Formula (4) expresses that a bank has to retain the recotat@hed customer informa-
tion.

8bank2 Bank a2 Accounf retain2 Retain9close2 Close:
tgelete (DOOTE(bank retain; a:customermecord) (5)
! toiose (DOONE(bankclosga) ™ taelete tolose  Syyeard))

Formula (5) contains the constraint that a customer recay omly be deleted if the
account has been closed for at least 5 years.

8bank2 Bank c2 Customer r 2 Record verify2 Verifyldentity:
((Dolnput (bank verify;r) ~ verify.successfut true * ¢ = r:customey ©)
I (r:name= c:name” r:birthdate= c:birthdate
A r:address= c.address™ r:identnbr= c:identnbp)
Finally, formula (6) states that if the bank considers a wation successful then the
record entries are the correct customer data. We also mada temporal formula be-

1Recall that “.” after a temporal operator and a variable i$ pifreeze quanti cation conserving the evalu-
ation time. Otherwise it is OCL-like navigation.
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cause the example regulation does not require that the lmaminoally watches whether
the real customer data change. This requirement, in camérése previous ones, cannot
be deployed in the strict sense, because the real custot@eardeout of the enterprise's
scope of control. We formalize it nevertheless in the imratdinodel for traceability of
the informal measures to be taken.

To conclude the picture, Figure 6 depicts an instance mddedw a REALM com-
pliance rule set can be annotated with metadata.

1oy

Figure 6. Annotating REALM models with metadata

6. Conclusion

We have introduced REALM, a metamodel for formally expreggiegulatory require-

ments with special emphasis on the use in proactive congdiamanagement in enter-
prises. A REALM model of a regulation consists of three pdlaa concept model of
the terms in the regulation, a compliance rule set in a neakime temporal object

logic, and metadata designating the source regulation aliity dates. Using an exam-
ple based upon the U.S. Patriot Act, we demonstrated thgideahaspects are impor-
tant and that a real-time logic is needed. Temporal aspeetalso the rst aspects that
need to be considered when adapting business processeEMREAmbedded into the

larger context of an integrated compliance managemenepsyavhich tracks regulatory
requirements across their entire lifecycle, lends itgethbdel-driven transformation and
deployment and allows for continuous compliance monitpend enforcement.
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