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Abstract

Outside security, non-determinism is an important tookfeecifying systems without fixing unnec-
essary details. In security, however, normal refinemenbafdeterministic specifications is usually not
applicable, in particular because it may invalidate secproperties. Especially simulatability-based
security notions seem to require detailed deterministjgrobabilistic specifications. We show how one
can nevertheless use the reactive simulatability (RSIsthiwork to address non-determinism. In par-
ticular we survey itgeneric distributed scheduling for treating the non-determinism of asynchronous
execution, discuss the experiences we made with this, andtlemcompasses other recent scheduling
approaches. We also show how property-based specificateomglay the role of highest-level non-
determinism in the RSIM context, and how functional nored®iinism of machines can be captured by
the system-from-structure derivations as well as by cait¢o the adversary or more general resolvers.

1 Introduction

In normal design processes, non-determinism is an impottenh for initially specifying systems with-
out fixing unnecessary details. Outside security, therenaary well-accepted notions of refinement of
non-deterministic specifications, e.g., for program vesiion and distributed systems. In security, how-
ever, normal refinement is usually not applicable, in pakticbecause it may invalidate secrecy properties.
In cryptography, this is particularly visible in simulattity-based approaches at system specification and
refinement, and it may even seem inherent that such speicifisatannot be non-deterministic: In cryp-
tographic simulatability definitions, ultimately the vievef certain parties are compared in the sense of
compuatational indistinguishability [9]. For this, theewis must be families of probability distributions.
Hence at this point in the definition, all non-determinisnthia specification or implementation of the pro-
tocol must have been resolved deterministically or prdisdically. As an example, we sketch the general
RSIM definition from [7] in Figure 1.

However, we will show that this is no fundamental problem @sing non-determinism in design-
ing cryptographic multi-party protocols, because there ample opportunities to resolve initial non-
determinism within the overall formula in which the view cpamison occurs.

2 Scheduling — Non-Determinism by Asynchronous Execution

A particular question that has recently found renewed é@steis how the inherent non-determinism in the
execution order of asynchronous systems can be resolveggtographic multi-party computation.
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Figure 1: Overview of general reactive simulatability (Rl An implementation (often called real system)
is on the left, the corresponding specification (ideal syten the right. Here the views di must be
indistinguishable.

2.1 Typical Scheduling Patterns

In the distributed systems community, this resolution isally done by a separate, arbitrary full-information
scheduler, i.e., a component that at each step knows thre eptitem state and can base its next scheduling
decision on that. For typical computational cryptograggyistems, this gives the scheduler too much power.
For instance, the scheduler can see internal secrets oftysrties and encode them in scheduling decisions
that the adversary can learn [5]. In cryptography, the mgsital scheduling pattern is therefore that the
adversary schedules everything. However, in some casadhgescheduling is too strong.

e Whenliveness, availability, or fairness properties of a protocol are considered, some fairnesseof th
underlying scheduling must usually be assumed, becausaircenessages have to reach their re-
cipients. Cryptographic versions of such properties andesponding schedulers were introduced
in [3].

e Covert channel prevention is needed when the absence of information flow between ngytaties is
considered. Here an adversary should not be able to encedefthmation whose flow is otherwise
prevented into scheduling information. Cryptographicsians of such definitions were introduced
in [1].

e Subprogramtlike machine combination. Proofs of distributed systems often use splitting and recom
bination of machines with properties such as associativiRyocess algebras like-calculus (first
used cryptographically in [5]) have many such propertiesdpfined, and also for the probabilistic
IO automata (PIOA) model in the RSIM framework such progsriivere shown. If every machine
recombination would make different channels external dm@ open them to adversarial schedul-
ing, it would significantly hinder such modular proofs. Heritis useful to allow immediate local
scheduling of certain channels [5, 8].

e Adversary-scheduled secure channels. Secure channels are sometimes needed in initial protocol
phases such as the exchange of symmetric master keys. & sealistic that even if an adversary can-
not read and modify messages on such channels, it may becablluence the channel speed. This
is adversarial scheduling, but for channels where the adweiis neither the sender nor the recipient.

2.2 Generic Distributed Scheduling

The generic distributed scheduling from the RSIM framew8ilallows all the cases described above, alone
or in combination, as well as many other scheduling mechaihat one might come up with. All this is
done with very little overhead compared with standard nraelaind scheduling definitions. The following
two principles are used:



e Schedulers are normal machines.
e For each channel, one can designate which machine schadules

Thus the only addition to a concrete specification or a systefimition, compared with a system model

with fixed scheduling, is that for each channel, not only adserand a recipient are designated, but also
the scheduler. Clearly, all the cases from Section 2.1 cailydze defined as patterns in this model. For
specifications or systems that use one of these pattern<lhieellding can largely be given by reference

to the pattern. (Clearly if, e.g., some channels are sckddigically and others by the adversary, then
one still has to designate which channels are which.) Thetfet schedulers are normal machines also
makes it easy to define one or many schedulers (e.g., a sehdtedarchy or local schedulers), to provide

each scheduler with arbitrary information, and to defineatitily how much an adversary learns from a

scheduler (typically nothing beyond what it learns fromestbources).

2.3 Discussion and Comparison of Scheduling Models

As shown above, special schedulers are usually needed ography if adversarial scheduling is too
strong. l.e., given the “normal” machines, a limited set afgible schedulers is defined, e.g., all fair ones
that schedule certain channels. The overall set of behavimfusuch a system is a subset of the behaviors
that can occur with adversarial scheduling, because dingyta separate scheduler and an adversary can
do could easily be done by a combined adversary too. Thuy seeurityproperty that can be proved for
adversarial scheduling also holds for the restricted adiveg] but not vice versa.

Concerningsimulatability definitions, specific scheduling patterns fall under thestexy RSIM defini-
tions and theorems (in particular composition) as long henablved schedulers can be classified in the
guantifier orders as either normal machines, adversariémnest users.For all patterns above this is true.
Hence generic distributed scheduling has been very usaftidating all these cases with only one set of
definitions and theorems. If other quantifier orders arerddgguantifier orders are separate from the basic
models in the RSIM framework and many variations have ayrémegn compared, starting with [6]), similar
theorems need to be reproved. These proofs can follow the gaaphical meta-structure as used for the
RSIM proofs. For instance, we believe that a compositionria for the quantifier ord&tA 3A’ VH VS 35/,
whereS andS’ are the schedulers in the implementation and specificgsoggested by Robert Segala) can
be proved without any serious change to the proof for gerit®dM in [8].2

It is even possible with generic distributed scheduling efirge full-information schedulers or super-
polynomial schedulers for certain system parts (the forsi@ply by letting the machines in this system
part send their entire new state to their scheduler in easg),sivhile keeping the adversary polynomial-
time and with realistic information. Then more behaviorantwith adversarial scheduling are possible.
However, we do not believe that there are many cryptografipitteresting uses of this: If the machines
that are scheduled with full information contain secratanost cases the scheduling can leak these secrets
to the adversary. If they do not contain secrets, the fditiimation scheduler cannot do much more than a
normal adversary.

All other scheduling models proposed in the literature anleast on this informal level, be easily
mapped into generic distributed scheduling. Let us show/fthi a particular model [4] that was recently

1The RSIM framework, in contrast to some related framewaiews quantification also over normal machines by congider
systems consisting of many possible actual structuresy@ams of such a system from one “intended” structure aradditional
definition layer that is currently mostly used for trust misgéut can also used for adding schedulers.

%Recall that for securitproperties the structure with separafeandA is weaker than the standard structure. However, if weaker
structures on both sides are compared, there is no trivatioa to standard definitions.



built without any look at related literature (as the introtion to an earlier public version shows and several
authors admitted); it can thus count as independent cortfomaf the generality of the generic distributed
scheduling from RSIM. Like the RSIM framework, it uses PIOA$owever, it schedules message output
instead of message arrival. Hence the models are not eaggptéommally, but neither the task PIOA authors
we spoke to nor we currently think that this makes a significfierence. The “tasks” in that model
correspond to the channels in the RSIM framework and in tgptegraphicr-calculus from [5]: Like
channels, these tasks group messages that the schedulrheatule without knowing the exact message
content. There is one specific scheduler (called “task sdb8d separate from the adversary. It does not get
information from the running system and is deterministittHe RSIM framework such a scheduler would
be represented as a deterministic machine without normalnd output channels. Note that this is a very
weak scheduling model for securiyoperties. Another variant with full-information schedulers for tan
system parts, corresponding to the case we described dabaketched.

3 Functional Non-Determinism in Simulatability Definitions

In design processes, functional non-determinism is ratigre important than asynchrony. Typically, non-
deterministic machines are used to leave certain choices, aphich can be fixed by later refinement. If
the design process for a system that contains cryptograppgriormed entirely with refinement steps that
are proven correct with a simulatability definition, suchsa of non-determinism may at first glance seem
impossible because currently the basic machines in all Baameworks are probabilistic (which includes
deterministic, but not non-deterministic).

Nevertheless, functional non-determinism can be handiea@/d ways. First, in the RSIM framework,
one could easily allow non-determinism in the intendedcstmes from which systems (sets of actual struc-
tures) are derived. Standard refinement notions could kb fose¢his deriviation. As the view comparison
as in Figure 1 is only performed on the actual structures,nbi be affected.

Secondly, one can call out potential non-deterministiciad®and leave them to the adversary. In [7]
(and the corresponding longer reports) this falls undenbthod for identifying “tolerable imperfections”.

It was, e.g., used to leave open in a specification how mamdwoa synchronous protocol takes, or to allow
that the length of a message leaks partially or entirely. 3dme technique was explicitly or implicitly
used by many subsequent protocol specifications used wiliaiability definitions. One could generalize
these techniques similar to the scheduling, i.e., geneirgiioduce a class of components, say “resolvers”,
that take choices left open by others. In the basic RSIM nm&chind execution model this simply makes
no difference, but one could again come up with differentndjfiar orders between adversaries and other
resolvers.

4 Non-Determinism by Property-based Specifications

The first specifications in a real-life design process aree@jfy non-deterministic in a more fundamental
way than non-deterministic machines: They consist of iildial requirements. Ideally those are solicited
from human stakeholders and then formalized in some logic, ®mporal logic for typical functional re-
guirements on distributed systems. In security, additioeguirements are secrecy requirements for certain
data or message types. Such properties can also be forthatiae abstract level (one might call this “ideal
properties”) and given a cryptographic semantics. It casHmevn that the refinement of such properties by
abstract system specifications (“ideal systems”) and kiteulatability-based refinement to cryptographic
systems are compatible. This was first formalized for integroperties in [7]; secrecy properties exist in



more variants, e.g., [2].

5 Conclusion

Non-determinism is an important aspect of general systesig@rocesses. We have shown how, in spite of
the probabilistic nature of typical cryptographic defimits, non-determinism can play its role also for sys-
tems containing cryptographic protocols. In particular thilowing four mechanisms can be used (roughly
orderd from high-level to low-level specifications): crggtaphic semantics for property specifications, sys-
tem definitions via derivations from non-deterministicustures, call-outs of non-deterministic choices to
the adversary, and generic distributed scheduling for dreel low-level resolution of non-deterministic
choices.
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