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Abstract

One of the most important properties of a cryptographic system is a
proof of its security. In the present work, information-theoretic meth-
ods are used for proving the security of unconditionally secure cryp-
tosystems. The security of such systems does not depend on unproven
intractability assumptions.

A survey of entropy measures and their applications in cryptography
is presented. A new information measure, smooth entropy, is intro-
duced to quantify the number of almost uniform random bits that can
be extracted from a source by probabilistic algorithms. Smooth entropy
unifies previous work on privacy amplification in cryptography and on
entropy smoothing in theoretical computer science. It enables a system-
atic investigation of the spoiling knowledge proof technique to obtain
lower bounds on smooth entropy.

The Rényi entropy of order at least 2 of a random variable is a
lower bound for its smooth entropy, whereas an assumption about Rényi
entropy of order 1, which is equivalent to the Shannon entropy, is too
weak to guarantee any non-trivial amount of smooth entropy. The gap
between Rényi entropy of order 1 and 2 is closed by proving that Rényi
entropy of order a between 1 and 2 is a lower bound for smooth entropy,
up to a small parameter depending on «, the alphabet size, and the
failure probability.

The operation of many unconditionally secure cryptosystems can be
divided into the three phases advantage distillation, information recon-
ciliation, and privacy amplification. The relation between privacy am-
plification and information reconciliation is investigated, in particular,
the effect of side information, obtained by an adversary through an ini-
tial reconciliation step, on the size of the secret key that can be distilled
safely by subsequent privacy amplification. It is shown that each bit of
side information reduces the size of the key that can be generated by at
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most one bit, except with negligible probability.

A private-key cryptosystem and a protocol for key agreement by
public discussion are proposed that are unconditionally secure based on
the sole assumption that an adversary’s memory capacity is limited. The
systems make use of a random bit string of length slightly larger than
the adversary’s memory capacity that can be received by all parties.



Zusammenfassung

FEine der wichtigsten Eigenschaften jedes kryptographischen Systems ist
ein Beweis fiir seine Sicherheit. In dieser Arbeit werden informations-
theoretische Methoden eingesetzt, um die Sicherheit von Kryptosyste-
men zu garantieren, die nicht auf komplexitatstheoretischen Annahmen
beruhen.

Eine Ubersicht iiber Entropiemasse und ihre Anwendungen in der
Kryptographie wird préasentiert. Es wird ein neues Informationsmass
eingefiihrt, die Smooth-Entropie, das die Anzahl beinahe uniform verteil-
ter Bits beziffert, die aus einer Informationsquelle mit Hilfe von pro-
babilistischen Algorithmen extrahiert werden kénnen. Das Konzept der
Smooth-Entropie vereinigt bestehende Arbeiten zu Privacy-Amplifica-
tion in der Kryptographie und Entropy-Smoothing in der Theoretischen
Informatik. Es erlaubt eine systematische Untersuchung der Spoiling-
Knowledge-Beweistechnik zur Konstruktion von unteren Schranken fiir
die Smooth-Entropie.

Die Rényi-Entropie der Ordnung mindestens 2 einer Zufallsvariable
ist eine untere Schranke fiir ihre Smooth-Entropie. Andererseits reicht
eine Annahme iiber die Rényi-Entropie der Ordnung 1, die dquivalent
zur Shannon-Entropie ist, nicht aus, um eine substantielle Grésse der
Smooth-Entropie zu garantieren. Die Liicke zwischen Rényi-Entropien
der Ordnung 1 und 2 wird geschlossen, in dem gezeigt wird, dass Rényi-
Entropie der Ordnung « zwischen 1 und 2 eine untere Schranke fiir die
Smooth-Entropie ist, bis auf einen Fehlerterm, der von «, der Grosse
des Wertebereichs und der Fehlerwahrscheinlichkeit abhangt.

Viele kryptographische Systeme mit informationstheoretisch beweis-
barer Sicherheit operieren in den drei Phasen Advantage-Distillation,
Information-Reconciliation und Privacy-Amplification. Die Beziehung
zwischen Information-Reconciliation und Privacy-Amplification wird un-
tersucht, insbesondere der Effekt von Zusatzinformation, die der Gegner
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wahrend Information-Reconciliation erhélt, auf die Grosse des geheimen
Schliissels, der mit nachfolgender Privacy-Amplification erzeugt werden
kann. Es wird gezeigt, dass jedes Bit Zusatzinformation die Schliissel-
grosse um hochstens ein Bit reduziert, ausser mit vernachléssigbar klei-
ner Wahrscheinlichkeit.

Ferner werden ein Verschliisselungssystem beschrieben und ein Pro-
tokoll zur Vereinbarung eines geheimen Schliissels durch 6ffentliche Dis-
kussion vorgeschlagen, die beweisbar sicher sind unter der Annahme,
dass ein Gegner beschrinkte Speicherressourcen hat (jedoch ohne Ein-
schriankung seiner Rechenressourcen). Diese Systeme basieren auf einem
zufilligen Bitstring, nur wenig grosser als der Speicherplatz des Gegners,
der von einem Sender an alle Teilnehmer iibermittelt wird.
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Chapter 1

Introduction

Secure information transmission and storage is a paramount requirement
in the emerging information economy. Techniques for realizing secure in-
formation handling are provided by cryptography, which can be defined
as the study of communication in an adversarial environment [Riv90].

The classical goals of cryptography are secrecy and authentication:
to protect information against unauthorized disclosure and against unau-
thorized modification. In the recent years, research in cryptography has
addressed a broad range of more advanced questions, ranging from the
authorization of user access to computer systems over secure electronic
voting schemes to the realization of untraceable electronic cash. Surveys
of contemporary cryptography are available in a number of reference
works [MvOV97, Sti95, Gol95, Sim91, Riv90].

The roots of cryptography can be traced back to the invention of writ-
ing. The Roman emperor Caesar devised a simple encryption scheme
that still bears his name today [Kah67]. Cryptography as a science orig-
inates with the seminal work of Shannon that laid the foundations for
information theory [Sha48] and treats cryptography as one of its first
applications [Shad9]. All cryptographic systems or ciphers designed un-
til 1976 are based on a secret key known to the communicating partners
that is used to encrypt and to decrypt information. Such methods are
called symmetric, secret-key, or private-key systems, in contrast to the
methods of public-key cryptography, which first appeared in the work of
Diffie and Hellman [DH76]. Their revolutionary idea was to use separate
keys for encryption and decryption: a public key that can be used by
anybody and a secret key known only to its owner. This asymmetry is
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fundamental for realizing the two basic primitives of modern cryptogra-
phy, public-key cryptosystems and digital signature schemes.

A public-key cryptosystem allows two partners to generate a secret
key and to exchange information secretly only by communicating over
public channels that can be eavesdropped by an adversary. Every par-
ticipant in a public-key setup has a public key that can be used by any
other party to encrypt a message. The corresponding secret key is known
only to the recipient and is needed to decrypt a message encrypted with
his public key. Thus, a public-key system provides secret transmission
of information.

Its dual, a digital signature scheme, provides authenticity and uses
also a public key and a secret key for every user. A user can digitally sign
a message with his secret key to protect the integrity of the message. Any
participant can verify the signature with the public key of the signer.
The RSA cryptosystem proposed by Rivest, Shamir, and Adleman in
1978 [RSA78] is one of the most widely known public-key systems today
and can be employed both as a public-key cryptosystem and as a digital
signature scheme.

The security of most currently used cryptosystems is based on the dif-
ficulty of an underlying computational problem, such as factoring large
numbers or computing discrete logarithms for many public-key systems.
Security proofs for these systems show that the ability of an adversary
to defeat the cryptosystem with significant probability contradicts the
assumed difficulty of the problem. This notion of security is always con-
ditional to an unproven assumption. Although the hardness of these
problems is unquestioned at the moment, it can be dangerous to base
the security of the global information economy on a very small number
of mathematical problems.

In contrast, the stronger notion of information-theoretic or uncondi-
tional security assumes no limits on an adversary’s computational power
and does not base the security on intractability assumptions. Shannon’s
information-theoretic definition of perfect secrecy led immediately to
his famous pessimistic theorem [Shad9], which states, roughly, that the
shared secret key in any perfectly secure cryptosystem must be at least
as long as the plaintext to be encrypted. However, recent developments
show that practical and provably secure cryptosystems become possible
when some small modifications of Shannon’s model are made.

This thesis contributes to the research on unconditionally secure
cryptographic systems in a number of ways. In Chapter 2, the basic
concepts of information theory are introduced, which are the main tools



for reasoning about unconditional security. We describe privacy ampli-
fication, which is a building block of many unconditionally secure cryp-
tosystems, and we introduce Rényi entropy, which plays an important
role in connection with entropy smoothing and privacy amplification.

Chapter 3 contains a survey of several information measures and
their cryptographic applications. The comparison demonstrates that
other information measures than the standard Shannon entropy answer
natural quantitative questions in various of cryptographic scenarios. A
collection of bounds that link the presented information measures to
each other is presented, and a discussion of the role of Shannon entropy
in cryptographic applications completes the chapter.

In Chapter 4, we introduce the notion of smooth entropy that allows
a unifying formulation of privacy amplification and entropy smoothing.
Smooth entropy is a measure for the number of almost uniform random
bits that can be extracted from a random source by probabilistic algo-
rithms. We examine the spoiling knowledge proof technique to obtain
lower bounds on smooth entropy and give a characterization of those
kinds of spoiling knowledge that lead to better lower bounds. In addi-
tion, we establish a new connection between smooth entropy and Rényi
entropy by proving a lower bound on smooth entropy in terms of Rényi
entropy of order « for any 1 < « < 2. Previously, it was only known
that the Rényi entropy of order at least 2 of a random variable is a lower
bound for its smooth entropy and that no such statement can be made
for its Shannon entropy (which is Rényi entropy of order 1).

In Chapter 5, we focus on the realization of unconditionally secure
cryptosystems. These systems can usually be divided into the three
phases advantage distillation, information reconciliation, and privacy
amplification. In the first part of Chapter 5, we investigate the effect
of side information that an adversary obtains during information recon-
ciliation on privacy amplification. We show that, with high probability,
each bit of side information reduces the size of the key that can be safely
distilled by at most one bit.

In the second part of Chapter 5, we propose a private-key cryp-
tosystem and a protocol for key agreement by public discussion that
are unconditionally secure based on the sole assumption that an adver-
sary’s memory capacity is limited. The system makes use of a random
bit string of length slightly larger than the adversary’s memory capacity
that can be received by all parties.






Chapter 2

Preliminaries

This chapter reviews the probability theory and information theory
needed for the later chapters. The purpose is to introduce the notation,
but not to give self-contained treatments of probability theory or infor-
mation theory. References for these topics are the books by Feller [Fel68],
Billingsley [Bil95], Blahut [Bla87], and Cover and Thomas [CT91]. Some
material in this chapter is also based on [Mau95, Lub96, Rén61]. In
Section 2.6, we introduce the notion of privacy amplification in cryptog-
raphy, which is fundamental in the remaining chapters.

All logarithms are to the base two. Concatenation of symbols is
denoted by o, concatenation of random variables by juxtaposition. The
cardinality of a set S is denoted by |S|. Vectors v are typeset in boldface.

2.1 Discrete Probability Theory

A discrete probability space consists of a finite or countably infinite set €2,
the sample space, together with a probability measure P. The elements
of the sample space {2 are called elementary events and the subsets of
) are called events. Each elementary event can be viewed as a possible
outcome of an experiment. The probability distribution or probability
measure P is a mapping from the set of events to the real numbers such
that the following is satisfied:

1. P[A] > 0 for any event A C Q.

2. P[] = 1.
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3. For every two events A, B C Q with ANB =10,

PLAUB] = PJA] + P[B].

P[A] is called the probability of the event A. For any two events A and
B, the probability of the union event A U B is thus

P[AUB] = P[A]+P[B]-P[ANB].
The union bound is a simple consequence of this:
P[AUB] < P[A]+P[B].
Two events are called independent if
P[ANB] = P[A]-P[B].

The conditional probability P[A|B] of an event A given that another
event B occurs is defined as

P[AN B]
PlA|B] = ———
B =~
whenever P[B] is positive.
A discrete random variable X is a mapping from the sample space (2
to an alphabet X. X assigns a value x € X to each elementary event in
) and the probability distribution of X is the function

Py : X R :a—Px(z) = P[X=2]= > Pl
we: X (w)=x

Random variables are always denoted by capital letters and sometimes
written as X € X. If not stated otherwise, the alphabet of a ran-
dom variable is denoted by the corresponding script letter. A sequence
X1,...,X, of random variables with the same alphabet is denoted by
X",

Multiple random variables can be defined over the same sample space.
The joint distribution of the random variables X and Y is defined as
the distribution of the single, vector-valued random variable XY with
alphabet X’ x ). The distributions of X and Y are determined uniquely
by ny.
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The conditional probability distribution of a random variable X given
an event A with positive probability is defined as

Pyja(z) = P[X = alA].

If the conditioning event involves another random variable Y defined
on the same sample space, the conditional probability distribution of X
given that Y takes on a value y is

ny(l'7y)
Py (y)

whenever Py (y) is positive. Two random variables X and Y are called
independent if for all x € X and y € Y

Pxy(x,y) = Px(z)- Py (y).

Pxy—y(7) =

Random variables taking on real values are of particular importance.
The expected value of a discrete random variable X over X C R is

E[X] = ZaﬂPX(m)

zeX

and its variance is
Var[X] = E[(X — E[X])?] = E[X?] - E[X].

The notation E x [-] is sometimes used to state explicitly that the random
experiment over which the expectation is taken is the random experiment
underlying the random variable X.

The collision probability Py(X) of a random variable X is defined as

Py(X) = Y Px(x)?
zeX

and denotes the probability that X takes on the same value twice in two
independent experiments. For any X, the collision probability satisfies

with equality on the left if and only if Px is the uniform distribution
over X and equality on the right if and only if Px(z) = 1 for some
zedX.
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Distances between probability distributions are quantified using two
related measures: The L; distance between two probability distributions
Px and Py with the same alphabet X is defined as

IPx = Pylly = > |Px(x) - Py(x)l
reX

and the wvariational distance between Px and Py is

1
IPx = Pyllu = ;(n»;(@ Px(a) - Py(a)| = 5IIPx - Pylh.
r€Xp

The variational distance between the distribution of a random variable
X and the uniform distribution Py over X' can be interpreted in the
following way. Assume that |Px — Pyl|, < €. Then there is a refinement
of the probability space underlying X in which an event £ exists that has
probability at least 1 — e such that ||Px¢ — Py, = 0, i.e. X behaves
like a uniformly distributed random variable with probability at least
1—e

2.2 Some Inequalities

2.2.1 The Jensen Inequality

A function f is called! convez-U or conver on the interval [a,b] if and
only if, for all 21,25 € [a,b] and 0 < A < 1,

fQAz14+ (1= Nz2) < Af(21) + (1= A)f(22). (2.1)

f is called strictly convez-U if inequality (2.1) is strict, whenever 0 <
A < 1. A function g is called [strictly] conver-N or concave if and only
if —g is [strictly] convex.

The Jensen inequality states that for a convex-U function f and a
random variable X

E[f(X)] = f(E[X]). (2.2)

Moreover, if f is strictly convex-U, then equality in (2.2) implies that
X = E[X] with probability 1.

IFollowing the descriptive terminology by Massey [Mas93].
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2.2.2 The Moment, Markov, Chebychef, and other
Inequalities

Many useful inequalities are based on the following observation: Let X
be a real-valued random variable, let f be a function from R to R, let I
be some interval of the real numbers, and let ¢ be a constant such that
forall x € I, f(x) > c. Let x(z) be the characteristic function of I, i.e.,
xr(z)=1ifzeland x;(x) =0if z ¢ I. Then

¢-P[X ¢ 1]+ BIf(X) - xs(X)] < E[f(X)] (2.3)

An application of this is the k-th moment inequality for any integer k > 0
and any t € RT,

B[ X
Pix| =4 < A2 (2.4
which follows from (2.3) with f(z) = |#|* and I = [—t,+t] by noting

that for all x € I, f(x) > t* and E[f(X) - x7(X)] > 0.
The special case k = 1 of (2.4) is known as the Markov inequality:
For any positive-valued random variable X and any t € R,

P[X >1] < g (2.5)

The special case k = 2 of (2.4) is known as the Chebychef inequality:
For any real-valued random variable X and any ¢t € R,
Var[X]

2

PlIX ~E[X]| > {] < (2.6)

The following inequality yields tight bounds in many cases: For any
real-valued random variable X, any ¢t € R*, and any r € R,

P[X >r] < E[eX71). (2.7)

It follows from (2.3) with f(z) = eX~"* and I = (—o0,r] by noting
that for all z € I, f(x) > 1 and E[f(X) - x7(X)] > 0.

2.2.3 Chernoff-Hoeffding Bounds

Sharp bounds attributed to Chernoff and Hoeffding exist for the sum
of independent and identically distributed (i.i.d.) random variables. Be-
cause independent sampling is used, the error probability in the approx-
imation decreases exponentially with the number of sample points.
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Let X1,...,X, be a sequence of i.i.d. real-valued random variables
with distribution Py, expected value E[X], and range in the interval
[a,b]. Then for any t € R,

puii;nEmﬂzﬂ < 2T (28)

Similar bounds hold also for sums of random variables with limited
independence [SSS95]: Let Xi,...,X, be k-wise independent random
variables with distribution Py, alphabet in the interval [0, 1] and expec-
tation E[X] = p. Then

P“ZXi —nu‘ > \/el/3knu] < e~ Lk/2] (2.9)
i=1

2.3 Entropy and Information Theory

The (Shannon) entropy [Shad8] of a random variable X with probability
distribution Px and alphabet X is defined as

— 3 Px(x)log Px(a)

reX

with the convention that 0log0 = 0, which is justified by the fact that
1imp_,0plog% = 0. The conditional entropy of X conditioned on a ran-
dom variable Y is

HX|Y) = Y Py(y)H(X|Y =y)
yey

where H(X|Y = y) denotes the entropy computed from the conditional
probability distribution Px|y—,. The definition of entropy can also be
stated as an expected value,

H(X) = Ex[-log Px(X)].

The entropy H(X) of a random variable X is a measure of its average
uncertainty. It is the minimum number of bits required on the average
to describe the value z of the random variable X. Similarly, H(X|Y)
is the average number of bits required to describe X when Y is already
known. In communication theory, where information theory originates,
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the entropy of a source gives the ultimately achievable error-free com-
pression in terms of the average codeword length per source symbol,
which is the first fundamental result of information theory.

Proposition 2.1. Some important immediate properties of H are:

1. Entropy is positive: 0 < H(X) with equality if and only if Px(x) =
1 for some x € X.

2. Entropy is bounded: H(X) < log |X| with equality if and only if X
is uniformly distributed over X.

3. Conditioning on side information reduces entropy: H(X|Y) <
H(X) with equality if and only if X and Y are independent.

4. Chain rule: H(XY)=H(X)+ H(Y|X).

The probability distribution of a binary random variable is com-
pletely characterized by the parameter p = Px(0). The binary entropy
function is defined as the entropy of such X, i.e.

h(p) = —plogp— (1 —p)log(l —p).

The relative entropy or discrimination between two probability dis-
tributions Px and Py with the same alphabet X" is defined as

Px (x)
D(Px||Py) ;PX Po(a) (2.10)

using the conventions Olog Y = 0 and plog% = o00. The conditional
relative entropy between Px and Py conditioned on a random variable
Z is defined as

Py |z-.(z)
D(Px|z||Py|z) = ZPZ ZPX\Z .(x)log Pli(gc) (2.11)
zEZ TEX Y|Z=z

Similar to entropy, relative entropy is always non-negative. It is zero if
and only if Px(z) = Py (z) for all z € X. One can think of the relative
entropy D(Px||Py) as the increase of information about some experi-
ment when the probability distribution corresponding to the knowledge
about the experiment is changed from Py to Px. The total “uncer-
tainty” about X when the distribution is assumed to be Py is the relative
entropy D(Px||Py) plus H(Y), the entropy of Y.
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The following useful relation connects entropy, relative entropy, and
the size of the alphabet: If Py is the uniform distribution over X', then

H(X) + D(Px|Py) = log|X]|. (2.12)

In other words, if one only knows that a random variable X exists with
alphabet X, the “uncertainty” of X is log|X|. If one learns its distri-
bution Px, the information about X increases by D(Px||Py) and an
uncertainty of H(X) remains.

Relative entropy forms a basis for the definition of mutual informa-
tion between two random variables X and Y: Let Px x Py denote
the product distribution of Px and Py such that Px x Py(x,y) =
Px(z)-Py(y) for all z € X and y € Y. The mutual information I(X;Y)
of X and Y is the relative entropy between the joint distribution and
the product distribution of X and Y, i.e.

I(X,Y) = D(ny”PX Xpy).

Equivalently, mutual information can be defined as the reduction of the
uncertainty of X when Y is learned,

I(X;Y) = H(X)— H(X|Y).

I(X;Y) =I(Y; X) follows by symmetry. Similarly, the conditional mu-
tual information I(X;Y|Z) of X and Y given a random variable Z is

I(X;Y|Z) = D(Pxyz||Px|z X Py|z)-

In information theory, communication channels are modeled as systems
in which the output depends probabilistically on the input as character-
ized by a transition probability matrix. The capacity of a communication
channel with input X and output Y is defined as

C = maxI(X;Y).
Px

The second fundamental result of information theory shows that capacity
is the maximum rate at which information can be sent over the channel
such that it can be recovered at the output with a vanishing probability
of error.
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2.4 Rényi Entropy

Rényi entropy is perhaps best introduced using the concepts of gener-
alized probability distributions and generalized random wvariables, which
are extensions of the corresponding ordinary notions to random experi-
ments that cannot always be observed. This presentation follows Rényi’s
original work [Rén61, Rén70].

Consider a discrete probability space over € and let Q; € 29 with
P[] > 0. Q; and P define a generalized discrete probability space
that differs from a probability space only by the fact that P[] < 1
is possible. A random variable X; defined on a generalized discrete
probability space is called a generalized discrete random variable. If
P[Q] = 1, then X; is a complete (or ordinary) random variable; if
0 < P[] < 1, then X; is an incomplete random variable. X7 can be
interpreted as a quantity resulting from a random experiment that is not
always observable, but can be observed only with probability P[Q;] < 1.

The probability distribution Px of a generalized random variable X
is called a generalized probability distribution. The weight W(X) of X is
defined as

W(X) = > Px(x).

zeX

It follows that 0 < W(X) < 1 with equality if and only if X is an
ordinary random variable.

Axiomatic characterizations of information measures for random ex-
periments have been studied intensively in the mathematical commu-
nity [AD75]. An information measure H in this sense associates with
every random variable X a number H (X)) that corresponds to its infor-
mation content. Rényi showed that the following five postulates for an
information measure uniquely define Shannon entropy [Rén61].

Postulate 1: Reordering the correspondence between values x € X and
probabilities Px (x) does not change H(X).

Postulate 2: If X denotes the singleton generalized random variable with
X = {z} and Px(z) = p, then H(X) is a continuous function of p
for p in the interval 0 < p < 1.

Postulate 3: If B is a binary random variable with B = {0,1} and
PB(O) = PB(l) = %, then H(B) =1.
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Postulate 4: Let X and Y be generalized random variables and define
X x Y as the generalized random variable with alphabet X x Y
and distribution Pxxy (z,y) = Px(x) - Py(y) for all z € X and
y € Y. Then

H(XxY) = HX)+ H(Y).

Postulate 5: Let X and Y be generalized random variables with W (X )+
W({Y) <1land XNY = 0 and define X UY as the generalized
random variable with alphabet X UY such that Px_y (z) = Px(x)
for x € X and Pxyy(y) = Py (y) for y € Y. Then

W(X)H(X) + W(Y)H(Y)

HXUOY) = W(X) + W(Y)

Proposition 2.2. Let H be an information measure for any generalized
random variable X that satisfies Postulates 1-5. Then H is uniquely
defined and given by

—> .+ Px(z)log Px (x
H(x) - —eex Px(@)losPx(x)
Za:EX PX (x)
Postulate 5 imposes an arithmetic mean value on the information
measure. The general form of a mean value for the numbers ay,...,a,
with positive weights wy, ..., w, that sum to 1 is

gl(i wig(ai))

for some monotonic and continuous function g. If the arithmetic mean
value in Postulate 5 is replaced by the generalized mean value

W(X)g(H(X)) + W(Y)Q(H(Y))>

HXUY) = g7 W(X) +W(Y)

it can be shown that the only admissible functions ¢ in this context
are linear functions g(x) = ax + b, which lead to Shannon entropy by
Proposition 2.2, and exponential functions? g(x) = 2(1=2)7 " which lead
to Rényi entropy [Rén61, Rén65] by Proposition 2.3 below.

2Rényi erroneously states g(z) = 2(®~1) [Rén61], but it is easy to verify that the
definition of Rényi entropy requires g(x) = 2(l—a)z,
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Postulate 5: Let X and Y be generalized random variables such that
W(X)+W(Y) <1 and define X UY as the generalized random
variable with alphabet X U Y such that Pxyuy(xz) = Px(x) for
z € X and Pxyuy(y) = Py(y) for y € Y. For a > 0 and o # 1, let

Ja (Z‘) — 2(1—04)95.
Then

i (W(X)ga(H(X)) + W(Y)ga(H(Y))
HXUY) = g7 W(X) + W(Y) )

For o > 0 and « # 1, the Rényi entropy of order a of a generalized
random variable X with alphabet X" is defined as

L S Pyl
HolX) = e s )

Proposition 2.3 ([Rén61]). Let H be an information measure for any
generalized random wvariable X that satisfies Postulates 1-4 and Pos-
tulate 5°. Then H is uniquely defined and equal to the Rényi entropy
H,.

(2.13)

In the rest of this section, the properties of Rényi entropy are de-
scribed only for complete random variables. It is easy to see that
limg—1 Ho(X) = H(X). This explains why H(X) can be interpreted as
Rényi entropy of order 1 and is sometimes written as Hq(X). Similarly,
the min-entropy of X, defined as

Hoo(X) = —logmax Px(z),

results from limg, o0 Ho(X) = Hoo(X).
On the other end of the interval of admissible «, the Rényi entropy
of order 0 can be defined as the logarithm of the alphabet size,

Ho(X) = log|X]|

using the convention 0° = 1. An important property of Rényi entropy
is shown in the following proposition.

Proposition 2.4. Rényi entropy H,(X) for a > 0 is a positive decreas-
ing function of o, i.e., for 0 < a < f

Ho(X) > Hy(X) (2.14)

with equality if and only if X is uniformly distributed over X when o =0
or X is uniformly distributed over a subset of X when o > 0.
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Proof. For 0 < a < 8 with a # 1 and g8 # 1,

Ho(X) = 1Ealog;PX(az)
— —1ogE[PX }‘”
— —1ogE[PX f‘i%
> flogE[PX 5—1}%
- —logE[PX(X) 1}%

= =5 log‘ZPX

zeX
= Hy(X).

We observe that x¢ is convex-U for ¢ > 1 or ¢ < 0 and convex-N for
0 < ¢ < 1. The inequality in the above derivation follows from the
Jensen inequality in the following cases:

B>a>1:c *’8 1>1 2 is convex-U and 575 > 0;
B>1>a>0: c—ﬁl<0xlbconveX-Uand 7 > 0;

1>8>a>0: 1>c:%>07xcisconvex—ﬂandﬁ<0.

For « = 1 or § = 1, the Jensen inequality can be applied directly.
The conditions for equality in (2.14) follow directly from the Jensen
inequality. O

We define conditional Rényi entropy H,(X|Y) similar to conditional
entropy as
Ho(X|Y) = > Pr(y)Ho(X|Y =1y). (2.15)
yey
(There seems to be no agreement about a standard definition of condi-
tional Rényi entropy.) In contrast to Shannon entropy, however, both
the chain rule and the property that conditioning on side informa-
tion reduces entropy (Proposition 2.1) do not hold for this definition
of conditional Rényi entropy; Ho(X) > Ho(X|Y) and H,(XY) #
Hy(X) + Ho(X|Y) are possible in general. Other definitions of con-
ditional Rényi entropy are examined by Csiszdr [Csi95b].
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2.5 The Asymptotic Equipartition Property

The Asymptotic Equipartition Property (AEP) is a form of the law of
large numbers used in information theory. The AEP states that the
alphabet of a sequence X" = Xy,...,X,, of n independent, identically
distributed (i.i.d.) random variables with distribution Px can be divided
into two sets, a typical set and a non-typical set, and that the probability
of the typical set goes to 1 as n — oco. Furthermore, all typical sequences
are almost equally probable and the probability of a typical sequence is
close to 2—"H(X),

The material in this section is based on the presentation by Cover
and Thomas [CT91] that uses the method of types, which is closely
related to the method of strongly typical sequences.

Fix an alphabet X'. Let ™ be a sequence of n symbols from X'. The
type or empirical probability distribution QQ» of ™ is the mapping that
specifies the relative proportion of occurrences of each symbol a of X,
ie., Qgn(a) = % for all a € X', where N, (2™) is the number of times
the symbol a occurs in the sequence x™.

The type Q,~» of a sequence x™ can be interpreted as an empirical
probability distribution. The set of types with denominator n is denoted
by Q..

For a particular type @ € Q,, the set of sequences of length n and
type Q is called the type class of Q and is denoted by T(Q):

T(Q) = {z" € X": Qun = Q}.
The following proposition summarizes the basic properties of types.

Proposition 2.5 ([CT91, CK81]). Let X" = X1,..., X, be a sequence
of n i.i.d. random variables with distribution Px and alphabet X and let
9, be the set of types. Then

1. The number of types with denominator n is at most polynomial in
n, more particularly

1On] < (n+ DI (2.16)

2. The probability of a sequence x™ depends only on its type and is
given by
Pxn(z") = 9—n(H(Qen )+D(Qan || Px)) (2.17)
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3. For any Q € Q,, the size of the type class T(Q) is approzimately
2nH(Q) - More precisely,

1

——_onH(@ <1 < @) 2.18

@ < Q) < (218)

4. For any Q € Q,,, the probability of the type class T(Q) is approx-
imately 2="P@QIUPX) - More precisely,

: +11)|X|2nD(QIPx) < 3 Pu(e") < 27P@IRN),
" ET(Q)

(2.19)

An important property of types is that there are only a polynomial
number of types but an exponential number of sequences of each type.
Since the probability of each type class depends exponentially on the
relative entropy distance between the type @@ and the distribution Px,
type classes that are far from the true distribution Px have exponentially
small probability. Type classes close to Px have high probability and
form the typical set.

Given an e > 0, we define the (strongly) typical set ST of sequences
of length n for the distribution Px as

1
St = {x” ex": ‘fNa(m‘") — Px(a)| < ﬁ, for all a € X}

n
where N,(z") denotes the number of times the symbol a occurs in the
sequence x™. We are now ready to state the AEP for strongly typical

sequences with a proof based on the work of Csiszar and Kérner [CK81].

Proposition 2.6 (AEP). Let X" = X4,..., X, be a sequence of n i.i.d.
random variables with distribution Px and let € < % Then

1. The typical set has probability almost 1:
n 62
P[X" € S"] > 1—(n+1)¥. 277027z, (2.20)
2. The number of elements in the typical set is close to 21X or

log(n +1)

1
H(X) + log — || < ElogISZ‘I <

IXI

log(n + 1)

H(X) - log 4] (2.21)

I?fl
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3. The probability of a typical sequence is upper bounded by an ex-
pression close to 2~ "H(X) e,

Va € 87+ Pxa(z") < 2 nHEOrclog ) (2.22)

Proof. Because Q.n(z) = LN, (2"), the type of any non-typical 2™ sat-

T n

isfies ||Qu» — Px |1 > ra7 and

1 €2
2In2  |x|?

D(Qan[|Px) >

by Lemma 3.3 (see page 42). Using (2.16) and (2.19), we can bound the
probability of all non-typical sequences in (2.20),

PIX"¢S7] = > Y. P
QEQH:HQ—PXH1>ﬁ zn " €T(Q)
2

< (1) TR

To prove the second statement of the theorem, note that all 2™ € S?
satisfy ||Q.» — Px||1 < € and thus also
€

(2.23)
if e < %, by Lemma 3.5 (see page 42). This can be used, together with
the third property of types (2.18), to bound the size of the type class
T(Q.n) for any typical sequence x™,
1

(n+1)I¥l
Clearly, T(Qu») C S if 2™ € S which establishes the lower bound
in 2.21. Similarly, S? is contained in the union of the type classes
corresponding to all typical sequences. Thus, the upper bound in (2.24)
can be extended to all (n+1)/*! types by (2.16). The result is equivalent
to (2.21).

Finally, it follows again from (2.23) by the non-negativity of relative
entropy that for any typical sequence z™

H(Qun) + D(Qun[|Px) = H(X) +elog

2nH(X)+elogﬁ < |T(an) < 2”H(X)7flogﬁ, (224)

€
x|

The bound on the probability of a typical sequence (2.22) follows imme-
diately from the second property of types (2.17). O
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2.6 Universal Hashing and Privacy Ampli-
fication

Privacy amplification by universal hashing is a key component of many
unconditionally secure cryptographic protocols and is a recurring theme
of this work. This section presents an idealized cryptographic scenario
to introduce privacy amplification. Applications, motivating discussions,
and further references are provided in Chapters 4 and 5.

Privacy amplification is based on wuniversal hash functions, intro-
duced by Carter and Wegman [CW79, WC81]. Universal hash func-
tions were first used for privacy amplification by Bennett, Brassard, and
Robert [BBRS6].

Definition 2.1. A k-universal hash function is a set G of functions
X — Y such that for all distinct zi,...,zr € X, there are at most
IG|/|Y|"! functions ¢ in G such that g(z1) = g(z2) = -+ = g(a).

A Ek-universal hash function is [-universal for all [ < k. The term uni-
versal hash function usually refers to a 2-universal hash function. There
is a stronger notion of universal hash functions, which is closely related
to k-wise independent random variables (see Section 5.4.2 and [LW95]).

Definition 2.2. A strongly k-universal hash function is a set G of func-
tions X — Y such that for all distinct z1,...,2x € X and all (not
necessarily distinct) y1,...,yx € Y, exactly |G|/|Y|* functions from G
take x1 to y1, 2 to Yo, ..., T tO Y.

Assume Alice and Bob share a random variable W, while an eaves-
dropper Eve knows a correlated random variable V' that summarizes her
knowledge about W. The details of the distribution Py are unknown
to Alice and Bob except that they know a lower bound on the Rényi
entropy of Py |y —, for the particular value v of Eve’s knowledge V' about
W. For example, Eve might have received some symbols of W or the
result of some function of W, such as some parity bits. However, Alice
and Bob do not know more about Eve’s knowledge than the fact that it
satisfies a lower bound on Rényi entropy of order 2.

Using an authenticated public channel, which is susceptible to eaves-
dropping but immune to tampering, Alice and Bob wish to agree on a
function g such that Eve knows nearly nothing about g(W). The fol-
lowing theorem by Bennett, Brassard, Crépeau, and Maurer [BBCM95]
shows that if Alice and Bob choose g at random from a universal hash
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function G : W — Y for suitable ), then Eve’s information about
Y = g(W) is negligible.

Theorem 2.7 (Privacy Amplification Theorem). Let X be a random
variable over the alphabet X with probability distribution Px and Rényi
entropy Ho(X), let G be the random variable corresponding to the ran-
dom choice (with uniform distribution) of a member of a 2-universal
hash function G : X — Y, and let Y = G(X). Then

glog V|~ Ha(X)

HY|G) > Hy(Y|G) > log |V - ———

(2.25)

In the statement above, G is a random variable and the quantity
H(Y|G) = H(G(X)|G) is an average over all choices of the function g.
It is possible that H(G(X)|G = g) = H(g(X)) differs from log|Y| by
a non-negligible amount for some g, but such a g can occur only with
negligible probability when log|Y| < H2(X). Thus the entropy of YV is
almost maximal and the distribution of Y is close to uniform.

This theorem applies also to conditional probability distributions
such as Pyy|y—, discussed above. If Eve’s Rényi entropy Hy(W|V = v)
is known to be at least ¢t and Alice and Bob choose an r-bit string
Y = G(W) as their secret key, then

H(Y|G,V=v) > r—2"""/In2.

The key Y is virtually secret because H(Y|G,V = v) is arbitrarily close
to the maximum 7. More precisely, if » < ¢, then Eve’s total information
about S decreases exponentially in the excess compression t — r.

A previous version of this theorem developed by Bennett, Brassard,
and Robert was restricted to deterministic eavesdropping functions e(-)
that Eve might use to get V = e(1W) [BBR86, BBR88]. This result was
then generalized to probabilistic eavesdropping strategies.

It should be pointed out that Theorem 2.7 cannot be generalized
to Rényi entropy conditioned on a random variable, i.e., H(Y|GV) >
r—2r=H2(WIV) /1n 2 is false in general [BBCM95).






Chapter 3

Information Measures in
Cryptography

3.1 Introduction

Information measures are the main abstractions for modeling crypto-
graphic scenarios with information-theoretic methods. This chapter
presents a survey of several information measures and their significance
for cryptographic systems that provide unconditional security.

The fundamental concepts of information theory are definitions of
measures for the uncertainty of the outcome of a random experiment;
information is measured as the reduction of uncertainty. An entropy
measure is a mapping from probability distributions to the real numbers
that associates a number with every probability distribution.

Entropy measures play two different roles in connection with uncon-
ditionally secure cryptographic systems. On one hand, positive results
can be obtained in the form of information-theoretic security proofs for
such systems. On the other hand, lower bounds on the required key sizes
in some scenarios are negative results that follow from entropy-based ar-
guments.

Two separate aspects of any entropy measure are its formal defi-
nition and its operational characterization(s). An entropy measure is
usually defined formally in terms of the probability distribution, and its
numerical value can be computed immediately for any given probability
distribution. The justification for a definition is given by an operational
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characterization of the entropy measure, that is, an application scenario
in which the entropy measure gives an answer to an important question
arising from the context. In this chapter, we will focus on operational
characterizations in cryptography for a number of entropy measures de-
fined formally in terms of a probability distribution.

The reverse process is also possible. In Chapter 4, for instance, we
give an operational definition of an entropy measure (called smooth en-
tropy) that quantifies the number of uniform bits that can be extracted
from a random source by probabilistic algorithms. We then search for
bounds on its numerical value and its relation to formally defined en-
tropy measures. Another example of an operationally defined infor-
mation measure is the secrecy capacity of key agreement from common
information by public discussion introduced by Maurer [Mau93, MW97].

The formal definitions of the information measures discussed in this
chapter are summarized below.

Shannon Entropy. The Shannon entropy of a random variable X is

H(X) = =) Px(z)log Px(x).
reEX

Relative Entropy. The relative entropy or discrimination between two
probability distributions Py and Py with the same alphabet X is

Px (z)
Py(x) '

D(Px||Py) = Y Px(x)log
zeX

Rényi Entropy of Order a. For o > 0 and a # 1, the Rényi entropy
of order o of a random variable X is

1
H,(X) = 1_alog g Px (z)*.
zeX

Min-Entropy. The min-entropy of a random variable X is

Ho(X) = — loggéa)icPX(z).

“Guessing Entropy.” For a random variable X with n values, denote
the elements of its probability distribution Px by pi,...,p, such
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that p1 > py > -+ > p,. The average number of guesses needed
to determine X using an optimal strategy is

EIG()] = 3 i

We call this quantity the guessing entropy of X.

Collision Probability. The collision probability of a random variable

X is
Py(X) = > Px(x)*.
reX

Variational Distance. The variational distance between two proba-
bility distributions Px and Py with the same alphabet X is

IPx — Pyll, = ;n»;(@ Px(x) - Py(a)|-
r€Xp

A notable omission from this list is quantum information, which
forms the basis of quantum cryptography. However, there is no no-
tion of “quantum entropy” in terms of a probability distribution. We
refer to the surveys by Brassard and Crépeau [BC96] and Spiller [Spi96]
and the references therein for treatments of quantum cryptography and
its foundations.

The chapter is organized as follows. Cryptographic applications of
several information measures are presented next in Section 3.2, which
is the main part of the chapter. An overview of bounds for relating
the different information measures is the subject of Section 3.3, and
Section 3.4 examines converting lower bounds on the Shannon entropy
of a random variable into cryptographically more relevant information
measures.

3.2 Scenarios and Information Measures

This section contains a selective survey of cryptographic scenarios in
which the information measures mentioned above play an important
role. The classical dual goals of cryptography, secrecy and authenti-
cation, are covered first, together with their relation to the two fun-
damental concepts of information theory, entropy and relative entropy
(or discrimination). The material in this section is based on the cited
references.
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3.2.1 Perfect Secrecy: Shannon Entropy

The notion of perfect security or perfect secrecy was introduced by Shan-
non and means that an adversary does not have any information at all
about some secret, typically the secret plaintext to be transmitted in
a cryptographic system. This is equivalent to saying that the random
variable constituting the secret and the random variable modeling the
adversary’s knowledge are independent. Perfect security has been used
among other applications for symmetric cryptosystems, secret sharing,
and conference key distribution. In all three cases, lower bounds on the
amount of information that a participant has to transmit or to store
have been obtained, which suggest that perfectly secure systems are
impractical. For every one of these three applications, there is a con-
struction that can meet the lower bound with equality in many cases.
Interestingly, these constructions are remarkably similar.

Secret-Key Cryptosystems

Shannon’s model of a secret-key cryptosystem consists of a sender Alice,
a receiver Bob, an eavesdropper Eve, and an open channel from Alice
to Bob and to Eve [Shad49]. The secret key Z is known to Alice and
to Bob only. Alice encrypts the plaintext X using Z according to the
encryption rule of the system, resulting in the cryptogram Y that is sent
to Bob and can also be received by Eve. Bob can recover X with his
knowledge of Z.

A cipher in this model is called perfect if and only if the plaintext X
and the cryptogram Y are independent random variables, i.e. if and only
if I(X;Y) = 0 or, equivalently, H(X|Y) = H(X). Bob must be able to
recover X uniquely from Y and Z, i.e. H(X|YZ) =0.

It follows that H(Z) > H(X) for any cryptosystem with perfect
security, because

H(X) = HX|Y) < HXZ|Y) = H(Z|Y)+ HX|YZ)
— H(Z|Y) < H(Z). (3.1)

This is Shannon’s famous “impracticality result” that the entropy of the
secret key must be at least as large as the entropy of the plaintext to be
encrypted.

Vernam’s one-time pad is the prime example of a perfectly secure
cryptosystem. It uses a randomly and uniformly chosen n-bit secret key
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Z € {0,1}™ to encrypt (and decrypt) the n-bit plaintext X € {0,1}"
with a simple XOR~operation.

Secret Sharing

Secret sharing is an important and widely studied tool in cryptography
and distributed computation [Sti92]. A perfect secret sharing scheme
is a protocol in which a dealer distributes a secret S among a set of
participants such that only specific subsets of them, defined by the access
structure, can recover the secret at a later time and any non-qualified
subset can obtain no information about the secret.

If the access structure allows any subset of k£ or more of the n partic-
ipants to reconstruct the secret but no set of k— 1 participants or less to
do so, the secret sharing scheme is called a threshold scheme. It can be
implemented with Shamir’s construction [Sha79] based on polynomial
interpolation.

Given a set of participants P = {A, B,C, ...} and a dealer D, where
D ¢ P is assumed, the access structure A C 2% is a family of subsets of
‘P containing the sets of participants qualified to recover the secret. It is
natural to require A to be monotone, that is, if X € Aand X C X' C P,
then X’ € A. Let S be the secret to share and denote the random
variables describing the shares given to a participant P € P or to a
group of participants X C P also by P or by X, respectively.

A secret sharing scheme is called perfect if any set of qualified par-
ticipants X € A can uniquely determine S, i.e. H(S|X) = 0, but
any unqualified set X ¢ A can obtain no information about S, i.e.
H(S|X) = H(S). By an argument similar to Shannon’s lower bound for
perfect security (3.1), it follows that H(P) > H(S) for the share of any
participant P € P.

For many access structures, it can be proved that some shares in
a perfect scheme have to be considerably larger than the secret. Con-
sider the set P = {A, B, C, D} with the access structure A equal to the
monotone closure of {AB, BC,CD}. Using the definition of a perfect
secret sharing scheme, Capocelli et al. [CSGV92] derive the lower bound
H(BC) > 3H(S), which implies H(B) > 1.5H(S) or H(C) > 1.5H(S).
Thus at least one share, B or C, must be 1.5 times the length of the
secret or longer.

A perfect secret sharing scheme for this example can be realized as
follows [CSGV92]. Let S be an n-bit string of even length and denote
its first half by S, and its second half by S,. Choose four n/2-bit strings
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Ry, ..., Ry randomly with uniform distribution and let A = [Ry, Sp® R3],
B = [Rl D SG,R37R4], C = [Rl,RQ,R4 D Sb}7 and D = [R2 D Sa,de
be the shares, where @& denotes the XOR operation. This construction
meets the lower bound with equality, since H(B) = H(C) = 1.5H(S).

Recursive application of an argument similar to the lower bound
above shows that there are access structures on n participants for in-
finitely many n where the size of some shares must be at least n/logn
times the size of the secret [Csi95a]. The known general techniques for
realizing perfect secret sharing schemes [BL90, ISN93] produce expo-
nentially large shares, but there is still an open gap between lower and
upper bounds for the size of a share in the general case.

Key Distribution for Dynamic Conferences

A key distribution scheme (KDS) for dynamic conferences is a method
by which initially a dealer distributes private individual pieces of infor-
mation to a set of users P [Blo85, BSHT93, Sti96]. Later, any qualified
conference of users, contained in the key structure A C 27, is able to
compute a common key without further interaction, i.e. each user needs
only his private piece of information and the identities of the other con-
ference members. The key of each conference is perfectly secure against
all coalitions of users contained in the forbidden structure F C 27, in
the sense that even if a set X € F of malicious users pool their pieces
together, they have no information about the key of any other confer-
ence Y that is disjoint from X (i.e. such that X NY = ().

We adopt the same notation as above and denote users and the ran-
dom variables representing their pieces of information interchangeably
with capital letters. In this terminology, the key Sx of any conference
X € A can be computed by any user A € X without further interac-
tion and therefore satisfies H(Sx|A) = 0. In addition, for every key
Sx and any set Y € F that is disjoint from X, it is required that
H(Sx[Y) = H(Sx).

Consider the important special case of a key distribution scheme for a
set of n participants in which the key structure A consist of all subsets of
a certain cardinality as also does the forbidden structure F. A k-secure
non-interactive t-conference key distribution scheme for some k <n —t
is defined as a distribution scheme for information pieces such that A
consists of every set X C P of cardinality ¢ and F contains all sets
X C P of cardinality at most k.

Assuming that the common keys of all groups of ¢ users from P
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have the same entropy H(S), Blundo et al. [BSHT93] show that in any
k-secure non-interactive t-conference KDS

H(A) > <k+t—1
t—1

)H(S) (3.2)

for each user A € P. As an example, consider a KDS for the particular
case of n users with t = 2 and k = n — 2. Every two users share a key,
which is secure against a coalition of the remaining n — 2 users. Then,
the size of the information that a user needs to store must be at least
n — 1 times the size of a common key and the total information to be
stored by all n users is at least n(n — 1)H(S). This is the well-known
“n? problem” of establishing a secret key between every pair from a set
of n users.

The following general construction meets the bound (3.2) [BSHT93].
Denote the set of users by P = {1,...,n} and let GF(q) be the finite field
with ¢ elements for some prime g > n. The dealer chooses a symmetric
polynomial p(x1,...,2:) over GF(q) of degree k uniformly at random.
The symmetric polynomial satisfies p(z1,...,2¢) = p(To(z1), -+ To(z,))
for all permutations o : {1,...,t} — {1,...,t}. The dealer sends to
user i for i = 1,...,n the polynomial f;(za,...,2¢) = p(i,29,...,2¢), Ob-
tained by evaluating p(-) at 1 = ¢. When the users in a set {i1,...,4:} €
A want to set up their conference key, each user i; evaluates f; at
(x2,...,@) = (t1,...,%j-1,%41,...,4) for j = 1,...,t. The common
key for the users 41, ...,% is equal to Si,,. 4, = p(i1,..., ).

If interaction among the users is allowed after the dealer has finished
distributing the pieces of information, more efficient schemes are pos-
sible. For example, a k-secure interactive t-conference key distribution
scheme can be constructed from a k + t — 2-secure non-interactive 2-
conference KDS [BSHT93]. The idea is that a designated member of a
group of ¢ users chooses the key at random and sends it to the other t —1
group members, encrypted using a one-time pad with the keys obtained
in the k4t — 2-secure 2-conference KDS. This protocol is secure against
coalitions of up to k users because the random key is encrypted ¢t — 1
times with different keys that are k -+t — 2-secure each (see also [BC94]).

3.2.2 Authentication: Relative Entropy

Message authentication techniques are the focus of authentication the-
ory. Authentication provides assurance to the receiver of a message that
it originates from the specified, legitimate sender, although an adversary
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may have intercepted, modified, or inserted the message. Uncondition-
ally secure authentication assumes unlimited computational power for
an adversary and is based on secret information shared by the sender
and the receiver [WC81, Mas91]. This section is based on work of Mau-
rer [Mau96], which shows that the problem of deciding whether a re-
ceived message is authentic or not can be seen as a hypothesis testing
problem. The receiver must decide which one of two hypotheses is true:
either the message was generated by the legitimate sender in possession
of the secret key or by an opponent without knowledge of the secret key.
A central information measure for hypothesis testing is relative entropy
or discrimination.

Hypothesis testing is the task of deciding which one of two hypotheses
Hj or Hj is the true explanation for an observed measurement () [Bla87].
In other words, there are two possible probability distributions, denoted
by Pg, and Pg,, over the space Q of possible measurements. If Hj is
true, then () was generated according to Pg,, and if H; is true, then @
was generated according to Pg,. A decision rule is a binary partitioning
of Q that assigns one of the two hypotheses to each possible measurement
q € Q. The two possible errors that can be made in a decision are called
a type I error for accepting hypothesis H; when Hj is actually true and
a type II error for accepting Hy when H; is true. The probability of a
type I error is denoted by «, the probability of a type II error by (.

A method for finding the optimum decision rule is given by the
Neyman-Pearson theorem. The decision rule is specified in terms of
a threshold parameter T'; a and 3 are then functions of T. For any
given threshold 7" € R and a given maximal tolerable probability 3 of
type II error, a can be minimized by assuming hypothesis Hy for an
observation ¢ € Q if and only if

Pq,(q
Pq,(q

To find the optimal decision rule, many values of T' must be examined
in general. The term on the left in (3.3) is called the log-likelihood ratio.
The expected value of the log-likelihood ratio with respect to Pg, is equal
to the relative entropy D(Pg, || Pg,) between Py, and Py, , which makes
relative entropy an important information measure for distinguishing
probability distributions by hypothesis testing. Let d(a, 8) be defined
as

~

log > T. (3.3)

~

o 11—«

1_ﬁ-&-(l—a)log 3

d(a, B) = alog
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A fundamental result of hypothesis testing states that the type I and
type II error probabilities o and 3 satisfy

d(e, ) < D(Pg,[IPq,), (34)

which implies for & = 0 that g > 2= P(FaollPe.),

A similar result holds also for a generalized hypothesis testing sce-
nario where the distributions Pg, and Py, depend on an additional ran-
dom variable V. The decision rule, the probability distributions, and the
error probabilities are now parameterized by V' (e.g. P v =, for v € V),
and the average type I and type II errors are @ = ., Py (v)a(v) and

B=3,cp Pv(v)B(v). The bound (3.4) becomes

d(@,B) < D(Pg,|zPg,z)- (3.5)
Consider a scenario with a sender Alice who wants to send a sequence
of plaintext messages X1, ..., X, to a receiver Bob. Alice and Bob share

a secret key Z that is used to authenticate each message X; separately
by encoding it as Y; in a way depending on Z. We assume that Bob
can determine X; uniquely from Y7,...,Y;_; and Z foralli=1,...,n.
Thus, Bob must decide about the authenticity of the i-th message Y;
based on Y7,...,Y;_1 and Z.

An opponent Eve with reading and writing access to the communi-
cations channel from Alice to Bob can use two different strategies for
cheating. In an impersonation attack at time ¢, Eve waits until she has
observed (but not modified) Y3, ...,Y;_; and then sends a forged mes-
sage ?’Z that she hopes to be accepted by Bob as Y;. We denote Eve’s
impersonation success probability for the particular observed sequence
Y1 =y1,...,Yi1 = yi—1 by pl(y1,...,yi—1) and her overall imperson-
ation success probability by p! = E[p!(Yi,...,Y;_1)], both computed
assuming that Eve uses an optimum strategy, i.e. one that maximizes
the probability of successful impersonation.

In a substitution attack at time i, Eve observes Yi,...,Y;_1, inter-
cepts Y;, and replaces it with a different value 37; The overall substitu-
tion success probability that Bob accepts Y; as valid and decodes it to
some X; # X; is denoted by pf , and the substitution success probability
for the particular observed sequence Y7 = y1,...,Y; = y; is denoted by
7 (y1,...,¥:), again assuming that Eve uses an optimal strategy. Thus,

Consider an impersonation attack by Eve after the particular se-
quence Y7 = y1,...,Y;_1 = y;—1 has been transmitted in the first i — 1



32 Information Measures in Cryptography

steps. Bob sees a message Y; and has to decide, using his knowledge
of the key Z, whether it is a correct message Y; from Alice (hypothe-
sis Hy) or a fraudulent message Y; inserted by Eve (hypothesis Hy). If
Bob rejects a valid message from Alice, a type I error results (probabil-
ity «), and if Bob accepts a message from Eve, a type II error results
(probability 8). Thus, under hypothesis Hy, the distribution of Y;Z
is Py, z|y,=y,,....Yi_1=y:_.» Since Alice knows the secret key Z. How-
ever, because Eve has no a priori knowledge about Z, the distribution of
Y ;Z under hypothesis H; is Pﬁ|Y1=y1,...,Y1:71=yi71 X Pz1Yi=y1,.. i1 =yi 1
(where P4 x Pp denotes the product distribution of P4 and Pg as in
Section 2.3). Eve is free to choose any distribution Py v i
in particular also the distribution Py;|y,—y, .. v;_ =y, ,- In this case, it
follows from (3.4) and from the definition of mutual information that

d(a,pl (1, yim1)) < IV ZIYa =w1,.... Y1 = yic1),

which is a lower bound for the impersonation probability at round ¢ for
the previous messages Y1 = 41,...,Y;_1 = y;_1 when Bob is constrained
to reject valid messages from Alice with probability at most «. The
corresponding bound on the overall impersonation success probability
p! follows from (3.5):

d@,pl) < I(Yi; Z|Y1---Yi_1),

which reduces to
pz] Z 2—I(Yi;Z|Y1~~~Yi,1) (3.6)

for @ = 0.

Using similar arguments, one can derive lower bounds on the sub-
stitution success probability pf (y1,...,y:) for the particular sequence
Y] = y1,...,Y; = y; and the average substitution attack probability p;
for a« =@ =0 [Mau96]:

pf(yl’_”’yi) > 9—H(Z|Y1=y1,....Yi=y:)
and
piS > 9—H(Z|Y1-Y3) (3.7)

Combining the bounds (3.6) and (3.7) on the impersonation and substi-
tution success probabilities yields

p{-pf > 9 H(ZIY1Yioa)
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and
max{p! pf} > 2 A2

Thus, some part of the secret key is used up in the same way by every
message for preventing impersonation and substitution.

3.2.3 Privacy Amplification: Rényi Entropy

Privacy amplification is a key component of many unconditionally secure
cryptographic protocols (see Section 2.6, Chapter 5, and [BBCM95]).
Assume Alice and Bob share a random variable W, while an eavesdrop-
per Eve knows a correlated random variable V' that summarizes her
knowledge about W. The details of the distribution Py are unknown
to Alice and Bob because Eve can choose her eavesdropping strategy
secretly. By communication over a public channel, which is totally
susceptible to eavesdropping by Eve, Alice and Bob wish to agree on
a compression function g such that Eve knows nearly nothing about
K = g(W). If Eve has arbitrarily small information about K, this value
can be used as a cryptographic key for unconditionally secure encryption
and authentication. Rényi entropy of order o > 1 is important for defin-
ing Eve’s admissible eavesdropping strategies in privacy amplification.

The need for privacy amplification shows up typically towards the
end of a protocol with unconditional security, when a highly secret
key should be generated from a large body of partially secret infor-
mation. Why some information has leaked can have many different
reasons, but it occurs in almost all such protocols. In quantum key
distribution [BBB192, BC96], for example, the key bits are encoded
in nonorthogonal states of a quantum system and an eavesdropper is
prevented from extracting the complete information by the uncertainty
principle of quantum mechanics. However, she can obtain partial infor-
mation by specific measurements that disturb the quantum states only
slightly more than the noise generated in the sender’s or the receiver’s
equipment and are therefore not detected.

Leaking information is present also in the unconditionally secure key
agreement protocols proposed by Maurer [Mau93, Mau94]. These pro-
tocols are based on the output of a randomizer, which is transmitted
to Alice, Bob, and Eve over partially independent noisy channels that
insert errors with certain probabilities. Alice and Bob must apply error-
correction protocols in order to obtain the same values with high proba-
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bility. Because error correction is done by communicating over a public
channel, some information leaks to Eve.

Consider possible kinds of partial information V' that Eve might have
about an n-bit string W shared by Alice and Bob. V could consist
of t physical bits of W, whose positions Alice and Bob do not know.
Alternatively, Eve may have obtained ¢ parities of bits of W or even the
output of an arbitrary function e : {0,1}" — {0,1}* of her choice, but
unknown to Alice and Bob, which is applied to W.

For these kinds of Eve’s information, Bennett et al. [BBR88] showed
that Alice and Bob can indeed extract about n — ¢ virtually secret bits
using a function g that is randomly chosen from a special set of functions,
called a 2-universal hash function. (A 2-universal hash function is a set
G of functions X — Y such that for all distinct z1,22 € X when g is
chosen uniformly from G, the probability that g(x1) = g(x2) is at most
1/]Y|, see Definition 2.1.)

Subsequent work by Bennett et al. shows that the same security can
also be achieved with universal hash functions in the more general case
when Eve’s particular knowledge V = v leaves her with enough Rényi
entropy of order 2 about W [BBCM95]. Assume that Eve has observed
a value V' = v such that she has Rényi entropy Ho(W|V = v) about
W, let G be the random variable corresponding to the random choice
(with uniform distribution) of a member of a 2-universal hash function
G :{0,1}" — {0,1}!, and let K = G(W). Then

H(K|G,V =v) > [ —27HWIV=y) 19,

This implies that Eve has arbitrarily small information about K because
if W is compressed to an [-bit key K with [ = n —t — s for some s > 0,
her knowledge V and G about K satisfies

I(K;GV) < 27°/In2. (3.8)

Recently, we further generalized the restrictions on Eve’s knowledge
under which privacy amplification works to Rényi entropy of order «
for any o > 1 [Cac97] (see Section 4.5.1). Assume that Eve’s particular
value V' = v leaves her with Rényi entropy H,(W|V = v) about W for
some o > 1. Let r, ¢, s > 0, let m be an integer such that m—log(m+1) >
n + ¢, and let K be an [-bit key computed as above using a 2-universal
hash function G with

l = HQ(W\V:U)—log(m—I-l)—ﬁ—q—Z—s.
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Then, there is an event £ that has probability at least 1 — 27" — 27¢
such that

H(K|G,V =v,) > 1—27°/In2.

This implies the same security of K as (3.8) except with probability
27" 4279 For a — 1, the term —*5 becomes dominating, preventing
Alice and Bob from extracting a secret key. (An assumption in terms of
Shannon entropy, which is Rényi entropy of order 1, guarantees only a
trivial amount of secrecy in a privacy amplification scenario, see exam-

ple 4.4.)

3.2.4 Guessing Keys: Min-Entropy and “Guessing
Entropy”

Consider the problem of guessing the value of a random variable X by
asking only questions of the form “is X equal to z?” until the correct
value is found and the answer is “yes.” The study of this problem was
initiated by Massey [Mas94]. Such situations occur, for example, in the
cryptanalysis of computationally secure ciphers. Assuming that a cryp-
tosystem is secure in the way intended by its designers, the only attack
for finding the secret key is trying all possible keys in sequence for a
given plaintext-ciphertext pair. Key guessing attacks are especially rele-
vant for secret-key algorithms such as DES or IDEA, where a specialized
technique like linear or differential cryptanalysis can be used to reduce
the number of keys that must be tried [MvOV97].

Cryptanalysis of public-key systems, on the other hand, usually re-
quires sophisticated mathematical methods because public-key systems
are based on intractable problems with rich mathematical structure (e.g.
factoring integers) and direct key guessing attacks are prohibitively in-
efficient. Therefore, the focus of cryptanalysis lies much more on the
mathematical aspects of the problem, although brute-force searching of
some large space is also often needed [Pom90, MvOV97].

The probability that the correct value is guessed in the first trial
is directly linked to the min-entropy of X and is equal to 2~ He(X) =
max,cx Px(z) under an optimal strategy. An upper bound on this
probability in terms of Shannon entropy is provided by the well-known
Fano inequality, which gives a lower bound on the error probability of
guessing X from knowledge of a correlated random variable Y [CT91].
The estimate X for X is therefore a function of Y. The Fano inequality
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states that the error probability p. = P[)/f # X| satisfies
h(pe) + pelog(|X| = 1) > H(X[Y). (3.9)

The optimal strategy for successive guessing until the value of X
is found is obviously to try the possible values in order of decreasing
probability. Denote the elements of the probability distribution Px by
P1,...,Pn such that p; > po > -+ > p, with n = |X|. For a fixed
optimal guessing strategy, let a guessing function for X be a function
G : X — N such that G(z) denotes the number of guesses needed when
X = . The average number of guesses needed to determine X,

n
= E ipi,
i=1

can be called the guessing entropy of X. In the case of guessing X
with knowledge of a correlated random variable Y, let G(X|Y) be a
guessing function for X given Y when G(X|y) is a guessing function for
the probability distribution Px|y—, for any fixed y € ). Thus,

BE(XY)] = 3 Pr()EG(Xy)]
yeY

can be called the conditional guessing entropy of X given Y.
Massey obtained the following lower bound on E[G(X)] in terms of
the Shannon entropy of X:

E[G(X)] > 2H0=2 41 (3.10)

for any random variable X with H(X) > 2.
McEliece and Yu [MY95] showed that the guessing entropy provides
a (weak) lower bound on the Shannon entropy of X,

HX) > 2log | X|

Z ¥ -1 (E[G(X)] —1).

A connection between the guessing entropy and Rényi entropy of
order o with 0 < v < 1 is given by Arikan [Ari96]. Let

R a 1/«
Hy(X]Y) = 1_alogz<z PXy(x,y)O‘> :

yeY ‘zeX
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H, (X]Y') would be another possible definition for the conditional Rényi
entropy of order a of X given Y (see the discussion on page 16).

It was first observed by Arimoto [Ari77] that H,(X|Y) satisfies 0 <
Ho(X|Y) < Hy(X) for any o > 0. Arikan’s result provides a lower
bound on the p-th moment of the guessing function G. For any p > 0,

(I+Infx))= > (Z ny<x,y>l+1~)1+p

yey ‘xekX

E[G(X]Y)"]

v

H_, (X|Y)
1+p .

= (1+nx|)r2° (3.11)

3.2.5 Hash Functions: Collision Probability

Cryptographic hash functions play a fundamental role in modern cryp-
tography, in particular for ensuring data integrity and message authenti-
cation [MvOV97|. Hash functions take a message of arbitrary length as
input and produce a fixed-length output, called the hash value. Because
the number of inputs exceeds the number of outputs, collisions occur
when different inputs are mapped to the same output. The basic idea
of cryptographic hash functions is that a hash value serves as a com-
pact representation of the input and can be used as if it were uniquely
identifiable with the longer message. In this section, we discuss two
applications of the collision probability to cryptographic hash functions
and to one-way functions.

One-way functions are similar to cryptographic hash functions, but
have fixed input and output sizes that are equal in most cases. A function
f is called one-way if it takes an argument x and efficiently produces a
value f(z) such that it is computationally infeasible, given only y = f(z),
to find any 2’ (including 2’ = z) such that f(z') = y.

Following the terminology of Menezes et al. [MvOV97, p. 323], a
cryptographic hash function h : X — ) is a function that can be com-
puted efficiently for any input x and that maps an input z of arbitrary
length to an output h(z) of fixed length. In addition, h must have one
or more of the following properties:

Preimage Resistance: h is one-way as described above.

2nd-preimage Resistance: Given an input z, it is computationally
infeasible to find any second input 2’ # x such that h(z) = h(a’).
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Collision Resistance: It is computationally infeasible to find any two
distinct inputs x,z’ that hash to the same output, i.e. such that

h(z) = h(a').

A one-way hash function satisfies the conditions for preimage resis-
tance and 2nd-preimage resistance. One-way hash functions are often
used in connection with password-based user authentication in computer
systems (e.g. by the Unix operating system). For each user, the password
file contains the value of the one-way function applied to the password
(or a longer passphrase), but not the password itself. In this way, the
password file must only be write-protected instead of read-protected for
ordinary users and the passwords are nevertheless kept secret. To grant
access to a user, the system computes the one-way function of the en-
tered password and compares it to the stored entry for that user.

Assume the password X of a particular user is stored as Y = f(X)
using the one-way hash function f. An adversary can usually sample
the probability distribution of X, either by assuming X to be uniformly
distributed in lack of further knowledge or by assuming that X is chosen
from a dictionary of words (possibly with certain preferences). With this
knowledge, the adversary can randomly choose an X with distribution
Px and compare Y = f(X) to Y. Success leads to the impersonation of
that user and occurs with probability equal to the collision probability
P,(Y) of Y. Moreover, the adversary can repeat the choice of X and
succeed independently with probability P»(Y) every time. It is there-
fore crucial that one-way hash functions do not produce collisions with
probability substantially larger than 1/|Y|. (Incidentally, universal hash
functions achieve this probability for any pair of distinct inputs over the
random choice of the function—but they are not necessarily one-way.)

The second application of collision probability to hash functions in-
volves the security of collision resistant cryptographic hash functions.
These must be secure against so-called birthday attacks. Assume h is a
collision resistant cryptographic hash function such that ¥ = h(X) is
uniformly distributed over Y for uniformly chosen X.

Finding a collision of & is equivalent to the well-known birthday prob-
lem [Fel68]: What is the probability that at least two people out of m
have the same date of birth within any year, ignoring the year itself?
(Birthdays are assumed to be uniformly distributed over the year.) The
solution, applied to n independent repetitions of the random variable Y,
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implies that a collision occurs with probability

!
(Y[ =n) Y

which can be approximated [Fel68] by

1—

_ n(n=1)
1 —e 20V

Only about \/m applications of h are therefore needed to break the hash
function by producing a collision. This implies that such hash functions
must be designed with output size at least 2¢ bits if 2¢ operations are
considered infeasible.

However, an imperfect hash function may induce a nonuniform dis-
tribution of Y for uniformly distributed inputs. In this case, the prob-
ability of a collision in n independent repetitions of Y increases and is
approximately

! a2 1
I VR ( n2)(P2(Y) - 1)

This connection to P, (Y") follows from the approximation of the birthday
problem for nonuniform distributions given by Nunnikhoven [Nun92].
However, the effect of a slightly nonuniform output is rather weak.

3.2.6 Probabilistic Bounds: Variational Distance

In this section we compare different probabilistic statements to express
that one “knows nothing” about the outcome of a random experiment.
This situation is not restricted to cryptography, where such statements
can be used for the uncertainty of an adversary about a secret. The
variational distance between the distribution of the random variable and
the uniform distribution over the same range is the adequate information
measures for eliminating the probabilities from such bounds.
The L, distance between Py and Py, defined as

IPx = Pyln = Y [Px(x) — Pr(z)],
rzeX

differs from the variational distance always by a factor of two; for any
two distributions Px and Py over the same alphabet X, we have

1
[Px — Pylls = §||PX — Pyl (3.12)
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In our abstract setting, we model the experiment by a random vari-
able X with alphabet X and investigate bounds in terms of Shannon
entropy and variational distance. The strongest notion of ignorance
about X is to demand that the distribution of X is the uniform distri-
bution Py over X', which coincides with the notion of ignorance under-
lying perfect secrecy (see Section 3.2.1). In this case, the entropy of X
satisfies H(X) = log |X| and the distance between Px and Py is zero,
IPx = Pyllo = 0.

Weaker bounds allow some small a priori knowledge about X and
are of the form H(X) > log|X| — ¢ or |Px — Pyll, < 0 for some small
parameter 6. (How a statement of the first kind can be converted into
one of the second kind is described in Section 3.4.)

Even weaker bounds are probabilistic in the sense that an event &£
is assumed to exist, which occurs with high probability, and the uni-
formity bounds hold only when &£ occurs. For some small ¢, assume
that P[€] > 1 — € and that H(X|E) > log|X| — ¢ in terms of entropy
or |Pxjg — Pylly < ¢ in terms of variational distance. Such statements
are of particular importance because results of this kind can be derived
in many situations. However, when these probabilistic bounds are con-
verted into bounds that hold with probability 1, the two variants behave
quite differently.

Let the event £ be induced by an error indicator random variable Z
with alphabet {0, 1} such that £ corresponds to Z = 1. From the bound
in terms of entropy, we can only conclude that

H(X) > H(X|2)
= PZ(0)H(X|Z =0) + Pz(1)H(X|Z = 1)
> (1-e)(log|X| - 6). (3.13)

Consider the example of a 100’000-bit string X, error probability € =
0.001, and uniformity § = 0.1. According to (3.13), H(X) & 99900,
which leaves open the possibility that 100 bits of X are known in any
case. This is clearly a weaker statement of the ignorance about X than
the one given in the specification of the example.

For variational distance, however, ||Px|¢ — Pylly < 0 and P[£] >
1 — e together imply that ||[Px — Pyll, < €+ d with probability 1, as
explicitly proved in Lemma 3.1. Using the numbers of the example,
when || Px|¢ — Py, < 0.1 and £ has probability at least 0.999, it follows
that HPX - PUHv S 0.101.

The next lemma shows that in contrast to bounds in terms of entropy,
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probabilistic bounds in terms of the L, and variational distances can be
converted easily to bounds not involving a probability without much
security loss.

Lemma 3.1. Let X and Y be independent random variables over the
same alphabet X, and let £ be an arbitrary event. Assume that

P[] > 1—c¢ and ||Px\5*PY\€||v <4

Then
||PX7Pva < €+ 0.

Proof. Let Z be the error indicator random variable as defined above.

1Px = Pyl = max|>" Prl@) =3 Pr(a)
zeS TeS
:maxZPXZa:z ZPyzxz‘
Sex zeS z€eS
z€{0,1} z€{0,1}
= ‘Isngp}(( Z sz($70) + Z sz(ib, 1) —
reS zeS
> Prz(@,0) = > Py 1)
z€S TeS
< nax Z Pxz(x,0) — Z PYZ(%U‘ +
0= €Sy €Sy
g?%}é(k" Z PXZ LC 0 Z Pyz(x,l)‘
r€Sg
= Pz(0)- HPXlZ:O — Py z—ollv +
Pz(1) - |Px|z=1 — Py|z=1llv
< €+ 9

The first inequality follows from the triangle inequality and the second
inequality from the assumption of the lemma and the fact that the vari-
ational distance between two distributions is at most 1. O

Remark. The statement of the lemma is equivalent to the following.
Let X and Y be random variables over the same alphabet X. As-
sume that a random variable Z exists that takes on a value z for which
| Px|z=> — Py|z=:|lo < d with probability at least 1 —e. Then |[Px —
Py ||v <e+ 0.
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3.3 Some Relations Between Information
Measures

In this section we present a collection of inequalities that relate the
entropy measures discussed in the preceding section. In all statements
of this section, X and Y denote random variables with the same alphabet
X and Py denotes the uniform distribution over X.

Table 3.1 (page 44) provides a systematic overview of relations be-
tween the entropy measures. Bounds in terms of the distance measures,
D(Px||Py) and L, distance, are included in the table for the distances
between Px and Py. However, some of the results are more general
and hold for the distances between arbitrary distributions Px and Py.
Variational distance is not included because it is equivalent to one-half
of the L; distance.

Lemma 3.2. The Rényi entropy H,(X) for any a > 1, the Shannon
entropy H(X), the Rényi entropy Hg(X) for any S with0 < g < 1, and
the min-entropy Hoo(X) satisfy

(a) (b) (©) (d) (e)

0 '€ Ha(X) £ Ha(X) € H(X) € Hy(X) < logl¥]. (314)
Equality in (a)—(d) holds if and only if Px(x) = 1 for some x € X;
equality in (b)—(e) holds if and only if Px(x) = 1/|X]| for all z € X;
equality in (b)—(d) holds if and only if for some set Xy C X, Px(x) =
1/|X|, for all x € Xp.

Proof. The lemma follows from Propositions 2.1 and 2.4. O
Lemma 3.3 ([CT91)).

2
>

D(Px|Py) 2 5 2||PX Py

Lemma 3.4.
1
H(X) < log|X —

(X) < log|¥| — 5= Px ~ Pull®

Proof. Combine (2.12) and Lemma 3.3. O

Lemma 3.5 ([CT91]). If |Px — Py|l1 < %, then

| Px — Pyl

|H(X) - H(Y)| < —||Px — Py|1log x|
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Lemma 3.6. If |Px — Pyll; < 3, then
Px — P,
HUX) = tog ||+ [Px ~ Pyl tog 1220,
Proof. Combine (2.12) and Lemma 3.5. O
The Ly distance between Px and Py is defined as
2
IPx = Pylla =  |> (Px(x) = Py(x))".
zeX
Lemma 3.7.
Hy(X) = —1og<|X| + IPx = Pull2?)
Proof. For all z € X, let A, = Px(x) — 1/|X|.
Hy(X) = —log ) _ Px(z)
reX
1 2
= —log > (5 +A)
Z 5g
= -1 A2)
og(w‘ + Z
The Lemma follows by noting that ), A7 = ||Px — Py|2>. O
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D() Ha Hoo E[G] ||||1

H | (212) L32 (3.9),L3.2 (3.10)  L3.4,L3.5,L3.6

D() ~ 