Security and Fault-tolerance in Distributed Systems ETHZ, Summer 2005
Christian Cachin, IBM Zurich Research Lab www.zurich.ibm.com/~cca/

4 Consensus and Reliable Broadcasts

4.1 Introduction

Consider a completasynchronousietwork ofn serversP = {P,..., P,}. Up tot servers
may fail by silently crashing(and they do not recover). A server that never crashes is called
correct Every pairof servers is linked by a reliable point-to-point communication channel
(i.e., if a correct server sends a message to another correct servergnavituallyreceive the
message).

Coordination of all (correct) servers in this model has received considerable attention.
Many relevant practical problems, such as atomic broadcast or decentralized atomic commit-
ment of transactions, can be reduced to the problem of reaching consensus.

4.2 Consensus

Consensus is defined in terms of two evepi®poseand decide every serverP; executes
proposév), wherew is the value that®; “proposes,” and every servél executeslecidgv),
wherev is the value for whichP; “decides.”

Definition 4.1 (Consensus)A consensugprotocol satisfies:
Validity: If a serverdecidesy, thenv wasproposedoy some server.
Agreement:No two servers decide differently.

Termination: Every correct server eventualtiecides

This actually definesiniform consensus, which means that the properties hold also for faulty
servers until they fail; imon-uniformconsensusagreements restricted to the correct servers,
which is sometimes easier to achieve.

It is not possible to implement Definition 4.1 in asynchronous systems [FLP85], even if
t = 1. Possible solutions are (1) to use randomization or (2) to makag assumptionsWe
explore (2) here and discuss (1) in the context of Byzantine agreement.

Example 4.2 (Non-Blocking Atomic Commitment using Consensus)At the end of a dis-
tributed computation, a group of processes (servers) enters a protocol to commit the changes
of their local state. Every process may proposedmmitor to abortthe computation; if one
processaborts then all others must alsabort, otherwise they mustommit Some processes
may fail (we assume here that thegverrecover) and if a process believes that another process
has failed (e.g., by using a “failure detector,” see below), it is also possilliedx.

This is a variation of consensus with domditommit abort} and the following notion of
validity:



e If a process decidesommit then all processes have proposedimit

o If all processes propossommitand none of them is believed to have failed, they must
decidecommit

The following algorithm implements distributed non-blocking atomic commitment using
consensus:

1. Every process sends its proposed actemmmitor abort, to all others.

2. When a process receivesnessages indicatingpommit it starts consensus and proposes
to commit otherwise, when at least one process sent a message that indicatesr
when a process believes that another process has failed, it starts consensus and proposes
to abort

3. Return the decision of the consensus protocol.

However, the database literature usually allows recoveries, which makes this a different prob-
lem. Practical database systems use a single transaction coordinator that implements the de-
cision [BHG87]; when the coordinator fails, the 2PC protocol blocks until the coordinator
recovers, and the 3PC protocol needs a complex and synchronous recovery procedure when
the backup coordinators fail as well. See also [BT93, GL04].

4.3 Failure Detectors

Definition 4.3 (Failure Detector [CT96]). Every serverP; has a locafailure detectormodule
D; that (periodically) outputs a list of servers that it suspects to have crashed. We say
suspectd’; whenever; € D,

A failure detector (FD) represents an abstraction of a timing assumption; a FD is described by
its abstract properties rather than through an implementation. We usually speak of “the” failure
detectorD when every server has access to a local FD mo@ylevith the properties oD;

note that the outputs of the modules at different servers may differ from each other.

Definition 4.4 (Completeness).

o A failure detector satisfiestrong completenesteventuallyeveryserver that crashes is
permanently suspected kyerycorrect server.

e A failure detector satisfieweak completenesseventuallyeveryserver that crashes is
permanently suspected Bpmecorrect server.

Completeness alone is trivial to satisfy and hence not useful.
Definition 4.5 (Accuracy).
¢ A failure detector satisfiestrong accuracyf no server is suspected before it crashes.

e A failure detector satisfieweak accuracyf somecorrect server is never suspected.
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Such failure detectors must never output false suspicions about any server (strong accuracy) or
about one particular server (weak accuracy). Therefore they are rather difficult to implement,
and one considers also the following relaxation.

Definition 4.6 (Eventual Accuracy).

o A failure detector satisfiesventual strong accuracy there is a time after whictmo
correct server is suspected by any correct server.

¢ A failure detector satisfieeventual weak accuraay there is a time after whiclsome
correct server is never suspected.

A failure detector is characterized by a completeness and by an accuracy condition. Two no-
tions of completeness and four forms of accuracy define eight classes of FD:

accuracy
completeness eventually
strong weak strong weak
strong P S OP  OS
weak Q W 0Q  OW

P is also called the [class of] “perfectS the [class of] “strong,” andV the [class of] “weak”
failure detectors; readl as “eventually.”

Definition 4.7 (Reducibility). If there exists an algorithm that emulates all properties of a FD
D’ using only the output from a FID, we say tha®’ is reducibleto D and thatD’ is weaker
thanD, writtenD’ < D.

Similarly for classes of FD: if every FD in a clagsis reducible to a FD in a clasg we
say thatC’ is reducibleto C and writeC’ < C.

If D <& and€ < D, thenD and€ areequivalentwrittenD = £.

Trivially, we haveQ < P, W < S, etc.
Theorem 4.8. Weak and strong completeness are equivalentR.es, ©, S = W, etc.

Proof. Reduce FDS with strong completeness to FD with weak completeness as follows:
every P; periodically sends the output @; to all servers; wherP; receives such a message
with the output ofD;, it updatesS; to S; U D; \ {P;}. O



4.4 Consensus using Failure Detectors

Algorithm 4.9 (Consensus based o or ¢S [MR99]). Every P; has access to a failure
detectorD;; D; is either inS or in (S for all servers.P; executes the following algorithm.

upon proposéuv):

r«0 /I current round
while notdecideddo
¢+ (r modn)+1 /I current coordinator
u— 1 /l value received from coordinatdi. or L if none
if 7 = cthen

send messagg@ropose ,r,v) to all
wait for messagépropose ,r,v’) from P.orc € D;
if a messagépropose ,r,v’) was receivedhen
u— v
send messag&ote ,r,u) to all
wait for messagesévote ,r,u’) from all P; € ) for someQ s.t.
QQ = P\D;withFDS
Q| = [™] with FD 0S
U «— setof values/ received invote messages
if U = {u'} for someu’ # L then
send message@lecide ') to all
else ifU = {«/, L} then
v—u
r—r+1
upon receiving a messagelecide ,v’):
if notdecidedthen

send the messagdecide ,v’) to all
decid€v’)

The algorithm uses the “rotating coordinator” paradigm and provides “early termination.” The
way in which thedecide message is disseminated is a “reliable broadcast” that tolerates crash
failures (see next section).

Theorem 4.10. Algorithm 4.9 implements consensus with a strong failure dete&pidr
n >t.

Proof idea. Let P. be the correct server that is never suspected and ket its vote at begin of
roundc. All correct servers will decide in round Note thatc < n. O

Theorem 4.11.Algorithm 4.9 implements consensus with an eventually strong failure detector
(OS) for n > 2t.

Proof idea. Agreemenandterminationare based on these facts:

o If two servers decide in the same round, then they decide the same value.
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e Suppose some server decidésin round r. Then the valuey’ is contained in the
propose message of round and has been “locked” in the sense that it is not possi-
ble for any server in roundf > r to decideu’ # v’ or to assign:’ # ¢’ to its v because
every two sets of”T*W servers intersect. (Such a set forms a “quorum.”)

¢ If some server decides, then every other server eventually decides (because it receives a

decide message).

e There is some round in which the coordinat@ris not suspected by any server; all
correct servers decide in this round.

Combining Theorems 4.10 and 4.11 with Theorem 4.8 shows that consensus can also be im-

]

plemented using the weak failure detectiwsand{)V. Moreover, it has been shown thaxV
is the weakest failure detector that solves consensus in the sense of Definition 4.7 [CHT96].

Corollary 4.12. Consensus can be implemented in asynchronous systems with a weak failure
detector forn > ¢ and with an eventually weak failure detector for> 2t.
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