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4 Consensus and Reliable Broadcasts (cont.)

45 Broadcast Problems

Our system model includes only point-to-point links for communication. If a server wants to
broadcast a message to all others, the server may crash during the operation and it is possible
that some servers receive a message but others don’t. The purpedialdé broadcasand

its extensions is to prevent that. When additional ordering requirements are imposed (partial
orders such as FIFO and causal or total order), the problem becomes harder to solve. This
section is based on [HT93].

45.1 Reliable Broadcast

Reliable broadcast (RBC) requires that all correct servers deliver the same set of messages, and
that this set includes all messages broadcast by correct servers but no spurious messages. The
sender associated to a particular message is a distinguished server and its identity is assumed
to be known. Formally, RBC is characterized by two everisoadcast{m), executed by the

sender to “r-broadcast” the message andr-deliver(m), executed by all servers when they
“r-deliver” m.

When multiple messages are broadcast, one may imagine that the servers run multiple
instancesof a broadcast primitive. Every instance is associated with a unique identifier that is
also added to all messages generated by the protocol; since the sender is known, this identifier
may also include the identity of the sender.

Definition 4.13 (Reliable Broadcast).A protocol forreliable broadcast satisfies:
Validity: If a correct server-broadcastsa message., then it eventually-deliversm.
Agreement:If a servemr-deliversa message:, then all correct servers eventuatigeliver m.

Integrity: Every server delivers at most one messagend only ifm was previously broad-
cast by the associated sender.

Thus if the sender is faulty, either all servers deliver a message or none.

Algorithm 4.14 (Reliable Broadcast). We consider the implementation of a single instance

(a protocol for broadcasting multiple messages is obtained in a straightforward way by aggre-
gating as many instances as there are messages)P, ldgnote the sender of the broadcast
instance; serveP; executes the following steps:

1This actually definesiniformreliable broadcast; all other broadcasts in this section are also uniform.



upon r-broadcastm): Il senderP; only
send the messagsend , m) to itself

upon receiving messageend , m):
if messagen has not beendeliveredyetthen

send the messagsend , m) to all
r-deliver(m)

Although our network model assumes reliable point-to-point links between all servers, the
algorithm works even if every pair of correct servers is connected only via a path consisting
entirely of correct servers (in which case the statement “send to all” means “send to all directly
connected servers”). The following theorem is immediate.

Theorem 4.15. Algorithm 4.14 implements reliable broadcast for> ¢.

45.2 FIFO Broadcast

When multiple messages are reliably broadcast concurrently, RBC does not guarantee anything
about the order in which the messages are delivered. One of the simplest orderings is provided
by FIFO broadcast, which guarantees that messages from the same sender are delivered in
the same sequence as they were broadcast by the sender; this does not affect messages from
different senders.

A protocol for FIFO broadcastis a protocol for reliable broadcast defined in terms of two
events-broadcastandf-deliverthat also satisfies:

FIFO Order: If a serverf-broadcastsa message: before itf-broadcastsa message’, then
no serverf-deliversm’ unless it has previouslydeliveredm.

Algorithm 4.16 (FIFO Broadcast from Reliable Broadcast). Given an implementation of
reliable broadcast, servét executes the following steps:

initialization :
M —] Il set of received but ndtdeliveredmessages
s« 0 Il P;'s sequence number
nj 0 (Vj € [1,n]) /I next sequence number to bdeliveredfrom P;
upon f-broadcastm): /I senderP; only
r-broadcastthe messagés, m)
s—s+1

upon r-delivering (s’, m’) with senderP;:
M — MUA{(j,s,m)}
while 3(j,¢,m) € M such that = n; do
f-deliver(m)

Theorem 4.17. Given a protocol for reliable broadcast, Algorithm 4.16 implements FIFO
broadcast.



4 5.3 Causal Broadcast

The causal precedence relation is an important concept in distributed computing. Ar event
causally precedeg, writtene — f, whenever the same server executégfore f, or whene
is the event of sending a message dritie event of receiving it, or if there is an evensuch
thate — g andg — f. Causal order is a specialization of FIFO order.

A protocol forcausal broadcasis a protocol for reliable broadcast defined in terms of two
eventsc-broadcastndc-deliverthat also satisfies:

Causal Order: The c-broadcastof a message: causally precedes thebroadcasiof a mes-
sagem/, then no servee-deliversm’ unless it has previously-deliveredm.

Algorithm 4.18 (Causal Broadcast from FIFO Broadcast). Given an implementation of
FIFO broadcast, servét, executes the following steps:

initialization :
M—0 /I list of recentlyc-deliveredmessages
upon c-broadcastm): I/ senderP; only

f-broadcastthe messagé) | m), where|| means to append an elemento a list M/
M — 1

upon f-delivering([my, mao, ..., my]):
fork=1,...,ldo
if m;, has not beeo-deliveredyetthen
c-deliver(my)
M — M|my

Theorem 4.19.Given an implementation of FIFO broadcast, Algorithm 4.18 implements causal
broadcast.

45.4 Atomic Broadcast

FIFO and causal orders are partial orders. In particular, causal order does not impose anything
for two causallyunrelatedmessages and it is possible that the servers deliver the messages in
different orders. Many applications do not allow such behavior because they must maintain a
consistent state at all servers; these applications require that the same state updates are executed
by all servers and that every server executes them in the same order. Such a total order is
provided by atomic broadcast.

A protocol foratomic broadcasis a protocol for reliable broadcast defined in terms of two
eventsa-broadcastinda-deliverthat also satisfies:

Total Order: If two serversP; and P; botha-delivermessages: andm/, thenP, a-deliversm
beforem’ if and only if P; a-deliversm beforem’'.



Note thattotal orderdoesnotimply FIFO or causal order hence, FIFO and causal broadcasts
are orthogonal to atomic broadcast, and it is possible to consider also FIFO atomic and causal
atomic broadcasts.

Implementing the total order property is considerably more difficult than the other orderings
considered before. In fact, atomic broadcast is as powerful as consensus and hence impossible
in asynchronous networks using deterministic protocols.

Theorem 4.20.Given a protocol for atomic broadcast, there is a protocol for consensus that
does not involve any additional messages.

Proof sketch.To proposea valuev, a server uses the atomic broadcast protocolabtad-
castsv; then every server waits for tleedeliveryof thefirst message’ anddecidedor v’. The
agreementndtotal order properties of atomic broadcast im@greemenof consensus. [

A convenient way to implement atomic broadcast is to use a consensus primitive. The atomic
broadcast algorithm below proceeds in global rounds; it uses one instance of consensus in every
round to agree on a set of messages, which are then delivered in a fixed order at the end of the
round.

Algorithm 4.21 (Atomic Broadcast from Consensus and Reliable Broadcast [CT96])Given
an implementation of consensus and reliable broadcast, seregecutes the following steps:

initialization :
R0 /I set ofr-deliveredmessages
A—10 Il set ofa-deliveredmessages
r«—0 [/l round number

upon a-broadcastm,):
r-broadcastm)
upon r-deliver(m):
R — RU{m}
repeat forever. /I concurrently with the above statements
if R\ A #0then
proposéR \ A) in consensus
wait for decid€sS) of consensus
a-deliverall messages i§ \ A in some deterministic order
A—AUS

rer+1

Theorem 4.22.Given protocols for consensus and for reliable broadcast, Algorithm 4.21 im-
plements atomic broadcast.

Proof sketch.Validity follows from thevalidity of reliable broadcast and from tlalidity and
agreemenbf consensus (if a correct servaibroadcastsa messagen, it is eventually con-
tained in the seR of every correct server) combined with thrtegrity of consensus (eventu-
ally, every set proposed in consensus contaifs
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Agreement and total ordeare based on the following two facts. LBt(i) denote the set
S\ A of serverP; in roundr of the algorithm and suppoge and P; are correct. Then:

o If P, executeproposefor consensus, thenP; eventually executesroposefor consen-
susr.

e If P, a-deliversall messages i3, (i), thenP, eventuallya-deliversall messages i3, (7);
moreover, (i) = B,.(j) forall » > 0.

]

Corollary 4.23. Atomic broadcast and consensus are equivalent in asynchronous distributed
systems with reliable point-to-point links and crash failures.

45,5 Summary

total order
reliable »| atomic
broadcast broadcast
FIFO order
\ \
FIFO » | FIFO atomic
broadcast broadcast

causal order
Y Y

causal » | causal atom.
broadcast broadcast

Relations among the broadcast primitives [HT93].
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