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Exercise 6

1 Threshold Pseudorandom Function

Using a discrete log setting with G = < g >, let ¥ be a seed and definea F, : {0,1}* — {0, 1}*
as
F.(s) = H'(H(s)"),

where H : {0,1}* — G and H' : G — {0, 1}* are hash functions. The family F' = {F,} is a
pseudorandom function assuming the hardness of the DLP (which can proven formally in the
random oracle model).

Design a non-interactive threshold pseudorandom function based on F' that is secure against
a passive adversary.

2  Group key agreement

The well-known Diffie-Hellman protocol provides a protocol for two parties to agree on a secret
key by exchanging public messages. Consider a cyclic group G =< g > of prime order ¢, such
that g is a generator of . (For example, G' = Z for some prime p = mq+1, where |p| = 1024
and |¢| = 160, is considered moderately secure today.)

Computing discrete logarithms in G is assumed to be hard, i.e., any efficient algorithm
computes x from y and g such that ¢* = y only with negligible probability. (In other words,
exponentiation in G is a one-way function.) The Diffie-Hellman problem in G is also assumed
to be hard, i.e., any efficient algorithm computes ¢g***? from y; = ¢** and y, = ¢*? only with
negligible probability. Finally, the Decisional Diffie-Hellman problem is presumably also hard,
i.e., any efficient algorithm distinguishes triples (¢*'*2, ¢!, ¢*2) for random x4, x5 € Z, from
triples (g%, g**, g**) for random z, z1, x5 € Z, only with negligible probability.

A simple 3-party key agreement protocol for P, P, P53 proceeds in three steps: (1) P; (for
i=1,...,3) chooses r; €g Z, and sends a; = g to all; (2) P, computes b;; = a3’ for j # i
and sends the b values to all; (3) P, computes ¢; = b;; for some pair (j, ) such that j # i and
[ # i. Note that ¢; = ¢3 = ¢3.

At the end, every party obtains the same secret key ¢, but an adversary who observes all
messages does not learn any useful information about c.

a) Generalize this protocol to n parties such that it takes only O(n) messages and that the size
of each message is only O(n) elements of G. (It will take O(n) rounds.)

b) How can the size of each message be reduced to a constant number of elements from G?

¢) How can the number of rounds be reduced to a constant?



