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8 Agreement and Broadcasts with Byzantine Faults

8.1 Model

Faults. In the context of malicious activity, one usually models the environment as an adver-
sary that coordinates all faulty servers. An adversary may be passive or honest-but-curious, in
the sense that the faulty servers follow the protocol but the adversary tries to infer information
it is not supposed to know. Sometimes, a passive adversary may additionally cause servers to
crash. A completely unrestricted adversary is called active or Byzantine, and may cause faulty
servers to deviate from their specification and to behave arbitrarily.

Components. In this section, there are n servers, of which up to ¢ may be corrupted by an
active adversary; the remaining servers are correct. The servers are connected by pairwise reli-
able and authenticated links, and the system is asynchronous (no bounds on message delays, no
local clocks). There is a trusted dealer for setup and the adversary is computationally bounded.

Assumptions. Cryptography, in particular threshold cryptography, is used here to cope with
failures and adversarial actions. Keys and key shares for threshold cryptography are initially
distributed by a trusted dealer. Randomized protocols may be used to reach agreement, since
deterministic asynchronous consensus and agreement protocols have infinite runs.

8.2 Broadcasts

In consistent and reliable broadcasts, a distinguished sender P; broadcasts a message m and all
servers should later deliver m, though termination is not guaranteed when the sender is faulty.

Consistent broadcast. Consistent broadcast or c-broadcast ensures only that the delivered
message is the same for all receivers. In particular, when the sender is faulty, it does not
guarantee that every server delivers a message and terminates.

Definition 1 (Consistent broadcast). A protocol for consistent broadcast satisfies:
Validity: If a correct sender P c-broadcasts m, then all correct servers eventually c-deliver m.

Consistency: If some correct server c-delivers m and a distinct correct server c-delivers m/,
then m = m/.

Integrity: For any request m, every correct server c-delivers m at most once. Moreover, if the
sender P is correct, then m was previously c-broadcast by Ps.

The echo broadcast protocol implements consistent broadcast with a linear number of mes-
sages and uses digital signatures. Its idea is that the sender distributes the request to all servers
and expects [%t“} servers to act as witnesses for the request; they attest this by signing their
reply to the sender.



Algorithm 2 (Echo broadcast [Rei94]). Every server can issue digital signatures and verify
the signatures of every other server.

upon c-broadcast(m): // sender only
send message (send,m) to all

upon receiving a message (send, m) from P:
compute signature o on (echo, s, m)
send message (echo,m, o) to Ps

n+§+1‘|

upon receiving | messages (echo, m, ;) with valid o;: // sender only

> « list of all received signatures o;
send message (final,m,X) to all

upon receiving a message (final,m, ¥) from P, with (%t“} valid signatures in X:
c-deliver(m)

The message complexity of the echo broadcast protocol is O(n) and its communication
complexity is O(n*(k + |m|)), where k denotes the length of a digital signature. Using a
non-interactive threshold signature scheme, the communication complexity can be reduced to

O(n(k + |ml)).
Theorem 3. Algorithm 2 implements consistent broadcast with Byzantine faults for n > 3t.

Proof. Validity and integrity are straightforward to verify. Consistency follows from the obser-
vation that the request /m in any £inal message with [2+£1] valid signatures in ¥ is unique.
To see this, consider the set of servers that issued the (%H} signatures: because there are
only n distinct servers, every two sets of signers overlap in at least one correct server. Such
sets are called Byzantine quorums [MR98]. O

Reliable broadcast. Reliable broadcast or r-broadcast extends consistent broadcast and en-
sures additionally agreement on the delivery of a message, in the sense that either all correct
servers deliver some request or none delivers any request.

Definition 4 (Reliable broadcast or “Byzantine generals problem’’). A protocol for reliable
broadcast is a consistent broadcast protocol that satisfies also:

Totality: If some correct server r-delivers a message, then all correct servers eventually r-
deliver a message.

In the literature consistency and totality are often combined into a single condition called
agreement.

Algorithm 5 (Bracha broadcast [Bra84]). This protocol needs only pairwise authenticated
links, but no digital signatures.

upon r-broadcast(m): // sender only
send message (send, m) to all

upon receiving a message (send, m) from P:
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send message (echo,m) to all

| messages (echo, m) and not having sent (ready, m):

upon receiving [ 2+

send message (ready,m) to all

upon receiving t+1 messages (ready, m) and not having sent (ready, m):
send message (ready, m) to all

upon receiving 2t + 1 messages (ready,m):
r-deliver(m,)

Theorem 6. Algorithm 5 implements reliable broadcast with Byzantine faults for n > 3t.

Proof. Consistency follows from the same argument as in Theorem 3, since the message m in
any ready message of a correct server is unique. Totality is implied by the “amplification” of
ready messages from ¢+ 1 to 2¢+ 1 with the fourth upon clause of the algorithm. Specifically,
if a correct server has r-delivered m, it has received a ready message with m from 2t + 1
distinct servers. Therefore, at least ¢ 4+ 1 correct servers have sent a ready message with m,
which will be received by all correct servers and cause them to send a ready message as well.
Because n — t > 2t + 1, all correct servers eventually receive enough ready messages to
terminate. [

8.3 Randomized [Binary] Byzantine Agreement

The Byzantine agreement problem is characterized by two events propose and decide; every
server executes propose(v) to start the protocol and decide(v) when the protocol terminates
with a decision value v. In binary agreement, the values are bits. Note that Byzantine agreement
in the model with Byzantine failures is almost the same as consensus subject to crash failures.

Definition 7 (Byzantine agreement). A protocol for binary Byzantine Agreement satisfies:

Validity: If all correct servers propose v, then some correct server eventually decides v.

Agreement: If some correct server decides v and another correct server decides v, then
/
v ="

Termination: Every correct server eventually decides.

The result of Fischer, Lynch, and Paterson [FLP85] implies that every asynchronous pro-
tocol solving Byzantine agreement has executions that do not terminate. However, there are
randomized protocols that circumvent this impossibility [Ben83, Rab83, Tou84]. They make
the probability of non-terminating executions arbitrarily small. More precisely, given a logical
time measure 7', such as the number of steps performed by all correct servers, define termina-
tion with probability 1 as

71im Pr[some correct server has not decided after time 7] = 0.
—0Q



Algorithm 8 (Binary randomized Byzantine agreement [Tou84]). Suppose a trusted dealer
has shared a sequence sy, s, . . . of random bits, called coins, among the servers, using (¢ + 1)-
out-of-n secret sharing. A server can access the coin s, using a recover(r) operation, which
may involve a protocol that exchanges some messages, and gives the same coin value to every
server. The two upon clauses of the algorithm are executed concurrently.

At a high level, the protocol works as follows. Every server maintains a value v, called
its vote, and the protocol proceeds in global asynchronous rounds. Every round consists of
two voting steps among the servers with all-to-all communication. In the first voting step, the
servers simply exchange their votes, and every server determines the majority of the received
votes. In the second voting step, every server relays the majority vote to all others, this time
using reliable broadcast (Algorithm 5) and accompanied by a proof 11 that justifies the choice
of the majority; II contains messages and signatures from the first voting step. After receiving
reliable broadcasts from n — t servers, every server determines the majority of this second vote
and adopts its outcome as its vote v if the result is unanimous; otherwise, a server sets v to the
shared coin for the round. If the coin equals the outcome of the second vote, then the server
decides.

upon propose(v):
r«—0
loop
send the signed message (1-vote,r,v) to all
wait for receiving properly signed (1-vote, r,v’) messages from n — ¢ distinct servers
IT « set of received 1-vote messages including the signatures
v «— value v’ that is contained most often in 11
r-broadcast message (2—-vote, r, v, II)
wait for r-delivery of (2—vote,r,v’, 1) messages from n — ¢ distinct senders
with valid signatures in IT and correctly computed v’
b < value v’ that is contained most often among the r-delivered 2—vote messages
¢ < number of r-delivered 2-vote messages with v/ = b
Sy «— recover(r)
if c =n — t then
v b
else
V— S,
if b = s, then
send message (decide,v) to all // note that v = s, = b
r—r+1

upon receiving t + 1 messages (decide,b):
if not decided then

send message (decide,b) to all
decide(b)

Lemma 9. If all correct servers start some round r with vote vy, then all correct servers termi-
nate round r with vote vy.

Proof. 1t is impossible to create a valid II for a 2-vote message with a vote v # vy because
v must be set to the majority value in n — ¢ received 1-vote messages and n — ¢t > 2t. [
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Lemma 10. In round r > 0, the following holds:

1. Ifa correct server sends a decide message for vy at the end of round r, then all correct
servers terminate round r with vote vy.

2. With probability at least % all correct servers terminate round r with the same vote.

Proof. Consider the assignment of b and c in round r. If some correct server obtains ¢ =
n —t and b = vy, then no correct server can obtain a majority of 2-vote messages for a
value different from vy (there are only n 2—vote messages and they satisfy the consistency of
reliable broadcast). Those correct servers with ¢ = n — ¢ set vote v to vy; every other correct
server sets v to s,.. Hence, if s, = vy, all correct servers terminate round r with vote vg.

Claim a) now follows upon noticing that a correct server only sends a decide message
for vg when vg = b = s,.

Claim b) follows because the first correct server to assign b and ¢ does so before any in-
formation about s, is known (to the adversary). To see this note that at least ¢ + 1 shares are
needed for recovering s,., but a correct server only reveals its share after assigning b and c.
Thus, s, and vy are statistically independent and s, = vy holds with probability % ]

Theorem 11. Algorithm 8 implements binary Byzantine agreement for n > 3t, where termina-
tion holds with probability 1.

The theorem follows easily from the two lemmas. The protocol achieves optimal resilience
because reaching agreement in asynchronous networks with ¢ > n/3 Byzantine faults is impos-
sible, despite the use of digital signatures [Tou84]. Since Algorithm 8 reaches agreement with
probability at least % in every round, the expected number of rounds is two, and the expected
number of messages is O(n?).

8.4 Byzantine Agreement with Cryptographic Randomness

One problem of Algorithm 8 is that every round in the execution uses up one shared coin in the
sequence sg, S1, - - . . As coins cannot be reused, this is a problem. One solution is to obtain the
shared coins from a threshold-cryptographic function.

More precisely, one may obtain the coin value s, from the output of a distributed pseudo-
random function (PRF) evaluated on the round number r and the protocol instance identifier.

APRF F, : {0,1}* — {0, 1}* is parameterized by a secret key x (called a seed) and maps
an input string to a k-bit output string that looks random to anyone who does not have the secret
key. More formally, the PRF is secure if any efficient adversary who queries an oracle with
distinct inputs cannot tell, with better than negligible probability, whether the oracle responds
to the queries by evaluating the PRF on a random seed or whether the oracle responds with a
uniformly random k-bit string.

In practice one implements a PRF by a block cipher with a secret key; distributed imple-
mentations, however, are only known for functions based on public-key cryptosystems. Cachin
et al. [CKSO05] describe a distributed PRF suitable for a distributed implementation, as shown
next.

Algorithm 12 ([CKS05]). Recall the discrete-logarithm setting with G = < g >; let = be a
randomly chosen seed and define a F, : {0,1}* — {0,1}* as

F,(v) = H'(H(v)"),

5



where H : {0,1}* — G and H' : G — {0, 1}* are two hash functions. The family F' = {F,}
is a pseudorandom function, assuming the hardness of the DLP (which can proven formally
when H is modeled as a so-called random oracle).

A threshold PRF can be obtained analogously to threshold ElGamal encryption. Let a
trusted dealer choose the seed = and share it among the servers using a polynomial of degree ¢,
such that server P; holds share x;. When it is time to compute F,.(v), every correct server P,
computes a value-share d; = (H (v))x and releases d; according to the protocol. Any ¢ + 1
correctly computed value-shares, from servers with indices in a set S, yield the value of the

PRE,
Fo(v) = H’(H dﬁﬁi).

Writing h = H (v), this is correct because

[ = J[r=%: = n¥ies=¥s = pe.
€S €S

One can show that this does not leak information about z, under the assumption that the DLP
is hard.

Now use the threshold PRF with output length £ = 1 to implement the sequence of shared
coins sg, S1,... in Algorithm 8. The input string for coin s, consists of ID||r, where 1D
denotes a unique tag of the protocol instance that must also be contained in every message and
included in all signatures, and where r denotes the index of the coin.

Since the threshold pseudorandom function is non-interactive, the recover operation for s,
can be implemented simply by having every server send its share of s, to all others, collecting
t + 1 shares, and combining them to the coin value F,.(ID||r).

The threshold PRF as described here tolerates only a passive adversary, but it can easily
made robust against an active adversary by adding the appropriate zero-knowledge proofs [CKS05].

The randomized Byzantine agreement protocol of Algorithm 12 based on threshold cryp-
tography has expected message complexity O(n?). It can be reduced to O(n?) expected mes-
sages by replacing the reliable broadcasts with a two-phase voting structure that uses justifica-
tions for each vote obtained through threshold signatures on earlier votes [CKSO05].

8.5 Atomic Broadcast with Byzantine Faults

Given a Byzantine agreement protocol, an asynchronous atomic broadcast protocol that toler-
ates Byzantine faults can be realized using the same approach as with crash failures: proceed in
global asynchronous rounds and for each round, agree on a batch of messages to be delivered
at the end of the round [CKPSO1].

Other approaches are possible and sometimes advantageous. A popular Byzantine-fault
tolerant (BFT) algorithm suitable for state-machine replication has been described by Castro
and Liskov [CLO2]. It builds on a different paradigm than the round-based structure of Al-
gorithm 12 and uses a deterministic protocol subject to a timing assumption. Since it needs
essentially only one instance of reliable broadcast (Algorithm 5) per atomically delivered mes-
sage, it is generally faster than Algorithm 12.
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