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Abstract— This paper presents a new theft-deterrent system called
WANTEDL The system relies on credits and blacklists, with each protected hardware protection
device periodically requesting new credit in order to continue operating.
The main features of WANTED are resistance to attacks, guaranteed pri-
vacy, and scalability. The client part is a hybrid system consisting of an
untrusted software component and a trusted hardware component. This
offers maximum flexibility, while keeping the hardware requirements low.

I. INTRODUCTION

Portable high-tech devices tend to be valuable, therefc
attractive candidates for theft. A variety of theft-protectio
methods already exist, see Fig. 1. They can be combinec
increase the level of protection. Wireless signals can be us
to prevent devices equipped with such transmitters from bei
removed from protected premises [1]. In contrast to physic
locks, tracking is transparent to the user. Passive tracking sys- Fig. 1. Overview of theft-deterrent methods.
tems, such as serial number registries, are easy to install, at
least on a_small scale. They act as detgrrent ag_alnst placsl,ggnple implementation. Section Il addresses various attacks
stolen devices on the open market. Active tracking offers’a : e
more aggresive stance by continuously monitoring the staﬁss,we” as privacy and scalability issues.
of devices and potentially activating recovery procedures.

The need for effective theft-protection mechanisms will un-
doubtedly increase with the advent of pervasive computing.

In this paper, we present a novel theft-deterrent mechanism ) ) )
called VANTED, which belongs to the active-tracking cate- The WANTED active-tracking theft-deterrent relies on the

gory. WANTED assumes that theft-protected devices are fallowing assumption: neither the network nor the operating
least occasionally connected to a network. system of the client are trusted. In fact, the only trusted par-

r1'\iazs are the cryptography hardware integrated into the theft-

A theft-protection system, if it is to serve as a deterrent a . ; .
be widely deployed, cannot be kept secret. Several softwabLotected device and, of course, the server involved in the theft-

only solutions exist today [2-4], but these can be removed %?terrent communication protocol, as shown in Fig. 2.
disabled by an astute adversary. Once a patch bypassing theommunication between these two trusted parties is enabled
software-only protection is available, it will be widely dissemby software running on the theft-protected device, and serves
inated in a short period of time. On the other hand, hardwarseveral purposes: one is to allow activation or deactivation of
only protection systems suffer from high complexity and pric¢he theft-deterrent protection, the second is to run a credit-
For these reasons, we propose to use tamperproof cryptogedresh protocol. Optionally, additional information can be ex-
phy hardware, albeit with minor enhancements, together withanged once recovery procedures have been started.

control software on the theft-protected device. Active track- Pro
ing systems based on challenge-response authentication a3
secret-key cryptography are proposed in [5] and [6]. Bei

Il. SYSTEM DESCRIPTION

of of property is required when a device is declared
n. This is necessary to avoid denial-of-service attacks
. ainst legitimate users. For that purpose, trusted registries or
secret-key-based, these systems probably are not swtables hed proofs of property can be used. Also, when activation
large-scale deployment. . or deactivation of the theft-deterrent protection is requested by
Thg paper is structured as follows. Sectlorl Il presents 4ser, proof of property should be presented. Management of
overview of the protocol, the hardware requirements, andtr"i’]st, users, and theft-protected devices is an important issue

LWANTED stands for Web-attached Network-device Theft Explorer and DQ’ 8_]' and SUbjeCt to future work. This paper focuses on the
terrent. credit-refresh protocol presented below.



9. to generate time-based eveénising an independent oscil-

- lator.

= Here, secure storage means that the expense of modifying

\% : securely stored data is higher than the benefits gained from a
trusted successful modification [9, 10].
server The credit counter is decremented by one unit at each clock

tick of the internal oscillator or each time a specific event oc-
curs. As mentioned above, the hardware component will shut
the machine down if the credit counter reaches zero or becomes
negative.

Even if the credit count is zero or negative, the hardware
component will let the device restart and run for a limited
amount of time, called thgrace period that is long enough
to allow the software component to obtain a fresh token.

The exact value of the grace period is device-dependent.
For general-purpose computing devices, this should be long

untrusted
network

theft-protgcted
devijce

client software_ (¥
integrated trusted

cryptography hardware enough for the operating system to boot and fetch credit from
the server. For most devices and operating systems, ten min-
Fig. 2. System components. utes should be ample but too short to really benefit from the
device.
A. Credit-Refresh Protocol Description To locate and hopefully recover a stolen device, additional

The WANTED credit-refresh protocol is the central piece ofiata could be transmitted to the server before the device shuts

the theft-deterrent mechanism. The theft-protected device &9—"\’”' These data could include registry information, routing

tains signed tokens from a trusted server. These tokens con{gfﬁomgy' and GPS data among others. Note that the attacker

“credit,” which allows the device to operate normally for a ceffan remove the_software component to prevent tracing.
A valid token is fed to the hardware component by the soft-

tain amount of time. The theft-protected device can ask for

fresh tokens before the current credit expires. If the credit re cf?vryponent. Ata safe mlflrgln prior to the extﬁ)lrg O]f chredlt,
exhausted the machine is no longer allowed to operate, exch software component invokes thewQuery method of the

to allow the retrieval of new credit. rdwarg component. This method returns a striit))||n),
On the theft-protected device, theaWreD system consists WNeren is a nonce generated by the hardware componént,

of two components: gustedhardware component and an- is the Wanted-1D andt denotes public-key encryption [11]

trustedsoftware component. The software component is r)éy_ith the server’s key. See Table | for the notational conven-
sponsible for contacting a trusted server to obtain fresh crelfins used throughout this paper.

and feed the results into the hardware component. The hard- TABLE |
ware component allows normal operation of the device if and NOTATION SUMMARY
only if the credit obtained from previous tokens has not yet

expired. Notation  Explanation

The trusted server can be managed by any appropriate entityy; ||m2 concatenation ofh; andme
which need not necessarily be the current user of the theftn; & my  binary XOR ofm; andms

protected device. E(m) encryption ofm with the trusted server’s pub-
The trusted hardware component needs to possess the fol- lic key
lowing set of capabilities: sign(m) Trusted server’s signature @mn
1. to securely store the public key of the trusted server, H(n) Secure hash of
2. to verify signatures made by the trusted server,
3. to compute secure hashes, The software forwards this string to the trusted server.
4. to encrypt with the public key of the trusted server, .
5. to securely store and run a small program and associat\%lgeneverthe server replies, the softwarg component forwards
e reply to the hardware component by invoking tieevTo-

variables,

6. to securely store a unique ID for the protected device, call
the Wanted-ID, denoteld,

7. to generate unpredictable nonces,

8. to shutdown the machine or perform other annoying ope
tion&, and ware is integrated into the theft-protected device.
30ther types of events could also be considered.
2The type of available operations depends on how the cryptography hard‘By convention signatures also include the signed message in clear.

Ié%_rF method.

he server’s reply consists of a signattwa U = W@ H(n)
concatenated with new credit, denoted-byA secure hash is

%{)_plied by the server an[12]. If the Wanted-ID is blacklisted,



uintl128 wantedID;

int32 credit;

uint128 pendingNonce;

int32 gracePeriodCounter = 0;
//IGRACEPERIOD is set to 10 min

int32 const GRACE_PERIOD = 600;

Protected Device Trusted Serve

E(WI[n)

if W in black-list
c:=0
else

c:=a,witha >0 /I Called at each clock tick (i.e. each second).

U void clockTick() {
—_—— 10 credit--;
) sign(W @ H(n) ||c) 11 /I Check for credit only after the grace period has elapsed.
if U ®H(n) =W 12 if(gracePeriodCounter < GRACE _PERIOD)
accept 13 gracePeriodCounter++;
14 else ifcredit <= 0)
15 blockMachine();
Fig. 3. Credit-refresh protocol. 16

OCoOo~NOoOUA~WNE

18 // Called by the software component.

. . . 19 char* newQuery() {
i.e., the devu_:e was report_e_d as stolen, then the valuglso_f 20 if(pendingNonce == NULL)
zero. Otherwise, it is a positive integerwhose exact value is 21 pendingNonce = generateNonce();
policy-dependent. The exchange between the theft-protect&d return E(wantedID, pendingNonce);
device and the trusted server is summarized in Fig. 3.

ThenewToken method will accept a new token if it bears &s // called by the software component.
valid signature, and checks whettiépH(n)= W, wheren is 26 void newToken( char* m, Biginteger signature) {

; ; 27 uintl28 U = *(( uint128*) m);

the nonce generated by the previous calhéwQuery. _Th|s 28 if((U " secHash(pendingNonce)) == wantediD) (
check ensures that an adversary cannot replay previously sgnt

A - if (isValidServerSignature(m, signature)) {
tokens. The credit counter is setdo 30 pendingNonce = NULL; -
The Wanted-ID,V, is revealed only to the trusted serverg; int d(_it = *(( int32%) (( uintl28*) m+1));

. . . . . creait = C;
Assummgn is of the same bit Iength_a)z?/,. XOR-ing is se- 33 /] Check whether device is stolen
cure against any adversary even with infinite computing powex. if(c <= 0)
Neither a computationally-bounded adversary nor the softwa® blockMachine();
component can retrieve’ from E()V||n) without knowing the g? } }
trusted server’s private key. 38 }

New credite is an integer that could be interpreted as ex-

pressing absolute time or relative time. The absolute-time in- : . "
. ) . .—.10 be at intervals of one second each. This function first decre-
terpretation provides for a concise syntax to express policies . . X
» ) " meénts the amount of available credit. If the grace period has
such as “work until October 1st, 2000.” However, the hardware s ;
. ; . . ._not yet elapsed, it increments the grace period counter. Oth-
component would require date-keeping capability, whichisa 7~ ° .
) . erwise, it proceeds to check whether the amount of available
rather complicated and expensive operafion.

T L . credit is less than or equal to zero. If no credit is left, the ma-
Instead, we prefer the relative-time interpretation, in whw?h. .
ne is shut down.

the hardware component need not have a notion of date B he newQuery function returns the result of the encryp-
simply decrements the credit counter at each clock tick. In the y yp

remainder of this document, the relative-time interpretationti'gn of the current nonce an_d the Wanted,-ID. If the software
assumed. calls newQuery before feeding the server’s response, we re-

use the previous nonce. Thigéxjuiredto preventthe cumula-
B. Credit-Refresh Protocol Implementation t|v_e token attack described in Sub_sectlon l1I.A.2. Incidentally,
) this also keeps the memory footprint small because never more

The pseudo-code below presents a sample implementa§iRn one nonce has to be remembered.
of the code that runs on the hardware component. The NUM-henewToken is called by the software to feed the answer
ber of instructions is very small, allowing most cryptographys the server to the hardware component. This function takes a
hardware to support such a protocol. _ . _messagen and a signature on the message. The code assumes

In this example, we assume that an oscillator is availabi@at, is composed of a 128-bit unsigned integérfollowed
The code could be adapted to accommodate other typesypfa 32-bit integer. We use C-style pointer arithmetic to re-
events. The code is written in pseudo-code akin to the ifeave these values.
language, and declares a few variables and three functionsy, jine 28. we check whether the server's purported an-

namelyclockTick, newQuery andnewToken. swer XOR-ed with the secure hash of the nonce matches our
TheclockTick function is called at each clock tick, assumegyanted-ID. This check prevents replay attacks. Only if this

5We cannot rely on the system clock, as it can easily be manipulated by lﬂ@Xpe”S'Ve_ check succgeds do W_e proceed to verify the signa-
adversary. ture, a relatively expensive operation.



On line 30, when it is clear that the token is signed and More sophisticated solutions using tamper-proof software
fresh, thependingNonce is reset. On the next two lines,[18], together with authentication of results from the hardware
we retrieve the value of from the message and set the creditomponent, would prevent denial-of-service attacks originat-
counter. A zero value of indicates that the device is black-ing from the protected device itself. This can for instance be
listed and needs to be shut down. the case when a virus prevents credits from being renewed.

I1l. ANALYSIS A.2 Cumulative Token Attack

A prototype implementation of the AMTED system is un- After a thg_ft has occurred, ther(_a will be a certain delay be-
der development. This will enable us to refine certain aspeé@é€ the legitimate owner can notify the trusted server of the
further, and address problems omitted in this paper. Here, {#&ft. During this time the_adversary may attempt to accumu-
discuss four different types of attacks [13], and how they cé@fe credits before the dewcg appears on the blacklist, and then
be countered. We elaborate also on the privacy issue, and @gconnect the device or simply remove theWED soft-
plain why it is preserved. Finally, as for any potentially widelyWare component. The implementation presented in this paper
deployed system, we need to address the scalabilty issue. {agarts this possibility, because
show that VANTED allows a single server to handle a veryl- the nonce: is unpredictable,

large number of clients. 2. there is only a single noneepending at any time. Until
a valid reply is fed into it, the WNTED hardware component
A. Security uses the same nongeand therefore returns the sa@V||n)

) - ) whenever asked by the software component, and
WANTED is based on two trusted parties: an independefit ¢redits are not cumulative. Whenever a new credit has

server and the hardware component running on the theflse, received and successfully verified, the current value of

protected device. All other parties are untrusted. It is al§e credit counter is overwritten by the value of the newly re-
assumed that the two trusted parties can readily communic{g§yed credit.

While formal verification of cryptograhic protocols [14, 15]
can identify unexpected weaknesses in complex protocols, W& Token Deadlock

consider that in the present case an informal verification is suit- .
able [16]. WANTED assumes that the theft-protected device and the

server can communicate, i.e., that the operating system, the
TCP/IP stack, and the software component are properly con-
figured and functional on the theft-protected device.

An adversary connected to the same network can choose tgmagine that repairing a failure on the protected device lasts
disrupt all communications between the device and the serusriger than the grace period of 10 min and there is no available
or only the VANTED-related flows. If the disruption is suffi- credit. Then, the hardware component will shut the machine
ciently long, the device will eventually run out of credit andlown before the device is restored to working order. To obtain
stop working. a fresh token requires a running device, but repairing the device

Needless to say that this attack will not go unnoticed amdquires a token. This is a deadlock situation.
that countermeasures can be taken to track down the disrupteAs such a deadlock situation will render a machine useless,

In a highly centralized architecture where a few serveitsis safer to include an alternative way of callingwQuery
serve millions of clients, a denial-of-service attack can createobtainE(WW||n), contact the server, and feed the results to
havoc. newToken. To complicate matters, we cannot assume that

Another critical system, the Domain Name System (DNSthere is somebody to correctly transcribe the lengthy strings
relies on 13 root servers, called A through M. If all 13 rooof the credit-refresh protocol.
name servers go down or become disconnected for an extendéd/e address this seemingly insurmountable problem by a
period of time, all name resolutions on the Internet would faihootable diskette containing a rescue program. The rescue pro-
The root servers happen to span multiple continents such tgeam callmewQuery and writes the results to afile. The file is
simultaneously disconnecting all 13 is highly unlikely. read by the software component running on a properly config-

As a straightforward extension, one could use multipired machine, the server is queried, and the results are written
trusted servers per theft-protected device or use anycast &da second file on the diskette. The contents of this second
dresses [17] rather than a single server. This would reduce fite:are later fed to the hardware component. Note that like the
possibility of failure due to a broken server. software component, the rescue program is untrusted.

Alternatively, the trusted servers need not manage a huge ,
number of devices but only devices within a well-defined ad4 Forging tokens
ministrative domain. A failing server would then only affect The secure hasH(n) is required in the response from the
the devices within its domain. server to prevent an adversary from feeding forged tokens into

WANTED is compatible with both architectures. stolen devices.

A.1 Denial of Service



Let us assume that it is possible for an adversary to find ddit Scalability
a Wanted-IDW' that is not blacklisted. Sending(WV'||n')
to the server, wherg' is set ton’ = W' & Won), will re-
sult in a valid response, a4 is not blacklisted. The value
Wen is taken from the server’s prior response to a credit r
guest from a stolen device with Wanted-W, assuming the
secure hashi() is not used. By repeatedly intercepting the
responses, which contain a null credit, and replacing them w
the responses containiny’@n’ and a valid credit, the stolen

On the protected device itself, the impact of the WED
hardware and software components is minimal. The code ex-
gputed in the hardware component has very few instructions
and requires only a limited amount of memory. The most ex-

ensive instructions are a public-key encryption and a public-

key signature verification. In terms of memory, only the credit
counter, the grace period counter, the nonce, the Wanted-ID,
device with Wanted-IDV can be stopped from blocking. and the public key of the server need to be sto_re_d. Moreover,
o i . the software component can be small because it is merely a re-

Using in the SEIVEr'S responses a secure fhi(8t) instead lay between the WNTED hardware component and the server.
of n, whereH(n) is by definition irreversible, prevents the ad- .. . ,
versary from forging tokens. Given the large number of devices that co_uld bengﬂt from

the WANTED system, scalability of the server is a key issue.

Clearly, not all WANTED-protected devices need to be as-
signed to the same server. The assignment can be based on ad-

The ability to control a protected device through an indéninistrative domains such corporations and ISPs. In this way,
pendent server basically offers a level of indirection, hence ithe processing load can be distributed.
creased flexibility. The server does not need to keep a tabléWénted-1D

Consider the case of an organization owning a large numiseedit) if the following improvement is made to the credit-
of computing devices. A device is assigned to a member of trefresh protocol presented earlier: A default credit valye
organization. The current common approach is to passwoigl-added to the return value oewQuery, which becomes
protect the computing devices. Typically, it is the assigned udgf)V||n||co). The server can then assign:= ¢, in its re-
who chooses the password. When a device is claimed to hapense. The default credit value is set by the legitimate owner
been stolen, it is difficult for the organization to distinguisief the device after proper authentication. The default credit
between theft by the assigned user (who is feigning theft) awalue must be stored securely on the hardware component.
theft by third-party. Indeed, the assigned user who happendo obtain a different amount of credit, say # ¢, the
to know the password can continue to use the device after thgitimate user asks the server to add its Wanted-ID to a
“theft.” The same observation applies to Asset ID technologgustomized-credit list with credit amouat. If a Wanted-1D
the user can feign theft after having taken the device outsideon the customized-credit list, the server overridewith ¢,
the protected premises. in its answer to the client's query. To summarize, the server

The WANTED approach would prevent this attack. The orgareeds to keep
nization would simply add the Wanted-ID of the device to thg. a blacklist containing the Wanted-IDs of stolen devices, and
list of blacklisted devices. The device would run out of credft. a customized-credit list containing a list of Wanted-IDs
after a while and become useless. Similar reasoning couldwbieh their associated customized credit.

applied to devices that often change hands, in particular rentegh the normal case, i.e. the device is neither stolen nor does

devices. it require a customized credit, its Wanted-ID will not appear
Moreover, this system protects devices for which passwasél either of the two lists. Thus, in practice both lists will be

protection is not applicable, for example, devices that lackrather small. This should further help to maintain theNVED

keyboard or screen. Lazy but otherwise honest users, who fgiktem scalable.

to set a password on the device assigned to them, are also pro-

tected. In particular, many users of mobile phones or personal IV. FUTURE WORK

digital assistants could benefit fromANTED.

A.5 Feigning Theft

Here we have focused on specific elements of theiW¢D
system. Future work will address issues such as: How are
server public keys distributed? How is the server’s public key

The PSN (Pentium Serial Number) present in all Pentiuput on the hardware component? What type of credentials are
[l chips has triggered strong negative reactions from the usegeded for this operation? What happens when protected de-
community. Privacy has been considered a key issue alreatlyes are resold? Who is allowed to deliver proofs of property?
for decades [19]. While a complete theft-deterrent system needs to integrate

At first glance, the Wanted-ID could be considered anotherany more aspects than those presented here, the specific
“PSN.” Indeed, if software had easy access to the Wanted-iiece we presented has the advantage of being relatively stand-
then nothing could prevent software from using it in a similaalone. In a different context, secure electronic payment proto-
way as the “PSN.” However, the hardware component nevals [20, 21] have to consider similar aspects to allow their
communicates the Wanted-ID to the software in the clear. wide deployment.

B. Privacy



V. CONCLUSION [9]

The Internet has become the favorite communication plat-

form for users worldwide. The next step may well be that a0l

sorts of devices become interconnected, and interact without
user intervention.

In the world of pervasive computing, an entire new set of
problems needs to be addressed, such as ad-hoc networkliﬂg

[11]

R.J. Anderson and M.G. Kuhn, “Tamper resistance — a cautionary note,”
in The Second USENIX Workshop on Electronic Commerce ,Roadx-
land, CA, Nov. 1996, pp. 1-11.

R.J. Anderson and M. Kuhn, “Low cost attacks on tamper resistant de-
vices,” inLecture Notes in Computer Scieneel. 1361. Berlin Heidel-
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D.R. Stinson, Cryptography - Theory and PracticeBoca Raton, FL:
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and auto-configuration. In this context, theft deterrents have[ig] J. Kelsey, B. Schneier, and D. Wagner, “Protocol interactions and the
be carefully considered, although only very few contributions
exist in this field. We have shown a method for dealing with gy

large number of devices through a simple credit-based mecha-

nism resistant to various types of attacks. At the same time, iH+!

portantissues such as privacy and scalability have been consid-

ered. Our mechanism has low hardware requirements, whitéi
are met by most cryptography hardware.
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