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Abstract: This paper presentsthe information ag-
gregationmethodsnablingcost-andQoS-awae service
deploymentlt is expectedhatnetworkmanagementools
will require the networkitselfto participatein theservice
deploymentasksoasto adaptto hetengeneousietwork-
nodescost,QoS,andcapabilities. Theaggregationmeth-
odsare part of a setof hierarchically-distributedcompu-
tations,for which a formal descriptionis presentedFour
typesof information that can be handledby the med-
anismare introducedand illustrated by examplesfrom
threeservice-deploymermateyories.
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1. Introduction

Theimportanceof fast,optimized,andreliabledeploy-
mentof new servicesinto a network is a key issuefor
InternetServiceProviders. Simultaneouslynetwork el-
ementsin generaloffer an increasingspectrumof capa-
bilities, somewith dedicatedspecializedunctions,oth-
erswith programmablédehaiors, in soft- or hardware.
Thesetwo driving forcesrenderthe deploymentof ser
vicesin a network morecomple to manage.As a first
stepto enableinteroperabilityandfastercreationof new
services,standardizedApplication Programminginter
faceg(APIs) for network elementsarebeingdefined.But
in suchan ervironmentof networks with large numbers
of nodesthat needto be enabledwith new servicesand
that have widely varying capabilitiesandresourcesit is
necessaryo defineandprovide away to organizethede-
ploymentof new servicesatanetwork level.

Here, we presentthe information aggreation meth-
ods of a framework usedto capturethe dynamiccapa-
bilities of anetwork andto organizeits deploymentbased
onspecificservice-allocatiopolicies,therebyaddressing
theprogrammabilityandheterogeneitaspect®f thenet-
work.

To our knowledge, this framework is the first to rec-
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ognizeand proposesolutionsto this particularproblem.
The motivation of our approachcanbe viewed as simi-
lar to that of quality-of-servic§ QoS)-avareroutingpro-
tocols. Suchprotocolsreplacelengthy and errorprone
manualstepsof provisioningresourcesvithin a network
to guarantea certainlevel of QoS.By handlingthe in-
formationrelatedto the available QoSin the network in-
ternally, routing protocolscanperformthis taskmoreef-
ficiently thanarny operatoior managemerplatformalone
could. In addition,the costof deploying a servicecanbe
computedn adistributedfashionasa functionof perfor
mance therebyallowing the mostprofitableoptionto be
chosen.

This paperis structuredasfollows: Section2 reviews
relatedactvities. Section3 introducesa formalism for
hierarchically-distribited computations,illustrated with
anexample.Sectiord presentshevariousbasicinforma-
tion types, and introducesaggreation methodsfor ser
vicesof thethreeservice-deplgmentcateyories.Section
5 containsa brief summaryof this contributionaswell as
anoutlook.

2. Related Wor k

Thereareonly few known actvities thatfocuson the
automateddeployment of servicesover large heteroge-
neousprogrammablenetworks. Hierarchicalarchitec-
tures have beenusedin routing protocolsand network
managementut not yet consideredn the context of de-
ploying servicesLet usbriefly review the mainactiities
of relatedwork.

In [1], the needfor a distributed and programmable
managementlatformfor thefuturenternetis presented,
andsimple navigation patternsor mobile agentsarede-
scribed.Theunderlyinghierarchicaktructuren our con-
tribution can be viewed as anothey more sophisticated
navigation patternusedby mobile agentgto performthe
specifictaskof scalableservicedeployment.

In [2], the needfor anautomatediesign,creation,and
deploymentof network architecturess presentedanda



high-level methodologyto spavn virtual network archi-
tecturesbasedon the Genesisprofiling systemthat re-
lies on distributedobjecttechnologyandcentralizedpro-
file databasess proposed. In [3], a framework to iso-
late betweenrservicedeployedin differentvirtual active
networks (VANS) is presentedwhereaghe creationof a
VAN essentiallyremainsa manuatask.

Hierarchicalstructuresare usedin IP and ATM net-
works to aggregate and propagaterouting information.
While IP networks only aggregaterouting information,
with two to threelevelsof hierarchy ATM-PNNI [4] also
summarize®andwidthanddelaycharacteristicgo allow
QoSrouting. In [5], a complex noderepresentatiothat
capturesthe relevant characteristicof the nodesat the
lower hierarchylevelsis proposed Lik ewise, distributed
network managemerj6-9] useshierarchicaktructureso
better scalewith large numbersof nodesand comple
managementaskssuch as distributed monitoring with
mid-level managersin [10, 11], thediscovery procesof
distributedservicever wide-areanetworksexploitsahi-
erarchyof servicebrokersto propagatend-hostgjueries
andto cacheadwertisement®f installedmediagatavay
services.

Dynamic compositionand deployment of servicesin
the context of end-to-endapplication sessionsare ad-
dressedn [12-14]. This appliesfor instanceto the setup
of a network pathfor a multimediasessiorbasedon the
availability and costof imagetranscoderand compres-
sion servicecomponentsctive in intermediatenetwork
nodes.

3. Hierarchical Distributed Service-
Deployment

This sectionconcentrate®n the formalizationof the
service-deplgmentmechanisnusing an approachsimi-
lar to [15], albeit with specificenhancementsWe then
illustrate how it is implementedor servicedeployment
of thepath-basedategory.

Froma high-level perspectie, the service-deplgment
mechanisntan be broken down into five steps. Figure
1 shaws thesestepsandthe resultingdeploymentproce-
dureswhenall or only someof the stepsare executed.
Using only the last two stepsin Fig. 1 leadsto a man-
ual deploymenandautomaticconfiguation of a service.
This is how servicesare generallydeplo/edin networks
today With theintermediatesolution,theresultis anau-
tomatic deploymentvith generic metricsand automatic
configuation. Only whenall five stepshave beenexe-
cutedwill anautomaticdeploymentvith custommetrics
andautomaticconfiguationresult.

Computationsredistributedin alogical hierarchyde-
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‘ automatic deployment with custom metrics and automatic configuration ‘

Fig. 1. Thefive stepsof the service-deplgmentmechanism.

scribedin [16]. Layersin thehierarchyarebuilt by recur
sively groupinglogical or physicalnodesandrepresent-
ing themby a singlelogical nodeat the next layer of the
hierarchy

3.1. Hierarchical Iterative Gather-Compute-Scatter
(HIGCS) Algorithm

Themechanisnis dividedinto a sequencef iterations
eachconsistingof gather compute,and scatterphases.
The setsof destinationandoriginsrelevantfor themes-
sagesxchangedn the scatterandgatherphasestespec-
tively, are obtainedfrom the computephase. Note that
theseiterationscanoccurindistinctively in logical nodes
of the hierarchyas well asin nodesof the underlying
physicaltopology

Service-deplgmentHIGCS messagesxchangedur
ing theseiterationsfollow the tree-like topology of the
servicehierarchy Thelogical nodeof a groupis merely
responsibldor communicatingwith its underlyingpeer
groupmembersf the scatterset. The logical nodenei-
therhasto monitorall membersof its groupnor perform
all computationgentrally But withoutlossof generality
we assumen the following descriptionghat the scatter
setis always determinedby a centralcomputationper
formed by the logical noderatherthan distributing this
computatioramonggroupmembersin addition,herewe
considerit more appropriateto focus on the distributed
computationsakingplacealongthe hierarchydimension
itself, thanonthosealongbothcross-hierarchgndgroup-
internaldimensions.

Note thatthis approactof organizingdistributedcom-
putations can be elegantly implementedwith mobile
agentdollowing the navigationmodelextractedfrom the
hierarchicaktructure.

Eachnodeexecutedterative computationdasedon a
tuple {(G;, C;,5;)|0 < i < (k—1)}, wherek is thetotal
numberof iterations. The gathersetG; is ddinedhere
asthesetof (logical or physical)nodesfrom which mes-
sagesareexpected.ThecomputephaseC'; executesonce
theiM sg messagebave beenreceved from all nodesn
G,;. The scattersetS; denoteghe (logical or physical)
nodesto which oM sg messagesre sentoncethe com-
pute phaseC; completes. oM sg,, messagesan differ



dependingn their destinatiomoden in the S; set. Sim-
ilarly to [15], nodeattributesareassumedo be available
duringthecomputephaseThisincludesfor instancethe
hierarchylevel at whichthenodeis located.

The generic signaling messageformat used by the
service-deplgmentmechanisnis definedin Tablel.

TABLE |
THE HIGCSSERVICE -DEPLOYMEN T MESSA GE FORMAT.

Parameter Genericvalue
serviceld Instanceof servicedeployed
hierarchyld | Identifier of servicehierarchy

srcld Sourceof message
destld Destination
iterationld Currentiteration
G; Gathersetfor iteration;
C; Computefunctionfor iterations
S; Scattersetfor iteration:
servSpec Servicespecfication
sMetric Solicitedmetric
iMetric Installedmetric
Otherservice-spefic info

3.2. HIGCS Service-Deployment Computations

To performservicedeployment, iterationsare associ-
atedwith the stepsasdescribedn Fig. 1. For that pur
pose,we ddfinethefollowing generabehaiors for C';:

o Cy selectsthe setof underlyingnodesS, that have to
besolicited(null setif executedona physicalnode),

o (7 summarizesnformation gatheredfrom the set of
underlyingnoded; (onaphysicalnode thisinformation
is created)andplacesit in sMetric,

« (), selectdhesetof nodesS, wheretheserviceis to be
deployed(onaphysicalnode theserviceis installed),

o ('3 summarizesheresultsfrom the deploymentonthe
setof nodesG3 (on a physicalnode,this informationis
obtainedocally), andplacesit in i M etric.

Clearly, thesefunctionswill be implementeddiffer-
entlyfor eachserviceto bedeplo/ed,aswe shalldescribe
next. The service-spefdic allocationpolicy is contained
in theimplementatiorof the C'; andC’ functions.

Tablell shavs the computationsxecutedfor the de-
ployment of a hypothetical path-basedservice on all
nodesof a pathbetweerntwo customersites(represented
by the A andC' top-level nodesin Fig. 2). For the sale
of simplicity, the straightforvardupdateof otherfieldsin
theoM sg (suchassrcId) andfieldsthatdo not change
comparedo thei M sg messagarenotshawn.

Figure 2 illustratesthe resultafter all four HIGCS it-
erationshave completed. The selectedpath is shavn

TABLE Il
Cp, C1, C2, AND C3 FUNCTIONS.

Co DS-solicit

So + Sel ect Al | NodesBet ween( M sg.ends)
oM sgn.ends <+ Sel ect Nei ghbor Nodes(n|n € Sp)

Gy — So

C1 DS-summarize

S1 < CetLogi cal Node()

oMsgsMetric < if |1 sLogi cal Node() then

Summari zeMetri cs(iMsg;.sMetric,

Vj € Gi)

else CreateMetri c(iMsg.servSpec)
G «— 51
Co DS-disseminate

So < if I'sLogi cal Node() then
Sel ect NodesOnShor t est Pat h(
1M sg.ends)
else nul |
oMsgn.ends <+ Sel ect Nei ghbor Nodes(n|n € S2)
Gs — S
Cs3 DS-install

oMsgiMetric « if |1 sLogi cal Node() then

Sunmari zel nstal | edMetri cs(
iMsg;.iMetric, Vj € G3)

else I nstal | Servi ce(iMsg.servSpec)
Get Logi cal Node()

53 <

as a thicker line. The first iteration was initiated by
nodeB, which receved theinitial HIGCS messagavith
iMsg.ends setto {A, C'}. LogicalnodeB.5 androuter
B.2.4 did not participatein the servicedeployment, as
they arenoton a pathbetweend andC. All othernodes
hadbeensolicited,andnodesB.1.1 and B.3.4 wereex-
cludedastheircapabilitiegdid notmatchtherequirements
of that service. Of the remainingrouters,B.2.2, B.2.3,
B.3.1, B.3.2, and B.3.3 arefinally enabledwith the ser
vice, asthey areontheshortespathbetweend andC.

4. Information Aggregation for QoS- and
Cost-Awar e Deployment

The servicedeploymentframenork allows QoS-avare
deploymentof services.In addition,the costdimension
is consideredenablingchaging mechanismésor the de-
ploymentof services. First we classify the variousba-
sic information types that are relevant to the service-
deployment framework, list the threetypesof services
consideredandthenshav how thesebasicinformation
typescanbeusedin the context of servicedeploymentof
all threecateyories.

4.1. Basic Information Types

In general servicesmake useof oneor a combination
of the following basictypesin orderto achieve proper
deployment:
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Fig. 2. Resultof the HIGCS computations

« topology:descriptionof theconnectvity,

« capability:descriptiorof nodecapabilities,

« performancemeasuref topology(suchasbandwidth
or delay)or nodecapability (suchas CPU speedusage,
and

« cost: administratve measurefor using the above re-
sources.

Notethatwhenthis informationis transportedowards
the top of the hierarchy it canbe abstractedaind aggre-
gateddifferentlydependingn serviceneeds Oneadwan-
tageof the service-deplgmentframenork proposechere
is to let serviceglefinetheinformationthey requireto ex-
ecutetheir deployment,andhow it shouldbe aggreyated.
This canbe viewed as an applicationof active codefor
thenetwork controlplane.

Other aggreation methods, such as used in [11]
(Bloom filters) for servicediscovery, differ in their pur-
posefrom the approachpresentechere. Whereashere
only relevantcapabilitiesare extractedfrom the network
thanksto the solicitationstep,Bloom filtersaggreateall
installedservicesin the network, andachieve scalability
only attheprice of falsepositive adwertisements.

Servicesareclassfied into threecategoriesdepending
on the type of locationswherethey areto be deployed,
namely:

« path-based,
« node-basedynd
« path-andnode-based.

Eachcatgyory determinesvhatinformationof thefour
basictypesis aggr@atedandhow it is done.

4.2. Path-Based Deployment

For instance the examplein Section3.2 useslink ab-
stractionsat the upperlayersof the hierarchy For sim-
plicity, we assumedn that example that thoselogical
links hadalreadybeenaddedto the hierarchybeforethe
firstiterationof the servicedeploymentstarted.

For path-basedleployment, routing decisionshave to
be taken successiely at eachlayer of the hierarchy(ex-
ecutedby Sel ect NodesOnShor t est Pat h in Table
I1). Amongthevarioussuitabledatarepresentatiortran-
sition matricesoffer anaccurateepresentationf thecost
of traversingalogical node.

Transition matrices used in path-basedservice de-
ploymentcontaintopology-,capability-andperformance
and/orcost-relatednformation. For instancethe transi-
tion matrix generatedor nodeB in Fig. 2 is (the matrix
is symmetric):

0
T = 0 1
0 5 1

Elementst; ; indicate that thereis connectiity be-
tweenbordemodesB. (i + 1) andB.(j + 1), with apath
composeaf hodescapableof runningthatparticularser
vice. In addition,thevalueof ¢; ; correspond$o the per
formanceof thatpathin termsof numberof hops. More
sophisticatedransition matriceshaving elementscom-
posedof vectorsdescribingthe efficient frontier (set of
minimal pathsin termsof delayandbandwidthbetween
two bordemodes)arepresentedh [17].

In orderto male the deploymentof a path-baseder
vice cost-avare,a measurendicatingthe costto deplogy
theservicecanbeused similarly to thehopcountperfor
mancemeasureEachnodecomputeshismeasurewhich
is addedo thetransitionmatrix.

4.3. Node-Based Deployment

We considererethe deploymentof a standaloneser
vice, suchasaweb-cachegver thenetwork shavnin Fig.
2. This type of servicedoesnot requirerouting over the
network, thereforetopology-orientednformationis not
necessary Node B initiates the deployment procedure
to selectthe routerwith the bestprocessingapabilityto
supportthat particularservice. The summarizatiorpro-
ceedsby computingthe max of the processingapabili-
tiesamongnodesin eachgroup,andis repeatedsucces-
sively ateachhigherlayerof thehierarchy

A cost-avarealternatve to theabore deploymentspec-
ifiesthe exactrequiredperformancetatherthanrequest-
ing the bestperformance. Next, solicited routerscom-
putethe correspondingostto achieve thatlevel of per



formance . Thesummarizatiorthenproceed$y choosing
theminimumcost,successiely at eachlayerof the hier
archy

In both thesecasesfequirementgin termsof costor
performancepr asa combinationof acceptableninimal
performanceandmaximalcost)do notallow the network
managetthe flexibility to evaluatecostas a function of
performancepefore eventually decidingon the desired
performance.For this reasonwe introducethe summa-
rization of costfunctions: basedon policy rules,the cost
of enablinga device in the network with a certainservice
canbe plotted againstthe requestedtapabilitiesand as-
sociatedperformance.In addition,this costcandepend,
for instancepntheparticularcustomerequestingheser
vice.

Figure 3 shaws threecostfunctions: (a) is the hypo-
theticalcostfunctionfor a device usinghardwareassists
to performthedesiredservice;(b) is thecostfunctionof a
device performingthesameservicen software;and(c) is
the summarizectostfunction for thesetwo devices, as-
sumingthey are the only membersof their group, and
the serviceneedsto be enabledin only one of the two
nodes. The summarizedcost functionis a m n of the
two costfunctions,andcanin turn be summarizedecur
sively ateachhierarchylevel. Notethatsummarizatiorof
costfunctionsdoesnot alwaysnecessarilynapto amni n
of functions;this depend®nthe specfic servicerequire-
ments.

cost cost cost

—

performance

performance performance

@ (b) (©

Fig. 3. (@) hardware cost-function,(b) software cost-function,and(c)
summarizectost-function

4.4. Path- and Node-Based Deployment

As anexampleof a servicedeplog/edbothalongpaths
and at selectednodeswith differing requirementswe
considerthe deployment of a Virtual Private Network.
Encryption capabilitiesare required at the VPN end-
points,andQoStreatmenbf pacletsis ensuredy RSVP-
enablechodeshetweerthoseendpoints.

In orderto accommodatéoth path- and node-based
characteristicsye chooseto augmenthe transitionma-
trix presentedn Section4.2 with the necessaryodein-
formation. The extendedtransitionmatrix is definedas
follows:

T=(M; P).

Elementsm; ; indicatethe shortesnumberof RSVP-
capablehopsbetweenbordernodesi andj. Elements
p;,; indicatethe shortespathfrom a nodein domainD ;
thatfulfills therequirementsf the VPN-endpoinservice
specficationto bordernodei. The VPN interconnects
domainsD,,. Logical nodesrepresenthesedomains.

e RSVP-capable
router

sz VPN-endpoint-
capable router

Fig. 4. A groupof nodessolicitedfor the VPN service.

Figure 4 shavs a group of nodeswith their capabili-
ties. For simplicity, it isassumedhatall VPN-endpoint-
capablenodesarealsoRSVP-capablayut notvice-versa.
The extendedtransitionmatrix for this groupis [assume
m;,; correspondso (A.1.i — A.1.5)]

1. 1
0 0 .. 0
Tax=14 o 1 ... 3
2 0 3 1 1

If we assumehatlogical node A.1 represent®nedo-
main and that logical node A.2 (not shovn) represents
anotherdomain,thenthe P matrix of the extendedtran-
sition matrix for logical node A, composedf 4.1 and
A.2, will have two columnsp.; andp.», onefor eachdo-
main. Whensummarizingsuchextendedmatrices a new
columnis appendedor eachdomainconsidered.

cost cost cost summarized path-

cost and node-cost

shortest-path
cost

node cost _ = “summarized node-cost

performance performance performance

(a) (b) (©

Fig.5. (a)firstcost-function,(b) secondcost-functionand(c) summa-
rized cost-function

TheP matrixdoesnotaccountor the costof enabling
routerswith VPN-endpointcapability Similarly to Sec-
tion 4.3, we introducea costfunction for eachpotential



VPN endpoint. To simplify the summarizatiorof infor-
mation, we chooseto addthe nodecostto the shortest-
pathcost. Figure5 shavs an exampleof two node-cost
functions(in dashedines) (a) and (b). The costof the
shortespathis addedo eachnode-cosfunction. Thefirst
seggmentof the summarizegath-andnode-costunction
(c) shows that (b) is the lowest-costVPN-endpoint,al-
though(a) hasalower nodecost. In thesecondsegment,
(a)is thelowest-cosivPN-endpoint.

5. Conclusion

Organizingthe automateddeployment of servicesis
a key steptowardsan intelligent network infrastructure.
Opennessand programmabilityare startingto appeatin
network equipmentandit is thereforenecessaryo pro-
vide genericmechanismshatcanenablethe deployment
of ary typeof service.

In this paper we have introducedthree generalcat-
egoriesof servicedeployment, togetherwith their four
basicinformationtypes,andproposedggreationmeth-
odsthataddresghe cost-andQoS-avaredeploymentof
awide rangeof servicesn programmabl@ndheteroge-
neousnetworks. Network-nodecapabilitiesareevaluated
in termsof therequirementsor a specific service result-
ing in the creationof appropriatenetrics. Administrative
costandcostfunctionscanbesummarizedallowing cus-
tomersto comparecostversusserviceperformancebe-
fore opting for a particularserviceperformance.There-
fore, the deploymentof the servicecan be basedon a
summarizedview of thesemetricswithout loss of rele-
vant informationfor that specfic service. The deploy-
menttaskis thendistributedthroughouthehierarchyfol-
lowing a service-spefic allocationpolicy. Thusanauto-
mateddeploymentis achieved,avoiding time-consuming
anderrorpronemanualoperationsWhennetworksgrowm
in sizeandheterogeneitythedeploymentmechanisntan
still capturethe essentiatlatafor deplogying ary particu-
lar servicewhile retainingits scalabilitythanksto theuse
of summarizatiorand disseminatioracrossthe service-
deploymenthierarchy

On-going investigationsinclude the relationshipbe-
tweentherequirementsor a genericservice-deplgment
hierarchyand the variouskinds of existing hierarchies,
suchas routing, managementor domainnameservice
(DNS),andthemeango evaluatetheperformancef such
aservice-deplgmenthierarchyover large-scalenetworks
usingsimulation.
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