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Reliable Control Protocol for Crossbar Arbitration
Cyriel Minkenberg, François Abel, Mitchell Gusat

Abstract— We introduce an incremental request-grant proto-
col between line cards comprising virtual output queues and
a central arbitration unit in a crossbar-based packet switch.
Moreover, we describe a method to make this protocol reliable in
the presence of transmission errors that might lead to permanent
inconsistency of the queue state information maintained bythe
arbiter. The protocol employs a “census” mechanism that travels
the round-trip distance from line card to arbiter and back. We
prove that it detects any inconsistency as well as its precise
magnitude, enabling immediate corrective action.

Index Terms— Packet switching, protocols, reliability.

I. I NTRODUCTION

W E consider a fixed-size packet switch comprising input
queues organized in a virtual-output-queued (VOQ)

fashion, a crossbar switch fabric, and a central arbitration unit
(arbiter) to resolve contention, see Fig. 1.

The physical implementation and packaging aspects of large
packet switches have important consequences [1], [2] that lead
to increased physical distribution and thus a larger physical
distance between line cards and switch core, increased latency
due to pipelining, and a shrinking packet cycle. This leads to
a significant increase of the fabric-internalround trip (RT),
i.e., the bandwidth-delay product expressed as a multiple of
the minimum packet duration. We denote RT, normalized to
the fixed packet duration, by� .
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Fig. 1. System-level architecture.

This RT has an impact on the design of the control path
between the VOQs on the line cards and the arbiter. To cope
with a long RT without performance loss, we use an incre-
mental VOQ state update protocol as proposed in [3] rather
than a traditional protocol carrying absolute state information.
Data packets and control messages are pipelined on the data
and control paths, respectively.

Such an incremental control path protocol is not inherently
robust to errors. Therefore, we propose a census protocol to
ensure that the actual VOQ state at the line cards and the
state maintained by the arbiter are consistent within the bounds
given by the RT.

This research is supported in part by the University of California under
subcontract number B527064.

II. REQUEST-GRANT PROTOCOL

The purpose of the request-grant protocol is to communicate
new arrivals to the arbiter (requests) and to communicate
matching results to the line cards (grants). In our scheme (see
[3]), the arbiter maintains onepending request counter

��� for
every ��� , which represents the number of requests for���
that have been received but not yet granted. The matching unit
uses all

��� ���
to compute a matching at time slot

�
, which

determines the set of grants to issue at time
�
. Furthermore,

if � � 	, then
��� ��� � 
�� ���

in every time slot
�
. However,

if � � 	, then
��� may differ from 
�� because requests and

grants may be in flight. First, we specify the protocol and then
introduce a method to render the protocol robust against errors
that cause inconsistencies.

Figure 2 illustrates the information flow on the control path.
Each of the� line cards comprises
 VOQs, labeled��� ,
and the arbiter maintains� � 
 counters

��� ����	 � � ���	 � � � 
�
corresponding one-to-one to the VOQs. We

denote the length of��� at time slot
�

by 
�� ���
.
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Fig. 2. Data- (shaded area) and control-path flows.

The request-grant protocol consists of two signals per VOQ,��� ���
and��� ���

, as defined by (1) and (2), respectively:��� ��� � � � �� ��� ��� �� ������ �! !�"# ��	 $!�#�%��#� (1)

��� ��� � � � �� ��&�!#� '���!� ��� �! !�"# ��	 $!�#�%��#( (2)

Note that)�
, )� * +� ��� ��� � �, )� * +� ��� ��� � �, and)� * +� ��� ��� � �. There can be at most one arrival (request)

and one departure (grant) in one time slot for any given��� .
We define,�� ��- . �/� � 012/3

0405 ��� ���� �/ � �- ( (3)

Note that
,�� ��- . �6� 7 ,�� ��/. �6� � ,�� ��- . �/��

(4)

for any
�- ��/� �6 with

�- � �/ � �6. Similarly, we define
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��� ��- . �/� � 012/3
0405 ��� ���� �/ � �- ( (5)

The round-trip time equals� time slots, where a time slot
equals the duration of one packet, and we assume symmetric
forward and reverse paths and that� is even. Let� � ���.

The pending request counters
��� are updated as follows:��� �� � �� � ��� ��� � ��� �� 7 �� 7 ��� ���( (6)

By recursively applying (6) combined with (3) and (5), we
obtain��� ��/� � ��� ��-� ���� ��- 7 � . �/ 7 �� 7 ,�� ��- . �/�( (7)

In general,
�� ���
and

��� ���
will not be equal even in the

absence of errors, because requests and grants may be in flight.
To take this into account, we define consistency1 as follows:

Definition 1 (Consistency):We define the state of
�� and��� to be consistent at time slot
�

if and only if (8) holds:
�� ��� � ��� ��� ���� �� 7 � . �� �,�� �� 7 � . ��( (8)

We can only determine whether this equality holds by
counting the requests

��� ��7� . ��
and the grants

,�� ��7� . ��
.

In Sec. III we describe a protocol that achieves exactly this.

III. C ENSUSPROTOCOL

In a more general context, this problem is also known as
obtaining asnapshot[5] of a distributed system to determine
whether its global state is consistent. Our census protocolis
related to the reliability mechanisms used in hop-by-hop credit
flow control, as proposed in [6]. Themarkerused there is akin
to our census in that it travels the RT. The main difference is
that their scheme accounts for outstanding credits, whereas
our scheme accounts for outstanding requests, which leads to
different marker/census updating rules, as described below. For
notational convenience, we define

�� � ��2/ � �� � � �(
A. Protocol description

Line card� injects a census message for��� on the control
channel to the arbiter at time

�/
, comprising a census count�

, which is initialized to the current length of��� :
���/� � 
�� ��/�( (9)

Simultaneously, we reset a counter	�� ���
, 	�� ��/� � 	, to

count the number of grants for��� received since the census
was injected, i.e.,	�� is incremented for every grant received
for ��� . It follows that for

� � �/
(see also Fig. 2),

	�� ��� � 02/3
0
401 ��� ��� 7 �� � ,�� ��/ 7 � . � 7 ��� ,�� ��- . � 7 ��( (10)

When the census arrives at the arbiter at time slot
�6, the

arbiter modifies the census count by subtracting
��� ��6�

:

1In distributed computing, the appropriate term iscoherence, as consistency
concerns temporal instruction ordering [4, pp. 549–551].

���6� � ���/� 7 ��� ��6�( (11)

By substituting (6) and (9) into (11), we obtain
���6� � 
�� ��/� 7 ��� ��/� 7��� ��- . �/� � ,�� ��/. �6�( (12)

The arbiter then returns the census to line card�. When it
arrives there at time slot

��, the line card updates the census
count by subtracting	�� ����.

����� � ���6� 7	�� ����( (13)

Combining (12), (10), and (4) we obtain
����� � 
�� ��/� 7 ��� ��/� 7��� ��- . �/� 7 ,�� ��- . �/�( (14)

We are now ready to prove the main theorem.

B. Census check

Theorem 1 (Census):Using the above protocol, the states
of 
�� and

��� are consistent according to Definition 1 at time
slot

�/
if and only if

����� � 	, with
�� � �/ � � .

Proof: The proof is straightforward. Assume that
��
and

��� are consistent at time slot
�/

. Substituting (8) with� � �/
in (14) and noting that

�- � �/ 7 �, we obtain
����� � ��� ��/� ���� ��/ 7 � . �/� �,�� ��/ 7 � . �/�7 ��� ��/� 7��� ��- . �/� 7 ,�� ��- . �/�� 	(
Conversely, assume that

����� � 	. Then by (14) we
immediately obtain	 � 
�� ��/� 7 ��� ��/� 7��� ��- . �/� 7 ,�� ��- . �/�
and equivalently
�� ��/� � ��� ��/� 7��� ��- . �/� 7 ,�� ��- . �/��
which by Definition 1 implies that
�� and

��� are consistent
at time slot

�/
.

IV. ERROR DETECTION

We now introduce errors in the system. The most likely
source of errors are bit errors introduced on the transmission
links, which translate into corruption and therefore loss of
requests and grants. Less likely, but still possible, are errors
in the hardware that maintains and updates
�� and

��� .
In principle, every term in (14) can be in error. However,

because we need a point of reference, we assume that
�� is
always correct.2 We denote potentially erroneous terms with
tildes:

����� � 
�� ��/� 7 
��� ��/� 7 
��� ��- . �/�
� 


,�� ��/. �6� 7 

,�� ��- . �6�( (15)

We rewrite (15) by lumping all errors into a single, separate
error term�:
����� � 
�� ��/�7��� ��/�7��� ��- . �/�7 ,�� ��- . �/���( (16)

2If ��� is in error, the system state may be consistent, but still incorrect.
Such errors can only be dealt with at higher protocol levels.
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This also implies that the values of the other terms in (16) are
error-free and thus consistent. Substituting (8) into (16)yields

����� � �( (17)

From Theorem 1 it follows immediately that we have
consistency if and only if� � 	. However, note that� � 	
does not imply that no errors have occurred—there may have
been multiple errors with a net effect of zero, but as the result
is still consistent, no action needs to be taken.

If � �� 	 the magnitude of the inconsistency equals�� �. If
� � 	, 
�� ��/�

is larger than the sum of outstanding requests
and grants, i.e.,�� � requests are missing. This situation can be
rectified by issuing�� � extra requests. On the other hand, if
� � 	, then 
�� ��/�

is smaller than the sum of outstanding
requests and grants, i.e., there are�� � requests too many. Note
that this situation (� � 	) will correct itself, because the
spurious requests will eventually result in spurious grants that
are dropped by the line card because it has no further packets
for ��� . However, this may take a long time and introduces a
loss of efficiency. To correct the inconsistency faster, theline
card can either cancel�� � future requests or issue a special
control message to the arbiter, instructing it to cancel�� �
requests.

V. PRACTICAL CONSIDERATIONS

A. Counter size

As the arbiter comprises� �
 counters, their size has a
significant impact on the total arbiter chip area. In principle,
these counters only need to store one RT’s worth of requests,
although the VOQs at the line cards may be able to store many
more packets. This can be solved by maintaining a pending
request counter��� that keeps track of the number of unissued
requests for��� , i.e., the difference between
�� and the
number of requests issued. Let�� be the maximum value that
the VOQ counters

��� can represent, e.g., when these counters
are implemented using

�
-bit registers, then�� � �� 7 �.

If a new packet arrives at��� and 
�� 7 ��� � ��, the
corresponding request is withheld and��� is incremented. The
request function��� is redefined as follows:��� ��� � ��

�
� �� ���� ��� � ��� ��� � 		


 �
�� ��� 7��� ��� � ��	�	 $!�#�%��#�
where��� ���

equals the number of packets arriving at��� at
time

�
. After computing��� ���

, ��� ���
is updated:

��� �� � �� � ��� ��� � ��� ��� 7 ��� ���(
The only difference in the census protocol is in the definition
of

���/�
:
���/� � 
�� ��/� 7��� ��/�(

B. Overhead

A census for a specific VOQ introduces some overhead
on the forward and the reverse control channel. A census
message consists of two fields: a VOQ identifier of� $'6�� 	�
bits and a census count. Note that the range of census-
count values equals�7 ���
�

, which can be encoded with� � � $'6�"���
 � ��		� bits, where



equals the maximum
allowed VOQ length,)���� � * 	 � 
�� ��� � 


.

C. Census activation

We propose to use a timer-activated census per VOQ to
ensure that every counter is checked regularly. The timer
period should be sufficiently short to minimize the likelihood
of an error within this period, but be sufficiently long so as not
to introduce too much overhead. The overall system reliability
and bit-error rate of the transmission channels play a key role
in selecting this value. The timer triggers a census for one
VOQ at a time, visiting all
 VOQs in a round-robin fashion.
A census may also be triggered by the explicit detection of
an error, i.e., a failed parity or CRC check, or by an extended
period of inactivity.

Note that, as pointed out in [6], two consecutive census
messages for the same VOQ must be spaced by at least�
time slots to avoid ambiguity.

D. Robustness

Our protocol is extremely robust. The timer-based operation
ensures that loss or corruption of a census message will be
corrected by the next successful census. Requests or grants
lost or duplicated during a census will either be caught by the
current census (if they occur ahead of the census message) or
by the next census (if they occur after the census message).
The mechanism can even easily cope with the loss of a census
message, as the next census will reset the (still running)	��
counter.

VI. CONCLUSION

We introduced a request-grant protocol for crossbar-based
input-queued packet switches. The protocol exchanges in-
cremental request and grant information between line card
and arbiter, which reduces overhead and handles long round-
trip times well in terms of performance. We also introduced
a reliability mechanism on top of this protocol to ensure
that the queue state information of the line cards and the
arbiter remains consistent. We provided a formal proof that
the proposed protocol detects any inconsistency, including its
magnitude. It does not interfere with normal data or control
traffic, is very robust, and entails acceptable overhead. Finally,
the addition of a pending request counter on the line card
reduces the complexity of the counters in the arbiter.
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