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E-Privacy –
Privacy in the Electronic Society
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Tentative Schedule
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What is privacy ?
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LDSG Hessen (1970)
US Fair Information Practices (1973) 
OECD Guidelines (1980)
EU Privacy Directive (1995) …

Das Grundrecht gewährleistet insoweit die Befugnis des Einzelnen, 
grundsätzlich selbst über die Preisgabe und Verwendung seiner persönlichen 
Daten zu bestimmen. Einschränkungen dieses Rechts auf „informationelle 
Selbstbestimmung“sind nur im überwiegenden Allgemeininteresse 
zulässig. [Volkszählungsurteil des Deutschen Bundesverfassungsgerichts, 1983]
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Do you care about privacy ?
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Do people care about their privacy? – YES!

Representative survey among US
citizens           [Alan Westin, 2003]

� Only 6% consider sharing personal data worth 
the loss of privacy

� No party gets trust of 5 on 1-7 scale for data like 
address and credit card info

� More people than ever are concerned about 
their privacy [Harris 2003]

� Similar to other fundamental rights

� Consumers have clear preferences [Harris 2002]

� Security procedures [90%], access control [84%], 
enforcement [>80% ]

� Assurance of real privacy practices (i.e., not just 
promises)  [91%]
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What is (your) identity ?

http://identity20.com/media/OSCON2005/oscon_videos/oscon_lg.html

OSCON 2005 Keynote – identity 2.0
Dick Hardt | Founder & CEO, Sxip identity
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The Information Explosion Continues…
(Actually, it’s accelerating)
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Total Amount of Data Connected to The Internet
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Much More to Come…
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Data, Data Everywhere…
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Sensors Will Predominate…

1990             2000            2010             2020

YEAR

100 M

1 B

10 B

100 B

Computers

Internet-connected devices

Appliances

Sensors
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The Data Can Be Combined And Analyzed
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Fiction or reality ?

http://www.aclu.org/pizza
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You are what you say
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Sources of data on individuals
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Trends in Data Collection Behaviors

• Collect more
Expand an existing person-specific data collection.

• Collect specifically
Replace an existing aggregate data collection with a 

person-specific one.

• Collect if you can
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Linking to re-identify data
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A new company in 2005 …
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Summary: Digital World & Privacy

� A�
��'��	�����������	������	��/����
���������#������

���������

� 
��������	���������

� ��00������'��
�	�
�����������������'��0���	��������

� (�#�����4���������	����	�� ���!��	�

� 	����#���	���
����#���
���	��#���
���'��

� ����������#�������00�
����/��2#2/����#���

� ��	�
�'����
�������
���*��	1

� �����	���������
�		��������

� �	��
��'��#��'������
�����������������=�����������	���0�
����

� ��*�����0������
�'������������������'����
���



��

References & Links

� ����&������ ��	�������F??L1�$�� �
�
���'1<<!!!2�������2���2
��<��	������<F??L<�#����2	����

� N�������$���	��1�$�� �
������%�
������������A��
(������4����2
���'1<<!!!2�������2���2
��<��	������<'�0<F??L<N������$���	��2'
�0

� %�
����������$�� �
��&	'�
�	��0���!:��	��
������,��*���
��������0�
������%�	���	
���'1<<������2�
	2���2���<O	!��	<	'
:�0��2'�0

� �2���	��'/�$2&2��������2�����#� ��	�	���0�	���0���
���!��'���������	�
���	2�(�����������!���#��
��#�������#/�L>+F-1566:FFF/�F??5

� ����
�	���'
���'1<<��	2�	��0�������2��#<
������	<P��QF??L?DF5


