E-Privacy —
Privacy In the Electronic Soci

Laws & Regulations
Privacy Seals



Code of Fair Information Practices (1973)




OECD Privacy Guidelines (1980)
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OECD Privacy Principles - Definitions
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General Privacy Model
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OECD Privacy Principles




OECD Privacy Principles (cont'd)




OECD Privacy Principles (cont'd)




OECD Privacy Principles (cont'd)
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Privacy laws around the world
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from: Lorrie Cranor, Privacy Laws
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Regulations
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Some US privacy laws
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Voluntary privacy guidelines
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http://www.thedma.org/library/
privacy/privacypromise.shtmi
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com.com/news/press/body.cfm?record _id=907



US law — recent additions
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Children's Online Privacy Protection Act (2000)
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Regulations

European Convention on Human Rights 1950
OECD Principles 1980
Council of Europe Convention 1981
EU Directives: 95/46/EC, 97/66/EC,99/93/EC
EU Charter of Fundamental Rights 2000
EU Privacy Telecom Directive 2002/58/EC

&

National legislation and court/DPA decisions (25
EU members) + Art. 29 WP



European Data Protection Directive (95/46/EC)
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Prerequisites
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Safe Harbor
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Consent
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Consent (cont’d)
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Verifiable parental consent - "sliding scale" apgioa
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Company Efforts in Privacy
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Chief Privacy Officer
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Challenges
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Online Privacy Seal Programs

A "seal" Is a readily recognizable emblem,
voluntarily displayed on a website, which signifies

that a site has met recognized [industry] privacy
requirements.

Note: All seals are trademarks of their respeabrganizations.



Acguiring a seal
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Example: TRUSTe process




Commitments




Oversight and resolution procedures
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Comparison [Moores, 2005]
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TRUSTe Fact Sheet

Founded: June 1997
Founders: Electronic Frontier Foundation (EFF), Commerce.Net,
Sponsors: AOL, Intuit, MAXAMINE , Microsoft

Seal Revenue: $4,400,000* (FY 2006)
Participating Web Sites: 3,440 (2,241)
Children's Sealholders: 52 (34)

EU Safe Harbor Seal Holders: 619 (365)
Email Privacy Seal Web Sites: 71 (57)

Fortune 500 Participants: 24 (31)

www.truste.org/about/fact_sheet.php

*All statistics FY 2008 (FY 2007 in brackets) urdestherwise noted.



TRUSTe Fact Sheet - Compliance

Number of Watchdogs: 2487 (2392)
Types of Complaints Breakdown:
Unable to Un-subscribe: 408 (264)
Received Spam: ? (216)
Felt PIl was shared improperly: 101 (170)
Felt site was not following privacy statement: 298
Needed to change PII: 60 (107)
Wanted account closed and/or Pll deleted: 483 (179)
Children's information (under 13): 16 (45)
Network Advertising Initiative (NAI) - Opt-out coo&i 269 (48)
Spyware: 155 (37)
Unwanted email: 36 (35)
Excessive Email: (26)
Phishing: 43
Account access/creation -- Password Issue: 356
Unauthorized profile with my information: 101

Other privacy concerns: 162 (176) www.truste.org/about/fact_sheet.php

Number of Escalated Investigations: 0 (0)
Number of Companies Terminated: 2 (1)

Number of Trademark Violations Enforced: 3019 (1025
*All statistics FY 2005 (FY 2004 in brackets) urdestherwise oted



TRUSTeFact Sheet Monitoring

Watchfire Scans Performed: 592 (1,034)

Types of Violations:
Improper privacy statement (uncertified or impropse of TRUSTe name): 14 (18)
Improper "Click to Verify" seal implementation (dorot verify or not on privacy
statement): 106 (114)
Lack of Watchdog information: 44 (50)
Undisclosed cookie usage: 12 (4)
Lack of security for sensitive information: ? (7)
Personally Identifiable Information (PIl) collectiavithout a privacy statement link: 23
(131)
Lack of privacy statement link on homepage: 2 (9)
Improper final seal usage: 11 (31)
Lack of contact information: 1 (6)

Total Failed and Probation Scan: 294 (371)

www.truste.org/about/fact_sheet.php

*All statistics FY 2005 (FY 2004 in brackets) urdestherwise noted.



Over the years
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More services ...
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consumer reaction
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Most Trusted Companies for Privacy

Study conducted by Ponemon Institute and TRUSTe
http://www.truste.org/pdf/2007 Most Trusted Compesamdf




Summary




Discussion

#
|

&




Literature & References

I3 - # 2 3 1 8

# = &N<<<$ $ 1'"1$ /' I'$
<:%N OCA8 8E ON%CONOEA*<<O <; L2 *

R$: 1 $ 3, & - 2 - |
|

# $- R | &,
- I (R,)& N<<@$
31$ 1$$1 1<@'@'1 $ !
R$ ' 3- - 1 & $$3$,%& N%
! * & N<<@
3 '$$ $ - %
$ &. 9&*# $: 3 R :IH
# | D! $ # $ N<<B (D !$ N&
$E)
5= 9
* ! # ! " L
= BC(%) CE"A@& N<<O
# I #1 S8 " I $
3. 8 I #3 T ! $ !
9 - =139 # | F 1%

$ 17% # T $ 1L TU BCN6 T UOEEO




