E-Privacy -
Privacy in the Electronic Society

Privacy Policy Languages
Glnter Karjoth

This presentation contains material from:
Marc Langheinrich: “Internet Privacy and P3P.” WWW10 Tutorial, May 1, 2001.
Used by permission.
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Some Approaches to Improve Privacy

e Laws and Regulations

 Voluntary Guidelines and Codes
of Conduct

* Privacy Policies
e Seal Programs
e Privacy Tools
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Privacy-enhancing technologies (PETSs)

"Privacy Enhancing Technologies (PET) are a coherent system
of Information and Communication Technologies measures
that protects privacy [...] by eliminating or reducing personal
data or by preventing unnecessary and/or undesired
processing of personal data; all without losing the functionality
of the data system.”

[Borking and Raab, 2001]

Encryption tools
Prevent others from listening in on your communications

Anonymity tools
Prevent your actions from being linked to you

Transparency tools
Make informed choices about how your information will be used

Trust tools
Know that assurances about information practices are trust worth»
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Five-part Privacy Model (*)

i. Notice / Awareness
Choice / Consent
Access / Participation
Integrity / Security
Enforcement / Redress

or A~ W N

— no collection limitation

(*) developed around 1995 — 1997 by
U.S. Department of Commerce’s National Telecommatioas and Information Administration (NCIA)
U.S. Federal Trade Commission
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Privacy Policies

o Policies let consumers know about site’s privacy
practices.

o Consumers can then decide whether or not

practices are acceptable, when to opt-in or opt-
out, and who to do business with.

o The presence or privacy policies increases
consumer trust

o but policies are often
= difficult to understand,
= hard to find,
= take a long time to read (usually 3-4 pages!), and
= may change without notice.
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Privacy policy components

 Identification of site, scope, ¢ Security assurances

contact in.fo _ e Children’s privacy
« Types of information collected

— Including information about
cookies

e How information is used

o Conditions under which
iInformation might be shared

» Information about opt-in/opt-
out

 Information about access

. Information about data retentiofy "¢t is opt-in? What is opf-out?
policies

e |nformation about seal from: Lorrie Cranor,
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Platform for Privacy
Preferences Project (P3P)

P3P — a tool for notice & consent



Original Idea behind P3P

A framework for automated privacy
discussions

= Web sites disclose their privacy practices in
standard machine-readable formats

= Web browsers automatically retrieve P3P

privacy policies and compare them to users’
privacy preferences

= Sites and browsers can then negotiate about
privacy terms

> developed by the W3C (World-Wide Web Consortium)
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What is P3P? Overview Diagram
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[from Hogben et al, 2002]
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Five-part Privacy Model (*)

i. Notice / Awareness
Choice / Consent
Access / Participation
Integrity / Security
Enforcement / Redress

or A~ W N

— no collection limitation

(*) developed around 1995 — 1997 by

U.S. Department of Commerce’s National Telecommatioas and Information Administration (NCIA)
U.S. Federal Trade Commission
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Structure of a P3P Policy

The site’s internal privacy policies:
« \Where can the detailed policies be found in “human readable form™?

« \What is the contact information for the legal entit y responsible for the
privacy practices of the Web site?

e Can users make changes in how their data is used?
 How are disputes resolved?
 What is the policy for retaining data?

The data being tracked by the site:
* Who is collecting the data?
« What information is being collected?
e For what purposes?
* Which information is being shared with others?
 And who are these data recipients?
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Example Privacy Policy

At CatalogExample, we care about your privacy. When you come to our site to

look for an item, we will only use this information to improve our site and
will not store it in an identifiable way.

CatalogExample is a licensee of the PrivacySealExample Program. ...

Questions regarding this statement should be directed to: CatalogExample 1-
248-392-6753

When you browse through our site we collect:

The basic information about your computer and connection to make sure
that we can get you the proper information and for security purposes

Aggregate information on what pages consumers access or visit to improve
our site

We purge the browsing information that we collect regularly.
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P3P/XML Encoding

<POLICY xmlIns="http://www.w3.0rg/2000/12/P3Pv1"
discuri="http://www.catalog.example.com/Privacy.html" >
<ENTITY>
<DATA-GROUP><DATA ref="#business.name">Catalogexample</DATA>
<DATA ref="#business.contact-info.telecom.telephonenum.intcode">1</DATA>
<DATA ref="#business.contact-info.telecom.telephonenum.loccode">248</DATA>
<DATA ref="#business.contact-info.telecom.telephonenum.number">3926753</DATA>
</DATA-GROUP></ENTITY>
<ACCESS><nonident/></ACCESS>
<DISPUTES-GROUP> <DISPUTES resolution-type="independent”
service="http://www.PrivacySeal.example.org"
short-description="PrivacySeal.exampleorg"
<REMEDIES > <correct/></REMEDIES >
<IMG src="http://www.PrivacySeal.example.org/Logo.gif"/>
</DISPUTES></DISPUTES-GROUP>

</POLICY>
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P3P Vocabulary
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The DISPUTES Element (optional)

e Describes a dispute . Attributes:
resolution procedure — resolution-type*

— may be followed for disputes * customer service
about a service’s privacy =iy
practices =CouH

» applicable law
 Partof a — service* (URI)

— short-description

— allows several dispute =—voHicalioittORD

resolution procedures to be * Sub-Elements
listed — <IMAGE>

— <LONG-DESCRIPTION>

— <REMEDIES>
* Mandatory Attribute
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The REMEDIES Element

0 Sub element of DISPUTES element

0 Specifies possible remedies in case a policy
breach occurs

s <correct/>, <money/>, <law/>
0 Example <DISPUTES-GROUP>

<DISPUTES-GROUP>
<DISPUTES
="independent"
="http://www.PrivacySeal.org"
="PrivacySeal.org"
=http://www.PrivacySeal.org/Logo.gif>
<REMEDIES><correct/></REMEDIES>
</DISPUTES>
</DISPUTES-GROUP>

© 2008 IBM Corporation
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The ACCESS Element

O éndicates the ability of individuals to access their
ata

= <nonident/>*

= <all/>

= <contact-and-other/>
= <ident-contact/>

= <other-ident/>

= <none>

o but the method of access is not specified
= imposes challenges on how to implement

* Web site does not collect identified data

© 2008 IBM Corporation
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The STATEMENT Element

o Data practices applied to data elements

mostly serves as a grouping mechanism

o Contains the following sub-elements:

<CONSEQUENCE>
<NON-IDENTIFIABLE>"
<PURPOSE>*
<RECIPIENT>*
<RETENTION>*
<DATA-GROUP>

* Mandatory Elements
+ either no data is collected or data collected [in the statement] will be anonymized

© 2008 IBM Corporation
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The CONSEQUENCE Element

o Conseqguences that can be shown to a
human user

= to explain why the suggested practice may be

valuable in a particular instance, even if the
user would not normally allow the practice

o Example:

<CONSEQUENCE>A site with clothes you would
appreciate</CONSEQUENCE>
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The PURPOSE Element

 Purposes of data collection, ore QOptional attribute:
uses of data

— required
— <current/>
_ <admin/> » always (default)
— <develop/> * opt-in
— <customization/> * opt-out
— <tailoring/> o Example:
— <pseudo-analysis/>
— <pseudo-decision/> <PURPOSE>
— <individual-analysis/> <admin />
— <individual-decision/> <develop
— <contact/> =“opt-out"/>

— <historical/> </PURPOSE>

— <telemarketing/>

— <other-purpose/>
(*) “completion and support of activity for whiclath was provided”
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The RECIPIENT Element

* Recipients of the
collected data

<ours>
<delivery>
<same>
<other-recipient>
<unrelated>
<public>

* Note:
— <delivery> only used if

© 2008 IBM Corporation

delivery service does NOT
agree to use data only for

completion of delivery

e Optional attribute (all but
<ours>):
— required
« always (default)
e Opt-in
o Opt-out
e Optional sub-element:
— <recipient-description>

e Example:

<RECIPIENT>
<ours />
<delivery
=“opt-out"/>
</PURPOSE>
21



The RETENTION Element

o Indicates the kind or retention policy that applies

to the referenced data
= <no-retention/>

= <stated-purpose/>

= <legal-requirement/>

= <business-practices/>
= <indefinitely/>

o Example:

<RETENTION><indefinitely/> </RETENTION>

© 2008 IBM Corporation

22



The DATA Element

o Describes the data to be transferred or inferred
Contained in a DATA-GROUP

Attributes:
= ref*
= optional
0 Sub-Elements:
= <CATEGORIES>

o Example:

<DATA-GROUP>
<DATA ="#dynamic.miscdata">
<CATEGORIES></preference></political></CATEGORIES>
</DATA>
<DATA ="#user.home-info" ="yes"/>
</DATA-GROUP>

* Mandatory Attribute
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The CATEGORIES Element

= Provides hints to user agents as to the intended uses of

the data _ _
— Physical contact information

— Online contact information
— Unique identifiers

— Purchase information

— Financial information

— Computer information

— Navigation and click-stream
data

— |Interactive data

© 2008 IBM Corporation

— Demographic and socio-

economic data
Content

State management
mechanisms

Political information
Health information
Preference data

Government-issued
Identifiers

other
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P3P: Statement Example

<POLICY>

<STATEMENT>

<individual-decision required=always”/>
<contact required="opt-in"/>

<ours/>
<business-practices/>

<DATA ref="#customer.home-info.postal"/>

<DATA ref="#dynamic.miscdata"/>
<CATEGORIES><demographic/><physical/></CATEGORIES>

</DATA>

</STATEMENT>
</POLICY>
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Compact Policies (CP)

o Optional performance optimization

o Summary of (full) P3P policies but only applies to cookies:
= Allows quick decision whether to accept or reject cookie
= If not enough information, full policy should be fetched
= Must declare both data stored and linked to cookie
= Only for cookies set in current response

o Part of P3P Header
m  P3P: policyref="...“, CP="NON NID DSP NAV CUR"

0 Supports subset of P3P vocabulary
= ACCESS (NOI ALL CAO IDC OTI NON)
= CATEGORIES (PHY ONL UNI PUR ... OTC)
= DISPUTES (DSP)
= NON-IDENTIFIABLE (NID)
= PURPOSE (CUR ADM DEV CUS ... OTP) aio
= RECIPIENT (OUR DEL SAM UNR PUB OTR) aio
= REMEDIES (COR MON LAW)
= RETENTION (NOR STP LEG BUS IND)
= TEST (TST)
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Practical experiences with using P3P

Retention

O ,tActtJal maximal time-span is only required in the human-readable
ext.

o With multiple purposes, data can be retained as long as any of the
stated purposes are still active

~ variety of retention times for the same data element

Recipients and Purposes
o Fuzzy and mixes notions of business relationship & policy

= delivery
= same (no disclosure if receiving entity uses it only once ?)
= other-recipient

o Purposes

= Pseudo-analysis, pseudo-decision
= Contact: “for marketing of services or products” but not
o via phone (telemarketing)

o via customized Web content or banner advertisements (tailoring,
pseudo/individual-analysis, pseudo/individual-decision)
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P3P Data Schemas
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Base Data Schema

0 User data — user

= name, bdate, cert, gender, employer, department,
JObtlt|e home- |nfo business-info

o Third party data - thirdparty
= Same as user

0 Business data — business
= nhame, department, cert, contact-info

0 Dynamic

= clickstream, http, clientevents, cookies, miscdata,
searchtext, interactionrecord

© 2008 IBM Corporation
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P3P Base Data Structures

Dates

Names

Certificates

Login Information
Telephone numbers
Contact information
Post mailing address
Telecommunication numbers
Online addresses

URIs & IP addresses
Access log information

VR ACE O O] ]
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P3P Base Data Structures

contact
postal ///f/_/_/t;:ﬂ_:z\mlin:
— A TR ™
name steet city stateproy postaleode country organization  telephone fax mobile pager email  uo
P3P Base Data Schema

prefin  given family middle suffixn  nickname

» user data set (112 elements)
= thirdparty and business

» dynamic data set
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dynamic.miscdata

0 Used to represent data described only by

category (without any other specific data
element name)

o Must list applicable categories
o Example:

<POLICY ...>
<DATAref="%# dynamic.miscdata " >
<CATEGORIES><o0nline/></CATEGORIES>
</DATA>
</POLICY>

© 2008 IBM Corporation
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Custom Data Schemas

0 Use the <DATASCHEMAeR|Iement

o F_inbedded in @ policy or in a stand-alone XML
ile

= Use <DATA-DEF>and <DATA-TYPE>elements to

define data elements and data types
respectively

0 Updates in referenced XML schema files

must either be backwards-compatible, or a
new name (URI) must be used!

© 2008 IBM Corporation 33



Custom Schema Example

<POLICY>

[.]

<l-- Custom data elements defined by this policy. -->

<DATASCHEMA>

<DATA-DEF name="example" short-description="Example Data">
<LONG-DESCRIPTION>Custom data elements by example.com</LONG-DESCRIPTION>
<CATEGORIES><uniqueid/></CATEGORIES>

</DATA-DEF>

<DATA-DEF name="example.registration"

short-description="Registration information">

<CATEGORIES><uniqueid/></CATEGORIES>

</DATA-DEF>

<DATA-DEF name="example.registration.userid" short-description="User 1D">
<LONG-DESCRIPTION>User ID created by registering

at our site.</LONG-DESCRIPTION>

<CATEGORIES><uniqueid/></CATEGORIES>

</DATA-DEF>

<DATA-DEF name="example.registration.password" short-description="Password">
<LONG-DESCRIPTION>Password created by the user

when registering at our site.</LONG-DESCRIPTION>

<CATEGORIES><uniqueid/></CATEGORIES>

</DATA-DEF>

</DATASCHEMA>

[--]
</POLICY>

© 2008 IBM Corporation
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A simple HTTP Transaction

JEk'F e GEe FCio

it ey o 65 ‘mj GET /x.html HTTP/1.1
Wi gy ] Host: foo.com
Platform f(;’rslfi:rfi)\lf_z:](jicft'references L R equest Web page )

[FAQ]
[Privacy Activity Statement] | [W3C Privacy Owerview]

[fember Onty P3P Linkes]

[F3P Owerview] [Decuments] [Feedback] [Backeround]

f— A HTTP/1.1 200 OK
Content-Type: text/html

&] Done [ |9 Intemet Y
. Send web page
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P3P1.0 over HT TP

Ea‘ck T e Peieth  Heme | Semth Fav:riles
ﬁ:fsifcr:;;wv;frsnj;;:m. 2P public &]P3P mjaa.c)ao” G ET / X . htm I H TT P / 1 . 1
W3 e ] Host: foo.com
Platform f(;’rslfi:rfi)\lf_z:](jicft'references L R equest Web page
ANl
[Privacy &ctivity

|

[B3E Owerview] [
[Press] [Historical]

€] Dong

8

HTTP/1.1 200 OK

Opt: http://www.w3.0rg/2000/P3Pv1/; ns=11
11-PolicyRef: http://foo.com/p3p.xml
Content-Type: text/html

. . . Send web page

Request Policy Reference File

Send Policy Reference File

Request P3P Policy

© 2008 IBM Cordraromn

Send P3P Policy
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Or using /p3p.xml File

GET /p3p.xml HTTP/1.1

Host: foo.com

e — 1—1 Request Policy Reference File

[Privac

ol I nitftiative

A ctivity Stateme:

[F3P Owerview] [Decuments] [Feedback] [Backeround]

nt] | [W3C Privacy Overview]
[fember Onty P3P Linkes]

Platform for Privacy Preferences . .
AL - Send Policy Reference File
[FAQ]

Request P3P Policy

|

[Press] [Historical]

of”

€] Dong

-— Send P3P Policy

GET /x.htmI HTTP/1.1
Host: foo.com

. . . Request web page

HTTP/1.1 200 OK
Content-Type: text/html

. . . Send web page

© 2008 IBM Cor}j

pration
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P3P Prototypes

i. P3P User Agents/Proxies
Netscape 7.0
JRC P3P Proxy
AT&T Privacy Bird
Internet Explorer 6.0
2. Server-side P3P Support
o IBM Tivoli Privacy Manager for e-business

3. Policy Generators/Editors/Checkers
o P3PBuilder
o P3P Validator
o P3P Policy Editor

O
O
O
O

o008 5 SEE MWW . W3.0rg/P3P/implementations for more tools 34




AT&T Privacy Bird®

e “Browser helper object” for — ‘f
E 5.01/5.5/6.0 R
« Reads P3P policies at all ® 10 01010

P3P-enabled sites automatically

e Puts bird icon at top of browser window that chestp
Indicate whether site matches user’s privacy peeiess
(green — yellow — red)

e Clicking on bird icon gives more information
e Current version is information only — no cookie ¢dkmmg

 Free download of beta fromivacybird.com/ . C++
source code distributed under open source license

© 2008 IBM Corporation
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IBM P3P Policy Editor

:‘:EJIBH P3P Policy Editor - C:ATemphatt-general p3p
File Selected Help

Data Elements:
s~ Data Elernents M =
£ Dynarmic data ¢
- Userinformation 41 —[ HTTP Cookies
-9 Third-party individual inforrnation —[1 Click-stream data
-9 Business information & —[1 User agent infarmation
-0 Broad categories —[1 Last URI requested by the us
d&" —[1 Physical contact information
—[1 Purchase information

—[1 Mavigation and click-stream «
—[1 Interactive data
—[1 Demographic data

ﬁﬁ i

B %

Yaur Palicy:

TML Palicy XML Policy | corc |

—[1 Content x
—0 Purchase information
i

YICT xmlns=""http: / /uw.w3i.org/2000/P53Pv1l™ discuri="http:/ /uww.att.con/priva%

<!-- Description of the entity making this policy statement. ---
<ENTITV:
<DATA-GROURP:
<DATA ref="#buzinezz.nane"=4Tand T /DATA
<DATL ref="#husiness.contact-info.online.uri">http: A s, att, cons«< /DATA

<DaTa ref="#business.contact-info.telecon.phone. formatted”>1-555-9258-8932< /DATA>

<L/DATL-GROTP
</ENTITY>

2it-pieneral pap”.
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Sites can

list the types
of data they
collect

And view the
corresponding
P3P policy

40



Project Timeline

o Jul 10, 1997 - W3C P3P kickoff meeting
o 1997-1999 - Many working drafts published

o Oct 28, 1999 - W3C patent analysis published
http://www.w3.0rg/TR/P3P-analysis

o Jun 21, 2000 - P3P “Interop” event, New York
o Dec 15, 2000 - P3P becomes ,,W3C Candidate Recommendation®
o Required for ,Proposed Recommendation®

= implementations (2 user agents, 2 tools)

= at least 10 P3P-enabled Web sites

o Mar 22, 2001 - Microsoft introduces IE 6.0 with support for the use of
P3P to handle preferences for cookies

Jan 28, 2002 - P3P becomes ,W3C Proposed Recommendation®
Apr 16, 2002 - W3C Standard

Jan 4, 2005 - Public Working Draft of P3P v1.1

Oct 2007 - work suspended

o o o0 0

© 2008 IBM Corporation
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Open Issues

primary and secondary data use

disclosures necessary for compliance with
EU Directive

0 mismatch between users' and companies'
needs

o relationship between P3P statements and
human-readable policies

In cases where the P3P vocabulary is not precise enoulgscribe a Web site's practices, sites shoul
use the vocabulary terms that most closely match pnaatices and provide further explanation in the

CONSEQUENCE field and/or their human-readable policy. Howgaaicies MUST NOT make false g
misleading statements.

o policies may be changed/removed
o tracking of privacy violations
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Summary: P3P

o P3P defines a standardized, machine-readable

format for privacy policies, along with a protocol for
finding them;

0 heeds ...
= N0 special software on server side
= P3P-aware client software, tools
= industry support;

0 addresses a relatively narrow conception of privacy,

limited to the principles of notice & choice, but does
not provide mechanisms for

= imposing limits on collection & use of data,
= access enforcement.

www. W3.org/P3P/compliant sites

© 2008 IBM Corporation

Web Sites using P3P: ca. 450 (+430) as of May 2004
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Platform for PrivacyPreferenceBroject (P3P)

e Developed by the World Wide « P3P helps users understand

Web Consortium (W3C) privacy policies
— Final P3P1.0 Recommendation issued — P3P increases transparency, but it
16 April 2002 does not set baseline standards or
. Allows web sites to enforce policies
communicate about their « P3P user agent software
orivacy policies in a standard  @vailable (as of July 2002)
Computer-readab|e format — Microsoft Internet Explorer 6
_ Does not require web sites to change  — \crocape Navigator 7
their server software — AT&T Privacy Bird

http://privacybird.com /
e Enables the development of = rnI: :) .mf/ mation
tools (built into browsers or SERUFEIROTHA 1Y
. : . — http://p3ptoolbox.org/
— Summarize privacy policies

: . . — Web Privacy with P3P
— Compare privacy policies with user by Lorrie Faith Cranor
preferences

: http://p3pbook.com/
o 2008 1BV oI, @nd advise users

Lorrie Faith Cranor e http://lorrie.cranor.org/
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