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Privacy Policy Languages
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Some Approaches to Improve Privacy

• Laws and Regulations

• Voluntary Guidelines and Codes 
of Conduct

• Privacy Policies

• Seal Programs

• Privacy Tools
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Five-part Privacy Model (*)
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(*) developed around 1995 – 1997 by
U.S. Department of Commerce’s National Telecommunications and Information Administration (NCIA)
U.S. Federal Trade Commission
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Privacy Policies
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Privacy policy components

• Identification of site, scope, 
contact info

• Types of information collected
– Including information about 

cookies

• How information is used

• Conditions under which 
information might be shared

• Information about opt-in/opt-
out

• Information about access

• Information about data retention 
policies

• Information about seal 
programs

• Security assurances

• Children’s privacy

from:from: Lorrie Lorrie CranorCranor, , 
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Platform for Privacy 
Preferences Project (P3P)
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Original Idea behind P3P
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What is P3P? Overview Diagram

[from Hogben et al, 2002]
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Five-part Privacy Model (*)
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(*) developed around 1995 – 1997 by
U.S. Department of Commerce’s National Telecommunications and Information Administration (NCIA)
U.S. Federal Trade Commission
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Structure of a P3P Policy

The site’s internal privacy policies:
• Where can the detailed policies be found in “human readable form”? 

• What is the contact information for the legal entit y responsible for the 
privacy practices of the Web site? 

• Can users make changes in how their data is used?
• How are disputes resolved?
• What is the policy for retaining data?

The data being tracked by the site:
• Who is collecting the data?
• What information is being collected?
• For what purposes?
• Which information is being shared with others?
• And who are these data recipients?
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Example Privacy Policy
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P3P/XML Encoding
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P3P Vocabulary
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The DISPUTES Element (optional)

• Describes a dispute 
resolution procedure 
– may be followed for disputes 

about a service’s privacy 
practices

• Part of a 
<DISPUTES-GROUP>

– allows several dispute 
resolution procedures to be 
listed

• Attributes:
– resolution-type* 

• customer service

• independent org.

• court

• applicable law

– service* (URI)

– short-description

– verification (URI)

• Sub-Elements
– <IMAGE>

– <LONG-DESCRIPTION>

– <REMEDIES>
M
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The REMEDIES Element
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<DISPUTES-GROUP>

<DISPUTES-GROUP> 
<DISPUTES 

resolution-type ="independent" 
service ="http://www.PrivacySeal.org"  
description ="PrivacySeal.org" 
image =http://www.PrivacySeal.org/Logo.gif>
<REMEDIES><correct/></REMEDIES>

</DISPUTES>
</DISPUTES-GROUP> 
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The ACCESS Element
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The STATEMENT Element
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The CONSEQUENCE Element
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<CONSEQUENCE>A site with clothes you would
appreciate</CONSEQUENCE>
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The PURPOSE Element

• Purposes of data collection, or 
uses of data
– <current/>
– <admin/>
– <develop/>
– <customization/>
– <tailoring/>
– <pseudo-analysis/>
– <pseudo-decision/>
– <individual-analysis/>
– <individual-decision/>
– <contact/>
– <historical/>
– <telemarketing/>
– <other-purpose/>

• Optional attribute:
– required

• always (default)

• opt-in

• opt-out

• Example:

<PURPOSE>
<admin />
<develop

required =“opt-out"/>
</PURPOSE>

(*) “completion and support of activity for which data was provided”
but without defining the scope of this activity
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The RECIPIENT Element

• Recipients of the 
collected data
– <ours>
– <delivery>
– <same>
– <other-recipient>
– <unrelated>
– <public>

• Note:
– <delivery> only used if 

delivery service does NOT 
agree to use data only for 
completion of delivery.

• Optional attribute (all but 
<ours>):
– required

• always (default)
• opt-in
• opt-out

• Optional sub-element:
– <recipient-description>

• Example:

<RECIPIENT>
<ours />
<delivery

required =“opt-out"/>
</PURPOSE>
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The RETENTION Element
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<RETENTION><indefinitely/> </RETENTION>
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The DATA Element
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<DATA-GROUP> 
<DATA ref ="#dynamic.miscdata"> 

<CATEGORIES></preference></political></CATEGORIES>
</DATA>
<DATA ref ="#user.home-info" optional ="yes"/> 

</DATA-GROUP>
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The CATEGORIES Element

– Physical contact information
– Online contact information
– Unique identifiers
– Purchase information
– Financial information
– Computer information

– Navigation and click-stream 
data

– Interactive data

– Demographic and socio-
economic data

– Content

– State management 
mechanisms

– Political information
– Health information
– Preference data

– Government-issued 
identifiers

– other
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P3P: Statement Example
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Compact Policies (CP)
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Practical experiences with using P3P
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P3P Data Schemas
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Base Data Schema
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P3P Base Data Structures
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P3P Base Data Structures

• user data set  (112 elements)

� thirdparty and business

• dynamic data set 
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dynamic.miscdata
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<POLICY …>

. . . 

<DATA ref = " # dynamic.miscdata " >

<CATEGORIES><online/></CATEGORIES>

</DATA>

. . .

</POLICY>
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Custom Data Schemas

� (��

��
<DATASCHEMA>������


� ��)�����
��
�
�����	
��
��
�
�
���������
V��

����

� (��
<DATA-DEF> ���
<DATA-TYPE> ������
�

�

������
��
�
������
�
���
��
�

	���

������
����	

� (���
�� ��
����������
V��
������
�����

�%�

��
���
)�
)��42����������
�)��&
��
�

��2
����
*(5�+
�%�

)�
%���<



��© 2008 IBM Corporation

Custom Schema Example

<POLICY>
[...]
<!-- Custom data elements defined by this policy. -->
<DATASCHEMA>
<DATA-DEF name="example" short-description="Example Data">

<LONG-DESCRIPTION>Custom data elements by example.com</LONG-DESCRIPTION>
<CATEGORIES><uniqueid/></CATEGORIES>

</DATA-DEF>
<DATA-DEF name="example.registration" 

short-description="Registration information">
<CATEGORIES><uniqueid/></CATEGORIES>

</DATA-DEF>
<DATA-DEF name="example.registration.userid" short-description="User ID">

<LONG-DESCRIPTION>User ID created by registering 
at our site.</LONG-DESCRIPTION>

<CATEGORIES><uniqueid/></CATEGORIES>
</DATA-DEF>
<DATA-DEF name="example.registration.password" short-description="Password">

<LONG-DESCRIPTION>Password created by the user 
when registering at our site.</LONG-DESCRIPTION>

<CATEGORIES><uniqueid/></CATEGORIES>
</DATA-DEF>
</DATASCHEMA>
[...]

</POLICY>
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A simple HTTP Transaction

Web
ServerGET /x.html HTTP/1.1

Host: foo.com

 
 
 
�������������	��

HTTP/1.1 200 OK
Content-Type: text/html

 
 
 
����������	��
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HTTP/1.1 200 OK
Content-Type: text/html
. . . ����������	
�

P3P1.0 over HTTP

Web
ServerGET /x.html HTTP/1.1

Host: foo.com
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HTTP/1.1 200 OK
Opt: http://www.w3.org/2000/P3Pv1/; ns=11
11-PolicyRef: http://foo.com/p3p.xml
Content-Type: text/html
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Or using /p3p.xml File

Web
Server

GET /p3p.xml HTTP/1.1
Host: foo.com

�����������������������������

���������������������������

GET /x.html HTTP/1.1
Host: foo.com

 
 
 
�������������	��

HTTP/1.1 200 OK
Content-Type: text/html
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P3P Prototypes
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AT&T Privacy Bird®

• “Browser helper object” for
IE 5.01/5.5/6.0 

• Reads P3P policies at all 
P3P-enabled sites automatically

• Puts bird icon at top of browser window that changes to 
indicate whether site matches user’s privacy preferences 
(green – yellow – red)

• Clicking on bird icon gives more information
• Current version is information only – no cookie blocking
• Free download of beta from privacybird.com/ ; C++ 

source code distributed under open source license



�
© 2008 IBM Corporation

��
��
���

���


��

	���
��
��
�

��	
������


6��
���2

��

�������������
���
�����	

IBM P3P Policy Editor
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Project Timeline
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Open Issues
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In cases where the P3P vocabulary is not precise enough to describe a Web site's practices, sites should 
use the vocabulary terms that most closely match their practices and provide further explanation in the 
CONSEQUENCE field and/or their human-readable policy. However, policies MUST NOT make false or 
misleading statements.
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Summary: P3P
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Web Sites using P3P: ca. 450 (+430) as of May 2004
www.w3.org/P3P/compliant_sites
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Platform for Privacy PreferencesProject (P3P)

• Developed by the World Wide 
Web Consortium (W3C) 
– Final P3P1.0 Recommendation issued 

16 April 2002

• Allows web sites to 
communicate about their 
privacy policies in a standard 
computer-readable format
– Does not require web sites to change 

their server software

• Enables the development of 
tools (built into browsers or 
separate applications) that
– Summarize privacy policies

– Compare privacy policies with user 
preferences

– Alert and advise users

• P3P helps users understand 
privacy policies
– P3P increases transparency, but it 

does not set baseline standards or 
enforce policies

• P3P user agent software 
available (as of July 2002)
– Microsoft Internet Explorer 6
– Netscape Navigator 7
– AT&T Privacy Bird

http://privacybird.com /

• For more information
– http://www.w3.org/P3P/

– http://p3ptoolbox.org/

– Web Privacy with P3P
by Lorrie Faith Cranor
http://p3pbook.com/
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