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The “digital universe” of data*

• 281 exabyte in 2007  (2.25 x 1021)
– 45 gigabytes for every person on earth

• compound annual growth rate of almost 60 %
– 1,800 exabyte in 2011 (predicted)

• Information explosion caused by
– digital cameras, digital surveillance cameras, digital 

television
– Internet access in emerging countries
– sensor-based applications
– social networks
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The digital shadow
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Online and Offline Merging
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JetBlue Violates Passenger Privacy
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Netflix Prize (*)
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Sources of data on individuals
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Trends in Data Collection Behaviors

• Collect more
Expand an existing person-specific data collection.

• Collect specifically
Replace an existing aggregate data collection with a 

person-specific one.

• Collect if you can
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Statistical Databases
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Privacy-Enhancing Techniques
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Medical Data Released as Anonymous
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Linking to re-identify data
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Privacy via Interpretation
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Some Definitions
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Inference Problem
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Database Linkage Problem
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I. Generalization
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Generalization (cont’d)
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Domain Generalization Hierarchy DGH<R0,Z0>
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Examples of generalized tables
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Examples of generalized tables (cont’d)
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k-minimal Generalization
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A table
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Suppression
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A table and its minimal generalization
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Attacks against k-anonymity
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Inpatient microdata
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4-anonymous Inpatient Microdata
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l-Diversity Principle
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3-Diverse Inpatient Microdata
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[Bund] Bekanntgabe Passagierdaten an die USA

1. PNR-Buchungscode (Record Locator Code)
2. Datum der Reservation
3. Geplante Abflugdaten
4. Name
5. Andere Namen im PNR
6. Adresse
7. Alle Zahlungsinformationen
8. Rechnungsadresse
9. Telefonnummern
10. Gesamter Reiseverlauf des besagten PNR
11. Vielflieger-Eintrag (auf geflogene Meilen und 
Adress(en) beschränkt)
12. Reisebüro
13. Sachbearbeiter Reisebüro
14. Codeshare-Information des PNR
15. Reisestatus des Passagiers
16. Informationen über Splitting/Teilung einer Buchung
17. E-Mail-Adresse
18. Ticketing-Informationen
19. Allgemeine Bemerkungen

[Source: www.admin.ch/ch/d/as/2006/511.pdf ]

������������� N	��	�����	��� ![���� ����2�#5��[���� ��� ��$ 0+���� ��$
W�����������������$ ��� 4���������� �	�� ���+��\���� 	+�����>

20. Ticketnummer
21. Sitzplatznummer
22. Datum der Ticketausstellung
23. Aufstellung nicht angetretener Flüge (no 
show)
24. Nummer der Gepäckanhänger
25. Angaben zu Ticket ohne Reservation 
(go show)
26. Andere Service-Angaben (OSI)
27. Besondere Service-Angaben und -
Anforderungen (SSI/SSR)
28. Angaben zum Informanten
29. Änderungen am PNR
30. Zahl der Reisenden im PNR
31. Sitzplatzstatus
32. One-way-Tickets
33. Allfällige APIS-Informationen
34. ATFQ (Automatic Ticketing Fare 
Quote)-Felder (automatische Tarifabfrage)
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Anonymous Data Analysis

Record #100031
Khalid Al-Midhar
Saudia Arabia
DOB: 07/12/76

Source:Agency #101
Record #100031
Name:cbd034409c22929518fa494f99dc9964
Citizen:b835b521c29f399c78124c4b59341691
DOB: 799709b2e5f26f796078fd815bebf724

#VX1RU9
Khaleed Al-midhar
San Francisco
DOB: 12/07/76
ID: 33000102334

=A	$���]3���$�����	���N	���W����I)���"����C@

���#)	���	��
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Anonymous Data Analysis (cont’d)

�	�	���	��	���I	����

“Robert” “Robert” 4ffe35db90d94c6041fb8ddf7b44df29
“ROBERT” “Robert” 4ffe35db90d94c6041fb8ddf7b44df29
“Rob” “Robert” 4ffe35db90d94c6041fb8ddf7b44df29
“Bob” “Robert” 4ffe35db90d94c6041fb8ddf7b44df29
“Bobby” “Robert” 4ffe35db90d94c6041fb8ddf7b44df29

O	��	�����

07/12/76 07/12/76 799709b2e5f26f796078fd815bebf724
12/07/76 8ceb0fe202b794c27694a83a5ad91df4
1976 dd055f53a45702fe05e449c30ac80df9

� �� ����	���	��	 !�
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Summary
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