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Ubiquitous Computing (RFID)
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RFID tags basics

Chip holds information about physical object;

Antenna transmits information to a reader using 
radio waves;

Packagingencases the chip and antenna so that 
the tag can be attached to physical objects
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Differences between barcode and RFID tags
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Main Components of an RFID System

Tags Reader

Network

3, 4
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RFID tag characteristics
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EPC Tag Classes
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RFID applications in all industries
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identification

authentication
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Electronic Product Code (EPC™)

EAN - 13 0 1 2 3 4 5 6 7 8 9 0 1 2 8

3 1234567 89012 0000000123456

1 2 3 4 5 6 7 8 9 0 1 2 8

Company Prefix Item Reference   Check Digit

Illustrative Example (EAN-13): 12 34567 89012 8

Remove 
Check Digit

Header EPC Manager Number Object Class Number Serial Number

GTIN

EPC:

1 23 456 7 89 01 28 >

[Source: IBM Business Consulting Services]
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EPCglobal Network

Pallets Tags on 
Source: EPCglobal
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Privacy implications
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Privacy Concerns with RFID
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RFID Position Statement of Consumer Privacy and Civil Liberties Organizations
November 20, 2003
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RFtracker.com
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RFtracker.com (cont’d)
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Does privacy matter?

• Maybe Not: 
– Tags can only be read from a few 

meters.
– Can already track many  purchases.

– Do people care if they are tracked? 

• But…
– Readers are cheap. Anyone can buy 

one.

– Plethora of new applications

– Location privacy of medical clinics, 
churches and red-light districts?

Do you wonder when consumers overreact ?

Shaping of public opinion:

Der gläserne Fußballfan kommt
ORF ON Futurezone, 01/20/04

Der Siegeszug der Schnüffelchips
SPIEGEL ONLINE, 12/25/03

Orwellian Eyes
The Washington Times, 11/27/03

They know where you are
IEEE Spectrum online, 07/03

…
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An RFID Bill of Rights (S. Garfinkel, 2002)
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Resolution of the international community of 
Data Protection Commissioners (Nov 2003)
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Additional practices prohibited by EPIC 
(Nov 2003)
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www.privacyrights.org/ar/RFIDposition.htm
� very (overly ? ) restrictive
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Where do you draw the line ?

Physical Product Flow

Information Flow 

Lower net 
landed supply 

cost

Supplier Plant & DC Retailer DC Retail Store Home

Improved labor efficiencies

Checkout

kill commandCASPIAN
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Is there really no problem if tags are killed 
at the sales counter ?
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Technology for protecting consumer privacy
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The “Blocker” Tag

Blocker simulates 
all (billions of)
possible tag serial 
numbers!!

[Source: Juels]
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“Tree-walking” anti-collision protocol for RFID 
tags

000 001 010 011 100 101 110 111

00 01 10 11

0 1

?



��
© 2009 IBM Corporation

RSA Blocker Tag (cont’d)
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RFID Zapper

• The RFID-Zapper is a gadget to deactivate 
(i.e. destroy) passive RFID-Tags
permanently. 

• Goals are a proof-of-concept and the 
construction of at least one functioning and 
appealing prototype, as well as a 
documentation of the project, so that 
everyone can build an own RFID-Zapper. 

http://events.ccc.de/congress/2005/wiki/RFID-
Zapper(EN)
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Kill command  (EPCglobal)
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Special command that causes a permanent state change in the tag,
which prevents it from responding to any interrogations from any
reader.
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Clipped RFID Tags

Example:  Removable Electrical Connection – Tear-off  
(the “ketchup packet”) for partial antenna removal

Antenna

RFID Tag

Chip

Perforations

Notch

provide RFID tag structures that permit a consumer to disable a tag  by 
mechanically altering the tag to limit its readability 

• Adds the option of consumer choice
• Provides visual confirmation that tag has been deactivated 
• May be read later if desired by mechanical contact or close 
proximity
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Example 1: Removable Electrical Conductor

Antenna

RFID Tag

Chip
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Example 2: Perforation

Pull Tab
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Peel-off
layer

Pull Tab

Example 3: Peel-off layer
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Apparel Hang Tags on Printer Roll before 
Folding

Notches

Fold
Here

Gen2 UHF 
RFID Tag

Tear
Line

Label face Reverse side
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Read distance of 30 feet (10 meters) before tag mod ification,
and about 1 inch (2 cm) after tag modification.

Andris Lauris – Marnlen RFID
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Benefits
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Constraints on cryptography by (current) 
RFID technology
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Private Tag Authentication
(implementable on EPCglobal Gen II protocols )
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E-Passports: RFID & Biometrics in Identity Cards

• ICAO Doc. 9303, Oct 2004
–holder’s name, date of birth, passport number, …

–face recognition

–fingerprints & iris data (opt.)

–write area (like digital visa, envisioned)

• relies on ISO 14443
–passive

–13.56 MHz, intendedread range 10 cm

–tamper resistance & cryptography

� different technology as for supply chain mgmt

Source: Bundesamt für Sicherheit in der Informationstechnik
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Pass 06 - Biometrische Daten



�;
© 2009 IBM Corporation

Cryptography in E-Passports
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Security & Privacy Threats to E-Passports
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[Juels, Molnar, and Wagner, 2005]
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The RFID Paradox

In order to have the most value to both 
individuals and society, the infrastructure [to 
read tags] needs to be widespread, and yet it is 
just that widespread infrastructure that raises 
the most questions.

Elliot Maxwell
EPCGlobal advisor on privacy issues



��
© 2009 IBM Corporation

Collected References

� (+
)�����
���
(+
B�����+
 3��!
���
	��.���������	���&�
����0*1<�*�������
3�
��������
	�� ��#���������� '�
 $$���%&'�&�
��
�
����
�&������
��
��
&����
	���	�
��(���
	����&&(� &
�����
*!"�*!M+
:1)
�����&
*"",+

� :+
N����&
(+
)�����&
���
(+
B�����9
 .��������
	��3��!
���*�������	�,/
'
��'���� +
1�	�
����	
�����
 :������&
;����

*""-2"M-&
 �

�922�����
+����+���2

� (+
>��#�

9
 5#����'')���#
�	�
I@
@��������	
N������&
���+
**&
��+
4&
N��	
*"",

� ;����
�
:+
������9
=�	���$�9���2���	���>
$������
I�������
;�����&
���+
O*&
��+
!*&
(��
*"",& 
44P4O

� :;@'1>�
*M
(�
�
���
��
���
B��#���
���
	9
 4��?�	
�������	���	��
�
�
'��������	����������)
��������0*1����#	�)�
� +
!"!"J2"-2�?
B�
!"-&
N��+

*""-

������+��+��
2����2��
�����Q���#�
2������	2����2��� ���2*""-2��!"-Q��+���

� :��
1����#���9
5

��@������*�<�3��!
���*�')��
���	���$��
����0��%� �	���*��	��$��
���	�
��0*1��5��#	�)�
� +
�������	
*"",+

���+���+��+��2�����
�2����EQ+���R��
���S4!��Q'(S!-" "J

Gildas Avoinemaintains an excellent web page related to Security and 
Privacy Issues in RFID Systems at lasecwww.epfl.ch/~gavoine/rfid/.
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