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Privacy Practices and Economics
From Privacy Policies to Privacy SLAs
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The Cost of Reading Privacy Policies
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Example
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Roughly speaking the buyer wants the seller to know his 
tastes about which products he may be interested in 
buying; but he doesn't want the seller to know how much 
he is willing to pay for those products.

Hal R. Varian: Economic Aspects of Personal Privacy (1996)
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Profiling Individuals

www.turbulence.org/Works/swipe/calculator.html

The seller has to tell me about each of the 
different kinds of apples that he has to sell 
before I am able to purchase.

It is important to recognize that this form 
of annoyance--essentially excess search 
costs--arise because the seller has too little 
information about the buyer. If the seller 
knew precisely whether or not I was 
interested in buying insurance or 
refinancing my mortgage, he could make 
a much better decision about whether or 
not to provide me with information about 
his product.
� seller is using information about me that is correlated with my likelihood of 
purchasing certain products (direct marketing)
� “right not to be annoyed”
� ������������������	����
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Secondary users of information
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Incentives involving payment
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Contracts

“Check here if you would like your name distributed to other parties who will 
provide you with information about computer peripherals until 12/31/98. 
After that, name and address will be destroyed. In exchange you will be paid 
$5.00 for each list to whom your name and address is distributed.”

An individual might provide information about himself to a company that aggregates it with 
999 other individuals with similar demographic and marketing characteristics. Such groups 
could be described by titles such as “20-30 year old males in California who are interested 
computers,” or “20-30 year old married couples interested in home purchase.”

Those who wanted to sell to such groups could purchase rights to use these mailing lists for 
limited periods of time. The payments they made would flow back to the individual users as 
“dividends.”  Individuals who found the annoyance cost of being on such lists greater than the 
financial compensation could remove their names. Individuals who felt appropriately 
compensated could remain on the lists. 
� Information about individuals is commonly bought and sold today by third parties in 
market-like environments
� Above arrangement simply gives individuals an economic stake in those transactions that 
they currently do not have. 
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The cost of COPPA
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California Senate Bill 1386
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Risks of not Addressing Privacy
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Organizations seek to minimize the sum of the 
costs of privacy breaches plus the cost of 
information protection expenditures !

� under/over invest in protection mechanisms
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Privacy as a Market (Baumer, 2005)
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Privacy Benefits
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Requirements
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Privacy Attributes & 
Metrics
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Service Level Agreements
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Service Level Agreements (cont’d)
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Privacy Processes & Negotiations
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Conclusion
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Conclusion (cont’d)
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