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Recap Technologies

Proof Protocols, Commitments, and
Signatures.



Zero Knowledge Proofs

Non-interactive (Fiat-Shamir heuristic):
PK{(a): y = g X(m)

Logical combinations:
PK{(a,B): y=g" A z-= 9B A U= gsha}
PK{(aB): y=9% v z=¢")

Intervals and groups of different order (under SRSA):
PK{(a): y=9" A a€[AB]}

PK{(a): y=g" A 2= A ae [0min{ord(g)ord(d}]}

© 2005 IBM Corporation



Commitment Schemes

* Group G = <g> = <h> of order g

To commit to element x € Zg:

-~ choose r €Zq and compute ¢ = g*h

To commit to integer x € Z:

- similarly, if order of & is not known, e.g., 6 = QR,, for an
RSA modulus n
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Commitment Schemes (Group Elements)

« Given group G = <g> = <h> of order q with log, h unknown

To commit to group element u € G:

» perfectly hiding, computationally binding (under discrete

logarithm assumption)
choose rl, r2 € Zqg and compute ¢ = (ugrl,grlhrz)

« computationally hiding (under decisional Diffie-Hellman
assumption), perfectly binding:

choose r €Zq and compute ¢ = (uh", g")

To open first type of commitment:
* reveal u and rl,r2 to verifier

verifier checks if ¢ = (ugrl,grlhrz)
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Signature Scheme based on SRSA

Public key of signer: RSA modulus nand a;, b, d € QRn, 2

Secret key: factors of n g

To sign k messages m1, ..., mk € {0’1}2 :

* choose random prime e > 22 and integer s ® n

mk bS ))1/6 mod n g
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* compute ¢ :

c=(d/ (alml-...- a,

* signature is (c,e,s)



Proving Knowledge of a Signature

S g

- Letc' = ¢ b° mod n with randomly and s

- then d=¢'®*ad™b°"®** (modn), i.e.,
(c',e, s* = s+es') is also signature on m

To prove knowledge of signature (c',e, s*) on some m
- provide ¢’

=~ PK{(c,p,0): d:i= c'®ad"b?}
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Getting a Signature on a Secret Message
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Application

E-cash: On-line
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E-Cash Setting
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E-Cash Setting

" Anonymity:
Withdrawal and Deposit must be unlinkable

® Double Spending:
Coin is bit-strings, can be spend twice
=  Bank on-line: merchant checks with bank whether
some coin has previously been spend before
accepting
=  Bank off-line: merchant accepts, get credited, but

bank can reveal anonymity of double (multiple)
spenders

= Need to have scheme where spending once is
anonymous

= Spending more than once is not anonymous
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E-cash with (Blind) RSA Signatures

[Chaum 82]

random m and b m'

m' = H(m) b® mod n
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E-cash with (Blind) RSA Signatures

[Chaum 82]
d = 1/e mod (p-1)(q-1)
s'=m' 9 modn

random m and b

m' = H(m) b® mod n

s=s'/b modn

=> s® = H(m) mod n
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E-cash with (Blind) RSA Signatures

[Chaum 82]
d = 1/e mod (p-1)(q-1)
s'=m' 9 modn

random m and b

m' = H(m) b® mod n

s=s'/b modn

=> s® = H(m) mod n
s®=H(m) mod n?
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E-cash with (Blind) RSA Signatures

[Chaum 82]
d = 1/e mod (p-1)(q-1)
" % S =m' 4 mod n
random m and b
m' = H(m) b® mod n me L?
OK/ not OK

s=s'/b modn

s®=H(m) mod n?
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Blindness of Blind RSA Signatures

[Chaum 82]

random m and b

m' = H(m) b® mod n

27?7

s=s'/b modn
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Blindness of Blind RSA Signatures

Given any two pairs (s, m) and (s', m").
Let b=5"/s modn

Then:

m' =s'®=(sb)*= s*b°=

= H(m) b® mod n

Therefore the pairs could stem from the
same user! Thus the two transactions are
perfectly unlinkeable and signature scheme
is perfectly blind.

[Chaum 82]

2?7
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Security of Blind RSA Signatures

Ty
[Michels, Stadler, Sun 98]

Problem:
Signer computes e-th root d = 1/e mod (p-1)(q-1)
of anything! n \ ,

yHing e S =M d mod n
Attack:

Let p; be primes < B
get signatures s; on p;

find message m and set S s.t. H(m) = Mics pi (i-e., factor H(m))

then for s =1TIl¢5S; we have

Se: [Mecs Sie: e Pi = H(m) mod n.
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E-cash with (Blind) RSA Signatures

m  Attack can be overcome by requiring
H': {0,1}* -> [O,n-1] instead of H:{0,1}* ->{0,1}¢
Called full-domain hash, e.g., can be obtained padding
H'(m) = H[Im) [| H[Im) [| HEIm) || ....[| H(k|m)

®  Security has been proved (in a somewhat weak model)
[Bellare et al. 03]

B Can be used for credential scheme: ‘
= Credential: blind signature s on message m= |

= Showing credential:
= reveal sand m |
= prove knowledge of secret contained in
= But credential can be used only once! :-(
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Using Blind Signatures vs. Proving Possession

Certificates can be used only once! Certificates can be used multiple times!

- Chaum 82 - Camenisch, Lysyanskaya 2000
- Brands 90'ies
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Proving Possession of Signature

In principle:
Prove of Knowledge of
message m and signature s s.t.

ver(s,m,PKsigner) = 1

In the case of RSA:
s® = H(m) mod n

which, however, would not be efficient
because of hash function, i.e., proof of
knowledge of pre-image under hash-
function -> Requires proof over

representation of hash-function as gates.

=> need other signature scheme!

Certificates can be used multiple times!

- Camenisch, Lysyanskaya 2000
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Application

E-cash (Off-Line)
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Recall On-Line E-Cash

On-Line Solution:

1. Coin = random serial # (chosen by user) signed by Bank

2. Banks signs blindly

3. Spending by sending # and prove knowledge of
signature to Merchant

. Merchant checks validy w/ Bank

. Bank accepts each serial # only once.

(G

Off-Line:
- Can check serial # only after the fact
- ... but at that point user will have been disappeared...
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Off-line E-cash

Goal:

= spending coin once: OK

= spending coin twice: anonymity revoked
Main Idea:

Include #, id, r

Upon spending:
reveal #, and t =id + r ¢,

with ¢ randomly chosen by merchant
t won't reveal anything about id!

However, given two equations (for the same #, id, r)
tl=id+rcil
t2 =id + rc2

one can solve for id.
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Off-line E-cash: Withdrawal

choose random #, r, s’

and compute

_ _H#H_ r. s
C-cx1 azb

(ces"+s’) s.t.

_ e
d-ca1 5

#a rg Ym s +s

3

(mod n)

26

¥ d=c®Ca."b% modn
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Off-line E-cash: Payment

Let G=<g> be a group of order g

(ces"+s’) s.t.

d= c° al#azr a3nym b5 *S  (mod n)

compute

T=r+unymmodq
, g choose random u
¢ =cb’>modn

proof = PK{(¢e, 1, p, 0) :
d/ 01#: c'®a pa;l b % (mod n) A 9Jr = 9p (9“)“}

2
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Off-line E-cash: Payment

PK{(¢, u, p, 0):

d/ 01#: c'® azpa3“ b 9 (mod n) A g'=g° (g")"}

1. d=¢'® al# Zp 3“b (mod n)

=> (c', e,0) is a signature on (#, 4, p)

2. g'=g"™H

=> t=p+upld modaq,
i.e., ¥ was computed correctly!
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Off-line E-cash: Deposit

#el?
Ifso: 1. t=p+up (modq)
2.t =p+u pu (modq)

solve for p and .
=> 1 = nym because of
proof

u, t, #, proof
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Off-line E-cash: Security

m Unforgeable:

® no more coins than #'s, otherwise one can
forge signatures

= if coins with same # appears with different c's
=> reveal nym

" Anonymity:

" # and r are hidden from signer upon
withdrawal

=t does not reveal anything about nym (is
blinded by r)

= proof proof does not reveal anything

© 2005 IBM Corporation



Application

Revocable Credentials



Revocable Credentials: Possible Solutions

publishes

[
Revocation /g
AN

Info /

looks up

Alice should be able to convince verifier that
her credential is among the good ones!
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Revocable Credentials: First Solution

®  Include into credential some credential ID ui as message,
e.g.,

d= c® 015k02”i b5 *S  (mod n)
®m  Publish list of all valid (or invalid) ui's.
(ul,..., uk)

®m  Alice proves that her ui is on the list.
= Compute Uj = gu for ujin (ul,..., uk)

= Prove PK{(e, 1, p,0): d=c'%a pc12“ b © (mod n) A

1
(Ul=g" v - - . Vv Uk=g")}

B Not very efficient, i.e., linear in size k of list :-(
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Revocable Credentials: Second Solution

Include into credential some credential ID ui as message,
e.g.,

_ e
d-ccx1

Publish list of all invalid ui's.
(ul,..., uk)

Alice proves that her ui is on the list.

SkcxzUi pS' *+ s (mod n)

= Choose random h and compute U = hui

= Prove PK{(e,n, p,0): d=c'® 01p02“ b®(modn) A U=h"}

" Verifier checks whether U = h"J for all uj on the list.

Better, as only verifier needs to do linear work (and it can be
improved using so-call batch-verification...)

What happens if we make the list of all valid ui's public?
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Revocable Credentials: Second Solution

Variation: verifier could choose h and keep it fixed for a while

35

Can pre-compute list Ui = hui
-> single table lookup
BUT: if user comes again, verifier can link!!!

ALSOQO: verifier could not change h at all! or use the same as
other verifiers!

=  one way out h = H(verifier, date), so user can check
correctness.

=  date could be the time up to seconds and the verifier
could just store all the lists, i.e., pre-compute it.

© 2005 IBM Corporation
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Revocable Credentials: Third Solution

Using so-called cryptographic accumulators:
®  Accumulate:

B Prove that your key is in accumulator: requires witnessg

© 2005 IBM Corporation
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Revocable Credentials: Third Solution

Using so-called cryptographic accumulators:
Key setup: RSA modulus n, seed v

Accumulate:

values are primes ei

Mei

accumulator value: z=v mod n

publish zandn

witness value x for ej : s.t. z=x % mod n g
can be computed as x =y él-el-l-ejtl ek maqp

Show that your value e is contained in accumulator:

provide x fore

verifier checks z=x¢modn
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Revocable Credentials: Third Solution

Security of accumulator: show that e s.t. z=x®modn forethatis
not contained in accumulator:

= For fixed e: Equivalent to RSA assumption
=  Any e: Equivalent to Strong RSA assumption g
p: 3§

2 3

Revocation: Each cert is associated with an e and each user gets
witness x with certificate. But we still need:
= Efficient protocol to prove that committed value is contained in
accumulator.

= Dynamic accumulator, i.e., ability to remove and add values to
accumulator as certificates come and go.
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Revocable Credentials: Third Solution

= Prove that your key is in accumulator:

choose random s and g and compute U1 = x h®
(where h is a publicly known value such that it is
assured that x lies in <h>) and

compute U2 = g° and reveal U1 ,U2, g

= Run proof-protocol with verifier
PK{(e, 1, p, 0, &, B):

d=c'® alp02” b%(modn) A z-= U1“(1/h)E (mod n)

A 1= U2“(1/9)E' (modn) A U2 = 96 (mod n)}
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Revocable Credentials: Third Solution

®  Analysis

No information about x and e is revealed:

= (U1, U2)is a secure commitment to x
= proof-protocol is zero-knowledge

Proof is indeed proving that e contained in the
certificate is also contained in the accumulator:

a) 1=U2"(1/9)°= (g°)" (1/9)° (mod n)
=> E =0 L
b) z= UM/ =UtMa/v)° H =U1/v°® ) (mod n)

c) d=c'® alp02“ b ° (mod n)
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Revocation: Third Solution

Dynamic Accumulator

®=  When a new user gets a certificate containing enew

" Recall: z=v "¢ modn

" Thus: z'=z""““modn

= But: then all withesses are no longer valid, i.e.,
need to be updated x' = x ¢"*" mod n
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Revocation: Third Solution

Dynamic Accumulator
®  When a certificate containing erev revoked

" Nowz =vel zzl/erevimodn

= Withess:
= Use Ext. Euclid to compute a and b

s.t.aeown+berev=1
" Now x'=xP2z' % modn
= Why: x'€%WN= ((x b_ra yeowny erev 1/erev mod n
= ((x b_ra Jeown erev. y 1/erevenod n
= ((x €Ny b erev (z' erevyaewony 1/erev mod n

b erev ., aeown ) 1/erev mod n

= (z y4
-y 1/erev modn
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Revocation: Third Solution (improved)

Dynamic Accumulator: in case the issuer knows the factorization
of n

®  When a new user gets a certificate containing enew

" Recall: z=v"® modn
= Actually v never occurs anywhere...
so: v' = v "eW mod nand x =z "W mod n

=  Thus z needs not to be changed in case new member
joins!

B Witnhesses need to be recomputed upon revocation only!
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