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ABSTRACT

We introduce a new cryptographic primitive, called insub-
vertible encryption, that produces ciphertexts which can be
randomized without the need of any key material. Un-
like plain universal re-encryption schemes, insubvertible en-
cryption prevents against adversarial exploitation of hidden
channels, by including certificates proving that the cipher-
text can only be decrypted by authorized parties.

The scheme can be applied to RFID tags, providing strong
protection against tracing. This enables post-sale applica-
tions of manufacturer-issued RFID tags while preserving
the privacy of consumers. The functionality required of
the RFID tags is minimal, namely that they be re-writable
(many-writable). No cryptographic capabilities are required
of the tags themselves, as the readers perform all necessary
computations.

Categories and Subject Descriptors: K.6.5 [Security
and Protection]

General Terms: Algorithms, Security.

Keywords: Universal re-encryption, bilinear maps, RFID
privacy.

1. INTRODUCTION

“Smart tags” are radio-frequency powered/emitting iden-
tification (RFID) that are being phased in as product la-
bels, in substitution of, or in addition to, barcode tags.
However, unlike barcodes and other consumer labeling tech-
niques, RFID tags record a sufficiently long bitstring to
uniquely identify specific product units, such as a the bottle
of medicine sold to a particular patient. Another important
feature of RFID tags is that they can be read efficiently at
a distance of a few inches to several feet (depending on the
technology).

Both of the above-mentioned features present potential
benefits to consumers, retailers, and manufacturers. For
instance, RFID tags can be read faster than barcode tags
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since unlike the latter, they do not require precise reader-
tag alignment, making inventory management more efficient.
Similarly, the unit-specific feature of RFID tags allows for
finer inventory control by, for instance, supporting auto-
mated verification of expiration dates.

On the other hand, RFID tags may pose a substantial is-
sue to privacy by enabling distance tracking of specific prod-
uct units beyond the point-of-sale. For instance, an RFID
tag attached to a bottle of medicine or to food packaging
would likely not be removed by the user—in fact, there may
exist incentives for users to hold on to the RFIDs in the
products they buy: One such instance, is that RFID tags
could be used to enable more efficient product safety re-
calls. Over time, consumers might carry enough RFIDs on
their body or belongings, and for long enough time, that the
movements of each person could be tracked at a distance.

A separate reason for concern is that the “forward chan-
nel” of RFID readers can broadcast the value of tag contents
several hundred feet away during the reading process. This
exacerbates both concerns of individual privacy—a possible
scenario would be an eavesdropper situated outside the cus-
toms hall in an airport—as well as corporate confidentiality
against industrial espionage—for instance, a competitor’s
spy sitting in a car in the parking lot of a warehousing fa-
cility, holding a powerful directional antenna.

Therefore, it is reasonable to consider the possibility of
storing randomizable contents into RFID tags. The scheme
we propose does not require any modification of the ba-
sic functionality of RFID tags, which still would normally
broadcast their contents when read. In our protocol, how-
ever, these values would be intelligible only to the issuing
entity. Moreover, readers would be able to replace the con-
tents of tags with randomized versions at each read opera-
tion, protecting the tag from being tracked by unscrupulous
parties. In our model, we assume that honest readers are
capable of correctly randomizing the tag contents, whether
or not they hold the encryption key of the issuing party.
Indeed, not even knowledge of the identity of the issuing
party is required by our protocol, and accordingly it is not
deducible from the contents of the tag.

In this paper, we assume that RFID tags are read/write
(many-write), but support no other operations—this is justi-
fied by current features implemented in many RFIDs. While
perhaps a somewhat pessimistic assumption for future ca-
pabilities, it is reasonable to expect that cost pressures will
lead manufacturers to implement very few features in the
smallest and cheapest devices even in the not-so-close fu-
ture. Moreover, our technique is not limited to RFID tags



but can be applied to miznet networks, following [17], or to
any other type of passive storage device. In each case, the
application of the herein proposed techniques has the effect
of reducing the potential for abuse of universal re-encryption
schemes for the creation of unauthorized hidden channels.

In what follows, we discuss in more detail the security
model behind these untraceable, passive tags, and show how
our cryptographic constructions achieves the desired privacy
objective. We stress that the herein proposed mechanism is
the first to achieve provable untraceability when the identity
of the issuers is itself possibly sensitive data.

2. MOTIVATION

In [17] the authors explicitly considered privacy issues
of storing ciphertexts in RFIDs. They define a technique,
called universal re-encryption, that can be used to random-
ize ElGamal ciphertexts. Basically, the idea is to store an
encryption of a message m under a public key y = ¢” along
with an encryption of “1,” that is:

[E,(m), B, (1)] = [(my", "), (¥", g")]-

The technique consists of randomizing F,(1) and use it
to conceal Ey,(m), exploiting the homomorphic property of
ElGamal, i.e., E(m) x E(m’) = E(m x m'). More specif-
ically, one computes E, (1) = (Ey(1))" = (y£/7g£/), where
¢ = ¢r, and E,(m) = E;/(1)Ey(m) = (my*", g*"), where
K'=k+7r.

A known limitation of universal re-encryption is that it
does not prevent an adversary from storing into the RFID
tag an encryption of a certain message under his own public
key. Even if the ciphertext is randomized several times by
other trusted devices or readers, the adversary will always
be able to decrypt and recover that message and effectively
trace the tag.

3. RELATED WORK ON RFID PRIVACY

The relevance of privacy protection for RFID tags has
been highlighted in many recent works, for instance in [21,
35, 20, 32, 24, 28, 1, 18, 3]. (See [2] for a complete list of
references.)

Several strategies and cryptographic schemes have been
proposed to address specifically the traceability problem.
These solutions, however, make certain assumptions that
may be unrealistic for low-cost RFID tags. For instance,
certain techniques require RFID tags capable of perform-
ing cryptographic operations (from computing hash func-
tions to encrypting or signing with public keys) or tags
equipped with special physical properties (such as with pro-
tected memory cells or Faraday cages). Other schemes as-
sume that RFID tags implement access control mechanisms
or that they can compare values, such as passwords. Clearly
solutions based on killing the tag after a certain condition
is verified are not suitable for our applications where the
information stored in the tag should be preserved.

4. OUR CONTRIBUTIONS

We introduce a new cryptographic primitive called insub-
vertible encryption that allows authorized users to store an
encryption into a storage device that can be randomized by
anyone. Insubvertible encryption provides properties such
as semantic security and key privacy [7]. Moreover, un-
like plain universal re-encryption [17], our scheme produces
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ciphertexts that contain implicit proofs of being “safe” to
randomize. In other words, any randomizer will be able to
confirm that the ciphertext is intended for legitimate users;
if that check fails the randomizer has the option to oblit-
erate the contents with “safe” but meaningless ciphertexts,
destroying the adversarial hidden channel and preventing
tracing. This mechanism effectively prevents an adversary
from storing data encrypted under his own key in order to
trace tags, as long as the adversary is not an authorized user
in the system.

To the best of our knowledge, no other work has provided
solutions with the same security guarantees and in the case
where RFID tags are completely passive and unable to per-
form any type of computation. Indeed, in our model, RFID
tags can be seen as passive storage devices, much like floppy
disks or memory cards.

We first provide a formal definition of insubvertible en-
cryption. Next, we provide a rigorous specification of the
ideal functionality of a system with untraceable tags within
the UC/reactive frameworks [14, 13, 27], and we formally
prove that such a functionality is implemented by our con-
struction. In short, we prove that our insubvertible encryp-
tion provides several desirable properties, including seman-
tic security and key privacy, and then we show that there
cannot exist a (real world) adversary who can trace tags
unless he can “break” one of the properties of insubvertible
encryption.

Finally, we introduce an efficient invertible encoding al-
gorithm that encodes bitstrings into elements of an elliptic
curve group.

S. DEFINITION AND SCOPE OF THE
SOLUTION

We now describe more precisely the security properties
that our solution provides. In our scheme, we distinguish
between legitimate issuers of marks in the RFIDs, and ille-
gitimate ones. The legitimate issuers can initiate and re-set
the contents of RFIDs, enabling them to use it for recog-
nizing the tag later. Illegitimate issuers can also re-set the
value of tags—these are passive entities—but any contents
they write to them will be destroyed by honest readers that
participate in the scheme.

We note that legitimate issuers could “re-assign” to them
a tag that was initially issued by a different (legitimate)
issuer. We provide no protection against this, but such a
threat is mitigated in practice by the need of legitimate is-
suers to maintain their reputation within the system. Legit-
imate issuers receive a certificate from the system authority
that they include as part of their marks, after proper ran-
domization for unlinkability. While the certificate is anony-
mous even to other issuers, its validity can be readily ascer-
tained by anyone.

Attached to the randomized certificate, there is an en-
crypted message, namely the proper tag identifier, and per-
tinent related information. The randomized certificate is
useful as a public key for re-encryption of the message, in a
manner similar to the universal re-encryption scheme.

We first give an informal description of the functionality
of our scheme. We then formalize that as an ideal function-
ality in the spirit of the UC/reactive frameworks [14, 13,
27] and then in Section 7.1 prove that our scheme securely
implements this functionality.



5.1 Definition of Insubvertible Encryption

Each legitimate issuer P; of RFID tags should generate a
public key and have it certified by the authority, which has
public key C. Each issuer is allowed to track tags initiated
(marked) by itself. On the other hand, no other party should
be able to mark RFID tags. By that we mean that only
certified public keys may store a mark in the tag that is
traceable beyond the next interaction with an honest reader.
To this end, we require each honest reader to re-randomize
the mark.

Note that it is impossible to require a stronger property
than “traceable until next interaction with honest reader,”
because we assume that the RFID tags are passive. There-
fore, a dishonest reader may always overwrite the contents
of the tag with arbitrary data; as long as the tag is not pre-
sented to a legitimate reader, other colluding readers will be
able to recognize the same data and identify the device.

It is also not possible to provide mark integrity protection
as we assume that the tags are passive, and therefore can-
not verify whether the contents to be written to them are
legitimate. On the other hand, we require that, if a mali-
cious reader adulterates the contents of a tag destined to a
legitimate issuer, that this fact be detectable. By adulter-
ation, we mean changing the stored ciphertext in any way
that does not follow the specified protocol. Because the en-
crypted marks can be destroyed or overwritten by malicious
parties, and randomized by honest parties, but not used by
an illegitimate party for unintended purposes, we say that
they are insubvertible, and the corresponding cryptographic
construct is called insubvertible encryption.

Insubvertible encryption consists of a set of efficient algo-
rithms:

GenerateCAKey: The certification authority C generates a
private-public key pair (Csk,Cpk) for use in the pro-
tocol via a randomized algorithm:

(Csx,Crr) —— {0,1}*.

GenerateKey: An issuer P; generates a private-public key
pair (SK;, PK;) for use in the protocol via a random-
ized algorithm:

(SKi, PK;) < {0, 1}*.

RegisterPublicKey: An issuer P; obtains certificate u on pub-
lic key PK; by interacting with the authority C. The
inputs to the algorithm are PK; and the secret key of
the authority, Csk.

U ~— PKZ‘,CSK

InitiateTag (Encrypt): An empty tag D; is made to store
a ciphertext (mark) produced by an authorized issuer
Pi. The mark d encrypts a certificate u, and message
m:

d+«— u,m,PK;
ReadAndDecrypt: A previously generated ciphertext (mark)
is read and, if valid, decrypted.
{m}U L— d,SK;,

where m is returned if d was previously computed as
a function of u, and m, where the certificate u cor-
responds to the provided decryption key SK;. If d is
invalid, or if the key SK; in decryption differs from
the SK involved in encryption, L is returned.

ReadAndRandomize: Randomizes ciphertexts (marks) that
have been previously generated. The inputs to the
algorithm are the existing mark, d, and the public key
of the authority, Cpk.

d 4 Cpk

Note that we refer to encryption as the tag initialization,
since that is the effect it has on tags—resetting and discard-
ing previous contents it may have carried up to that point.

5.2 Security Formalization: Specification of
Ideal Functionality and Adversaries

Apart from the the certification authority C, and the set
of issuers P;, we denote the reader/randomizers by R, and
the tags by D;.

The adversary is denoted by A, and may corrupt any of
the randomizers, but neither the issuers nor the certification
authority. The adversary subsumes all dishonest parties.

The environment £ determines all the inputs of the par-
ties and obtains all their outputs. The environment also
instructs each of the honest parties I;, R;, and D; what
action they need to perform. The environment similarly in-
structs the adversary A—which may, however, deviate from
the protocol in an arbitrary fashion when computing its out-
puts.

In the ideal world, there is a trusted party 7 through
whom all parties interact. In particular, in the ideal world,
values stored in tags are not visible to the adversary directly,
and instead it must interact with 7" to obtain readings.

T keeps a list of what tag D; stores. That is with each
tag T stores either a triple (d,u,m) (where d € {0,1}% is
a temporary identifier and v is an index corresponding to
a registered public key and m a message), a triple (d, L, 1)
(indicating that the tag was reset or is empty and where
again d € {0,1}*% is a temporary identifier), or an arbitrary
string p (that the adversary stored on the tag).

Upon initialization, 7 choses a random identifier d and
stores (d, L, 1) with each D;. Afterwards, the parties P;,
Ri, and D; can request one the following actions from 7.

RegisterPublicKey(P;): An issuer P; wants to register a new
public key. 7 assigns the next free index u to P; and
sends u to P;.

InitiateTag(P;, u, m): Tag D; wants to be initiated by P;
with message m and public key index w. 7 checks
whether u is assigned to P; and, if so, chooses a fresh
identifier d and stores the tuple (d, u, m) with D;.

ReadAndDecrypt(P;): Tag D; asks to be read and decrypted
by party P;. (Note that P; is honest by assumption.)
If 7 has stored a tuple (d,u,m) with D; and and u
is a index to a key assigned to Pj, then 7 sends the
message m to P;. Otherwise, 7 sends L to P;.

ReadAndRandomize(R;): A tag D; asks to be read and ran-
domized by party R;.



First, consider the case where R; is honest. If 7 has
stored a (d, u, m) with D; for some u and m, it chooses
a fresh identifier d’ and stores (d',u, m) with D; (how-
ever, 7 will keep the triple (d,u, m) in its database).
Otherwise, 7 chooses a fresh identifier d’ and stores
(d', L, 1) with D;. (Note that if 7 had stored a string
v or (d, L, 1) with D;, it now stores (d’, L, 1).)
Assume now that R; is dishonest. If 7 has stored a
tuple (d, u, m) with D;, then 7 sends the current index
d to R;. If T has stored a string v with D;, then 7
sends 7y to R;.

Furthermore, it asks R; for a tuple (a,b). The value
a indicates which action the reader desires to perform.
‘We consider each case separately:

a = 1: If T has stored a triple (d',u,m) with d' = b
for some u and m in its database, then 7 stores
the tuple (d’,u, m) with D;. (Note that 7 could
have stored (d’,u,m) with another tag that the
adversary had read and now wants to copy in this
tag.)

a = 2: If 7 has stored a triple (d', u, m) with d' = b for
some v and m in its database, 7 chooses a fresh
identifier d and sends d to R;. Also, 7 stores the
tuple (d,u, m) with D;.

a = 3: T stores the tuple (d =b, L, 1) with D;.

a=4: T chooses a fresh identifier d € {0,1}* and
sends d to R;. T stores the tuple (d, L, L) with
D;.

a =5: T stores the string v = b with D; (actually,
could be any string or L).

a ¢ {1,2,3,4,5}: Otherwise, T rejects.

Notice that when 7 chooses a fresh identifier d, it does
so randomly from the set {0,1}% /D, where D is the set of
already assigned identifiers.

We assume that the adversary cannot eavesdrop on the
conversation between the honest randomizers and a tag. In-
deed, if the adversary can eavesdrop on all conversations, all
hope for privacy is lost. Nevertheless, an adversary eaves-
dropping on some randomizer is accounted for by consider-
ing that randomizer corrupted and (a = 2,b = d) is sent to
7T in the ReadAndRandomize(R ;) operation.

Let us now argue that the ideal model we just described
achieves the properties we claimed.

Privacy. We require that once a tag is read and randomized
by an honest reader, it cannot be traced by the adversary.
That is, if between two reads of the tag by an adversary, the
tag is read and randomized by an honest reader/randomizer,
then the adversary is not able to distinguish whether or not
it reads the same tag. It is not hard to see that this is
achieved by our ideal model: The only information the ad-
versary ever gets about a tag is either a random temporary
identifier or a string that it had written onto the tag. How-
ever, once the tag was read or randomized by an honest
reader, 7 will have assigned a new temporary identifier to
it and thus, if the adversary reads it again, it will see a
new temporary identifier which cannot be linked to previ-
ous ones.

Security. We require that the adversary cannot put an
(encrypted) message onto the tag other than copying the

message from another tags. It is straightforward to see that
this holds for our ideal model.

6. CONSTRUCTION
6.1 Cryptographic assumptions

The construction of insubvertible encryption takes place
in DDH-hard subgroups of elliptic curves with pairings, a
cryptographic setting used in [30, 4], as well as in [8] (only
in the full version). We first review some general concepts
of pairing groups.

Bilinear maps [9, 11, 19, 15] are defined as follows:

DEFINITION 6.1  (BILINEAR MAP). We say a map e :
G1 X G2 — Gr is a bilinear map if:

1. G1 and Gr are groups of the same prime order p and
e(+,-) is efficiently computable;

2. for all a,b € Z,, g € G1, and h € G2, then e(¢g%, h?) =
e(g, h)? (bilinearity);

3. e(+,-) is non-degenerate, i.e., if g generates G1 and h
generates G2, then e(g, h) generates Gr.

A pairing allows for efficient solution of the following de-
cisional Diffie-Hellman type problem, called the co-DDH as-
sumption: Given g, g in G1, and h, h, b’ in G, decide if there
are exponents a and b in Z, such that § = g%, h = h®, and
R’ = h%. In many settings, the bilinear maps also enable
the solution of the (standard) DDH problem within either
group. This is because in such settings a homomorphism
o : G1 — G2 (called a distortion map) allows the pairing
to be computed within GG1. These distortion maps do not
exist, however, in all pairing groups, as shown in [33, 34,
16].

To the extent of our knowledge, the first use of DDH-hard
pairing groups in cryptography is in an id-based key ex-
change protocol by M. Scott [30]. That paper cites E. R. Ver-
heul’s result [33] as evidence of the existence of such groups,
and points to several algorithms proposed in the literature
for generating appropriate curves and subgroups [5, 23].
Boneh et al [8] remark that the use of DDH-hard groups
could be used to simplify their short group signature con-
structions, providing higher efficiency.

In [4], Ballard et al. propose a system for correlation-
resistant storage based on DDH-hard pairing groups, and
provide a detailed formulation of the assumption that DDH-
hard pairing groups exist, naming it the “external Diffie-
Hellman” assumption, or XDH for short. We follow their
terminology:

DEFINITION 6.2. (XDH assumption [{]): Let Gi and G2
admit a bilinear map, as above. One says that the XDH
assumption holds if G1 is a DDH-hard group, i.e, it is not
computationally feasible, given a set of values y, y1, y2, ys
in G1, to decide if there are integers a, b such that y1 = y?,
y2 = y°, and ys = y*°.

XDH groups can be chosen as specific subgroups of MNT
curves [23], which have optimized implementations in stand-
ing cryptographic libraries [26, 29]. Recently, Barreto et al.
have discovered more efficient constructions [6]. These new
curves may indeed constitute the most efficient setting to



date in which to instantiate any pairing-based cryptographic
protocol.

The unforgeability of certificates released by the certifica-
tion authority requires the following assumption:

DEFINITION 6.3. (Strong LRSW Assumption): Let G1 and
G2 be groups that admit a bilinear map and with no mor-
phisms between them. Let S,T € Ga, S = §°, T = §*. Let
Os,7(+) be an oracle that, on input a value x € Fp, outputs a
quintuple A = (a,a’,a*"t a® a™") for a randomly chosen
a € Gi1. Then for all probabilistic polynomial time adver-
saries A, v(k) defined as follows is a negligible function:

Pr[(p, G1,G2,9,9) — GenerateKey(lk);
s Tyt —Fp; S=5 T =75
(a1, a2,as,as,as) — A°ST (p,G1,Ga, 9,3, S,T)
t¢Q AN ze€F, ANz #0 A a1 €G1 Naz =a}

Aas = af+ZSt ANas=al N as = agft] =v(k) ,

where @ is the set of queries that A made to Og,r(-).

This assumption is a stronger version of the LRSW as-
sumption that was introduced by Lysyanskaya et al. [22]
and subsequently used in [12] to build a group signature
based on bilinear maps. This assumption is stronger than
the original one because here the adversary is not required to
output log, a4 as in the LRSW assumption. We stress that
the Strong LRSW assumption is defined over two groups,
G1 and G2, that admit a bilinear map and in the case where
there are no morphisms between them (in both directions).
It not hard to see that the Strong LRSW assumption can
be proven to hold in the generic group model [25, 31]. Nev-
ertheless, in the full version of this paper, we will show how
to allow morphisms from G2 to G1 to exist (in which case,
the Strong LRSW assumption does not hold) and rely on a
weaker assumption.

6.2 Authentication and Encoding of Messages

Our scheme also specifies an authentication algorithm. In
the description of the scheme, we assume this is a message
authentication code, but we point out that the same results
would follow if a signature scheme is used instead. We de-
note the process of authenticating a message using key K;
belonging to issuer P; as MAC(K;,m). The MAC length
will be denoted by t, and reasonable choices for ¢t would
be in the range of 64 — 128 bits depending on the security
requirements.

Part of the specification is also an invertible encoding al-
gorithm that we describe in a later section §6.5. For sim-
plicity of notation, we will write Enc(K, M) to denote the
combined encoding of the message and its authentication
tag under the MAC.

6.3 Elliptic curve parameters

Following [4], we choose an ordinary elliptic curve E of
low embedding degree (such that the pairings are efficiently
computable). Such curves, called MNT curves after [23],
can be generated using the complex multiplication (CM)
method. This elliptic curve E, defined over the field F,, has
the following characteristics: There is a “large” subgroup G

of prime order p in E(F,).! Its embedding degree £ is the
smallest integer such that a pairing e : G1 X G2 — Gr =F
exists. (For good security/efficiency trade-offs the current
recommendation is £ = 6 or slightly larger.) We note that
G is a subgroup of E(F ).

6.4 Description of the Scheme

We use traditional multiplicative group notation, instead
of the additive notation often used in elliptic curve settings.
That is, if g is an element of G, we write g° to denote
exponentiation by z € F,,.

The following public parameters are shared by all: The
prime numbers p and ¢, the elliptic (MNT) curve E, the
groups G1, G2, and Gr. We also assume that generator g
has been chosen in (G; and generator § in G2, both inde-
pendently. The group size is the value k = [log, p], and if
G1 coincides with E(F,), then k also equals |log, q],? the
elliptic curve key length k’. In any case, since the index of
G1 in E(F,) is small, k and k' are close values.

The first two steps consist of generating the necessary
public-private key pairs for use in the protocol.

CA Key Generation (GenerateCAKey): The private-public key
pairs of the authority C are as follows:

Csk = (Sat)7CPK = (S = §57T = §t7c)7

where s and t are randomly chosen from Fp; S, T are in
Go; and C = (a1, a2, a3, a4, as, c1, c2) is a dummy insubvert-
ible encryption and consists of a certificate (a1, az, as, a4, as)
(defined below in RegisterPublicKey), for a randomly chosen
key y € G1, and random values ¢; and c2 chosen in G;.

Issuer Key Generation (GenerateKey): Issuers of tags gener-
ate public keys in GG;. Each private-public key pair is of
ElGamal type; the public key of issuer P; is therefore:

where z; is randomly chosen from F,, and y; = ¢”* in G;.
The key registration algorithm (next) requires the XDH as-
sumption for security, and involves a new construction.

Key Registration (RegisterPublicKey): The authority C, after
verifying the identity of P; and its claim to public key y;
(where y; = ¢®*), computes a random w € F, and set a = ¢g*
(in G1). The certificate on the public key y; is therefore the
quintuple:

t s+x; st x; x;t 5
(a1,a2,a3,a4,a5) < (a,a’,a’ ">, a™,a"™") € Gy.

In order to verify that the certificate has indeed been gen-
erated by the authority, any party can check that:

(1) e(a1,T) = e(az, 9), (2) e(as,T) = e(as, ),
and (3) e(as, §) = e(aras, S).

Encryption (InitiateTag): Issuer P;, with public key PK; = y;
and certificate (a1,az,as,as,as) = (a,a’, a5 q% q®")

n the optimal case G1 = E(F,), but small index values
such as 2 or 4 are also allowed, and if index values different
from 1 are used, the encoding algorithm must accordingly
accommodate this—see 6.5 for details.

2This follows from the Hasse-Weil inequality: |p — ¢ — 1| <

2./4.



with @ € Gi, encrypts a message m € {0,1}" as follows:
First, it generates a random value r € F,, and uses it to
randomize the certificate:

(0,1,0,2,0/370/4705) — (a;7a£7a§,a27ag)

Next, the issuer computes the authentication code for m un-
der its master authentication key K, i.e., T = MAC(K,m).
The issuer encodes both m and T as a single point of G, us-
ing the encoding scheme described in section §6.5. Let M be
the corresponding point in G1 (encoded-and-authenticated
version of message). The issuer encrypts M using ElGamal,
with public key y; and random value k € F:

(c1,¢2) «— (g", My}).

The insubvertible encryption of m is then:

(a17a27a37a47a5761762) —

13 s+x; st i it k k 7
(ar7ar ,aT‘(-5+1LS )’arxl7arxL » g 7Myl) € Gl'

Randomization (ReadAndRandomize): Obtain (a1, a2, as, a4,
as, c1, c2) from the tag. First, verify that (a1, a2, as, as,
as) is a valid certificate via the verification procedure given
in the Key Registration algorithm above. If the certificate
is invalid, retrieve the dummy insubvertible encryption C'
from the public key of the certification authority and set
(a1, a2,as3,a4,as,c1,c2) < C. Then, generate random val-
ues v and z in F, and compute the new encryption:

v v v v v z z
(alaa27a3aa4aa57cl702) (a17a27a37a4,a5>alcl7a4c2)'

It should be clear from the discussion that the random-
ization does not change the encrypted value.

Decryption (ReadAndDecrypt): To decrypt (a1, a2, as, aa,
as, c1, c2), the issuer first verifies the randomized certificate
(same test as in the Key Registration algorithm above), then
checks that the certificate is for its own public key, verifying
that ay* = aa.

If so, it proceeds to decrypt M = 02/(01)901, and then de-
code the point M into the original message m, while check-
ing the MAC in the process. (See full details in the encod-
ing section.) If all tests succeed, the message m is returned.
Otherwise, failure is reported.

Discussion of the Scheme. Insubvertible encryption consists
of a certificate, (a1, a2, as,as,as), attached to an ElGamal
encryption, (c1,cz2). Only authorized users possess valid cer-
tificates and have the ability to create valid insubvertible
encryptions. Certificates have the property of being ran-
domizable, i.e., anyone can generate a new certificate on the
same public key starting from a valid one.

If the certificate is invalid, the randomizer will substitute
the content of the tag with a randomized version of a dummy
(in the sense that it is meaningless but valid) insubvertible
encryption from the public key of the authority C.

An adversary may try to reuse an existing and valid cer-
tificate in order to avoid detection and hide some tracing
value in the encryption part of the insubvertible encryption.
However, the randomization procedure is designed to use el-
ements of the certificate itself to randomize the encryption
to ensure that any hidden tracing value is corrupted during
randomization.

Finally, notice that the key registration phase is very sim-
ple since it is run between mutually trusted parties, i.e., in
our model, we do not consider attacks from insiders.

6.5 Encoding

We now introduce a new encoding of bitstrings into ele-
ments of an elliptic curve group. This encoding is inspired
by the hashing scheme introduced by Boneh et al. in [11, 10],
but unlike the latter it is invertible (i.e., admits an efficient
decoding). We believe this construction is of independent
interest.

Encode-to-Group(-) to embed binary strings of fixed length

b, where b < k—t—1, into the group G;. For a fixed encoding
bandwidth b, define c = k — b —t — 1, and let C be a c-bit
counter. The encoding algorithm works as follows:
Given a b-bit message M, set C to zero, i.e., to the c-bit
string consisting of only zeros. (If M is not b-bits long, M
should be padded via a reversible padding scheme.) Let
M' = M||C, and T = MAC(K, M’), where K is the au-
thentication key of the encoder. The value M" = M'||T =
M]||C|IMAC(K, M||C) will be at most k — 1 < k' — 1 bits
long, and may be interpreted as the binary expansion of an
integer X smaller than ¢, hence a unique value in F,. One
then tries to set X as the z-coordinate of a point in E(F,),
i.e., checks if the equation E(z,y) = 0 defining the elliptic
curve E has a F,-rational solution for y when z = X. 3 If
so, then let P = (X,Y) be the elliptic point. Let s be the
index of G1 in E(Fq) (often s = 1). The value @ = P*® will
be a point in G1, and by definition, the value of Encode-to-
group(M) := Q.

If the above check fails, one increments the counter C
and repeats. Since 50% of the values in a finite field admit
square roots, the probability that the encoding operation
altogether fails is 2_20; this parameter can be tuned with
the other performance parameters for satisfactory practical
operation.

To invert the encoding operation, we can use the Decode-
from-Group algorithm. Given a point @, we first note that,
since the order of G is a large prime p and the index s is
a small integer, it follows that gcd(s,p) = 1. Let s be the
inverse of s mod p. Then, if P is any point of E(F,) such

that P° = @, it must be that P = Qfl - S, where S is an
s-torsion point of E(Fg), i.e., S° = O, the identity. Since all
s-torsion points can be efficiently computed? (and in fact,
should be pre-computed once), it is possible to find all points
P with P° = Q efficiently. Let P be one such point, and
read its z-coordinate X = X (P). Reading the string which
is the binary representation of X, parse it as M||C||T’, and
verify that T'= MAC(K, M||C). If the verification succeeds,
return M. If after parsing all P’s such that P° = Q nothing
verifies against the MAC, report failure.

Note that, since decoding (potentially, if s > 1) tries sev-
eral matches against the message authentication code value,
the possibility of forging a valid authentication tag is in-
creased. However, since s is fairly small (in most cases,
s =1, 2, or 4), this increase is negligible.

7. ANALYSIS

In this section we prove that it is possible to implement
a system of untraceable tags with our insubvertible encryp-
tion scheme. The idea is to show that if an adversary is in

3There will typically be two solutions or none. When two
solutions are available, take one of them in a systematic
manner—for instance, the one whose binary expression en-
codes the smallest integer.

4Note that s is a very small value.



Encode-to-Group(K, M):
C—0---0
——
¢ bits
While Not done And C < 2° Do
T = MAC(K, M||C)
X = 021(M||C||T)
If Y = Solve[E(X;y) = 0] Then
P— (X,Y)
Q«— P*
Return @
Else
Increment C
Return L

done «— False;

Decode-from-Group(K, Q):
For P such that P°* = @ Do
X = X(P)
M’ =120(X)
MCIT — M’
If T =MAC(K, M||C)
Return M
Return L

Table 1: The encode and decode algorithms. The
function 02l maps octet-strings (byte strings) to
numbers in F,; and 120 is its reverse.

any way successful to trace a tag, then we can “break” at
least one of the properties of insubvertible encryption. These
properties are “key privacy” [7], semantic security, and un-
forgeability of key registration, i.e., that certificates issued
on public keys by the certification authority are unforgeable.
We first show that our insubvertible encryption enjoys them
and then prove the overall security of our untraceable tags
scheme.

Semantic Security. It is easy to see that our insubvertible
encryption scheme inherits this property from the ElGamal
encryption scheme. The pair (c1,¢2) in our scheme is effec-
tively an ElGamal encryption in G in which DDH is hard.
It is well-known that ElGamal encryption is semantically
secure under the DDH assumption .

Unforgeabilty of Certificates. It should also be clear that
the public key registration scheme is resistant to forgery,
even when the adversary has the benefit of acquiring certifi-
cate examples. In fact, this statement is logically equivalent
to the Strong LRSW assumption. (Notice that the certifi-
cate in our scheme is a natural extension of the signature
proposed by Camenisch and Lysyanskaya in [12] which relies
on the LRSW assumption.)

Key Privacy. Next, we show that the scheme provides key-
privacy [7], i.e., that it is computationally difficult to distin-
guish between two samples of marks, when the two samples
are created using different issuer public keys. We show that
this property follows from the assumption that G; is DDH-
hard.

LEMMA 7.1. Under the DDH assumption in G1, our in-

subvertible encryption scheme provides key privacy.

PrROOF. In order to prove that encryptions under dis-
tinct keys are indistinguishable (i.e, that the scheme is key-
private), we need to show that given two public keys PK,
and PK9 and an insubvertible encryption u of m, one can-
not tell whether or not p is an encryption under PK; or
PKs.

More precisely, we need to show that for sufficiently large
k, any message m, and any Csk, the two distributions D;
and D2 Of the tuples (PKl,PKQ,/Jl) and (PK17PK27ﬂ2)7
are indistinguishable under the DDH assumption, where
these distributions are induced, respectively, by

(SK;, PK;) = GenerateKey(k),
d; = RegisterPublicKey(PK;, Csk),

and p; = InitiateTag(PK;,d;, m).

We prove the claim above via the following intermediate
step, in which we show that two distributions D1 and Ds of
tuples (PKl,PKQ,/j,l) and (PKl,PKQ,Mg,), with

us = InitiateTag(PK 3,ds, m),

are similarly indistinguishable under the DDH assumption.

Let Dj be a distribution of DDH tuples (g, g%, g¥, "),
obtained from g €r Gi, and z,y €r F, and Dj be the
distribution of random tuples from G%. Now, let (u, v, w, 2)
be chosen from either D} or D5, and let

n= (a17a27a3,a4,a5,01702)

t rs _rst

s T r o _rt
—(w,w ,w z A

ro_T
W, 2 m)7

and

PK, = (u,v), PKo = (u” ,u™"),

with 7, 7/, ", # randomly chosen from F, and for some
s,t € Fp,. Obviously, if (u,v,w, z) is chosen according to D}
or Dj, then (PK1, PKo,u) is distributed according to Dy
or D3, respectively. Since D] and D) are indistinguishable
under the DDH assumption, it follows that so are D; and
Ds3. With a similar argument, one can show that D2 and
D3 are indistinguishable under the DDH assumption. Con-
sequently, D; and Dy are indistinguishable and hence our
scheme provides key privacy. [l

7.1 Security Proof

We are going to show that there exist no (real world)
adversary 4 who can trace tags in a system of issuers and
randomizers that apply our insubvertible encryption scheme.
That is, we are going to show that no matter how the ad-
versary A behaves, he cannot trace a tag unless he brakes
one of the properties of our insubvertible encryption scheme
listed above.

To this end, we construct a ideal adversary (simulator) S
that is given black box access to A and interacts with 7. We
will then show that the inputs/outputs of the parties in the
real and the ideal world are identically distributed. Thus,
A cannot trace tags as S is not able to do so by definition
of our idealized functionality.

THEOREM 7.2. Under the DDH and the strong LRSW as-
sumptions in Gi1 and assuming that MAC(-,-) is a secure
message authentication scheme, one can securely implement
a system of untraceable tags with insubvertible encryption.



Proor. We show that for every real world adversary A,
there exists an ideal adversary S such that, assuming key-
privacy, unforgeability of key registration, and semantic se-
curity of our insubvertible encryption scheme, the environ-
ment cannot distinguish whether it interacts with the ideal
or the real world parties. In other world we show that our
cryptographic implementation of an untraceable tags sys-
tem behaves exactly as the ideal specification provided in
Section 5.2.

Ideal World Adversary. The ideal world adversary S be-
haves as follows. First, it runs the protocols GenerateCAKey,
GenerateKey and, RegisterPublicKey playing the roles of the
certification authority and the issuer. It also generates key
for the MAC scheme we use.

As we assume that the adversary can only corrupt ran-
domizers, S interact with 7 only as (dishonest) randomizer.
That is, whenever some dishonest R; is to read a device, the
ideal world adversary S receives from 7 a message contain-
ing either an index d or a string ~.

In the latter case, S forwards 7 to A. In the former case
we can have two cases depending on whether S has stored
d in its database.

Case I. S has stored d in its database. In this case, it looks
up the encryption it had stored with d and forwards it
to A.

Case II. S has not stored d in its database. Thus S MAC’s
d obtaining o, encrypts (d, o) with our scheme obtain-
ing e, sends the result to the adversary, and stores
(d,e) in its database.

Now S waits for the adversary’s reply . If + is not a
syntactically valid mark, S sends (5,7) to 7. Assume that
~v was valid. So S decrypts it.

Case I. The decryption results in a MAC’ed message d. S
checks whether it has stored  already. If this is the
case S sends (1,d) to 7. Otherwise, it sends (2,d) to

T, receives d from 7 and stores v along with d.

Case II. Decryption is garbage. S checks whether it has
stored ~ already. If this is the case, S looks up d stored
with v and sends (3, d) to 7. Otherwise, it sends (4, d)
to T, receives d from 7 and stores v with d.

Notice that that 7 may reject S’s answers in the cases
above. However, this will happen only when S sends to 7 a
an index d that 7 has not generated. In this case, S halts.

Indistinguishability of Real and Ideal World. Next, it
remains to argue that the simulator works, i.e., that the
environment cannot distinguish whether it interacts with the
ideal or the real world parties. It is enough to show that the
interaction of the ideal world adversary (simulator) S with
the real world adversary is indistinguishable from the one of
the honest parties in the real world. However, having not
the same input information as the honest parties, the ideal
world adversary has to behave differently in the following
points:

e S uses only one certified public key whereas, in the real
world, each issuer D; uses his own certified public key.
However, if the real world adversary could distinguish

between S and D;, then we could use the adversary to
break the key privacy of our insubvertible encryption
construction.

e S encrypts the random identifier d whereas, in the real
world, only the message specified by the environment
gets encrypted. Because of the semantic security of our
insubvertible encryption scheme, the real world adver-
sary A cannot distinguish between these two cases. If
he does, then we can use the adversary to break the
semantic security of our scheme.

e After a tag has been randomized by an honest ran-
domizer, the encryption that S provides to A contains
a (MAC’ed) identifier d. In the real world, however,
the message encrypted and stored into the tag will not
change after a randomization performed by a honest
randomizer. In addition, notice that the plaintext is
either a valid and authenticated message (specified by
the environment), some random garbage created by
the adversary, or some string encrypted under some
key chosen by the adversary. In the simulation, how-
ever, it will always be a random identifier d encrypted
under a single public key chosen by S. Since A cannot
register his own public key, we claim that A cannot dis-
tinguish between the two worlds (ideal or real) thanks
to the fact that our insubvertible encryption provides
both key privacy and semantic security.

e Finally, we need to consider the case when S fails be-
cause it provided 7 with a d that 7" did not generate.
This can only happen if A sends S a valid mark that
contains a MAC’ed d but that S has not MAC’ed itself.
However, assuming the security of the MAC-scheme we
employ, this cannot happen.

To formally prove that the above statements are true, one
would have to transform A into an adversary that breaks the
security properties of our insubvertible encryption scheme.
However, such transformations are standard and therefore
omitted here for space limitations.

O

8. APPLICATIONS

In this section, we discuss the potential applicability of in-
subvertible encryption. While most suggested uses are RFID
related, we also discuss its applications to mixnets. Indeed,
insubvertible encryption is a versatile construction that can
be used in other contexts apart from RFID privacy—mnamely,
whenever there is distributed exchange of some form of en-
crypted tokens one may legitimately pose the question of
whether user’s privacy may be violated by unnoticed side-
channels being exploited by malicious parties.

8.1 RFID privacy issues

Several retail store chains, most notably Wal-mart, are
in the planning or implementation stages of using RFID as
enhanced barcodes in their supply chain. Mostly, the moti-
vation for the technological change has been improvements
in warehousing and inventory management. However, spe-
cially as the RFIDs presence increases to the granularity of



individual consumer items, ® concerns of privacy are raised.
One proposed solution is to terminate tags on purchased
items before they leave the store. However, that limits the
ability to provide further customized services to the con-
sumer.

For instance, it has been proposed that, if refrigerators
were equipped with (relatively low-cost) RFID-reading tech-
nology, they could notify a user when the milk is about to
expire, or even keep a running list of items stored—and pre-
pare grocer’s lists automatically.

More broadly, RFIDs are an integral, low-cost compo-
nent of the convergence of technologies which is often called
ubiquitous computing, and which has the potential to sub-
stantially change the way our environment—at home and at
work—interacts with us. Business will seek to tailor their
services to individual consumer needs, automatically, which
requires identification technologies. These trends conflict
with current suggestions to disable RFIDs at the point-of-
sale as a measure to protect privacy, and therefore tech-
niques such as insubvertible encryption may prove valuable.

We now discuss an obvious difficulty with the use of RFIDs
that do not implement access control features, and how to
overcome them in the context of insubvertible encryption.

8.2 Tolerating Cloning

The RFID scheme we propose has strong privacy proper-
ties. However, as it requires that the tag be many-writable,
it is vulnerable to cloning. In some applications, this cloning
is mostly a problem before the product has left the manu-
facturer’s chain and entered the consumer realm (when then
privacy issue becomes more relevant).

One could deploy two RFIDs on each item—or a dual-core
single tag. The first tag would store an immutable ID, and
it may only be de-activated. The second tag would store
encrypted data via insubvertible encryption. As the item
leaves the store, the first tag is de-activated and the other
is left untouched, providing full consumer privacy post-sales
while supporting a level of pre-sale cloning-resistance. Clear-
ly, a user can suppress the signal of the immutable tag us-
ing a sticker of foil, and attach a different immutable RFID
tag, at the cost of creating physical evidence of tampering
which is visible upon inspection. In any case, to fully pre-
vent cloning much more complex technologies are required,
for instance the use of tamper-proof tags that engage in in-
teractive protocols for proof-of-knowledge of secrets. Such
technologies are probably too expensive for lower security
contexts, such as the envisaged use by mass retailers in the
near future. In comparison, dual core tags (one read-only
and killable core, the other many-writable) in combination
with insubvertible encryption schemes would achieve many
of these desirable features while requiring minimum capabil-
ities of the tags. In particular, they would enable post-sale
applications of RFIDs with consumer privacy protection.

8.3 Other Applications

As we have pointed out, insubvertible encryption is a tech-
nology with broader applicability than the RFID application
realm. For instance, the universal re-encryption approach to
mixnets suffers from the same vulnerability to tracing that
we have discussed in the context of RFIDs. In this case, it
would permit traffic analysis by one of the mixnet nodes (or

®Gillette is going to add RFIDs to individually packed items,
for instance.

any router in between two mixnet nodes). If the encryp-
tion is modified to hide an encryption under the adversary’s
public key, then traffic analysis becomes feasible.

9. CONCLUSIONS

The development of universally re-encryptable schemes
has opened the door to several developments in the privacy
area, including applications to mixnets, RFIDs, and other
contexts where keyless nodes perform anonymizing functions
on behalf of other parties. However, without attention to
possible introduction of hidden communication channels, the
promise of universal re-encryption is not fully realized.

In this paper we introduce the concept of insubvertible
encryption, that provides protection against such attacks,
by preventing unauthorized parties from introducing spu-
rious tracing elements into legitimate data. Insubvertible
encryption, specially in its application to RFIDs, introduces
minimal requirements for implementation, supporting even
fully passive tags, and provides strong protection against
tracing attacks.
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