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Abstract. A group signature scheme allows members of a group to anonymously
sigh messages. To counter misuse, the anonymity can be revoked by the so-called
group manager.

This paper contributes two results to the area of group signatures. First, we im-
prove the state-of-the-art scheme by Ateniese et al. by an order of magnitude.
Our new scheme satisfies the recent security definition by Bellare et al. Second,
and of a more theoretical nature, we study the Bellare et al. definitions and show
that their notion of full-anonymity may require stronger assumptions than what
is needed to achieve a relaxed but reasonable notion of anonymity.

1 Introduction

Group signatures, introduced by Chaum and van Heyst [11], allow a member to anony-
mously sign on behalf of the group. More precisely, distinguishing whether or not two
group-signatures originated by the same or by different group members is infeasible to
everyone but the group manager. A number of group signature schemes are proposed in
the literature [11,12, 10,9, 3, 2,6, 4,1, 5, 8]. Many of them also allow members to join
and leave the group at arbitrary times [2, 6, 22].

Group signatures have many applications in the space of privacy protection. The
most prominent one is probably in trusted computing, where a computing device is re-
quired to authenticate as proper (i.e., secure) device, i.e., that it has otatewdtion
by some third party. To protect privacy of the device’s user, this authentication should
not allow identification of the device. In fact, the protocol standardized by the Trusted
Computing Group to achieve this [21] basically uses the Ateniese et al. group signature
scheme [3] but without its anonymity revocation feature.

In this paper, we present a new practical group signature scheme that is related to
the Ateniese et al. scheme [3]. We prove that it satisfies a strong security definition very
similar to [4]. Security is proved in the random oracle model under the strong RSA
assumption and a DDH assumption.
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Our scheme is considerably faster than the state of the art scheme in [3]. Moreover,
in our scheme the protocol to join the group only takes two rounds. The prospective
member sends a join request to the group manager. The group manager sends a certifi-
cate back to the member.

The scheme supports dynamically joining new members to the group without
changing the public key. Furthermore, it is possible to revoke a secret key such that
it can no longer be used to sign messages. Revocation of a membership does require
the public key to be modified. However, the modification is of constant size and allows
group members in good standing to update their secret keys easily. To accomplish this
goal we use methods similar to those of [6] and [22]. Their schemes are not as efficient
as our scheme.

We present a modification of our scheme that with only a small loss of efficiency
also allows us to make a full revocation, i.e., reveal all signatures signed with a revoked
key. This scheme does not satisfy the [4] definition of security though. The problem is
that given a private signature keyistpossible to determine which signatures belong to
the member in question.

As a separate theoretical contribution we show that the existence of one-way func-
tions and NIZK arguments can be used to construct a group signature scheme. Again,
we obtain a scheme that does not satisfy the [4] definition because a member’s secret
key does make it possible to identify signatures made by this member. We propose how
to define security of group signature schemes when compromise of members’ secret
keys does matter.

We prove that the [4] definition implies IND-CCA2 secure public key bit-
encryption. The existence of one-way functions and NIZK arguments does to our
knowledge not entail the existence of public key encryption. Therefore, it seems that
to satisfy [4] one must use stronger security assumptions than what is needed for just
making a group signature scheme.

State of the art.The current state of the art group signature scheme is due to Ateniese et
al. [3]. While being reasonably efficient, this scheme does not support certificate revo-
cation. An extension by Ateniese, Song and Tsudik [2] implements the full revocation
mentioned before, i.e., all bad signatures by the revoked member are revealed. Unfortu-
nately, this scheme is rather inefficient. Camenisch and Lysyanskaya [6] and Tsudik and
Xu [22] propose schemes with dynamic revocation. This means that after a certificate
has been revoked the member cannot any longer make signatures. Both schemes are
less efficient than [3]. [22] is more efficient than [6], but relies on a trusted third party

to generate some of the data, and need to update the key both when members join and
leave the group. [6] can easily be modified to only updating the verification key when
memberships are revoked.

All the schemes mentioned here include in their assumptions the strong RSA as-
sumption and the random oracle model. Ateniese and de Medeiros [1] suggest a scheme
that does not rely on knowledge of the factorization of the modulus, but this scheme is
much less efficient than [3]. [4] suggest a scheme based on any trapdoor permutation
and without the random oracle model. This scheme is only a proof of concept; it is very
inefficient.



Concurrent with our work, Boneh, Boyen, and Shacham [5] as well as Camenisch
and Lysyanskaya [8] presented groups signatures schemes based on bi-linear maps.
While these schemes are more efficient, they are based on new and alternative number
theoretic assumptions.

2 Definitions

A group signature scheme involves three types of parties: members, non-members and a
group manager. It further consists of five algorithms KeyGen, Join, Sign, Verify, Open,
and Revoke. The key generation algorithm prodyegsgmsk «— KeyGen() as out-

put, wherevk is a public verification key angmskis the group managers secret key. If

the group of members is fixed, we may assume that the algorithm also outputs a vector
sk of secret keys to be used by the members. If, however, the group of members is
dynamic, KeyGen does not output secret keys for the members. Instead the Join proto-
col can be used to let non-members join the group. As a result of this protocol, a new
member obtains a secret kef;, while the group manager obtains some informatipn
related to the new member that he includes into his secregikesk To sigh a message

m the member runs «— Sign(sk;, m). To verify a signature on message: one com-
putesVerify(vk, m, o). Furthermore, given a signatuseon m, the group manager can
identify the originating member by computif@gpen(gmskm, o), which outputs the
identity of the member who created the signature. Finally, using the Revoke algorithm
(vk,gmsk — Revoke(gmskY;), the group manager can exclude the member relating
toY; from the group.

Bellare, Micciancio, and Warinschi [4] propose two properties, full-traceability and
full-anonymity, that capture the security requirements of group signatures. These def-
inition assume that the key generation is run by a trusted party and do not consider
members joining or leaving the group after the key generation [4].

Full-traceability. The short description of full-traceability is that without a member’s
secret key it must be infeasible to create a valid signature that frames this member.
This must hold even if the group manager’s secret key and an arbitrary number of the
members’ secret keys are exposed.

Formally, we say that the group signature scheme has full-traceability if the expec-
tation of the following experiment is negligible.

Expf trace(k) .
(vk: gmsk sk) — KeyGen(k)
(m,a) — ASlgn(sk -),Corrupt(- )(Uk' ngK
If Verify(vk,m,o) = 1, i = Open(gmskm,o) € [k], ¢ was not queried
Corrupt(-) and(z, m) was not queried t8ign(sk., -) then return 1
If Verify(vk, m,o) =1 andi = Open(gmskm, o) ¢ [k] then return 1
Else return 0

HereCorrupt(-) is an oracle that on quetye [k] returnssk;.

[4] argue that full-traceability implies what is meant by the more informal notions of
unforgeability, no-framing, traceability, and coalition resistance as defined, e.g., in [3].



Full-anonymity. We want to avoid that signatures can be linked to group members

or other signatures. For this purpose, we define full-anonymity as the notion that an
adversary cannot distinguish signatures from two different members. This must hold
even when we give the secret keys to the adversary. In other words, even if a member’s
key is exposed, then it is still not possible for the adversary to see whether this member
sighed some messages in the past, neither is it possible to see if any future messages are
signed by this member.

Exp'y " (b, k) -
(vk,gmsk sk) «— KeyGen(k)
(ig,i1,m) « AOPeROMSK) (v sk): o «— Sign(sk;,, m)
d — AOpen(gmskw)(U)
If A did not querym, o returnd, else return O

We say the group signature scheme has fuII-anonymRy[iExpf;‘mon(17 k) =1]
- Pr[Exp’ (0, k) = 1] is negligible.

[4] argue that full-anonymity entails what is meant by the more informal notions of
anonymity and unlinkability.

Anonymity. The [4] model is strict in its anonymity requirements. It demands that even

if a member’s secret key is exposed it must still be impossible to tell which signatures
are made by the member in question. This is a good definition of security in a threat
model where parties may be corrupted adaptively but can erase data. The schemes in
[3] and [6] have this strong anonymity property as does our new scheme with Join and
Revoke.

In other threat models, this may be aiming too high. Consider for instance a static
adversary, then the key is exposed before any messages are signed or it is never ex-
posed. Or consider an adaptive adversary where parties cannot erase data, in this case
full-anonymity does not buy us more security. We therefore define a weaker type of
anonymity that is satisfied if both the group manager’'s secret key and the member’s
secret key are not exposed. We note that for instance the scheme in [11, 1, 22] satisfy
only this weaker property. One positive effect of not requiring full-anonymity is that po-
tentially it makes it possible for the member to claim a signature she made, i.e., prove
that she signed a particular signature, without having to store specific data such as ran-
domness, etc., used to generate the signature. This latter property is called claiming in
[17].

Exp’“"(b, k) :
(vk,gmsk sk) «— KeyGen(k)
(io, ila m) — AOpen(gmsK,‘),Sign(sk,,‘),Corrupt(~)(,Uk); o — Sign(skzib, m)
d — AOpen(gmsk',~),Sig11(sk:.,~)(U)4
If A did not querym, o to Open and did not queryy, i; to Corrupt(-) then return
d, else return 0

* We do not allowA to corrupt member’s in the second phase. This is simply because we WLOG
may assume that it corrupts all other members thaand i, before getting the challenge
signature.



We say the group signature scheme is anonymo®& [Exp®°"(1,k) = 1] -
Pr[Exp’°"(0, k) = 1] is negligible.

As Bellare et al. [4], we can argue that anonymity implies the informal notions of
anonymity and unlinkability mentioned in the introduction.

3 Preliminaries

Protocols to Prove Knowledge of and Relations among Discrete Logarithmeur
scheme we will use various protocols to prove knowledge of and relations among dis-
crete logarithms. To describe these protocols, we use notation introduced by Camenisch
and Stadler [10] for various proofs of knowledge of discrete logarithms and proofs
of the validity of statements about discrete logarithms. For instaPké(a, 3,v) :
y =g*h® A § = g*h" A (u < a < v)} denotes a Zero-knowledgéroof of
Knowledge of integers, 3, and~ such thaty = g®hP and§ = A" holds, where
u < a <w,”wherey, g, h, 4, g, andh are elements of some grouis= (g) = (h) and
G = (3) = (h). The convention is that Greek letters denote the quantities the knowl-
edge of which is being proved, while all other parameters are known to the verifier.
Using this notation, a proof protocol can be described by just pointing out its aim while
hiding all details.

In the random oracle model, such protocols can be turned into signature schemes
using the Fiat-Shamir heuristic [13, 20]. We use the nota8B{ («) : y = g*}(m)
to denote a signature obtained in this way.

The Camenisch-Lysyanskaya Signature Schérhe.group signature scheme is based

on the Camenisch-Lysyanskaya (CL) sighature scheme [7, 19]. Unlike most signature
schemes, this one is particularly suited for our purposes as it allows for efficient pro-
tocols to prove knowledge of a signature and to retrieve signatures on secret messages
efficiently using discrete logarithm based proofs of knowledge [7, 19]. We recall the
signature scheme here.

Key generationOn input1®, choose an RSA modulus= pq,p = 2p' +1,q = 2¢' +1
as a product of safe primes. Choose, uniformly at randgm..., gr, h,a € QR,,.
Output the public keyn, ¢1, . .., g1, h, a) and the secret key. Let/,, be the length
of n.

Message spaceket /,,, be a parameter. The message space is th§(set, ..., myz) :
m; € £{0, 1} 1.

Signing algorithmOn inputmy, ..., my , choose a random prime numhbeof length
le > Ly, + 2, and a random numberof length?,. = ¢,, + £,,, + ¢5, wherel, is a
security parameter. Compute the valusuch thaty® = agy"* ... g7"*h" (mod n).
The signature on the message;, ..., my) consists ofe, y, r).

Verification algorithmTo verify that the tuple(e,y,r) is a signature on message
(m1,...,myp), check thaty® = ag"* ...g}"*h" (mod n), and check tha‘s >
e > b1,

Theorem 1 ([7]). The signature scheme is secure against adaptive chosen message
attacks [15] under the strong RSA assumption.



Remarks.The original scheme considered messages in the intgnati» — 1] . Here,
however, we allow messages frgm2‘~ + 1,2~ — 1]. The only consequence of this
is that we need to require thét > ¢,, + 2 holds instead of, > ¢,, + 1.

Further note that a signature can be randomized: Itis clear thatif ag”*h"” mod
n, then we also havg/h)¢ = ag™h" ¢ mod n. Thus the signature scheme is not strong
but it is secure against chosen message attack.

The CL-signature scheme makes it possible to sign a committed message. One party
computes the commitmepth” mod n, wherer’ € Z, such thatn is statistically
hidden. This party also proves knowledge:efr’. The signer now picks as a random
l. = l5-bit prime, and picks” € Zg,. He then computeg soy¢ = ag™h” +"" and
returns(y, e, r’"). Now the party has a signature @mn without the signer having any
knowledge about which message was signed.

We note that careful analysis of the signature scheme’s security proof shows that in
fact the requirement of Camenisch and Lysyanskayathat ¢, +/¢,, + ¢, holds can be
relaxed tof, = /., by pickingr €r Z.. However, if the goal is to sign a commitment
message that shall be kept secret from the signer, one requires arlafgeinstance
r ER L.

4 The Basic Group Signature Scheme

The ideas underlying our group signature schemé base our group signature scheme
on two groups. One group 3R,,, wheren is an RSA modulus chosen as a safe-prime
product. The other group is of ordérin Z%,, whereQ|P — 1.

Each member receives a CL-signatyig, e¢;,r;) on a message;. As part of a
group signature they will prove knowledge of such a CL-signature. Since outsiders
cannot forge CL-signatures this ensures that the signer is member of the group. As the
group manager must be able to open signatures and identify the signer we include in the
group signature also an encryption¥gf= G*: mod P. The signer proves knowledge
of z; and that it is the same; that she knows a CL-signature on. The group manager
knowing the secret key can decrypt and identify the signer. Because the group manager
does not knowz; we avoid members being framed by malicious group managers. The
group manager simply cannot compute the discrete logarithnand therefore not
make a group signature pointing to the member.

In Figure 1 we present the actual protocol. Following the model of [4], it assumes
that the key generation algorithm is run by a trusted third party. We later extend this
scheme to include dynamic join and revocation such that this third party is not required.

The parameters of our schemes are as follows. W&/ uas a bit-length such that
for any integerz when we pickr as ala| + ¢5-bit random number them + r andr are
statistically indistinguishablé.. is the length of the output of the hash-functidpis a
number large enough that we can assign all members different numbers and make the
E;’s prime.

It must be the case thét + ¢. + ¢, + 1 < lg andlg + . + 45 + 1 < lp < £, /2.

A suggestion for parameters f§ = 2049, {p = 1600, (g = 404, {o = 282,

L. = 160, ¢, = ¢; = 60. This choice should ensure that factoringéarbit number is



about as hard as computing discrete logarithms in a subgroups df‘sizeodulo an
£ p-bit prime [18].

Theorem 2. The basic group signature scheme has full-traceability and full-anonymity.

The proof of Theorem 2 can be found in the full paper.

5 Join and Revoke

Flexible Join. It may be impractical to set up the signature scheme with all members in
advance. Often groups are dynamic and we may have members joining after the public
keys have been generated. The recent schemes [3, 6, 22] support members joining at
arbitrary points in time. The schemes [6, 22] require that the public key be updated
when a new member joins. However, they can easily be modified to the more attractive
solution where the public key does not need to be updated when a member joins.

Our scheme supports members joining throughout the protocol. The idea is that the
member generatés = G** mod P herself, so only she knows the discrete logarithm
x;. Jointly the group manager and the member genergteh™ mod n, wherer; is
so large that; is statistically hidden. Then she gives it to the group manager who
generatesy;, e;) and give them to the member. Here we use that the CL-signature
scheme is secure against adaptive chosen message attack such that members cannot
forge signatures and thereby falsely join themselves.

Revocation.On occasions, it may be necessary to revoke a member’s secret key. Since
signatures are anonymous, the standard approach of using certificate revocation lists
cannot be used. Following [6] we suggest using roots of some elemenimplement
revocation. A signature contains an argument of knowledge of gpai;) such that

w = wf mod n. If we want to revoke a membership we update the public key to
containw < w;. Now this member may no longer prove knowledge of a roat and

thus she cannot sign messages any more.

When changing the public key we need to communicate to the remaining members
how they should update their secret keys. In our scheme, we do this by publishing
e; corresponding to the revoked member. Members in good standing may use this to
obtain a root of the new through a simple computation. This means that the change
in the public key is of constant size, and old members may update their secret keys by
downloading only a constant amount of public information.

The protocol is described in Figure 2.

Performance.We now discuss the performance of our group signature with join and
revoke and compare it to the ACJT scheme [3] and it's extension to revocation by Ca-
menisch and Lysyanskaya [7]. To compute a group-signature, one needs to do six ex-
ponentiations moduld@ with exponents fronZ, one exponentiation module with

5 A member with a revoked key can still sign messages under the old verification key and claim
that they were signed when this key was valid. Whether such an attack makes sense depends
on the application of the group signature scheme and is beyond the scope of the paper. One
obvious solution is of course to add a time-stamp.



Basic Group Signature Scheme

KeyGen(k): Choose arf,,-bit RSA modulus: = pq as a product of two safe primes
p=2p +1,¢=2q + 1. Select at random, g, h € QR,,.
Select at randomg-bit and?p-bit primes@, P such thaQ|P — 1. Let F' be an element
of orderQ in Z%. Choose at randoX ¢, X € Zg and set
G = F*6 mod P,H = FX# mod P.

Select at randoma, ..., xr € Zg and select also at random, . .., 7y € Zy,.
Choose different randorfy-bit numberses, . . ., e such that

FE1 =2 te,...,FEy =2 4 ¢, are primes. Computgy, . . ., 4, such that
yfl =ag” h™ modn,... ,yfk = ag”*h"* mod n.

Public key:vk = (n,a,g,h,Q, P, F,G, H).
Group managers private key:
gmsk= (vk, X, Y1 = G® mod P,...,Y; = G mod P).
Memberi's private key:sk; = (vk, zi, yi, €i,7:).
Sign(sk:, m): Select at random € {0,1}*"/? andR € Zq. Setu = h"y; mod n,
Uy = FE mod P, Uy = GF* = GRY; mod P, andUs = H¢ mod P.? Compute
the (sub-)signature

SPK{(¢, p,e,7):a = quE+Eg_€hp modn A Uy = F" mod P A
Us =G mod P A Us = H ™ mod P A
= {_2€e+€c+fs +2£e+€c+€s} A 5 c {_2€Q+fc+fs 2£Q+€c+€s}}(m)
i.e., choose, € {0, 1}/@tetls e {0,1}n/2Hetls po € {0, 1} < * and
Rr € Zg and compute
v=u"g""*h"" mod n, Vi = FRR mod P,
Vi = GRT™ mod P, Vs = H'RT"e mod P .
Compute a challenge= hash(vk u,v, U1, Us, Us, V1, V2, V3, m) and set
Ze =Ta + Cxi, 2r = Tr + ¢(—1i — TE;), 2e =7 + ce;,andZr = Rr + ¢cR mod Q.
Signatureo = (¢, u, U1, U2, Us, 2z, 2r, Ze, ZR).
Verify (vk, m, ): Check that. € {0, 1}* T andz, € {0, 1}*@ T Compute
v= a_cg_z””hz’"ucng"rze mod n, Vi = Uy °F?R mod P,
Vo = Uy “G?ET3= mod P, Vs = U3 “H?R % mod P
and verify thaic = hash(vk, u, v, U1, Uz, Us, V1, Va, V3, m)
Open(gmsk m, o): Verify that the signature is valid.
P—1 P—1

P—1

Using X¢ decrypt(U; © mod P,U, © mod P)togetG @ “ mod P and return.

2 Without knowledge of the factorization of, h” mod n for r €g {0,1}*/2 is indistin-
guishable from a random elementQR,, [14]. Thereforey does not revea}; to outsiders.

Fig. 1. The Basic Group Signature Scheme.




Join and Revoke

KeyGen(): RunKeyGen(0) of the basic scheme. Choose also at random QR,, and
include it invk. Prove thay € (h) by runningPK{(«) : g = h®} using binary
challenges. S@gmsk= (vk, p, ¢, X¢) wheren = pq.

Join: The member selects at randam+«<— Zg and compute¥; = G* mod P. She also
forms a commitment ta;, g”‘ih”i‘ mod n with r; €r Z,, and proves knowledge af;, r;
fitting the above. She send5, g”ihri mod n and the proof to the group manager.
The group manager seleatsc {0, 1}%¢ such thatk; = 2°Z + ¢; is prime. He computes
wi = wP ' mod n. He selects at randon}’ € Z. and sets
Yi = (ag:”h"H’“;')Ef’_1 mod n. He sendsw;, y;, E;, v}’ back to the new member.

Her secret key isk; = (vk, wi, i, 7 = v + 75, yi, €i)-

Sign(vk, sk;,m): Select at random € {0,1}**/? andR € Zq. Setu = h"y;w; mod n,
Uy = Ff mod P, Uy = GF*% mod P, andUs = H?** mod P. Compute the
(sub-)signature

SPK{(¢, p,&,T) : aw = uQZEJrEg*ghP modn A Uy = F" mod P A
Us =G mod P A Us=H " mod P A
= {_25e+4c+€s +2le+fc+fs} A f c {_24Q+1c+55 21Q+Zc+fs}}(m)
i.e., choose, € {0,1}f@ttetts v c {0, 1}n/2Hbetls p) € {0, 1} e eTEs and
Rr € Zg and compute
v=u"°g "h" mod n, Vi = F% mod P,
Vo = GFEY™ mod P, Vs = HRR %7 mod P.
Compute a challenge= hash(vk u, v, U1, Uz, Us, V1, Vo, Va, m) andz, = 7 + czi,
zr =7r +¢c(—1r; —TE;), 2e =Te + cei, Zr = Rr + ¢cR mod Q.
Signatureo = (¢, u, U1, Uz, Us, 2z, 2r, Ze, ZR).
Verify (vk,m, o): Check that, € {0, 1} ¢ andz, € {0,1}@ T4, Compute
v=(aw) ‘g~ B u® P mod n, Vi = U; °F?% mod P,
Vo = Uy °G#RT* mod P, Vs = Uy “H?R12¢ mod P
and verify thatc = hash(vk u, v, U1, U, Us, V1, Va, V3, m)
OpenProof(gmsk i, m, o): This is the same as in the basic scheme.
Revokeg(gmsk ): PublishE;. Replace irvk the elementv with w;.

Any member in good standing may update her secretskeyas follows. She selects, 5
such thatvE; + BE; = 1. Then she computes the newy — w/ " w’ "™ mod n.

Fig. 2. Protocol for Dynamic Join and Revoke.

an exponent of length, /2, and one multi-base exponentiation with one exponent of
length?,, /2 + (. + ¢s and two of length at mogl, + /5 + .. In a good implementation,
the computation of the multi-base exponentiation takes alibpércent more time than

a single exponentiation with an exponent of length2 + ¢. + ¢.



The verification of a signature requires three two-base exponentiations mBdulo
and one multi-base exponentiation moduloAs one of the exponents of the two-base
exponentiations modul® is rather small {. bits), these three take roughly the same
time as three ordinary exponentiations modE&loConcerning the multi-base exponen-
tiation modulon, the same statements as for the multi-base exponentiation medulo
the signature generation holds.

Let us compare this with the [3] group signature scheme. In order to achieve the
same security as in our scheme, the modulussed there needs to be ab@200
bits. The reason is that in their scheme, the group manager is given a Ralue
a”ap mod n by a member, where; is the member’s secret. As the group manager
knows the factorization ofi, he has an advantage when trying to compute discrete
logarithms modula: and hence to compute.

Now, the computation of a signature in the ACJT scheme takes four exponentiations
modulon with exponents about the sizenf and three multi-base exponentiations with
exponents the size of about. Assuming that all the exponentiations in the ACJT and
our scheme were carried out with the same modulus (which is quite a bit in favor of the
ACJT scheme), our scheme is about 20 times more efficient.) Moreover, our scheme
also provides revocation which the ACJT scheme does not. The extension of the ACJT
to revocation proposed by Camenisch and Lysyanskaya requires about four multi-base
base exponentiation with a 2048-bit modulus and exponents, in which case our scheme
is more than 26 times more efficient.

Finally we note that the ACJT scheme requires that the member are assured that
the modulusn is a safe prime product while in our scheme it is sufficient that they
are convinced thag € (h). The latter can be achieveduchmore efficiently than the
former.

Separating the membership management and the anonymity revocation capability.
There may be cases where we want to separate the process of granting (and revoking)
membership and the process of revoking anonymity of signatures. A simple modifica-
tion to our scheme allows for this.

The idea is that is generated by the membership manager who can produce the
needed CL signatures that we use in our scheme. On the other hand we let the anonymity
revocation manager generdte H. The membership manager then registéfs mod
P andH¢ mod P with the anonymity revocation managers.

Now, if the member that wants to sigh a message pickadr,. large enough (for
instance from{0, 1}*»**), then in the groug) R,, everything is statistically hidden.
Furthermore irZ}, everything is encrypted. Therefore, the membership manager can no
longer see who signs a particular message. However, the membership manager needs to
prove thaty;, g, w; € (h), otherwise the side-classes might leak information. We refer
to the full paper for the details of this,

6 Full Revocation

Revocation revisited.The current method of revocation does not allow us to revoke
signatures valid under an old key. It would be highly impractical to demand that all



members re-sigh messages when the public key is updated. Instead, we would prefer a
solution parallel to that of certificate revocation lists that allow us to publish information
that marks signatures signed by the now distrusted member. Nevertheless, of course we
still want to preserve the privacy of all other members so we cannot simply reveal the
group manager’s secret key.

We propose an addition that solves this problem. The idea is to pick a random el-
ements; € Zg when the member joins. The member can now fdrf mod P and
FTsi mod P and include them in a group signature. According to the DDH assumption
this will just look like two random elements. However, if the group manager releases
s;, then all signatures suddenly become clearly marked as belonging to said member.

We do need to force the member to usgotherwise the member could create group
signatures that could not be full-revoked. Therefore, we include a random el¢neent
QR,, in the public key and give the member a CL-signature on the faumE;, r;),
wherey”" = af* g*h" mod n. The member will formU,, V; astU; = F&% mod
P andV, = F?% mod P, when making the signature and argues correctness of this
together with an argument thatis included in the CL-signature that she knows.

The protocol is described in Figure 3.

Security. A member’s secret key contairs. Therefore, if the secret key is exposed it
is easy to link the member with the signatures she has made. We can therefore not hope
to have full anonymity but must settle for anonymity.

In theory, it is possible to construct a signature scheme that supports full revocation
and full-anonymity. One idea could be that the group manager selects elemeBts
with B; = Af“ mod P and signs these elements. Then the member must produce in
addition to the standard signature a gadf®* mod P, B/*** mod P) and prove in zero-
knowledge that it has been properly formed. Once the group manager wants to make a
full revocation he publisheX’;. However, the member’s secret key does not inclide
so exposure of this key does not reveal which messages she has signed. This method
is not very efficient though. It is an open problem to come up with an efficient group
sighature scheme that has full-anonymity and supports full revocation.

On the flip side we note that it may be seen as a positive thing that the member’s
signing key reveals which messages she signed. In [17]'s notion of traceable signatures
it is a requirement that the member should be able to claim his signature. When the
member’s secret key links him to her signatures then this can be done easily without
her having to store old randomness used in specific signatures that she might later want
to claim.

7 Separating Full-Anonymity and Anonymity

Full-anonymity implies IND-CCA2 public key bit-encryptiorifo appreciate the
strength of the [4] definition of security of a group signature scheme, we note that
full-anonymity implies CCA2 secure public key bit-encryption.

Theorem 3. If a group signature scheme satisfying full-anonymity exists, theNBn
CCAZ2 public key cryptosystem for encrypting bits exists.



Group Signature with Full Revocation

KeyGen(): As in the basic scheme except we now also include a random elghfieth
QR, in the public key, as wellas €r QR,,.
Join: The Join protocol remains the same except now the member chooses a random €
si € Zg and getgy; = (afsig“hf”ril)Ef1 mod n, while the group manager learss
Sign(vk, sk;, m): Choose randomizers as in the Join and Revoke scheme and set
u = h"y;w; mod n, Uy = F® mod P, Uz = G*"* mod P, Us = H** mod P,
andU, = U7? mod P.
Compute the (sub-)signature

SPK{(¢, &, p,e,T) : aw = quE+Ef_wg_5hp modn A Uy = F" mod P A
Us=G " mod P A Us=H " mod P A Uy =Uy mod P A
= {_2ze+ec+es7+2£e+£c+gs} A €€ {_2€Q+£c+£s72£Q+£c+es}}(m) 7

i.e., choose, € {0, 1}f@T et ry € (0,1} @ttette 1€ {0,1}n/2 T etts
re € {0, 1}fe T "andRr € Zq and compute

v=u"f "¢ " h" mod n, Vi = F% mod P,

Vo = GRRT™e mod P, Vi = H"*"e mod P, V4 = U mod P,

Compute a challenge= hash(vk u, v, U1, Uz, Us, V1, Vo, V3, m) andzs = rs + cs;,
2z =Tz + iy 2r =1r + (=7 — TE;), 2e =7 + cei, Zr = Rr + ¢cR mod Q.
Signatureo = (c,u, U1, Uz, U3, Uy, 25, 2r, 22, Zey ZR).

Verify (vk,m, o): Check that, € {0, 1}feT¢ s andz,, z, € {0,1}¢@ Tt Compute

£
v = (aw) " f g = h*u? "% mod n, Vi = Uy “F?% mod P,

Vo = Uy “G?R* mod P, Vs = Us “H?®1?¢ mod P, V, = U, “Uf* mod P

and verify thatc = hash(vk, u, v, U1, Uz, Us, Us, V1, V2, V3, Vi, m)
Open(gmsk m, ): The opening protocol remains the same.
Revokeg(gmsk ): The revocation protocol remains the same.
FullRevoke(gmsk ¢): Look ups; and publish it on the certificate revocation list. Execute
Revokdgmsk ).
Siacesi is now public anybody may check in old signatures whether
1

P—1 Esi .
U,® =U, ° " mod P and therefore whether the signatures have been formed by
fully revoked member.

Fig. 3. Group Signature with Full Revocation.

We refer to the full paper for the proof.

lement

the

[1] speculate whether it is possible to construct a group signature scheme based only
on one-way functions. Following [16] we believe it is not possible to construct public
key encryption from one-way functions, and therefore not possible to construct a group

signature scheme from one-way functions that satisfies the security definition of

[4].



Group signature from one-way function and NIZK argumeftom the full paper we
get the following theorem.

Theorem 4. If one-way functions and non-interactive zero-knowledge arguments exist
for some suitable language, then group signature schemes with full-traceability and
anonymity exist.

We do not know of any construction of public key encryption from one-way func-

tions and non-interactive zero-knowledge arguments. Theorems 3 and 4 therefore in-
dicate that a group signature scheme having full-anonymity may require stronger as-
sumptions than what is needed to obtain anonymity.

The scheme in the full paper can easily be extended to a traceable signature scheme

[17]. Theorems 3 and 4 can then be seen as indications that group signatures require
stronger assumptions than traceable signature schemes.
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