Searching Very Large Routing Tables
In Wide Embedded Memory

Author: Jan van Lunteren

IBM Zurich Research Laboratory
Saumerstrasse 4

CH-8803 Ruschlikon, Switzerland
jvi@zurich.ibm.com

Published in:  Proceedings of the IEEE Global Telecommunications Conference
GLOBECOM'01, vol. 3, pp. 1615-1619, San Antonio, Texas,
November 2001.

© 2001 IEEE. Personal use of this material is permitted. However, permission to
reprint/republish this material for advertising or promotional purposes or for creating
new collective works for resale or redistribution to serversor lists, or to reuse any
copyrighted component of this work in other works must be obtained from the IEEE.

This material is presented to ensure timely dissemination of scholarly and technical
work. Copyright and all rights therein are retained by authors or by other copyright
holders. All persons copying this information are expected to adhere to the terms and
constraints invoked by each author’ s copyright. In most cases, these works may not be
reposted without the explicit permission of the copyright holder.



Searching Very Lar geRouting Tablesin Wide EmbeddedMemory

JanvanLunteren
IBM ResearchZurich Research.aboratory
CH-8803Rischlikon, Switzerland

Abstract— Exponentially growing routing tables create the need for
increasingly storage-efficientlookup schemesthat do not compromise
on lookup performance and update rates. This paper evaluates the
mechanismsthat determine the storage efficiency of state-of-the-art IP
lookup schemesA novel schemenamedBART S (BalancedRouting Table
Search) is proposedfor searching large routing tablesin wide embedded
memory at OC-192and OC-768 speedswhile alsosupporting fastincre-
mental updates. BART S supports a 38K-entry routing table in 255 KB
and a 72K-entry table in 453 KB; a 500K-entry table is estimatedto fit
into 3 MB. Mor e sophisticatedmemory managementcan further reduce
thesefiguresto 215,375 KB, and approx. 2.5 MB, respectiely. This is
sufficient to handle the large routing tables towards which the Inter net
seemsgo be headingin the near future.

I. INTRODUCTION

The Internetis on the verge of facinga crisis. Its tremen-
douspopularitycausesBorderGatavay Protocol(BGP) rout-
ing tablesto grow exponentially creatingseriousproblemsfor
routermanugcturersClasslessnter-DomainRouting(CIDR)
[1], deplojedin 1994, broughtsomerelief asit achieved al-
mostlinear table growth for several years,asreflectedin the
TelstraBGP table[2]. However, since1999,the exponential
growth seemsto be back at full strength. The largestrout-
ing tablestoday containabout 100K entries. If the current
growth continuesroutingtableswith 500K entriesmightshow
up within only afew years.

The problem becomesaven more seriousbecausehe in-
creasean link speedsirivenby advancesn opticaltechnology
will soonpreventapplicationof SDRAM technology(with its
large storagecapacitybut limited bandwidth)for routing-table
lookups. Instead fastermemorytechnologiehave to be used
suchasSRAM, embeddedRAM, or ternaryCAM (TCAM),
which are substantiallymore expensve and provide signifi-
cantlylessstoragecapacitythanSDRAM technologydoes.

This paperpresentsa novel IP lookup schemefor search-
ing large routing tablesin embeddednemory The Balanced
RoutingTableSearch(BART S) schemexploitsthewide data
busesavailablein this technologyto achiese improvedstorage
efficiency over corventionallookup methods,n combination
with wire-speedookup performanceandhigh updaterates.

Il. CONVENTIONAL LOOKUP SCHEMES

This sectionfocuseson the mechanismshataffect the stor
ageefficiengy of state-of-the-artookup schemes.The actual
performancef theseschemesvill bediscussedn SectionV.

IP lookup schemedasedon TCAM technologystoreeach
routing-tableentry in a separatanemorylocation and com-
parethe IP destinatioraddressn parallelwith all entries[3].
The storagerequirementdor theseschemegrow linear with
theroutingtablesize. In contrast SRAM- and DRAM-based

schemesypically processmallersegmentsof the IP destina-
tion addressn multiple successie steps.Fig. 1(a)illustrates
sucha processingstepfor atreein which the branchingfrom

a parentnodep to oneof k£ child nodescy, ¢s, .., ¢ iS deter

mined by a so-calledbranch function that takes the marked
segmentof the searchkey asoperand Fig. 1(b) shovsacom-
montechniqueo storeall child nodesof oneparentnodein a
table, which removesthe needto storea separateointerfor

eachchild node.Thebranchfunction f(x) providesthe offset
of the child nodewithin thetable.

Popularbranchfunctions are indexing (e.g., [4]-[7]) and
testing (e.g., [8],[9]). Indexing takesthe sggmentvalue di-
rectly as offset. With addresssegmentsthat corresponcto
moredenselypopulatedpartsof theroutingtable,thisis more
storageefficient, asit resultsin betterfilled tables. With test-
ing, theoffsetis determinedy comparingheaddressegment
againsbneor multipletestvalues.Testingis thusmorestorage
efficientfor addressegmentshatcorrespondo moresparsely
populatedartsof theroutingtable,asfewertestvalueshave to
be stored. Someindexing-basedschemespply a variablead-
dresspartitioningto obtainsegmentsthat correspondo more
denselypopulatedartsof theroutingtable,improving storage
efficiency atthe costof a morecomple< updatefunction.

A differenttype of “branch function” basedon a very ef-
ficient encodingof a prefix tree is employed by the Lulea
schemd10], which achiezesthe highestcompressiorin state-
of-the-art lookup schemesssee SectionV. Other but less
storage-dfcientbranchfunctionsareusedby [11]-[13].

Fig. 2 shavs an exampleof an indexing-baseddatastruc-
ture thatis obtainedby applying prefix expansion[4] on the
sampleroutingtablel, for a partitioningof the IP destination
addresdnto three sggmentsof 16, 8, and 8 bits. Fig. 2 re-
vealstwo otherimportantissuesthat affect the storageeffi-
cieng of alookup scheme.Thefirst involvesthe storageand
processingdf commonpartsof multiple routing-tableentries
at onelocation. Five of the entriesin Tablel shareacommon

search key
ck
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(a) (b)
Fig. 1. Branchfunction.
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Fig. 2. Longestmatchingprefix searctusingindexing.

TABLE |
SAMPLE ROUTING TABLE.

prefix length | result || prefix length | result
123444h 24 P 1234Eh 20 S
123456h 24 Q 1234EFh| 24 T
12345678h| 32 R ABCDh 16 U

prefix 1234h,which only usesonetableentryin Fig. 2. This
mechanisntansignificantlyimprove the storageefficiency for

largeroutingtables. TCAM-basedschemeswhich storeeach
routing-tableentry separatelyare examplesof schemeghat
do not exploit this mechanism.The secondissuedealswith

so-callednested prefixes. Prefix 123456his a nestedprefix of

prefix 12345678hwhich resultsin atableentry (at offset56h
in the middle tablein Fig. 2) containingboth a searchresult
and a pointer This entry can becomeratherwide for large
routing tables,resultingin inefficient storageusagefor table
entriesthatonly needto storeoneof thetwo fields. Leaf push-
ing [4] canovercomethis problemby moving the next-hopin-

formationQ into the emptyentriesin thetableindexed by the
third IP addressegment.However, thisreducesipdateperfor

manceasa largernumberof tableentriesneedmodificationin

the caseof anupdate.

Another important issue is memory management. Data
structurescomposef variable-sizeduffers cansuffer from
memoryfragmentationwhich cansignificantlyreducethe ac-
tual numberof routing-tableentriesthat can be storedin a
given memory[14]. Memory fragmentationcan be reduced

by limiting thenumberof buffer sizesandby defragmentation.

Improving storageefficiency will typically degradeupdate
performance Lookup performancas not affectedif the vari-
ouslevelsin the datastructureare storedin separatenemory
banks(asshovnin Fig. 2) andif pipeliningis usedto obtaina
lookupratethatonly depend®nthememorycycletime. Wire-
speediookup performancefor OC-192and OC-768requires
cycle times of at most26 and 10 ns, respectrely, which are

feasiblewith state-of-the-arembeddednemorytechnologies.
Branchfunctionsthat are ableto efficiently procesdarger IP
addresseggmentshave theadvantagahatfewermemorybanks
are needed. This typically resultsin a more efficient use of
eachbankasit is sharedby alargerpartof the datastructure.

I11. BALANCED ROUTING-TABLE SEARCH (BARTS)
A. Table Compression

TheBARTS schemas basednaspecialtype of hashfunc-
tion. Thehashindex consistof a subsebf the searctkey bits
thatareselectedsuchthatthe maximumnumberof collisions
for any hashindex is limited to a configurableboundN thatis
apowerof 2 andequalsatleast2. A collisionoccursf two pre-
fixesmappedon the samehashindex canboth be the longest
matchingprefix of the searchkey. Collisionsfor a givenhash
index are thenresolhed by at most N parallel comparisons.
Note that the terms compressed index and compressed table
will beusedinsteadof hashindex andhashtable.

Theconcepof thecompressiomvill now beexplainedusing
an exampleinvolving the table indexed by the second P ad-
dresssegmentin Fig. 2 for aselectectollisionboundN = 2.
This table implementsa local prefix searchon the prefixes
shavnin Tablell. Thecompressiomesolhesthe problemdis-
cussedn Sectionll regardinga nestedprefix with both next-
hopinformationanda pointerby actingasif therearetwo pre-
fixes,oneassociatedavith the next hop information, the other
with thepointer Thisis thecasefor prefix56hin Tablell. The
correspondingjst of prefixesin binarynotationnow becomes:

01000100b  (44h)

01010110b (56h- next hopQ)
01010110b (56h- pointer)
1110xxx xb  (Eh)

11101111b (EFh)

(prefix Ehis paddedwith x's to matchthe IP addressegment
size,wherex means‘don’t care”). Thetwo underlinedbit po-

sitionsare an exampleof a compressedhdex, for which the
maximum numberof prefix collisionsis limited to N = 2

(Sectionlll-B will discusshow thesebit positionscanbe de-
termined). Fig. 3 shaws the correspondingompressedable.
The prefixesthat are mappedon a certaincompressed-inde
valueareincludedin the correspondingompressedable en-
try astuplesconsistingof atestvalue,atestmaskandasearch
result. Thesetbitsin thetestmaskindicatewhich bit positions
are coveredby the prefix. Note that prefix Eh is mappedon

multiple compressed-indevalues.

A compressethbleentrywill becalledablock, andparam-
eter N will be calledthe block size. A tuple containingnext-
hopinformationwill be denotedasa next-hopentry, andatu-
ple containinga pointerwill be called a pointerentry. The
bits of the IP addresseggmentthatform the compresseihdex
can be specifiedby a so-calledindex mask that is storedto-
getherwith the pointerto the compressethbleasis shovnin
Fig. 3. Theindex maskspecifieghe hashfunctionthatis used
to compresshetable. Theactualentryformatswill bedefined
in Sectionlll-C.



TABLE I
L OCAL PREFIXES.

prefix | length | result
44h 8 P
56h 8 Q, ptr
Eh 4 S
EFh 8 T

segment 2

1]
765{32/10J

memory bank

\\ // tval/tmask/result tval/tmask/resulf

compressed *\ 11b| 56h | FFh | Q|56h |FFh| «}-
index ~ 10b
2 bi 01b|EFh|FFh| T |EOh | FOh | S
S 0ob[44h | FFh| P |EOh|FOh|S
index mask pointer
00010010b | =+ T
2W bits

Fig. 3. Compressethblefor N = 2.

The memorywidth allows an entire block to be readin
oneaccess Paralleltestlogic will thendeterminethelongest
matching next-hop entry (i.e., the matching next-hop entry
with the mostsetbits in the testmask)aswell asthe longest
matchingpointer entry The testlogic can be simplified as
therecanbe only one matchingpointerentry becauseointer
entriesinvolve an exact matchover the entireIP addressey-
ment. A further simplificationof the paralleltestlogic canbe
realizedoy orderingthe next-hopentrieshy their prefix length.

B. Compressed-Index Calculation

This sectionpresentsa hardware-basedcompressed-inde
“calculation” for optimum compressiorof a table involving
k prefixesin exactly k& cycles. A similar calculationcan be
implementedn software,but will performslower.

An optimum compressedndex will be calculatedby a
“brute-force” countof theactualnumberof collisionsthatoc-
curfor eachpossiblevalueof eachpossiblecompressethdex.
The smallestcompressedhdex for which the numberof col-
lisions for all valuesis boundedby N is thenselectedasthe
optimumcompressethdex. Thisrequiresa counterarraythat
includesonecounterfor every possiblecombinationof acom-
pressedndex andacompressed-indevalue. Thetotalnumber
of counterscanbe derivedasfollows. A total of () different
compressethdicesconsistingof k bits canbe extractedfrom
an IP addressegmentwith s bits, eachof which canhave 2*
differentvalues.It canbe shavn thata compressethdex can
consistof amaximumof s — log(N) + 1 bits for ablock size
N (derivationomittedowing to spacdimitations). Thisresults
in atotal numberof countersequalto

()

A countemeeddo beableto countfrom 0 to NV + 1 for ablock
size N, wherethe maximum countervalue correspondgo a

s—log(N)+1

>

k=0

T= (1)

TABLE 1lI
NUMBER OF COUNTERSAS A FUNCTION OF (N, s).

counter totalnumberof counters
N “size” s = s=5|s=6| s= s =
2 2 bits 81 243 729 2187 | 6561
4 3 bits 65 211 665 2059 | 6305
8 4 bits 33 131 473 1611 | 5281
16 5 bits 9 51 233 939 3489
32 6 bits - 11 73 379 1697

counteroverflow. This countercanbe realizedby a register
with log(N) + 1 bits. Tablelll shows the requiredcounter
“size” andnumberof countersasa function of block size N
andIP addressegmentsizes.

All countersareconnectedy combinatorialogic to acom-
mon bus on which the prefixes are written as test values
andtestmasksin successie cycles. The combinatoriallogic
causeghecounterto increasedy oneif the prefixmapsonthe
compressed-indevalue correspondingo that counter If the
countewvalueexceeddheblocksize,anoverflow flagis raised.
Arbitrationlogic will determinghesmallestompressethdex
for which noneof the correspondingountershasexperienced
anoverflow. Fig. 4 shavs the counterandcorrespondingom-
binatoriallogic for a compressedhdex specifiedby anindex
mask01100100b andwith valuel101b.

Theindex-maskcalculationcanbefurtheroptimizedby fil-
tering out nestedprefixesthatcannever be thelongestmatch-
ing prefix for a givencompressed-indevalue(this will notbe
discussedurtherin this paper).

tval tmask

ol

overflow
)—-—Vcounter

e
log(N)+1 bits

SV

Fig. 4. Combinatoriallogic and counterfor index mask01100100b and
compressed-indevalue101b .

C. Data Sructure

Fig. 5 shavs the entriesusedto build the actualdatastruc-
ture. Thevariousentrytypesaredistinguishedy thefirst two
bits. Entry type 00 is anemptyentry. Entry type 01 is anext-
hop entry containinga testvalue, a testmask, and next-hop
informationasdiscussedn Sectionlll-A. Entrytype 10 isa
pointerentry. As this type of entry involvesan exact match
over the entire IP addresssegment, no test maskis needed.
Instead,an index maskis included,definingthe compressed
index usedto index the compressethblethatis referenced.

Entry type 11 is a specialpointerentry involving anindex
maskequalto zerofor referringto compressethblesconsist-
ing of at most N prefixesthatarestoredwithin asingleblock.
To efficiently handlesmalltablescontainingfewerthanN pre-
fixes, multiple tablescan be storedin the sameblock. The
entriesof eachcompressedable are identified by an entry-
selectionfield, which is storedwith the pointerinsteadof the



W bits

[11b] testvalue | entryselect | pointer |
[10b] testvalue | index mask | pointer |
[0Ib] testvalue | testmask [ nexthop |
[ 00b | |

Fig. 5. Entryformatdefinition.

|

memory bank

tval/tmask/result tval/tmask/result]
78h [FFh[R] | \

entry select pointer

106 [ ] T

2W bits
Fig. 6. Entryselectiorfield.

index mask.Entry selectioncanbe basedn anoffsettogether
with acount,or onabit vectorin whicheachbit correspond#o

alocationwithin theblock. An exampleof thelatteris shovn

in Fig. 6 for compressinghe tableindexedby thethird IP ad-
dresssggmentin Fig. 2. Theentry-selectiorfield andmemory
managementanbe simplified by enforcingpower-of-2 table
sizesthroughpaddingwith emptyentries(type 00).

D. Incremental Updates and Memory Management

The datastructurecan be incrementallyupdatedby creat-
ing modified copiesof the correspondingcompressedables
in memory and linking them by an atomic write operation
into the structuresimilar asdescribedn [4]. Hardware-based
compressed-indecalculationandcompressed-tableonstruc-
tion enableupdateratesin excessof hundredsf thousandper
secondaswill bediscusseelsavhere[15].

If power-of-2 tablesizesare enforced(asdescribedabove),
thenthememorymanagehasto supports + 2 buffer sizescor
respondingto compressedableswith 20,2, .., 25+1 entries,
which matchesvery well with a buddy system[16]. Other
wise, all buffer sizescorrespondingo small compresseda-
bleswith fewer than N entrieshave to be supportedaswell,
requiring more sophisticatednemorymanagementlf mem-
ory fragmentatiorwereto becomeaproblem thenthe BARTS
schemecanbe adaptedo usefewer buffer sizesby eitherre-
ducingthesegmentsizes, or by only usingcompresseahdices
that correspondo supportedouffer sizes.In thelatter case,a
suboptimuncompressiowill beachieved,but theimplemen-
tation of the index-maskcalculationas describedin Section
I1I-B becomesimplerbecausdewer countersaareneeded.

IV. SIMULATIONS

Several simulationshave beenperformedwith the routing
tableslistedin TablelV, whicharemadepublicly availableby
thelPMA project[17]. Thesesimulationsnvolvedblocksizes
betweer2 and32 in combinatiorwith thefollowing partitions
of thelP address168 8,164 48,14558,and126 6 8 (the

notation16 8 8 represents partitioninvolving threesegments
of 16, 8, and 8 bits). The first sggmentof eachpartition in-
dexesanuncompressethble,theremainingsegments‘index”
compressethbles.All entriesfit into 32 bits for the simulated
routing tables,while alsoincluding an 18-bit next-hop field.
Fig. 7 shaws the effect of the addressartition on the storage
requirement$or afixedblocksizeof 8, which correspondto a
memorywidth of 32 bytes.Fig. 8 shavstheeffectof theblock
size(memorywidth) for afixed partition126 6 8. All simula-
tionsinvolved power-of-2 buffer sizes excepttwo simulations
with partition 12 6 6 8 andblock sizes16 and32, markedin
Fig. 8 as'N=16* and‘N=32*".

Partition 126 6 8 performsbestof all simulatedpartitions.|t
allows the 72K-entrypaix tableto fit into 492KB for N = 8,

TABLE IV
IPv4 ROUTING TABLES (FEBRUARY 2000).
routingtable | prefixes ][ routingtable | prefixes |
Aads 19056 || Mae-east 54499
PacBell 27085 || Paix 72825
Mae-west 36292
100 :
- 1688
|l -c- 16448 i
%001 5 14558
-
800 12668 ]
g
< A
~ 700~ s 1
g JiSer
600 P J
§ ok
S - a
o 500+ Pre P R
g ﬁ/;:ﬁ? - 2-7 " paix
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200F 7 ;'é, -~ mae-west |
[
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Routing Table Size (prefixes)

Fig. 7. Effectof addresgartitionfor N = 8.
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Fig. 8. Effectof block size(memorywidth) for partition126 6 8.



into 463KB for N = 16, andinto 453KB for N = 32, using
power-of-2 buffer sizes. The sametablefits into 419 KB for
N =16 andinto 375KB for N = 32 if non-paver-of-2 buffer
sizesare supported.Storageefficiency improvesnot only for
largerblock sizes but alsofor largerroutingtables.For exam-
ple, the averagenumberof bytesneededo storeonerouting-
tableentry decreasefrom 7.4 bytesfor aadsto 6.3 bytesfor
paix for a partition126 6 8 and N = 32 (power-of-2 buffer
sizes). This resultsfrom the increasingnumberof common
partsbetweerrouting-tableentries,seeSectionll. A consef
vative estimate,assumingthe averagestorageper entry will
remainat 6.3 bytesfor routingtableslargerthanpaix, implies
thata 500K-entryroutingtablewill fit into only 3 MB.

V. COMPARISON

TableV listsreportedandestimatedstoragaequirementsf
several well-known lookup schemedor a popular38K-entry
routing table (mostof thesearefrom [18]). It alsogivesesti-
matedstoragerequirement®f BART S for this tablesize,ob-
tainedfrom the simulationresultsby interpolation.

BARTS achievesthe second-besperformance. Only the
Lulea schemeperformsbetterasit needsonly 160 KB with
anaddresgartition of threesegments.However, comparedo
BARTS, the Lulea schemehasthreemajor dravbacks: (1) It
needsup to four memoryaccesseto processa single IP ad-
dressseggment. BARTS needsexactly one. (2) It seemsun-
ableto supportfastincrementalupdates.Moreover, updating
a chunk (term usedin [10]) always requiresfull recompres
sion. BARTS supportdastincrementalupdatesandperforms
insertsdirectly if thereareemptyentriesin a block (which is
likely for largerblock sizes).(3) With the Luleaschemecom-
pressedchunkscan have 256 different non-paver-of-2 sizes
(mainly dueto the varyingnumberof pointers)for anaddress
segmentof 8 bits. Incrementamodificationsof the datastruc-
ture would requirecomplex memorymanagementywhile the
large numberof buffer sizescouldleadto significantmemory
fragmentation. BARTS achievesgoodperformancewith only
s + 2 power-of-2 buffer sizesfor anaddressegmentof s bits,
andcanefficiently be adaptedo usefewer buffer sizes.

BARTS outperformsthe otherlookup schemeswhich are
mostly basedon fixed “branchfunctions” involving indexing
or testing,thanksto its adaptive compression:more bits are
usedfor indexing to compressdenselypopulatedtableseffi-
ciently, but mostbits areonly involvedin testingto compress

sparsdables.BARTS alsooutperformdookupscheme$ased
TABLE V

STORAGE REQUIREMENTS (IN KB) FOR A 38K-ENTRY ROUTING TABLE.
Algorithm Storage || Algorithm Storage
Patricia(BSD) 3262 BARTS (126 6 8, N=8) 269
Binary Search[11] 1600 BARTS (126 6 8, N=16) 259
6-way search[8] 950 BARTS (126 6 8, N=32) 255
LC Trie[6] 700 BARTS (126 6 8, N=16%) 231
PrefixExpansion[4] 450 BARTS (126 6 8, N=32*%) 215
Lulea[10] 160

onternaryCAMs for largeroutingtables.BARTS usesanav-
erageof 6.3 bytesto storea singleentryof the 72K-entrypaix
table(partition126 6 8, N = 32). Remaosing the 18-bit next-
hopinformationfrom those6.3 bytesleavesabout32 bits that
are effectively usedto “store” and“search”the prefix part of
eachrouting-tableentry These32 binarybits requirelesschip
areathanthe 32 associatie ternarybits aternaryCAM usego
“store” and“search’the prefix partof aroutingtableentry.

VI. CONCLUSIONS

BARTS is a novel IP lookup schemethat achieves wire-
speedlookup performancefor OC-192 and beyond using
pipeliningtechniquesthatefficiently handledargeroutingta-
bleswith morethan100K entriesin wide embeddedanemory
andsupportgastincrementalupdatesisinga hardware-based
updatefunction. This paperhasfocusedprimarily on the stor
agerequirementsAnotherpaper[15] will analyzethe update
performanceandmemorymanagemerissuesn moredetail.
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