A hierarchical mechanism for the scalable deployment of services
over large programmable and heter ogeneous networ ks

Robert Haak Patrick Dro# and Burkhard Stillér

®|BM Research, Zurich Research Laborator?Computer Engineering and Networks Laboratory
CH-8803 Rischlikon, Switzerland ETHZ, CH-80924ir¢h, Switzerland
{rha,drg @zurich.ibm.com stiller@tik.ee.ethz.ch

Abstract— This paper presents a novel mechanism that enables scal-
able service deployment over programmable heter ogeneous networks. For
ease of service deployment, it is expected that network management tools
will require the network itself to participate in this task so as to be able
to scale to very large number of network elements, with widely varyiné;
programmability levels. The type of services considered is very broad,
ranging from routing services involving only selected nodes of a network
to end-to-end services spanning the entire network. Successive steps of
the mechanism to deploy new services into a network automatically are
presented. The algorithmic structure of the mechanism described is then
Illustrated by several examples showing its applicability and complexity.
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in[3], \C/ivhere an abstraction for links traversing non-active hops
is used.

Hierarchical structures are used in IP and ATM networks to
aggregate and propagate routing information. While IP net-
works only aggregate routing information, with two to three
levels of hierarchy, ATM-PNNI also summarizes bandwidth
and delay characteristics to allow QoS routing. In [4], a com-
plex node representation that captures the relevant characteris-
tics of the nodes at the lower levels of the hierarchy is proposed.
Likewise, distributed network management [5] uses hierarchi-

k . .
network management cal structures to better scale with large numbers of nodes and

complex managementtasks such as distributed monitoring with
mid-level managers.
. INTRODUCTION To accelerate the deployment of network protocols in the

Services are the key differentiators for Internet Servicéuture, efforts have begun focusing on the standardization of
Providers. To enable “interoperability and fast creation ofterfaces in networking equipment, either in the form of con-
new services, standardized Application Programming Intefrol protocols for label switches (IETF GSMP) or media gate-
faces (APIs) with their corresponding programmable network/ays (IETF MEGACO), or more generic APIs such as those
elements start to appear. In such an environment of nedescribed in [6, 7]. It is expected that in a heterogeneous net-
works with large number of nodes that need to be enabled withork a variety of solutions are likely to coexist.
new services and that have widely varying capabilities and re-
sources, it is necessary to define and provide a way to organize
the deployment of new services. Here, we present a new mech-
anism that captures the capabilities of a network to support a
new service and organizes the deployment based on specifi
ﬁervice policies, thereb;; ?]ddressinglj( the programmability a

eterogeneity aspects of the network. - ; ; ran

The motivation of our approach is similar to that of Quality—gﬁgloymem of a wide range of services, and relies on a hierar
of-Service (QoS)-aware routing protocols. Such protocols re= 7"
place lengthy and error-prone manual steps of provisioning re-
sources within a network to guarantee a certain level of Q0% Supported Services
By handling the information related to the available QoS in
the network internally, routing protocols can perform this task Control-plane services enable the proper transfer of payloads
more efficiently than the operator or the management platfortirough a network, and include services that provide routing,
alone could. QoS, and security. We classify control-plane services based

There are only few known activities that focus on the autoen explicit or implicit addressing. Implicit-addressing-based
mated deployment of services over large heterogeneous piignaling does not require a node to use the addresses of its
grammable networks. Hierarchical architectures have begreers that run the same service to correctly execute that service.
used in routing protocols and network management, but halEexamples are in-band signaling such as IETF Differentiated
not yet been considered in the context of deploying serviceServices (diff-serv) or out-of-band soft-state signaling such as
Let us briefly review the main activities of related work. IETF RSVP. Conversely, explicit-addressing examples include

In [1], the need for an automated design, creation, and d@ost routing protocols in which routing update messages are
ployment of network architectures is presented, and a higlexplicitly addressed to the peer routers.
level methodology to spawn virtual network architectures, The mechanism we propose addresses the deployment of
based on the Genesis profiling system that relies on distributedntrol services in both categories. The subtle difference lies
object technology and centralized profile databases is pra? the way implicit-addressing services need to be advertised
posed. In [2], a framework to isolate between services deso that data packets requiring such services are routed over a
ployed in different virtual active networks (VANS) is presented proper path. Clearly, it is expected that not all services are de-
whereas the creation of a VAN remains essentially a mamloyed over all possible paths. Depending on the services, they
ual task. Active networks consider a packet-centric servicesan be required at each hop on a path, at the edges of a path, at
deployment paradigm, which is not necessarily suitable for selected nodes in the network, etc. How the service needs to be
heterogeneous network if a predictable and coordinated dmstalled to function properly is indicated in thervice-specific
ployment of services is required. Heterogeneity is considereallocation policy (SSAP).

Il. SERVICE DEPLOYMENT

Large-scale service deployment requires an automated in-
llation mechanism. The mechanism developed here includes
algorithm determining five sequential steps that allow the



B. Servi ceDepI oyment Hierar chy Solicitation | Summarization | Dissemination Installation | Advertisement
The service-deployment hierarchy is a key element of the iomati confguration ‘
mechanism. It is similar to a routing hierarchy [8] because P T — Ppo—
It takes the tOpOIOgy intO aCCOUnt, but doeS not address the ‘automatlc epoy‘mentwn generic me‘mcsan automatic c‘un iguration ‘
routing iSsue therefore |t does nOt distribute reachab”ities or ‘ automatic deployment with custom metrics and automatic configuration ‘
! I I ] I

routes.
Topology is the main factor in creating a hierarchy. Nodes  Fi9- 1. The service-deployment mechanism divided into five steps.

in the same subnet are grouped together, assigned a peer group

leader (henceforth denoted as group leader to avoid confusiport the service at each level, based on the SSAP (Dissemina-

with PNNI PGL), and at the next level of the hierarchy appeation).

as a single node in the form of a logical node. This leads to Finally, the serviceisinstalled in the physical nodes selected

a tree-like architecture in which the use of scopes limits th@installation). To allow configuration, nodes then advertise

flooding of information to sub-trees. their installed services, and dynamically learn from other nodes
The most suitable hierarchy may also depend on the type afivertising the same service (Advertisement). This allows, for

service being installed. This is left for further research, anéhstance, explicit-addressing control services such as routing

we assume in what follows that a single hierarchy is used fqurotocols to autoconfigure the neighbor routers.

all services. Also, the exact procedure to put in place such a Note that the complete service life-cycle requires a removal

hierarchy is not detailed here. step. However, here only the constructive service deployment
isillustrated using a hypothetical deployment of a diff-serv++
C. Capabilities Representation servicein atransit network.

This representation captures information needed in the d&ep 1: Solicitation

ployment phase of a new service to decide whether a certain, . . . . .
service is compatible with the resources it will require, in term Th|sst<tapisteﬁssentldally ??Arecte?d brgaclicast (t)f.the Servicere-
of how it interfaces with them and in terms of the quantity ofd"! i_emen fstr? ;no ekso be n Woerdb ”tﬁer ajl_” ?ﬁ?& Ss?m?
resources it needs. This representation, therefore, includes ﬁotrh'é)gggp d%f?nelev?ﬁe ggneseolggr?(rj o %ts S e?\(/)v IeCeIn V\I/ﬁ{]ch ?ﬁé
« adescription of the base resources [6] and their utilization, < ice needs to be depl oygd the soligtation step can direct the
« a description of the higher-level resources, such as O%: : ;
resident services, and their utilization if applicable, and rgraﬁng)tgloo?l Lg}gitﬁiv:ﬂgﬁﬁggg 81[ ﬁ:}%ﬁggﬁgn spe-
« areference to the type of APIs to access, configure and o Mic for the particular service that can easily be summarized.

erate the above resources. g S ) !
. . Thisinformationis ametric or a set of metrics.
The IETF host-resource MIB [9] describes certain features Depending on the kind of metric they rely on, services are
such as processor, memory, and storage for a host compu it into the following categories: ’

It can be extended to include all the necessary elements liste hose requiring a set of custom metrics and/or custom sum-

above. . . .. marization rules. The metrics are derived from the comparison
Although the mechanism presented here is relatively indes ihe services requirements with the actual capabilities within

pendent of the specific representation of capabilities, the Sgl5+ network node. Therefore they are not known in advance
vice to be deployed has to express its requirements in & Wy the network. and '

that is compatible with the representation of capabilities used ,sa that only need aset of generic metrics and summariza-
in the nodes. The exact mechanism of the negotiation that ta

) : . Sn rules, i.e., the metrics and their summarization are known
place to find out whether a node is capable of running a certajij 5qvance by the network.

service is beyond the scope of this paper. Hence, we deIiber-It iss clear that services sharing acommon set of custom met-

ately concentrate here on the deployment mechanism. rics but with having different summarization rules, will not be

. . able to share any of the results obtained from the solicitation
D. Service-Deployment Overview step. y et

Fig. 1 shows the five steps comprising the mechanism and Certain generic metrics can be advertised by default in
the resulting deployment procedures when all or only some dfe network, using their corresponding generic summarization
the steps are executed. The mechanism is robust and allowEUtes. If such metrics are used for the deployment of new ser-
dynamic redeployment of a service based on changes in néfces with sufficient frequency, then advertising these metrics
work capabilities or topology. This is similar to how virtual by default saves the solicitation step and the resulting summar
circuits or packets are rerouted when changes in the routirﬁﬁ?—atlon step. This can be interesting, especially for services
table occur. that need to be set up in a short time period.

The first step $olicitation) consists of declaring the require- = Values of the set of custom metrics result from the negotia-
ments of a new service to the network. The network nodes af®n taking place when anode needsto compareits capabilities
asked to compare these requirements with their current ca¥ainst therequirementsof acertain service. Thevaluescan ei-
bilities, and return an answer in the form of a metric. Note thaifer simply indicate whether the serviceis supported (boolean),
if the requirements of a particular service are well-known irft What cost it can be supported (quantitative), or how well itis
advance, which generally is not the case in programmable nétipported (qualitative). _
works, or have a generic form, then this solicitation step can be Theresult of the solicitation step for our diff-serv++example
skipped. is shown in Fig. 2. Routers capable of supporting the service

The Sné:lwer returned) by thhe netwohrk nodeg ne%ds to be sudie shown in black.
marize mmarization), otherwise the number of response . ot
would make the system unscalable. Once the responses hs§/%3 2. Summerization
been summarized up to the top level of the hierarchy, the de- Such sets of metrics need to be summarized when being
ployment is executed by choosing the nodes appropriate to supansmitted to the top level of the hierarchy. Basicaly, thisis



diff-serv++
capable router

==, not diff-serv++

capable router

\
Fig. 2. Summarization step.

how the mechanism is kept scalable. By making the summa-
rization rules customizable, the summarized view can be made
accurate enough for the deployment mechanism to work cor-
rectly. This step is repeated at regular time intervals (or when
specific eventstake place), so as to cope with changes.

Fig. 2 showsthe transition matrices[4] obtained successively
at each level of the hierarchy, i.e., M 1, M », etc and finally
M, . Edges are numbered so that element m ; ; is defined as the
number of hops on the shortest path between edgesi and j that
providesthe required diff-serv++ service at each hop aong the
path. Asthe matrix is symmetric, only one half of it is shown.

Sep 3: Dissemination

The SSAP is used in this step to direct the deployment of
the particular service. It contains topology-oriented actions,
such as which nodes need to be enabled with the service. More
specifically, a dissemination command to deploy the serviceis
launched from the top-most node, and travels down the hier-
archy, together with the associated SSAP. On each level, the
group leader forwards the command only to those nodes where
the service needs to be deployed, rather than executing a com-
plete flooding. The group leader does not propagate the com-
mand to the nodes underneath itself if it is not selected to de-
ploy the service.

Aslong as a service remains active, the nodes that deployed
it have to keep state because the command from the top node
is sent only once. This allows the service to be redeployed au-
tomatically when significant changes occur. The SSAP defines
what is considered a significant change. To avoid redeployment
of a service whenever a routing change occurs, certain heuris-
tics can be used during the dissemination of the command so
that the service is deployed not only on a certain path but on a
set of pathsinstead. These heuristics are left for further study.

Inspecting the top matrix My of Fig. 2 in our diff-serv++
example shows that m o is different from zero, meaning that
thetransit network is capabl e of supporting the diff-serv++ ser-
vice between the two customer sites. Therefore, the dissemina-
tion takes place, as shown in Fig. 3, where the shortest path is
selected at each level of the hierarchy based on the transition
matrices provided by the lower level. The nodes on the path
selected then forward the command downwards, and the same
process repesats itself. The edges of the shortest path are shown
asthicker lines at each level.

Sep 4: Installation

The command ultimately reaches the bottom level of the hi-
erarchy, where the physical nodes are. Here, the serviceisin-
stalled independently on each node. The installation and a part
of the configuration that take place at this moment are auto-
mated: for instance, alink to the codelocated in arepository is

e diff-serv++

installed

==, diff-serv++
not installed

\
Fig. 3. Dissemination step.

provided in the SSAP together with configuration parameters.
Conversely, if the code required for the service is reasonably
small, it can be contained in the dissemination messages.

Work related to automating the installation of code, more
specifically the use of script M1Bs to automate installation and
configuration of a newer version of a protocol, has for instance
been described in [10].

In general, the specific code destined to each individua node
to run a certain service in the network can vary depending on
the capabilities proper to each node. The solicitation step has
aready verified that it is possible to run the service, whereas
this step will now install the proper code.

In our example, the diff-serv++ code is loaded into each
router selected.

Sep 5: Advertisement

Once installed, a service will either have to discover neigh-
bors with which it exchanges control messages (explicit ad-
dressing) or be advertised so that data packets are routed to-
wards their destination over nodes enabled with the service
(implicit addressing). This configuration problem is not spe-
cific to our mechanism. So far it has mainly been addressed
by manual operations. For instance, BGP routers need to be
manually configured with the | P addresses of their peers.

In our example of an implicit-addressing service, routers ad-
vertise their installed diff-serv++ service, and this information
is again summarized and distributed. Here, the transition ma-
trices advertised in this step are identical to those created in
the summarization step, as there is only one path between the
two customer sites that can support the diff-serv++ service.
Because routing needs to be aware of such services (we as-
sume the nontrivial case where the service is not installed in
all nodes), this summarized information has to be combined
with routing to provide the appropriate routes. Note that hav-
ing the service-deployment hierarchy aligned with the routing
hierarchy will significantly ease the advertisement procedure
of implicit-addressing services.

In [11], we compared the various automatic discovery tech-
niques for explicit-addressing control services, and proposed
to use PAR (PNNI Augmented Routing [12]) to advertise such
services within a ATM-PNNI environment, as PAR is morero-
bust and scalable than centralized directory services.

[1l. EXAMPLES
A. Hierarchical IP Routing

In this example, we show how the service-deployment hi-
erarchy can benefit from an existing routing hierarchy such as
PNNI. We illustrate this with the automated deployment of an
IP routing service, composed of three hierarchy levels. This
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Fig. 5. A possible resulting IP routing hierarchy.

service is an explicit-addressing out-of-band control service.
It is deployed over an existing ATM-PNNI network composed
of ATM switches, to which IP routers are connected. The IP
routing hierarchy will match the service hierarchy chosen here
(which maps exactly to the PNNI hierarchy), therefore, auto-
matically installing BGP and OSPF services at the appropriate
layers. Note that from the viewpoint of IPthe ATM network is
considered as Non-Broadcast Multiple Access (NMBA), there-
fore each router could possibly peer with al other routers. Such
afull-meshis clearly not desirable because of scalability con-
cerns.

Fig. 4 shows the service hierarchy, matching the PNNI rout-
ing hierarchy. It has abase, a middle and atop level. We skip
the solicitation and summarization steps, and concentrate on
the dissemination step, where a part of the auto-configuration
of the serviceis performed. For instance, based on the topol ogy
connecting A.1, A.2, A.3, and A.4, the SSAP can choose to
use A.1 asthe OSPF backbonearea. Then, in each OSPF area,
routers interconnect with other routersin the same area, based
on topology optimization methods such as described in [13].
The advertisements from all OSPF routers are scoped to their
respective groups (their scopeis limited to the base level), with
the exception of the border-area routers of the backbone area,
which have to be advertised into all other areas (their scopeis
limited to the middle level) [14, 15].

The routers chosen to run the BGP service will be advertised
up to the top level, so that they can be seen from their peersin
the B and C' groups, aswell asinternally in A.

Fig. 5 shows a possible resulting I P routing hierarchy, with
the underlying ATM network in gray. The Autonomous System
is composed of four OSPF areas and two BGP speakers.

B. Transparent Hierarchical Proxy Cache

An example of an explicit-addressing in-band service de-
ployed at selected nodes only is a hierarchical transparent web
proxy cache. Being transparent, HTTP clients need not be

2nd level
proxy cache

1st level
proxy cache

1st level
Proxy cache

Fig. 6. Deployment of atransparent two-level proxy cache.

configured with the address of their proxy cache. Instead, the
routers perform layer-4 switching and redirect HTTP requests
to the proxy caches. To improve response time, two layers of
caches can be used: the first-level cache contains the pages re-
quested most often by thelocal user group, whereasthe second-
level cache contains the pages most often requested by all user
groups.

We assume that an adequate routing and addressing func-
tionality is already in place in the network before deployment
of the service takes place. During the solicitation step, the spe-
cific requirements to support the service are sent to the nodes.
Here, they include minimum processing capacity and storage
on the directly attached servers, and capability of the routers
to perform layer-4 switching. In Fig. 6, the node representing
A.1, the backbone area, will receive a solicitation with the re-
quirements corresponding to a second-level cache, whereasthe
nodes representing A.2, A.3, and A.4 will receive the require-
ments for afirst-level cache. The resulting metrics, which can
take the form of a boolean, are then sent up the hierarchy and
summarized for each group. The summarization procedure is
alogical-OR of the results from each individua router. Thisis
done for each node A.1 through A.4. These metrics can then
be summarized again, using alogical-AND of the previous re-
sults, so that node A will be informed whether the desired ser-
vice can be deployed over the current infrastructure. Note that
this example shows custom summarization rules that vary at
each level of the hierarchy. In Fig. 6, the routers and servers
selected by the deployment procedure are shown in black.

The system is transparent to the users, hence, they do not
need to receive advertisements from this service. However, the
first-level caches have to forward cache misses to the second-
level cache. Therefore, the second-level cache originates ad-
vertisements carrying its address. These advertisements are
scoped within the Autonomous System, and directed to the
fi rst—levkel caches only rather than being flooded throughout the
network.

C. Mirtual Private Network (VPN)

Here, we illustrate the use of virtual outside links. The diff-
serv++ example applied to transit networks, and therefore no
such virtual outside links were required. The VPN intercon-
nects subnetworks within the same network, and requires cer-
tain encryption capabilities at the end points as well as a cer-
tain QoS. The desired QoS is signaled by a protocol such as
RSVP, and the nodes along the VPN therefore have to support
it. We assume that the end points of the VPN are set statically,
asshowninFig. 7 by theletters A, B, and C..

During the solicitation step, the SSAP includes addresses
of the desired end points for the VPN so that the appropriate
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Fig. 7. VPN deployment using virtual outside links.

virtual outside links (in thick dashed lines) are created in the
case of B and C' during the summarization step. Otherwise,
the top-level view of the hierarchy would be totally unaware
whether it is possible to interconnect A, B, and C' with RSVP-
capable routers. The transition matrices shown are similar to
those in the diff-serv++ example. In matrix A, which is built
out of My 1 and M 5, ma o = 3, whichisthe cost of the VPN
between A and B. Similarly, the cost between B and C' is
msg > = 4, and between A and C m3 = 6. The dissemination
phase can then begin by choosing to deploy the VPN between
A and B, and B and C' so asto minimize the overall cost.

IV. APPLICABILITY

Various examples have revealed that a service hierarchy is
required to keep the deployment scalable when targeting large
numbers of nodes. Although the number of hierarchy levels
is not limited by the mechanism, the resources in the network
to maintain this hierarchy are bounded. ATM and IP networks
commonly use three levels of hierarchy to aggregate routes. A
fourth level of hierarchy already exists, athough it is hidden
from the routing protocols: distributed routers (clusters) ap-
pear as a single hode with a single I P address from the outside.
Extending the service hierarchy into such nodes can help auto-
mate the placement of functionswithin clusters.

We did not take link metrics explicitly into account when
performing the service-deployment mechanism. The complex-
ity of shortest-path routing with multiple metrics can be high or
even become NP-complete, especially if multiple metrics, ad-
ditive as well as restrictive, are used. Although the mechanism
presented here allows a dynamic definition of the metricsto be
used, this has to be balanced against the complexity that can
arise if these metrics are not chosen appropriately.

By using generic metrics and generic summarization rules,
we have shown that the solicitation step can be avoided, pro-
vided no virtual outside links are needed. If the network col-
lects and summarizes these metrics by default, then deploy-
ment of a new service can start immediately with the dissem-
ination step. If custom metrics and/or summarization rules
are required, the solicitation step can be performed using a di-
rected broadcast instead of a complete broadcast, provided the
region(s) in the network where the service will have to be de-
ployed can be identified.

V. SUMMARY AND OUTLOOK

Organizing the automated deployment of services is a key
step towards the intelligent network infrastructure. Openness
and programmability are beginning to appear in network equip-
ment and, therefore, it is necessary to provide generic mecha
nisms that can enable the deployment of any type of service.
In this paper, we have proposed a novel mechanism that ad-
dresses the deployment of a wide range of services within
programmable and heterogeneous networks. The mechanism
collects al capabilities available in the network and compares
them with the requirements for a specific service, resulting in
the creation of appropriate metrics. Therefore, the deployment
of the service can be based on a summarized view of these met-
rics without loss of relevant information for that specific ser-
vice. Thedeployment task isthen distributed throughout the hi-
erarchy, following a service-specific allocation policy. Thus an
automated deployment and configuration are achieved, avoid-
ing time-consuming and error-prone manual operations. More-
over, the mechanism is robust and capable of adapting to dy-
namic changes in the network, ensuring that a service remains
available once deployed. Most importantly, when networks
grow in size and heterogeneity, it can still capture the essen-
tial data for deploying any particular service, while retaining
its scalability thanks to the use of summarization and dissemi-
nation across the service-deployment hierarchy.

In addition, it allows the experimentation involving a wide
variety of new services outside the typical simplified testbed
networks. On-going investigationsinclude the relationship be-
tween the requirements for a generic service-deployment hi-
erarchy and the various kinds of existing hierarchies, such as
routing or DNS (Domain Name Service). The needs for a per-
service specific service-deployment hierarchy are being eval-
gated %gai nst the cost of putting such hierarchies in place on-

lemand.
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