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Abstract: This paper presents the information ag-
gregation methods enabling cost- and QoS-aware service
deployment. It isexpected that network management tools
will require the network itself to participate in the service
deployment task so asto adapt to heterogeneous networ k-
nodes cost, QoS, and capabilities. The aggregation meth-
ods are part of a set of hierarchically-distributed compu-
tations, for which a formal description is presented. Four
types of information that can be handled by the mech-
anism are introduced and illustrated by examples from
three service-deployment categories.
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1. Introduction

The importance of fast, optimized, and reliable deploy-
ment of new services into a network is a key issue for
Internet Service Providers. Simultaneously, network el-
ements in general offer an increasing spectrum of capa-
bilities, some with dedicated specialized functions, oth-
ers with programmable behaviors, in soft- or hardware.
These two driving forces render the deployment of ser-
vices in a network more complex to manage. As a first
step to enable interoperability and faster creation of new
services, standardized Application Programming Inter-
faces (APIs) for network elements are being defined. But
in such an environment of networks with large numbers
of nodes that need to be enabled with new services and
that have widely varying capabilities and resources, it is
necessary to define and provide a way to organize the de-
ployment of new services at a network level.

Here, we present the information aggregation meth-
ods of a framework used to capture the dynamic capa-
bilities of a network and to organize its deployment based
on specific service-allocation policies, thereby addressing
the programmability and heterogeneity aspects of the net-
work.

To our knowledge, this framework is the first to rec-
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ognize and propose solutions to this particular problem.
The motivation of our approach can be viewed as simi-
lar to that of quality-of-service (QoS)-aware routing pro-
tocols. Such protocols replace lengthy and error-prone
manual steps of provisioning resources within a network
to guarantee a certain level of QoS. By handling the in-
formation related to the available QoS in the network in-
ternally, routing protocols can perform this task more ef-
ficiently than any operator or management platform alone
could. In addition, the cost of deploying a service can be
computed in a distributed fashion as a function of perfor-
mance, thereby allowing the most profitable option to be
chosen.

This paper is structured as follows: Section 2 reviews
related activities. Section 3 introduces a formalism for
hierarchically-distributed computations, illustrated with
an example. Section 4 presents the various basic informa-
tion types, and introduces aggregation methods for ser-
vices of the three service-deployment categories. Section
5 contains a brief summary of this contribution as well as
an outlook.

2. Related Work

There are only few known activities that focus on the
automated deployment of services over large heteroge-
neous programmable networks. Hierarchical architec-
tures have been used in routing protocols and network
management, but not yet considered in the context of de-
ploying services. Let us briefly review the main activities
of related work.

In [1], the need for a distributed and programmable
management platform for the future Internet is presented,
and simple navigation patterns for mobile agents are de-
scribed. The underlying hierarchical structure in our con-
tribution can be viewed as another, more sophisticated
navigation pattern used by mobile agents to perform the
specific task of scalable service deployment.

In [2], the need for an automated design, creation, and
deployment of network architectures is presented, and a



high-level methodology to spawn virtual network archi-
tectures based on the Genesis profiling system that re-
lies on distributed object technology and centralized pro-
file databases is proposed. In [3], a framework to iso-
late between services deployed in different virtual active | |
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networks (VANS) is presented, whereas the creation of a
VAN essentially remains a manual task.

Hierarchical structures are used in IP and ATM net-
works to aggregate and propagate routing information.
While IP networks only aggregate routing information, ~Scribedin [16]. Layersin the hierarchy are built by recur-
with two to three levels of hierarchy, ATM-PNNI [4] also ~ Sively grouping logical or physical nodes and represent-
summarizes bandwidth and delay characteristics to allow ing them by asingle logical node at the next layer of the
QoS routing. In [5], a complex node representation that hierarchy.
captures the relevant characteristics of the nodes at the i ) .
lower hierarchy levels is proposed. Likewise, distributed o1 Hierarchical Iterative Gather-Compute-Scatter
network management [6-9] uses hierarchical structures to (H!GCS) Algorithm
better scale with large numbers of nodes and complex  The mechanismis divided into a sequence of iterations
management tasks such as distributed monitoring with each consisting of gather, compute, and scatter phases.
mid-level managers. In [10, 11], the discovery process of The sets of destinations and origins relevant for the mes-
distributed services over wide-area networks exploits a hi- sages exchanged in the scatter and gather phases, respec-
erarchy of service brokers to propagate end-hosts queriestively, are obtained from the compute phase. Note that
and to cache advertisements of installed media gateway these iterations can occur indistinctively in logical nodes
services. of the hierarchy as well as in nodes of the underlying

Dynamic composition and deployment of services in physical topology.
the context of end-to-end application sessions are ad-  Service-deployment HIGCS messages exchanged dur-
dressed in [12-14]. This applies for instance to the setup ing these iterations follow the tree-like topology of the
of a network path for a multimedia session based on the service hierarchy. The logical node of a group is merely
availability and cost of image transcoders and compres- responsible for communicating with its underlying peer
sion service components active in intermediate network group members of the scatter set. The logical node nei-

Fig. 1. Thefive steps of the service-deployment mechanism.

nodes. ther has to monitor all members of its group nor perform

all computations centrally. But without loss of generality,
3. Hierarchical Distributed Service- we assume in the following descriptions that the scatter
Deployment set is always determined by a central computation per-

formed by the logical node rather than distributing this

This section concentrates on the formalization of the computation among group members. In addition, herewe
service-deployment mechanism using an approach simi- consider it more appropriate to focus on the distributed
lar to [15], albeit with specific enhancements. We then computationstaking place along the hierarchy dimension
illustrate how it is implemented for service deployment itself, than onthoseal ong both cross-hierarchy and group-
of thepath-based category. internal dimensions.

From a high-level perspective, the service-deployment  Note that this approach of organizing distributed com-
mechanism can be broken down into five steps. Figure putations can be elegantly implemented with mobile
1 shows these steps and the resulting deployment proce-agents following the navigation model extracted from the
dures when all or only some of the steps are executed. hierarchical structure.

Using only the last two steps in Fig. 1 leads tonan-
ual deployment and automatic configuration of a service.

Each node executes iterative computations based on a
tuple {(G;,C;, S;)|0 < i < (k—1)}, wherek isthetotal

This is how services are generally deployed in networks number of iterations. The gather set GG; is defined here

today. With the intermediate solution, the result isaan
tomatic deployment with generic metrics and automatic

configuration. Only when all five steps have been exe-

cuted will anautomatic deployment with custom metrics
and automatic configuration result.

as the set of (logical or physical) nodes from which mes-
sages are expected. The compute phase C'; executes once
the i M sg messages have been received from all nodesin
G;. The scatter set S; denotes the (logical or physical)
nodes to which oM sg messages are sent once the com-

Computations are distributed in a logical hierarchy de- pute phase C; completes. oM sg,, messages can differ



depending on their destination node n in the S; set. Sim-
ilarly to [15], node attributes are assumed to be available
during the compute phase. Thisincludes, for instance, the
hierarchy level at which the nodeis located.

The generic signaling message format used by the
service-deployment mechanism is defined in Table .

TABLE
THE HIGCS SERVICE-DEPLOYMENT MESSAGE FORMAT.

Parameter Generic value
serviceld Instance of service deployed
hierarchyld | Identifier of service hierarchy
sreld Source of message
destld Destination
iterationld Current iteration
G; Gather set for iteration i
C; Compute function for iteration ¢
S; Scatter set for iteration 4
servSpec Service specification
sMetric Solicited metric
iMetric Installed metric
Other service-specific info

3.2. HIGCS Service-Deployment Computations

To perform service deployment, iterations are associ-
ated with the steps as described in Fig. 1. For that pur-
pose, we define the following general behaviorsfor C;:

o Cp selects the set of underlying nodes S, that have to
be solicited (null set if executed on a physical node),

o C; summarizes information gathered from the set of
underlyingnodes G ; (onaphysical node, thisinformation
is created), and placesit in sM etric,

o C5 selectsthe set of nodes S» wherethe serviceisto be
deployed (on aphysical node, the serviceisinstalled),

« C3 summarizes the results from the deployment on the
set of nodes G3 (on a physical node, this information is
obtained locally), and placesit ini M etric.

Clearly, these functions will be implemented differ-
ently for each service to be deployed, aswe shall describe
next. The service-specific allocation policy is contained
in theimplementation of the C;, and C functions.

Table |l shows the computations executed for the de-
ployment of a hypothetical path-based service on al
nodes of a path between two customer sites (represented
by the A and C' top-level nodes in Fig. 2). For the sake
of simplicity, the straightforward update of other fieldsin
the oM sg (such as srcld) and fields that do not change
compared to the i M sg message are not shown.

Figure 2 illustrates the result after all four HIGCS it-
erations have completed. The selected path is shown

TABLEII
Cop, C1, Cy, AND C'3 FUNCTIONS.

Co DS-solicit

So < Sel ect Al | NodesBet ween(iM sg.ends)
oMsgn.ends <  Sel ect Nei ghbor Nodes(n | n € So)

G1 < So

1 DS-summarize

S1 < GetLogi cal Node()

oMsg.sMetric < if |1 sLogi cal Node() then

Sunmari zeMetri cs(iMsg;.sMetric,

Vj € G1)
else CreateMetric(iMsg.servSpec)
G2 «— S1
[ DS-disseminate
So < if I'sLogi cal Node() then
Sel ect NodesOnShor t est Pat h(
1M sg.ends)
else null
oMsgn.ends <  Sel ect Nei ghbor Nodes(n|n € S2)
G3 «— So
Cs DS-ingtall

oMsg.iMetric <+ if |1 sLogi cal Node() then

Summari zel nstal | edMetri cs(
iMsg;.iMetric, Vj € G3)

else Install Servi ce(iMsg.servSpec)

Get Logi cal Node()

53 <

as a thicker line. The first iteration was initiated by
node B, which received the initial HIGCS message with
iMsg.ends set to {A, C'}. Logica node B.5 and router
B.2.4 did not participate in the service deployment, as
they are not on a path between A and C'. All other nodes
had been solicited, and nodes B.1.1 and B.3.4 were ex-
cluded astheir capabilities did not match the requirements
of that service. Of the remaining routers, B.2.2, B.2.3,
B.3.1, B.3.2, and B.3.3 are finally enabled with the ser-
vice, as they are on the shortest path between A and C.

4. Information Aggregation for QoS- and
Cost-Awar e Deployment

The service deployment framework allows QoS-aware
deployment of services. In addition, the cost dimension
is considered, enabling charging mechanisms for the de-
ployment of services. First we classify the various ba-
sic information types that are relevant to the service-
deployment framework, list the three types of services
considered, and then show how these basic information
types can be used in the context of service deployment of
all three categories.

4.1. Basic Information Types

In general, services make use of one or a combination
of the following basic types in order to achieve proper
deployment:
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Fig. 2. Result of the HIGCS computations

« topology: description of the connectivity,

« capability: description of node capabilities,

« performance: measure of topology (such as bandwidth
or delay) or node capability (such as CPU speed) usage,
and

o cost: administrative measure for using the above re-
SOurces.

Note that when this information is transported towards
the top of the hierarchy, it can be abstracted and aggre-
gated differently depending on service needs. One advan-
tage of the service-deployment framework proposed here
isto let services define the information they require to ex-
ecute their deployment, and how it should be aggregated.
This can be viewed as an application of active code for
the network control plane.

Other aggregation methods, such as used in [11]
(Bloom filters) for service discovery, differ in their pur-
pose from the approach presented here. Whereas here
only relevant capabilities are extracted from the network
thanks to the solicitation step, Bloom filters aggregate al
installed services in the network, and achieve scalability
only at the price of false positive advertisements.

Services are classified into three categories depending
on the type of locations where they are to be deployed,
namely:

o path-based,
» node-based, and
o path- and node-based.

Each category determineswhat information of the four
basic typesis aggregated and how it is done.

4.2. Path-Based Deployment

For instance, the example in Section 3.2 uses link ab-
stractions at the upper layers of the hierarchy. For sim-
plicity, we assumed in that example that those logical
links had already been added to the hierarchy before the
first iteration of the service deployment started.

For path-based deployment, routing decisions have to
be taken successively at each layer of the hierarchy (ex-
ecuted by Sel ect NodesOnShort est Pat h in Table
I1). Among the various suitable data representation, tran-
sition matrices offer an accurate representation of the cost
of traversing alogical node.

Transition matrices used in path-based service de-
ployment contain topology-, capability- and performance
and/or cost-related information. For instance, the transi-
tion matrix generated for node B in Fig. 2 is (the matrix

is symmetric):
0 ...
5= 0 1 ...
0 5 1

Elements ¢, ; indicate that there is connectivity be-
tween border nodes B.(i + 1) and B.(j + 1), with apath
composed of nodes capabl e of running that particular ser-
vice. In addition, the value of ¢; ; corresponds to the per-
formance of that path in terms of number of hops. More
sophisticated transition matrices having elements com-
posed of vectors describing the efficient frontier (set of
minimal paths in terms of delay and bandwidth between
two border nodes) are presented in [17].

In order to make the deployment of a path-based ser-
vice cost-aware, a measure indicating the cost to deploy
the service can be used, similarly to the hop count perfor-
mance measure. Each node computesthis measure, which
is added to the transition matrix.

4.3. Node-Based Deployment

We consider here the deployment of a standalone ser-
vice, such as aweb-cache, over the network shownin Fig.
2. Thistype of service does not require routing over the
network, therefore topology-oriented information is not
necessary. Node B initiates the deployment procedure
to select the router with the best processing capability to
support that particular service. The summarization pro-
ceeds by computing the max of the processing capabili-
ties among nodes in each group, and is repeated succes-
sively at each higher layer of the hierarchy.

A cost-aware alternative to the above depl oyment spec-
ifies the exact required performance, rather than request-
ing the best performance. Next, solicited routers com-
pute the corresponding cost to achieve that level of per-



formance. The summarization then proceeds by choosing
the minimum cost, successively at each layer of the hier-
archy.

In both these cases, requirements (in terms of cost or
performance, or as a combination of acceptable minimal
performance and maximal cost) do not allow the network
manager the flexibility to evaluate cost as a function of
performance, before eventually deciding on the desired
performance. For this reason, we introduce the summa-
rization of cost functions: based on policy rules, the cost
of enabling a device in the network with a certain service
can be plotted against the requested capabilities and as-
sociated performance. In addition, this cost can depend,
for instance, on the particular customer requesting the ser-
vice.

Figure 3 shows three cost functions: (@) is the hypo-
thetical cost function for a device using hardware assists
to perform the desired service; (b) isthe cost function of a
device performing the same servicein software; and (c) is
the summarized cost function for these two devices, as-
suming they are the only members of their group, and
the service needs to be enabled in only one of the two
nodes. The summarized cost function is a m n of the
two cost functions, and can in turn be summarized recur-
sively at each hierarchy level. Note that summarization of
cost functions does not always necessarily mapto ani n
of functions; this depends on the specific service require-
ments.

cost cost V cost

performance performance performance

(a) (b) (c)

Fig. 3. (&) hardware cost-function, (b) software cost-function, and (c)
summarized cost-function

4.4. Path- and Node-Based Deployment

As an example of a service deployed both along paths
and at selected nodes with differing requirements, we
consider the deployment of a Virtual Private Network.
Encryption capabilities are required at the VPN end-
points, and QoS treatment of packetsisensured by RSV P-
enabled nodes between those endpoints.

In order to accommodate both path- and node-based
characteristics, we choose to augment the transition ma-
trix presented in Section 4.2 with the necessary node in-
formation. The extended transition matrix is defined as
follows:

T=(M; P).

Elements m; ; indicate the shortest number of RSVP-
capable hops between border nodes i and j. Elements
p;,; indicate the shortest path from a node in domain D ;
that fulfills the requirements of the VPN-endpoint service
specification to border node :. The VPN interconnects n
domains D,,. Logical nodes represent these domains.

RSVP-capable
router

sz, VPN-endpoint-
capable router

Fig. 4. A group of nodes solicited for the VPN service.

Figure 4 shows a group of nodes with their capabili-
ties. For simplicity, it is assumed that al VPN-endpoint-
capable nodes are also RSV P-capabl e, but not vice-versa.
The extended transition matrix for this group is [assume
my;,; correspondsto (A.1.i — A.1.5)]

1 ... 1
0 0 ... 0
Tax=14 o 1 ... 3
2 0 3 1 1

If we assume that logical node A.1 represents one do-
main and that logical node A.2 (not shown) represents
another domain, then the P matrix of the extended tran-
sition matrix for logical node A, composed of A.1 and
A.2, will have two columnsp.; and p.», onefor each do-
main. When summarizing such extended matrices, a new
column is appended for each domain considered.

cost cost cost
- summarized path-

cost and node-cost

shortest-path s
cost v

4 P
node cost # _ = “summarized node-cost

performance performance performance

(@) (b) ©

Fig. 5. (@) first cost-function, (b) second cost-function, and (c) summa-
rized cost-function

The P matrix does not account for the cost of enabling
routers with VPN-endpoint capability. Similarly to Sec-
tion 4.3, we introduce a cost function for each potential



VPN endpoint. To simplify the summarization of infor-
mation, we choose to add the node cost to the shortest-
path cost. Figure 5 shows an example of two node-cost
functions (in dashed lines) (a) and (b). The cost of the
shortest path is added to each node-cost function. Thefirst
segment of the summarized path- and node-cost function
(c) shows that (b) is the lowest-cost VPN-endpoint, al-
though (@) has a lower node cost. In the second segment,
(a) isthe lowest-cost VPN-endpoint.

5. Conclusion

Organizing the automated deployment of services is
a key step towards an intelligent network infrastructure.
Openness and programmability are starting to appear in
network equipment and it is therefore necessary to pro-
vide generic mechanisms that can enable the deployment
of any type of service.

In this paper, we have introduced three genera cat-
egories of service deployment, together with their four
basic information types, and proposed aggregation meth-
ods that address the cost- and QoS-aware deployment of
a wide range of servicesin programmable and heteroge-
neous networks. Network-node capabilities are evaluated
in terms of the requirements for a specific service, result-
ing in the creation of appropriate metrics. Administrative
cost and cost functions can be summarized, allowing cus-
tomers to compare cost versus service performance be-
fore opting for a particular service performance. There-
fore, the deployment of the service can be based on a
summarized view of these metrics without loss of rele-
vant information for that specific service. The deploy-
ment task is then distributed throughout the hierarchy, fol-
lowing a service-specific allocation policy. Thus an auto-
mated deployment is achieved, avoiding time-consuming
and error-prone manual operations. When networks grow
in size and heterogeneity, the deployment mechanism can
still capture the essential data for deploying any particu-
lar service, whileretaining its scalability thanksto the use
of summarization and dissemination across the service-
deployment hierarchy.

On-going investigations include the relationship be-
tween the requirements for a generic service-deployment
hierarchy and the various kinds of existing hierarchies,
such as routing, management, or domain name service
(DNS), and the meansto eval uate the performanceof such
aservice-deployment hierarchy over large-scal e networks
using simulation.
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