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Modeling business processes

� Set of users U

� Set of actions A

� Business process modeled as

CSP process with

business channel bc of type

U ×A and the event done

� EB = {|bc|}
set of business events

Example payment business process

W = W1

W1 = bc?u : U.receive invoice→ W2

W2 = bc?u : U.prepare check→ W3

W3 = (bc?u : U.reject payment→ W2)

� (bc?u : U.approve payment→ W3)

� (bc?u : U.approve payment→ W4)

W4 = bc?u : U.issue check→ W5

W5 = done → STOP
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Modeling access control

� Set of roles R

� RBAC configuration is tuple (UA,PA)

for the user-assignment relation UA ⊆ U ×R and

the permission-assignment relation PA ⊆ R×A

� The RBAC process, engaging in business events and admin events EA = {|ac|}.

RBAC(UA, PA) =
(

bc?(u.a) : {u.a | ∃r ∈ R . (u, r) ∈ UA ∧ (r, a) ∈ PA} → RBAC(UA, PA)
)

�
(

ac.addUA?u : U?r : R → RBAC(UA ∪ {(u, r)}, PA)

�
(

ac.rmUA?u : U?r : R → RBAC(UA \ {(u, r)}, PA)
)

� For a business process modeled by W , the secure business process is

SW (UA,PA) = W ‖
EB

RBAC(UA,PA).
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SoD algebra (SoDA)1 intuition

Motivating examples

� Three different users must execute actions in the business process.

All⊗ All⊗ All

� One action must be executed by a Manager but not Bob. Two further actions

must be executed by different users, one in the role of an Accountant and one

in the role of a Clerk.

(Manager u ¬{Bob})⊗ (Accountant� Clerk)

SoDA combines

� quantitative requirements, i.e. how many users

� qualitative requirements, i.e. which kinds of users

1Li, N., Wang, Q.: Beyond separation of duty: [. . . ]. J. of the ACM, 2008
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SoDA syntax

An atomic term is either

� a set of users U ⊆ U

� a role r ∈ R

� the keyword All

A term is either

� an atomic term

� ¬φ

� φ+

� φ t ψ

� φ u ψ

� φ⊗ ψ

� φ� ψ

for two terms φ and ψ

A unit term is a term that does not con-

tain the operators +, ⊗, and �.
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SoDA multiset semantics SODAM

For a multiset of users U, a term φ, and a user-assignment relation UA.

Multiset satisfiability of φ by U w.r.t. UA, written U|=MUA φ, is defined by rules such as:

{u}|=MUA All
∃r∈R.(u,r)∈UA {u}|=MUA r

(u,r)∈UA

{u}|=MUAU
u∈U and ∃r∈R.(u,r)∈UA

{u}6|=MUAφ

{u}|=MUA¬φ

U|=MUAφ, V|=
M
UAψ

(U]V)|=MUA (φ�ψ)

U|=MUAφ, V|=
M
UAψ

(U]V)|=MUA (φ⊗ψ)
(U∩V)=∅

For r ∈ R, u ∈ U , U ⊆ U , and U and V two multisets of users.

Unit terms are only satisfied by multisets containing one user.
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SODAMexamples

� UA = {(Alice, Manager), (Bob, Accountant), (Bob, Clerk), (Claire, Customer)}

� {Alice, Bob, Claire} |=MUA All⊗ All⊗ All

� {Alice, Bob, Bob} 6|=MUA All⊗ All⊗ All

� {Alice, Bob, Bob} |=MUA (Manager u ¬{Bob})⊗ (Accountant� Clerk)

� {Bob, Bob, Claire} 6|=MUA (Manager u ¬{Bob})⊗ (Accountant� Clerk)
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Traces prerequisites
Given the traces t, t1, t2 ∈ (EB ∪ EA)∗.

The synchronized interleaving predicate si(t, t1, t2) holds

if t1 and t2 “partition” t such that

� each business event bi ∈ EB in t is either in t1 or t2 (but not in both)

� each admin event aj ∈ EA in t is both in t1 and t2

� The relative order of the events in t, t1, and t2 is the same.

Example: si(t, t1, t2) holds for

t = 〈 b1, b2, b3, a1, b4, a2, b5, a3, b6, a4 〉
t1 = 〈 b1, b3, a1, b4, a2, a3, b6, a4 〉
t2 = 〈 b2, a1, a2, b5, a3, a4 〉

The auxiliary function users returns the multiset of users in business events in a trace.

users(〈bc.Bob.a1, bc.Alice.a2, ac.addUA.Claire.r , bc.Bob.a3〉) = {Bob, Bob, Alice}
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SoDA traces semantics SODAT

For traces t, t1, t2 ∈ (EB ∪ EA)∗, a user-assignment relation UA, a term φ,

and a unit term φut .

Trace satisfiability of φ by t w.r.t. UA, written t |=TUA φ, is defined by rules such as:

{user(b)}|=MUAφut

〈b〉|=TUAφut

t|=T
UA∪{(u,r)}φ

〈ac.addUA.u.r 〉̂ t|=TUAφ

t1|=TUAφ , t2|=TUAψ

t|=TUAφ�ψ
si(t,t1,t2)

t1|=TUAφ , t2|=TUAψ

t|=TUAφ⊗ψ
si(t,t1,t2)

users(t1)∩users(t2)=∅

For b ∈ EB .
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SODAT examples

� UA = {(Alice, Manager), (Bob, Accountant), (Bob, Clerk), (Claire, Customer)}

� 〈bc.Alice.a1, bc.Bob.a2, bc.Claire.a3〉 |=TUA All⊗ All⊗ All

� 〈bc.Alice.a1, bc.Bob.a2, bc.Bob.a3〉 6|=TUA All⊗ All⊗ All

� {Bob, Bob, Claire} 6|=MUA (Manager u ¬{Bob})⊗ (Accountant� Clerk)

� 〈bc.Bob.a1, bc.Bob.a2, ac.addUA.Claire.Manager, bc.Claire.a3〉

|=TUA (Manager u ¬{Bob})⊗ (Accountant� Clerk)
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Mapping SoDA terms to CSP processes

For a set of users U, a user-assignment relation UA, terms φ and ψ.

The mapping J.KU
UA returns a CSP process parametrized by UA. Extract from rules:

JφutKU
UA = bc?u : {u′ ∈ U | {u′} |=MUA φut }.a : A → FIN

� ac.addUA?u : U?r : R→ JφutKU
UA ∪ {(u,r)}

� ac.rmUA?u : U?r : R→ JφutKU
UA \ {(u,r)}

Jφ� ψKU
UA = JφKU

UA ‖
EA ∪ {done}

JψKU
UA

Jφ⊗ ψKU
UA = 2

{ (Uφ,Uψ) | Uφ∪Uψ=Uand Uφ∩Uψ=∅}
JφK

Uφ
UA ‖
EA ∪ {done}

JψK
Uψ
UA
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SoD-secure business process

� The CSP process SODφ(UA) = JφKUUA is called SoD-enforcement process.

� For a business process modeled by W , the SoD-secure business process is

SSWφ(UA,PA) = SW (UA,PA) ‖
EB∪EA∪{done}

SODφ(UA)

= (W ‖
EB

RBAC(UA,PA)) ‖
EB∪EA∪{done}

SODφ(UA)

� In the paper, we prove a suitable notion of correctness for the mapping J.KU
UA.
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Summing up

� Closed gap between high-level SoD constraint specification

and dynamic enforcement.

� Enforcement of SoD constraints in the presence of administrative changes.
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Present and future work

Implementation

� Integration into real-world process engine

(we use IBM WebSphere Process Server)

� Efficiency: How to go beyond a simple mapping from the operational semantics

of CSP to a reference monitor.

� Data-structures for efficient representation of extended state-machines.

� Optimization techniques such as pruning states never visited.
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