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Context & motivation

Internal controls
Triggered by scandals (e.g. SocGen)
Mandated by regulatory requirements (e.g. SOX)
Recommended by standards (e.g. ISO 27k)

Our focus: Separation of Duty (SoD)

Requirements on specification and enforcement
Expressiveness: capable of expressing broad range of constraints
Adabtable to organizational and technological changes
Loose coupling between business and internal controls

Separation of concerns business experts, HR, compliance officer
Simplify integration, e.g. of internal controls and legacy system
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From abstract SoD algebra to implementation
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Architecture & enforcement
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Complexity and performance in practice

Deciding satisfiability of a SoDA term is NP-hard [LW08].
Theoretical models: in the number of users
Our implementation: in the number of (executed) tasks

Case study: drug dispensation workflow in hospital

Time measurements: SoD enforcement ca. 10% communication increase
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Conclusions

Contribution: SoD as a Service – new approach to enforce
expressive SoD constraints
adaptive to organizational changes
loose coupling with existing (prob. legacy) systems
acceptable performance (penalty)

Interesting questions:
Where to maintain context / history (in distributed architecture)
Abstract vs. business-specific constraints: where is the right balance?

6 / 6 Samuel Burri, David Basin, Günter Karjoth | Separation of Duties as a Service | 23 March 2011, Hong Kong, China | asiaccs-pre.tex 617 2011-03-21 11:06:30Z sbu © 2011 IBM Coorporation


	Context & motivation
	From abstract SoD algebra to implementation
	Architecture & enforcement
	Complexity and performance in practice
	Conclusions

