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Abstract
Identifying anomalies in a collection of heterogeneous time series finds a variety of important applications in diverse domains, ranging from smart
city to network security analysis. An underappreciated problem from these applications is how to
detect and understand anomalies in heterogeneous
time series with mixed sampling rates. In this paper
we develop an unsupervised learning approach that
harnesses the power of both stacked recurrent autoencoder and statistical Gaussian Mixture Model
(GMM) to learn temporal anomalies from heterogeneous time series. The primary advantage of the
proposed method is that it can identify subtle but
statistically significant abnormal patterns in a large
set of highly dynamic and unpredictable signals.
In addition, a single detection model trained by
the proposed method remains effective robustly for
temporal sequences with different sampling rates
without any model retraining. Through extensive
qualitative and quantitative analysis, we demonstrate that the proposed method outperforms other
state-of-the-art methods considerably, attaining a
performance improvement of up to 13% in terms
of area under curve (AUC) score.

1

Introduction

How can we detect anomalous patterns in a set of heterogeneous network time series with mixed sampling rates? A
major application of this technology is to identify anomalous
behavior in a set of network heterogeneous time series generated by Internet of Things (IoT) devices. For example, an
IoT device connected to your laptop may leak out sensitive
information to Internet if its security is compromised, which
requires immediate attention and even emergence actions in
some cases. As a matter of fact, a recent study conducted by
∗
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researchers from US and UK reveals that a majority of IoT
devices share sensitive information to unrelated third parties
[Ren et al., 2019]. More generally, temporal anomaly detection plays a central role in understanding time series IoT
data from diverse application areas, including environmental
monitoring, network intrusion detection, video analysis, and
so on.
A key challenge in analyzing this type of time series lies in
the heterogeneity, i.e., the majority of these time series, while
being non-anomalous, appear to be quite different from each
other. As a motivating example, Figure 1 shows three samples of non-anomalous IoT traffic time series. Apparently,
the traffic patterns are highly dynamic and differ significantly
from each other. In addition, IoT traffic time series often contains a few short traffic bursts and possibly a long sleep time
with no data transmission, as shown in the first sub-figure.
Therefore, the unpredictable dynamics and heterogeneity of
IoT traffic time series pose significant challenges against effective discovery of anomalous behaviors. Apart from the
heterogeneity, other challenges include: 1) such time series,
especially those produced by multiple network devices often
come with different sampling rates; 2) there exist no anomaly
labels for supervised classification; 3) in many applications,
we need to not only detect the temporal anomalies but explain their mechanism so that domain expert can understand
them and offer suggestions for emergence actions. The above
challenges give rise to the following questions.
How can we design an unsupervised machine learning
approach to identify unusual behavior in highly dynamic
and heterogeneous network time series with mixed sampling
rates?
In addition, can we explain the detected anomalies by pinpointing the most anomalous time instances that do not conform to the normal pattern?
To this end, we develop a Bi-temporal compression network (Bitnet) to effectively uncover anomalous patterns
within the heterogeneous IoT data stream. Bitnet takes a
combined model- and data-driven approach that harnesses
the power of both deep autoencoder ensembles and statistical Gaussian Mixture Model (GMM). In addition, it can provide explainable anomaly detection results and be applied to
heterogeneous time series with different sampling rates universally without any model retraining. More concretely, we
made contributions as listed in the sequel.

• Universality: Due to its special structure, a single Bitnet
model can be employed to detect anomalies universally
across IoT temporal sequences with mixed sample rates
without any model retraining.
• Explainability: The outcome of Bitnet can be easily visualized and explained in the latent space, which help
users to understand the identified anomalies.

Figure 1: Exemplary heterogeneous time series from the IoT traffic
dataset
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Related Work

Time series anomaly detection can be broadly divided into
two groups, i.e., supervised and unsupervised anomaly detection methods.
Supervised anomaly detection methods require a large
amount of accurate labels although it can achieve better detection performance. Popular algorithms in this category include Support-Vector Machine (SVM) [Cortes and Vapnik,
1995] and Random Forest (RF) [Breiman, 2001]. However,
in practice, imbalanced training data as well as inaccurate labels lead to performance degradation. More importantly, in
many cases, no labels can be obtained for anomaly detection,
which renders the supervised approach completely inapplicable.
Unsupervised classification-based methods, such as One
Class SVM (OCSVM) [Schölkopf et al., 2000] and Deep
SVDD [Ruff et al., 2018], train the one class classifier on
normal data, and can achieve satisfactory anomaly detection accuracy. Density-based methods [Breunig et al., 2000;
Leung and Leckie, 2005] detect anomalies by estimating the
density of data points and considering data points samples located in low-density areas as anomalies. This kind of methods
are explainable but often ineffective when dealing with highdimensional time series data. Recently, reconstruction-based
method has emerged as a new means for anomaly detection
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Table 1: Comparison of related work

for high-dimensional data, which assumes that the reconstructions of the low-dimensional projections of the anomalies will deviate greatly from the original samples. Principal
Component Analysis (PCA) [Wold et al., 1987] is a wellknown method in this category, which reconstructs data in
a linear way. Autoencoder [Baldi, 2012] detects anomalies
through inspecting the reconstruction error. [Zhou et al.,
2019] uses multi-layer 1-D convolutional networks to reconstruct data samples, and then utilizes the Generative Adversarial Networks (GANs) to regularize the reconstruction error.
However, the performance of reconstruction-based methods is often limited due to the fact that they only conduct
anomaly detection analysis based on the reconstruction error. As a remedy, hybrid methods that harness the power of
both data-drive approach, i.e., autoencoders and modeldriven
approach, i.e., GMM have been proposed. More specially,
this combined approach compresses the original data into
the latent space and then estimate the distribution of data
samples in latent space via an density estimator. Notice
that in the proposed framework the reconstruction errors will
be concatenated with the latent space representation to obtain the representation in another extended latent space. Finally, data points are deemed as anomalies if they are in lowdensity areas [Zong et al., 2018]. We propose Bitnet to provide an end-to-end approach that combines both the advantages of reconstruction-based model and the density estimation method to detect time series anomalies. The comparison
of related work is summarized in Table 1. As evident from
the Table, only Bitnet meets all the desired properties.

Informal Problem Definition
Given a collection of heterogeneous time series generated by
multiple IoT devices X = {xi , i = 1, 2, · · · , N }, where xi is
a time series, and most of samples are assumed to be normal.
The overarching goal is to identify anomalous traffic samples
x that deviate significantly from the normal pattern. In addition, the anomaly detection outcome needs to be interpretable
and helps domain experts to understand why they are deemed
as anomaly. The primary challenge of this task stems from
the heterogeneity and complex dynamics of the IoT heterogeneous time series.
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3.1

Stacked Recurrent Autoencoder Gaussian
Mixture Model
General Framework

In general, the framework for detecting anomalies based on
reconstruction-based method and density estimation has two
components: reconstruction model and density estimator.
The former is used to compress the original data and calculate reconstruction errors, and the latter is used to estimate
the distribution of data in the latent space. Data points in the
low-density area are then output as anomalies.
The objective function for learning this model is given in
the sequel.
L = kX − g(X)k2 + E(Z|X)

(1)

where X is a matrix concatenating each sample in training
set, and g(·) is reconstruction model. Z is the representation
of X in the latent space. k·k2 denotes the Euclidean distance.
E(·) is an energy function, which is inversely proportional to
the density of the training samples in the latent space. Then,
the anomaly score for sample x can be defined as:
Score(x) = E(z|x).

Model Overview

We leverage an architecture similar to sequence to sequence
(seq2seq) [Sutskever et al., 2014] to build the reconstruction
model, as shown in Figure 2. In particular, the reconstruction model is composed of two components, i.e., an encoder
function mapping time series in the original space to latent
space and a decoder function that converts the latent space
representation back to the original space, as shown below.
zc = ge (x) x0 = gd (zc ),

(3)

where ge (·) and gd (·) denote encoder function and decoder
function, respectively. zc represents the latent space representation of the time series x. We further stack the latent
space representation with the reconstruction errors to obtain
the extended latent space representation z, as given below.
z = [zc , d(x0 , x)] ,

where K is the number of mixture components in GMM and
M is the number of samples in mixture component k. gm (·)
is a membership estimator, and γ is a K-dimensional vector
representing the probability that sample z belonging to the
k-th mixture component. ϕk , µk and Σk are mixture probability, mean and covariance for k-th mixture component, respectively. η(·) denotes a function for computing the mean
and covariance.
Once we obtain the parameters of the GMM model, the
sample energy function can be calculated as follows,
!
K
T
X
exp(− 12 [z − µk ] Σ−1
k [z − µk ])
√
E(z|x) = − log
ϕk
.
2πΣk
k=1
(6)
The loss function is given by,

(2)

The above framework is essentially a combined data- and
model-driven approach that encompasses a variety of known
anomaly detection schemes. And Bitnet falls into this category as well.

3.2

Once the extended latent space representation is obtained,
it is fed into a GMM estimator for density estimation, as
shown in the sequel.
PM γi,k
γ = gm (z) ϕk = i=1 M
(5)
µk , Σk = η {[zi , γi ]}M
i=1

(4)

where d(·) is a function representing the reconstruction error,
including the cosine similarity and relative distance as two
components.

L=

N
X
i=1

kx0i , xi k2

+λ

N
X

E(zi |xi ),

(7)

i=1

where N is the number of training samples, and λ is a weighting parameter that governs the tradeoff between two individual objective functions. k·k2 denotes the Euclidean distance
between two vectors.
More specifically, the proposed Bitnet is composed of
two parallel branches of encoder-decoder structures with
GMM, i.e., the Parallel compression network (P-compression
network) and the Hierarchical compression network (Hcompression network), as shown in Figure 3. The output
of both branches will then be combined to derive the final
anomaly score. Such an architecture allows parallel processing that can speed up the training.
P-compression Network
The IoT heterogeneous time series is highly dynamic and
there may exist both short-term and long-term temporal dependencies. We thus make use a collection of parallel sparely
connected RNNs (S-RNNs) [Kieu et al., 2019] to capture the
temporal dynamics at different scales for outlier detection.
Figure 4 shows the architecture of P-compression network.
Reconstructed sequence output by i-th decoder x0(i) is computed as follows.
zci = gei (x) x0(i) = gdi (zc ),

(8)

where zci is the final state of i-th encoder. The final state
of all encoder branches are used to generate the latent space
representation zc .
zc = W(P ) · [zc1 , · · · , zcNE ]T + b(P )

Figure 2: The architecture of basic anomaly detector

(9)

where NE is the number of encoders/decoders. W(P ) and
b(P ) denote a trainable weight matrix and a bias vector, respectively.

Figure 3: The architecture of Bitnet

Different from the traditional RNN, in which each recurrent unit updates its hidden state as ht = f (ht−1 , xt ), where
xt is the value of x at time instance t, and f (·) denotes a nonlinear function, typically Long-Short Term Memory (LSTM)
[Hochreiter and Schmidhuber, 1997] or Gated Recurrent Unit
(GRU) [Chung et al., 2014] is selected. The hidden state of
the recurrent unit in S-RNN is updated as follows [Kieu et al.,
2019],
ht = w1 · f (ht−1 , xt ) + w2 · f (ht−s , xt )
s.t. w1 , w2 ∈ {0, 1}, w1 + w2 6= 0,

(10)

where w1 and w2 are randomly generated weights. s is the
parameter that controls the memory ability of S-RNN. When
s is small, S-RNN tends to learn short-term dependencies.
Otherwise, it will learn long-term dependencies. We set the
parameter s of each encoder/decoder to a different value, so
that it tends to extract dependencies at a particular scale of the
time series.

H-compression Network
We next present H-compression network based on the dilated RNN [Chang et al., 2017], which is essentially a multitimescale architecture that is capable of learning long-term
dependencies among data points in the time series. Figure 5
shows the architecture of H-compression network, where x
and x0 are the original time series and reconstructed time series, respectively. The latent space representation zc is computed as follows,
zc = W(H) · [zc1 , · · · , zcNL ]T + b(H) ,

(12)

where zci represents the final state of i-th layer. NL is the
number of layers in encoder and decoder. W(H) and b(H)
denote a trainable weight matrix and a bias vector, respectively.
The hidden state of the recurrent unit in dilated RNN is
updated as follows,
ht = f (ht−di , xt ),

where di denotes the dilation size in i-th layer. The hidden
state at time instance t only depends on the state at t−d. Thus,
d governs the time scale of the dependency that the network
aims to mine. In addition, a multi-layer dilated RNNs are
used further extract dependencies at different scales by stacking multiple layers with different dilations. In practice, we
set 3 as the dilations in first layer, and an exponential growth
strategy is used to set the dilation in subsequent layer, that is,
di = 3i .

Figure 4: The structure of P-compression network

The extended latent space representation in (4) is then
given by z = [zc , min1≤i≤NE d(x, x0(i) )] in this anomaly detector branch. Consequently, we obtain the following loss
function for the entire P-compression network.
L=

N
X
i=1

min

1≤j≤NE

xi , xi 0 (j)

2

+λ

N
X
i=1

E(zi |xi ),

(13)

(11)

We then generate the extended latent space representation
according to (4). The loss function for H-compression network remains the same to (7).
Finally, the anomaly score of the sample x is defined as
max(EP (z|x), EH (z|x)), where EP (·) and EH (·) denote
the energy functions of anomaly detectors containing P-/Hcompression network, respectively.

# of branches
# of layers
# of neurons
# of GMM components

IoT dataset

Cell dataset

3
2
18
4

3
4
18
1

Table 2: Hyperparameter Settings
Figure 5: The structure of H-compression network
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Experiments

4.1

Experimental Setup

Datasets
We use two public real-world traffic datasets, i.e., IoT traffic dataset (IoT Dataset)1 [Sivanathan et al., 2018] and the
cellular traffic dataset (cell dataset)2 . In IoT dataset, packets generated by all devices are captured and recorded, and
each device is identified by a unique MAC address. We split
the entire heterogeneous time series into non-overlapping
windows, each spanning a time interval of one hundred
and twenty minutes. Each data point within the time window represents the number of packets collected within one
minute. We label the traffic generated by non-IoT devices,
e.g., smart phones and laptops as anomaly [Ortiz et al., 2019;
Sivanathan et al., 2017].
The cell dataset is generated from the Call Detail Record
(CDR) of a tier-1 operator. The traffic data from a cell is
picked to test the generality of the proposed Bitnet structure.
Traffic data from another cell is injected into that of the selected cell as anomalies. For both datasets, we apportion them
into training and testing datasets with a 40-60 split.
Implementation Details
We conduct the experiments on a work station with 48-core
Xeon E5 CPUs, 64GB RAM and 2 Nvidia Titan V GPUs.
TensorFlow 1.10 is employed to implement the proposed Bitnet framework.
Bitnet contains four types of parameters, 1) the number of
branches in P-compression network; 2) the number of layers in P-compression network; 3) number of neurons in each
layer of RNN; 4) number of mixture components in GMM.
LSTM cell and GRU cell are adopted in P-compression network and P-compression network respectively. Finally, we
use the Adam optimization algorithm [Kingma and Ba, 2014]
to train the proposed model, and the learning rate is set to 1e3. The hyperparameter settings of the two datasets are shown
in Table 2. For other algorithms, we follow the default settings.
Performance Metric
AUC (Area under the Receiver Operating Curve) is employed
to assess the performance of the proposed algorithm.
The proposed Bitnet is compared with five state-of-theart unsupervised anomaly detection methods. 1) OCSVM;
1

https://iotanalytics.unsw.edu.au/iottraces.html
https://dandelion.eu/datagems/SpazioDati/
telecom-sms-call-internet-mi
2

Method

IoT dataset

Cell dataset

OCSVM
GRU-ED
Shared-S-RNN
DAGMM
BeatGAN

0.7947
0.9099
0.8279
0.8314
0.5571

0.3241
0.4259
0.6944
0.5000
0.5029

Bitnet-P
Bitnet-H
Bitnet

0.9356
0.8696
0.9503

0.3982
0.8333
0.8333

Improvement

4.04%

13.89%

Table 3: AUC scores

2) GRU-ED [Malhotra et al., 2016]; 3) Shared-SRNN [Kieu
et al., 2019]; 4) DAGMM [Zong et al., 2018]; 5) BeatGAN
[Zhou et al., 2019].

4.2

Experiment Results

We assess the performance of the proposed Bitnet architecture through four aspects, including the accuracy (AUC),
the robustness against contaminated training data, the explainability, and the universality, i.e., whether a single Bitnet
model can be used to detect anomalous patterns in time series
with different sampling rates.
Anomaly Detection
The performance of Bitnet and five existing methods on two
real-world datasets are listed in Table 3. Bitnet-P and BitnetH represent respectively P-compression network with GMM
and H-compression network with GMM.
It is evident from the experiments that the proposed Bitnet
outperforms other competing methods considerably on multiple performance metrics. In particular, the parallel architecture of Bitnet allows it to capture the inherent heterogeneous
dynamics of IoT heterogeneous time series which consequently gives rise to considerable performance improvement
over other state-of-the-art anomaly detection methods. Bitnet also performs best among all methods for the cell dataset,
acquiring an AUC improvement of up to 13.89%.
Robustness
In the previous study, we assume all the training dataset
constitutes non-anomalous temporal sequences. However,
such an assumption does not always hold in practice, since
a small portion of the training data might be anomalies. As
a remedy, we artificially inject anomalies into the training
dataset to check whether we can still obtain an effective
anomaly detector in the presence of contaminated training
dataset. Please note that the injected anomalies are sampled

IoT dataset

Cell dataset

Proportions

AUC Score

Proportions

AUC Score

0%
5%
10%

0.9503
0.9177
0.9071

0%
5%
10%

0.8333
0.8229
0.7779

loss

4.32%

loss

5.54%

Table 4: AUC scores with injected anomalies in training set

Sampling Intervals

AUC Score

60 seconds
90 seconds
120 seconds
150 seconds

0.9503
0.8909
0.9078
0.8897

Table 5: AUC scores for IoT time series with different sampling
rates

from the real-world dataset, and do not include any anomalies in the testing set [Zong et al., 2018; Zhou et al., 2019;
Ruff et al., 2019]. As shown in Table 4, it is seen that the proposed Bitnet architecture remains effective even in the presence 10% of anomalies in the training dataset.
Universality
The diversity of IoT devices makes the traffic patterns extremely heterogeneous. The sampling rates may vary from
one IoT device from others. We are naturally led to the following question: can a Bitnet trained by temporal sequences
with one sampling rate be applied universally to time series
with other sampling rates? To answer this question, we train
a Bitnet model based on a training dataset with sampling rate
equals to 60 seconds and then apply it to detect anomalous
behaviors in time series with sampling rates varying from 60
seconds to 150 seconds. As shown in Table 5, the model remains effective even the sampling rates varies, demonstrating
its universality.

5

Discussion on Explainability

The outcome of Bitnet can be visualized and interpreted via
the obtained data distribution in the latent space, as elucidated
in Figure 6. The latent space representation of time series
in the IoT test dataset is projected onto a lower dimensional
space for visualization via selecting two or three representative entries from the entire vector representation. Blue and red
dots represent respectively normal and anomaly time series.
Each cross represents the center of a component distribution
of GMM learned from the training dataset. It is seen that
anomaly time series are distant from the centers of clusters
and thus can be effectively identified.
Please note that the outcome of Bitnet can also be explained by a variety of gradient-based methods, such as gradients × features [Baehrens et al., 2010; Simonyan et al.,
2013], integrated gradients [Sundararajan et al., 2017]. These
methods can pinpoint the portions of time series that are instrumental in determining whether it is abnormal.

Figure 6: Visualization of the latent space representations of the IoT
test dataset, where blue and red dots represent the normal and abnormal time series respectively, each cross represents the center of a
cluster.

6

Conclusion

We present Bitnet, an unsupervised machine learning approach to detect anomalous patterns in heterogeneous time
series with mixed sampling rates. Through extensive qualitative and quantitative studies, it is revealed that proposed
model can successfully identify abnormal patterns within the
heterogeneous time series. In addition, it provides a visualization interface to interprete the obtained outcome. Finally, a
single Bitnet model can be universally applied to detect time
series with a range of different sampling rates.
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