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Abstract

We discussthe key featuresof autonomiccom-
puting and their relationshipto Al systems. We
presenta genericarchitecturefor autonomiccom-
putingsystemsandproposea computationamodel
basedn communicatingautomatanetworksto im-
plementsucharchitectures.We illustrate this ap-
proachwith anintelligentdevice discoverytool that
analyzeghe inventoryandtopologyof large com-
puternetworks.

1 Introduction

Overthelastfew decades;omputerdiave revolutionizedand
automatedmary of our work processesallowing humans
to addressever more challengingtasksand leaving routine
tasksto machinesBut anunavoidablebyproductof evolution
via automationis compleity, asdemonstrate@speciallyby
computingsystemsln arecentdocumen{IBM Corporation,
20011, IBM identified the complexity of currentcomputing
systemsasa majorobstacleto thegrowth of IT technologies:

“. ..incredible progressin almostevery aspectof
computing—microprocessompowerup by a factor
of 10,000,storage capacityby a factor of 45,000,
communicatiorspeeddy a factor of 1,000,000—
but at a price. Alongwith thatgrowthhascomein-
creasinglysophisticatedarchitectuesgovernedby
softwae whosecompleity now routinelydemands
tens of millions of lines of code ...Evenif we
could somehowcomeup with enoughskilled peo-
ple, the compleity is growing beyondhumanabil-
ity to manae it. As computingevolves,the over
lapping connectionsdependenciesand interact-
ing applicationscall for administiative decision-
makingand responsegasterthan any humancan
deliver Pinpointing root causesof failures be-
comedgnote difficult, while findingwaysof increas-
ing systenefficiencygenematesproblemswith more
variablesthananyhumancanhopeto solve’ [IBM
Corporation2001]

Theanswetto this problemliesin moreintelligentsystems
and computinginfrastructurescalled autonomiccomputing
(AC) thatfacilitateand automatemary systemmanagement
taskscurrentlydoneby humans.

2 Vision of Autonomic Computing

Autonomiccomputingcanbeseerasaholisticvisionthaten-

ablesa computingsystemto “deliver muchmoreautomation
thanthe sumof its individually self-managegbarts”. A sys-
temis consideredh collectionof computingresourcesvork-

ing togetherto performa specificsetof functions.

“It" s time to designand build computingsystems
capableof running themselvesadjustingto vary-
ing circumstancesandpreparingtheir resoucesto
handlemaostefficiently the workloadswe put upon
them. Theseautonomicsystemamust anticipate
needsandallow usess to concentate on whatthey
wantto accomplishratherthanfiguring howto rig
the computingsystemso get themthere. ...It is
the self-gaverning operation of the entire system,
and not just parts of it, that delivers the ultimate
benefit. [IBM Corporation2001]

Eight key featurescharacterizeary AC system,cf. [IBM
Corporation2001]:

1. An AC systempossessesystemidentity, i.e., it has
knowledgeof its componentscurrentstatus functions,
andinteractionswith theervironment.

2. An AC systemhasthe ability of self-configuation and
reconfiguation, i.e., it can automaticallyperform dy-
namicadjustmentso itself in varyingandunpredictable
ervironments.

3. An AC system performs constant self-optimization
i.e., it monitorsits constituentpartsand adaptsits be-
havior to achieve predeterminedystemgoals.

4. An AC systemis self-healingi.e., it is ableto discover
the causesof failures and then finds alternatve ways
of usingresourcesr reconfiguringthe systemto keep
functioningsmoothly

5. An AC systemis capableof self-potection i.e., it de-
tects,identifies,andprotectsitself againstvarioustypes
of attacksto maintainoverall systemsecurity and in-
tegrity.

6. An AC systemusesself-adaptatiorto find waysto best
interactwith neighboringsystemsi.e., it candescribe
itself to othersystemsanddiscoverthosesystemsn the
ervironment.



7. An AC systemis a non-pioprietaryopensolutionbased
on standads that provide the basisfor interoperability
acrosssystemboundaries.

8. An AC systemhashiddencompleity, i.e., it automates
IT infrastructuretasksandrelievesusersof administra-
tivetasks.

In the following we introducea genericarchitecturethat
provides a very generalframawork for the developmentof
AC systems.

3 Generic AC Architecture

The designof technicalsystemsusually focuseson the in-

tendedfunctionality of the systemand often obeys the “de-

sign follows function” principle. Consequentlya systemis

organizedinto componentghat implementthe application-
specificfunctions.Suchasystems thenembeddedto some
runtime ervironmentthat dealswith executionfailuresand
capturegxceptions We believethatsuchadesigncannotsat-
isfy therequirement®f AC systemsaandthereforeintroduce
agenericarchitecturaghatintroducessystemcomponentsiot
at the level of application-specifidunctionalities,but at the
level of functionalitiesderived from the key featuresof AC

systemsseeFigurel.

Figurel: A genericAC architecture.

EachAC systemis situatedin someervironmentor con-
text. Theinteractionbetweerthe systemandits ervironment
occursthroughthreesystencomponentsnegotiation, execu-
tion, andobservation

Thengyotiationcomponenhasa two-wayinteractionwith
the ernvironmentthat allows the systemto receve require-
mentsfrom the ervironment,negotiatethe fulfillment of the
requestedequirementsmale itself known to othersystems,
or communicatets own requirementso otherAC systemst
is awareof. Themainpurposeof thiscomponents to receve
and actively constructa target behaviorspecificationbased
on its interactionwith the ervironment. This targetbehavior
specifications addedto the sharedknowledgeof the system
components.

Our architecturehighly abstract§rom the knowledgecon-
tentsand format, and the sharingmechanism$etweenthe
various AC systemcomponents. We only assertthat the
knowledgebasecontainsarepresentationf theactualsystem

behaior, the systemitself andthe environmentasperceved
by the system. Whena new targetbehaior is addedto the
sharedknowledge,which differs from the actualbehaior, a
delibemation processds triggeredthatwill producea new be-
havior. We explain this deliberation processn more detail
belon. The deliberation processsendsthe new behaior to

theneggotiationcomponenthatdecidesvhetherthis behavior

shouldbe executed. The decisioncanfor examplebe based
on whethernew requirement$ave beenreceived that malke

thebehavior alreadyobsolete.

Theexecutioncomponenhasa one-wayoutputinteraction
with the ervironmentto executeary behaior that was de-
terminedby the deliberation componentand forwardedby
the negotiation component. The executioncomponentcon-
centratesolely on executingthe behavior in a specificenvi-
ronment,e.g.,on expandinghigh-level actiondescriptionsn
sequencesf lower-level systemcommands.

The observationcomponenhasa one-wayinput interac-
tion to receve statusinformationfrom the ernvironment. The
componentobseres the effect of what the executioncom-
ponentis executingwithout knowing whatwasactually exe-
cuted. It addsits obsenationsto the sharedknowledgeand
producesa representationf its obsenationsfor analysisby
thefailurerecoveryprocess.

Limiting theinteractionbetweerthe AC systemandits en-
vironmenthelpsto addresgshe key factorsof self-piotection
andhiddencompleity. A systemwith a controlledinterac-
tion is lessvulnerableto attacksand hidesits internalcom-
plexity by exposingonly clearly definedinterfacesto its en-
vironment. The types of interactionwe introduced(one-
way, two-way) emphasizeghe predominantnot necessarily
theonly flow of information.

Two componentshat do not interactdirectly with the en-
vironmentoccurin this architecturedeliberation andfailure
recovery. As discussedriefly above, the deliberation com-
ponentcomputesnew behaiors for the AC systemand en-
capsulateshe “normal” application-specififunctionalcom-
ponentslt is responsibldor fulfilling thekey factorsof self-
adaptivityandself-optimization Two majorfields of Al will
play adominantrole in thedevelopmenbf deliberationcom-
ponentsmachingearningandAl planning.

Thefailurerecorerycomponentaddsself-healingandself-
protectioncapabilityto the AC system.Interestingly it does
not interactdirectly with the ervironment,but interactswith
the executionand observationcomponentonly. The rea-
sonfor this designprinciple lies againin the needto reduce
the compleity of the systemand enhancéts robustnessat
the sametime. The failure recovery receves information
aboutthe intendedbehaior of the systemfrom the execu-
tion, i.e., the executioncomponentellsit, for example,what
action or commandit intendsto executenext. This infor-
mation is usedby the failure recovery to build an internal
expectationof whatwill happemext in the systemerviron-
ment. The observationcomponentells the failure recovery
whatit actuallyobsenedhappeningn the ervironment. As
executionand observationare completelydecoupledn this
architecturethey cannotinadwertentlyinfluenceeachother
Thefailure recosery analyzeghe deviationsbetweerthe in-
tendedandthe independentlybsened changesccurringin



theernvironment.For minimal deviations(thatneedto bepre-
cisely definedwhenimplementingthis architecture)jt com-
putessimple recovery behavios that it sendsto the execu-
tion componenfor immediaterecovery. In the secondpart
of this paper we will sketchconcreteexamplesof recovery
behaiors. If greaterdeviationsoccur, it updateghe shared
knowledgewith a new actualbehaior. This will triggeran
actual/tagetcomparisoranda new deliberation procesghat
may leadto the replacemenbf the behaior in the execution
component.

A particularAC systemwill be basedon a sophisticated
implementationof the genericarchitecture. In particular
the sharingof knowledge or information betweenthe var
ious componentswill usually distinguishbetweenglobally
sharecknowledgebetweerall componentsindlocally shared
knowledgebetweeronly selecteccomponentsFurthermore,
we can expectto seemore than one instanceof eachcom-
ponentor complex componentghat are AC systemsthem-
selhes. In particular the deliberation componenwill prob-
ably involve a hierarchicaldecompositiorinto application-
specificfunctionalcomponentsyhich is alreadycommonin
realistic applicationsystems. Self-configuringAC systems
canbeexpectedo involve severaldeliberatiorcomponents—
specializedn computingsystembehaiors or computingnew
systemconfigurations. We regard this architecturemorein
the senseof a generaldesignprinciple that will always re-
quire refinementsand even modificationswhen instantiated
for aparticularlT application.

4 Computational Model for AC Architectures

Whenimplementinga specificAC system,we needto pro-
vide computationamodelsto wrap eachof the components
(or the implementationthereof)and to modelthe interfaces
andthe interactionamongthe componentsand betweenthe
systemand its ervironment. Our main concernis the reli-
ability androbustnes®f an AC system becausave needto
provideguaranteesoncerninghebehaiorsgeneratedby the
system.Consequentlysimpleandpreciseyetpowerful com-
putationalmodelswould beideal.

Agent-basedsystemsprovide a very appealingsolution.
Each agent would (1) encapsulatea specific reasoning
methodthatimplementsone of the systemcomponentsand
(2) provide the communicationand interactionmechanisms
with the otheragents. Although powerful approachesxist,
the adaptiveagent architecture [Kumaret al., 2004 or the
openagent architectule [Martin et al., 1999, thereexist no
methodsthat would allow us to formally verify that sucha
comple agent-basedystemindeedimplementgheintended
behaior. Furthermorethe uniquequalitiesof agents—their
autonomy mobility, and adaptvity—can imply seriousle-
gal consequenceldHeckmanand Wobbrock,1999. Similar
considerationslso apply to cognitive architecturesuchas
SOAR [Rosenbloonetal., 1993, whichhaveamuchbroader
coveragethanour genericarchitecturghatwe especiallytar-
getat AC systemsn technicalervironments.

An AC systemwill often be a distributed systemcom-
prising communicatingprocesseencapsulateds the sys-
tem components.Sucha complex systemcanonly be con-

trollable if we considercomponentswith limited capabili-
ties and a finite spaceof internal states. We thereforepro-

posethe useof communicatindinite statemadines(CFSM)

[Brand and Zafiropulo, 1983 asa computationaimodelfor

AC systems.DeterministicCFSM asthe simplestautomata
modeltogethemwith a setof communicatiorchannelsyhich

are sharedby the machinesand carry messagesf a partic-

ular type, were originally usedto specify and verify proto-

cols betweenconcurrentprocesses.Later, the basicCFSM

modelwasextendedo networks of powerful automatanod-

els, for example nondeterministic pushdevn or timed au-

tomata. Automatamodels,which can even instantiatenew

communicationchannelsor other automatathat then run

concurrentlywith the alreadyexisting automata,have also

beenproposedtogetherwith powerful verification tools to

analyzethe behavior of the automatanetworks [Holzmann,
1991]. This computationalmodel has beenshavn to sub-

sumegeneraPetrinets[PengandPurushothamari,994 and

to implementprocessalgebraicapproache$Taubner 1989;

Karjoth, 1993, e.g.,CCS[Milner, 1989.1

By usingcommunicatinqautomatanetworkswe canbreak
a large systeminto smaller subsystemghat compute au-
tonomouslyandinteractwith eachothervia well-definedin-
terfacesonly. Interestingly this vision hasbeenpioneered
by the Al communityin the seminalpaper[McCarthy and
Hayes,1969. McCarthyandHayesproposedhe useof in-
teracting automatato modelintelligent systems.In contrast
to ourapproactbasedn communicatingautomatanetworks
they assumedieterministicautomatawith explicit staterep-
resentationandfixedinterconnectionbetweertheautomata
basedon statetransitions. This model suffered especially
from the stateexplosion problemand also exhibited limita-
tionsto modelcomplex behaviors dueto the completedeter
minism.

Our networks of communicatingautomatawith explicit
communicationchannelsavoid theselimitations. First, we
usea symbolic representatiofnsteadof representingstates
explicitly. This yields a compactrepresentatiorthat speci-
fies complex behaior andthatis well suitedfor automatic
analysis,validation and formal verification. If the capacity
of channelss finite, model checkingcan be usedto verify
propertiesof the automatanetwork [Burchetal., 1994. Al-
thoughthecompleity cannotbeeliminated,t is significantly
reduced. Second,insteadof hard-wiring the automata,our
network is loosely coupledvia communicatiorchannelsar
rying messagesf a particulartype. This approactachieres
greaterflexibility in the interactionamongthe systemcom-
ponents,which is no longer specifiedexplicitly, but results
from the exchangeof typed messagesver the communica-
tion channelsandthe (possiblynondeterministicyeactionof
the systemcomponentgo thesemessagesin the following
sectionwe will demonstrateurapproactonasystentfor the

Thecomputationaiodelof communicatinguutomatanetworks
also complementsrecent standardizatiorefforts. As mentioned
above, a key featureof AC systemss thatthey shouldbe openso-
lutionsbasedon standads Webserviced Christenseretal., 2001]
provide a first standardizatiorof interfacesfor the synchronousr
asynchronousnessage-basecbmmunicationbetweenconcurrent
processes.



automatiadiscovery of devicesin computemetworks.

5 AC Architecturefor an Intelligent Device
Discovery System

The analysisandsurweillanceof large computemetworksis

a currentchallengein the IT industry For example,when
IT infrastructurds outsourcedit is importantfor the service
providerto obtainasmuchinformationaspossibleaboutthe
differentdevicesin a network, e.g., mobile and fixed work

stations applicationandnetwork seners,andthetopologyof

the network itself. Very often, customersannotprovide ac-
curateenoughinformationabouttheir computerassetssoan

intelligentdevice discovery (IDD) tool thatcanfill thisinfor-

mationgapwould be very helpful. We have developedsuch
an IDD tool [Gantenbeirand Deri, 2007 as an autonomic
system: it collectsinformation from the unknaovn network

ervironmentwithout disturbingthe network operationandit

adaptsitself to unknowvn situationsit encounters.The tool

encapsulateseveral network scanningutilities, for example
a simpleping commandhattestswhethera machineis alive

or the nmapscanningutility thatallows remoteQOS identifi-

cationby TCP/IPfingerprintingthe remotestack.

Figure2: AC architecturaliew of the IDD tool.

Figure2 shavs an AC architecturaliew of the IDD tool.
Eachof the systemcomponentss encapsulatedsa commu-
nicating automatonspecifyingthe behaior of that compo-
nent. Thecommunicatiorbetweertheautomatgroceedwia
a setof predefinedchannels. The task spaceand the work
spaceare the major global communicationchannelsamong
the components.The task spacecontainsthe complex scan
tasks,whereaghework spacecontaindower-level tasksthat
aredirectly executableby the scanservicesandalsoaggre-
gatesinformationreturnedfrom the services.Local commu-
nicationchannelsxist in particularbetweerthe work moni-
tor andthe surveillanceandtaskdispatding components.

A useror a systeminteractswith the IDD tool via theweb
portal that implementsa simple variant of the negotiation
componenfrom the genericarchitecture. Thewebportalal-
lows usersto define so-calledcampaignand policies or in-
voke predefineccampaignsandto accesghe reportingdoc-
umentsgeneratedby thetool.

The campaignand policies describetop-level discovery
tasks, e.g., “in vestigatethe network comprisingthe IP ad-
dressrange 10.4.16-17.*" and constraintsfor example“do
not scanthe subsetl0.4.16.*before 5 PM”. The web portal
translatesheminto complex scanningasksthatit addsto the
taskspace which representsneof two the majorcommuni-
cationchannelssia which theIDD componentsnteractwith
eachother

Scanservicesimplementthe execution componentfrom
the genericarchitecture. A serviceis a concurrentprocess
executinga specificscantask and working in parallel with
otherservices. A servicecanwrap a simple scanningutil-
ity or it canencapsulata complex AC systenthatexhibits a
similar architectureasthe IDD tool. Scanservicescheduling
is asophisticate@xecutioncomponenthatlistensto thetask
spaceandderiveslower-level tasks.e.g.,"scan 10.4.16.123”
or “walk the domainnametree (DNS) of this network”. It
canalsotake a complex task,computean appropriateparal-
lelization of thattaskinto a setof subtask&ndthenschedule
aperiodicscanof theseparalleltasks whichwill thenbeexe-
cutedby simplerscanservices Scanserviceschedulingcom-
municateghe generatedowerlevel tasksto the work space
to which the simpler scanservicesare listening. Eachser
vice waitsfor taskmessage® arrive thatfit its inputrequire-
ments. The work spaceis the secondmajor communication
channel.

Scanservicecommunicateheir statusandresultsdirectly
backto the work spaceto which the work monitor is listen-
ing. The work monitorimplementsthe observationcompo-
nentfrom the genericarchitecture.The work monitor hasto
listento thework spacebecausét cannotobsene theresults
of the scansby observingonly the network. In fact, noneof
the scanserviceds supposedo have a visible impacton the
network.

The work monitor collectsthe scanresultsfrom the ser
vicesand determinesvhetherthe scantaskshave beencor-
rectly executed. The scanresultsand ary actual/taget de-
viations are communicatedo the task dispatdhing compo-
nent, which implementsthe delibetation componentfrom
the genericarchitecture. The statusinformation from the
scanservicesis communicatedo the surveillancecompo-
nent,which enablest to watchthe progresf the scanning.

The task dispatding componenincapsulatea sophisti-
cateddeliberationprocesghatanalyzesandsummarizeshe
scanresultsreturnedfrom the variousscanservices.It gen-
eratesthe scanningreportandalsodispatchesew complex
scanningasksarisingfrom theresults.For example,whena
DNS scanidentifiesaspecificsener, e.g.,amail sener, anev
taskfor a specificmail sener scanningserviceis dervedand
addedto the taskspace Thereportingsubcomponensdf the
taskdispatdingis ableto resolve ambiguitiesandcontradic-
tionsin theobseneddata.For example severalservicescan
in parallelto discovertheoperatingsystenthatrunsonapar
ticular machine,but they canreportdifferentresults,which
mustbe summarizednto a mostaccurateanalysisof the net-
work.

The surveillancecomponentmplementghefailure recos-
ery processrvisionedin the genericarchitecture.lt memges
threedifferenttypesof information:



1. It obsenesthework spaceto tracktasksthathave been
addedfor execution.

2. It receves statusnotificationsaboutthe scan services
from the work monitor.

3. It recevesprogressnformationfrom thework monitor,
which it comparedo the statusnotifications.

Two mainfailurescanoccurin thelDD system:First,scan
servicescanbecomedisconnectedrom the IDD systemand
fail to pick up andexecutea taskfrom the taskspace Sec-
ond, a scanservicecan startexecuting, but fail to returna
reasonableesult. The surveillanceprocesgakesan action-
orientedapproachio recoverfrom thesefailures.Whenatask
is addedto the work spaceit builds up an expectationthatit
shouldreceve statusnotificationsfrom a matchingservice.
If thosenotificationsare not receved, it concludesthat the
serviceis malfunctioningandtriesto restartit. If ascanser
vicefailsduringexecution,.e.,thestatusnformationandthe
progressnformationcommunicatedrom the resultmonitor
do not match, the surveillancecan take actionto reconfig-
urethesetof serviceghatis currentlyactive by eitheradding
anothertaskto the work spacethatwill retriggeran existing
serviceor trigger a scanservicenot yet active or by making
a serviceinactive that is consideredo malfunction. More
sophisticatedeconfigurationsequiredeliberationandthere-
fore take placevia thetaskdispatding, whichaddsnew com-
plex tasksto the taskspace.For example,contradictingscan
resultscanleadto the additionof a differentschedulingser
vice for repetitve scans.

The AC architecturefor the IDD tool providesa consis-
tentinterfacefor interactingwith the tool via the webportal
componenindependentlyf the configuratiorof serviceghe
systemis running. The pointsof control arewithin the web
portal andthetaskdispatding thataddnew tasksto thetask
space the scanserviceschedulingthat mapscomplex tasks
into morefine-grainedasksandaddsthemto thework space
from wherethey arepicked up by the scanservicesandthe
surveillancecomponenthat canmodify the operationof the
scanservices.

The subsequerfiguresshowv the simplified statemachines
of a very simple schedulingservice,a scanserviceand a
service-specifisuneillanceprocessThestatetransitionsare
annotatedwith the messageshat are sentby the statema-
chine,e.g. taskspace?compt@askmeanghatacomplexTask
messagés readfrom thetaskspacewhereasvorkspace!task
meanghata messagé¢askis sentto thework space

Figure3: Statemachinefor a servicegeneratinga nondeter
ministic setof subtaskgor furtherprocessing.

Figure 3 showns a non-deterministicstate machine that
splits a complex scantaskinto several subtasks.How mary
subtaskswill have to be generateds not known at design
time, but only becomesknown at runtimewhenthe splitting
serviceprocessethe complex task. The numberof subtasks
neededmight for examplebe representes a parametein
the specificatiorof the complex task.

Figure4: Statemachinefor anexamplescanservice.

Figure4 shaws a part of the CFSM of a scanservicethat
first executesa port scancommandandthenexecutesa more
specificscancommanddependingon the result of the port
scan.After picking up thetaskfrom thework space the ser
vice communicateshe task-specificstatusnotificationsand
scanresultsbackto thework space

Figure5: Statemachinefor surweilling a service.

Figure5 shavsastatemachinehatis usedto superviseghe
serviceshawn in Figure4. The cyclic surveillanceprocess
(notshown) spavnssucha service-specifistatemachinefor



eachtaskthatis addedto the work space. Thesestatema-
chineswait for the statusnotificationscommunicatedrom
theworkmonitor. Thesurveillancealsoinstantiatesspecific
timer for eachrunningscanservice. If a statenotificationis
not receved within a certainperiod of time, this timer will
senda timeoutmessagewhich causeghe suneilling CFSM
to entera failure state. This will triggerfurtherrecovery ac-
tions. In our example,it simply addsthe sametaskagainto
thework space.

Using networks of communicatingautomataallows us to
formally specifythe behaior of eachof the systemcompo-
nentsand formally verify importantpropertiesof their be-
havior usinganautomaticmodel-checkindool. An example
of sucha behaioral propertyof the IDD systemis that all
componentshouldterminatein their end statesonly when
thetaskandwork spacediave beenemptied.Owingto space
limitationswe cannotdiscusgheverificationissuesn further
detailnor shawv the CFSMsin their full complexity.

Currently theapproachs usedat the designlevel to spec-
ify andverify the systemcomponents.EachCFSM s then
implementedanddeployedin a distributedsystemincluding
thelBM Webspherélatform. Thesystemhasbeenusedsuc-
cessfullyto analyzelarge computemetworks comprisingup
to hundredof thousand®f machinesin anext step,we plan
to develop an executionenginethat drivesthe entire system
andallows us to directly executesystemcomponentspeci-
fied atthe CFSMlevel.

6 Conclusion

We proposea genericarchitectureor autonomiccomputing
systemdasedon communicatingprocessethateachencap-
sulatea specifichigherlevel functionality suchas delibema-
tion, observation negotiation, execution andfailure recov-
ery. The computationaimodelwe proposeis a network of
communicatingautomatao implementthe autonomiccom-

puting architecture.Sucha network hasseveral advantages:

First, communicatingautomataallow the complexity of the
systemdesignto be reducedsignificantly Symbolicrepre-
sentationgyield a compactrepresentatiomf the statespace
andin particularallow usto apply formal symbolic model-
checking methodsto verify the behaior of an autonomic
computingsystem.Secondtheinteractionbetweerthe sys-
tem componentsproceedsover locally or globally shared
communicationchannelsthat carry message®f a particu-
lar type. This yields clearly definedinterfacesbetweenthe
systemcomponent&ndthe ervironment,which improve the
interoperabilityof autonomiccomputingsystems.

We demonstratehe approachwith an intelligent device
discovery system.Futurework will addresshe scalabilityof
theapproacho applicationsystemsn the areaof e-tusiness
processntegrationandautomatiorbasenwebservicesA
specificchallengein this areais the existenceof concurrent
processeghat needto be spavneddynamicallyandtherep-
resentatiorof businessulesandpolicies.
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