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Abstract
We discussthe key featuresof autonomiccom-
puting and their relationshipto AI systems. We
presenta genericarchitecturefor autonomiccom-
putingsystemsandproposeacomputationalmodel
basedoncommunicatingautomatanetworksto im-
plementsucharchitectures.We illustrate this ap-
proachwith anintelligentdevicediscoverytool that
analyzesthe inventoryandtopologyof largecom-
puternetworks.

1 Introduction
Overthelastfew decades,computershaverevolutionizedand
automatedmany of our work processes,allowing humans
to addressever more challengingtasksand leaving routine
tasksto machines.But anunavoidablebyproductof evolution
via automationis complexity, asdemonstratedespeciallyby
computingsystems.In arecentdocument[IBM Corporation,
2001], IBM identified the complexity of currentcomputing
systemsasamajorobstacleto thegrowth of IT technologies:

“. . . incredible progressin almostevery aspectof
computing—microprocessorpowerup by a factor
of 10,000,storage capacityby a factor of 45,000,
communicationspeedsby a factor of 1,000,000—
but at a price. Alongwith thatgrowthhascomein-
creasinglysophisticatedarchitecturesgovernedby
software whosecomplexity nowroutinelydemands
tens of millions of lines of code. . . .Even if we
could somehowcomeup with enoughskilled peo-
ple, thecomplexity is growingbeyondhumanabil-
ity to manage it. As computingevolves,the over-
lapping connections,dependencies,and interact-
ing applicationscall for administrative decision-
makingand responsesfaster than any humancan
deliver. Pinpointing root causesof failures be-
comesmoredifficult, whilefindingwaysof increas-
ing systemefficiencygeneratesproblemswith more
variablesthananyhumancanhopeto solve.” [IBM
Corporation,2001]

Theanswerto thisproblemlies in moreintelligentsystems
and computinginfrastructurescalled autonomiccomputing
(AC) that facilitateandautomatemany systemmanagement
taskscurrentlydoneby humans.

2 Vision of Autonomic Computing
Autonomiccomputingcanbeseenasaholisticvisionthaten-
ablesa computingsystemto “delivermuchmoreautomation
thanthesumof its individually self-managedparts”. A sys-
temis considereda collectionof computingresourceswork-
ing togetherto performa specificsetof functions.

“It’ s time to designand build computingsystems
capableof running themselves,adjustingto vary-
ing circumstances,andpreparingtheir resourcesto
handlemostefficiently the workloadswe put upon
them. Theseautonomicsystemsmust anticipate
needsandallow users to concentrateon whatthey
wantto accomplishratherthanfiguring howto rig
the computingsystemsto get themthere. . . . It is
the self-governing operation of the entire system,
and not just parts of it, that delivers the ultimate
benefit.” [IBM Corporation,2001]

Eight key featurescharacterizeany AC system,cf. [IBM
Corporation,2001]:

1. An AC systempossessessystemidentity, i.e., it has
knowledgeof its components,currentstatus,functions,
andinteractionswith theenvironment.

2. An AC systemhasthe ability of self-configuration and
reconfiguration, i.e., it can automaticallyperform dy-
namicadjustmentsto itself in varyingandunpredictable
environments.

3. An AC system performs constant self-optimization,
i.e., it monitorsits constituentpartsandadaptsits be-
havior to achievepredeterminedsystemgoals.

4. An AC systemis self-healing, i.e., it is ableto discover
the causesof failures and then finds alternative ways
of usingresourcesor reconfiguringthe systemto keep
functioningsmoothly.

5. An AC systemis capableof self-protection, i.e., it de-
tects,identifies,andprotectsitself againstvarioustypes
of attacksto maintainoverall systemsecurityand in-
tegrity.

6. An AC systemusesself-adaptationto find waysto best
interactwith neighboringsystems,i.e., it can describe
itself to othersystemsanddiscover thosesystemsin the
environment.



7. An AC systemis a non-proprietaryopensolutionbased
on standards that provide the basisfor interoperability
acrosssystemboundaries.

8. An AC systemhashiddencomplexity, i.e., it automates
IT infrastructuretasksandrelievesusersof administra-
tive tasks.

In the following we introducea genericarchitecturethat
provides a very generalframework for the developmentof
AC systems.

3 Generic AC Architecture
The designof technicalsystemsusually focuseson the in-
tendedfunctionality of the systemandoften obeys the “de-
sign follows function” principle. Consequently, a systemis
organizedinto componentsthat implementthe application-
specificfunctions.Suchasystemis thenembeddedinto some
runtime environmentthat dealswith executionfailuresand
capturesexceptions.Webelievethatsuchadesigncannotsat-
isfy therequirementsof AC systemsandthereforeintroduce
agenericarchitecturethatintroducessystemcomponentsnot
at the level of application-specificfunctionalities,but at the
level of functionalitiesderived from the key featuresof AC
systems,seeFigure1.

Figure1: A genericAC architecture.

EachAC systemis situatedin someenvironmentor con-
text. Theinteractionbetweenthesystemandits environment
occursthroughthreesystemcomponents:negotiation, execu-
tion, andobservation.

Thenegotiationcomponenthasa two-wayinteractionwith
the environment that allows the systemto receive require-
mentsfrom theenvironment,negotiatethe fulfillment of the
requestedrequirements,make itself known to othersystems,
or communicateits own requirementsto otherAC systemsit
is awareof. Themainpurposeof thiscomponentis to receive
andactively constructa target behaviorspecificationbased
on its interactionwith theenvironment.This targetbehavior
specificationis addedto thesharedknowledgeof thesystem
components.

Our architecturehighly abstractsfrom theknowledgecon-
tentsand format, and the sharingmechanismsbetweenthe
various AC systemcomponents. We only assertthat the
knowledgebasecontainsarepresentationof theactualsystem

behavior, thesystemitself andtheenvironmentasperceived
by the system.Whena new target behavior is addedto the
sharedknowledge,which differs from theactualbehavior, a
deliberation processis triggeredthatwill producea new be-
havior. We explain this deliberation processin moredetail
below. The deliberation processsendsthe new behavior to
thenegotiationcomponentthatdecideswhetherthisbehavior
shouldbe executed.The decisioncanfor examplebe based
on whethernew requirementshave beenreceived that make
thebehavior alreadyobsolete.

Theexecutioncomponenthasaone-wayoutputinteraction
with the environmentto executeany behavior that was de-
terminedby the deliberation componentand forwardedby
the negotiation component.The executioncomponentcon-
centratessolelyon executingthebehavior in a specificenvi-
ronment,e.g.,on expandinghigh-level actiondescriptionsin
sequencesof lower-level systemcommands.

The observationcomponenthasa one-wayinput interac-
tion to receivestatusinformationfrom theenvironment.The
componentobserves the effect of what the executioncom-
ponentis executingwithout knowing whatwasactuallyexe-
cuted. It addsits observationsto the sharedknowledgeand
producesa representationof its observationsfor analysisby
thefailure recoveryprocess.

Limiting theinteractionbetweentheAC systemandits en-
vironmenthelpsto addressthekey factorsof self-protection
andhiddencomplexity. A systemwith a controlledinterac-
tion is lessvulnerableto attacksandhidesits internalcom-
plexity by exposingonly clearlydefinedinterfacesto its en-
vironment. The types of interactionwe introduced(one-
way, two-way) emphasizethe predominant,not necessarily
theonly flow of information.

Two componentsthatdo not interactdirectly with theen-
vironmentoccurin this architecture:deliberationandfailure
recovery. As discussedbriefly above, the deliberation com-
ponentcomputesnew behaviors for the AC systemanden-
capsulatesthe“normal” application-specificfunctionalcom-
ponents.It is responsiblefor fulfilling thekey factorsof self-
adaptivityandself-optimization. Two majorfieldsof AI will
playadominantrole in thedevelopmentof deliberationcom-
ponents:machinelearningandAI planning.

Thefailurerecoverycomponentaddsself-healingandself-
protectioncapabilityto theAC system.Interestingly, it does
not interactdirectly with theenvironment,but interactswith
the executionand observationcomponentsonly. The rea-
sonfor this designprinciple lies againin the needto reduce
the complexity of the systemandenhanceits robustnessat
the sametime. The failure recovery receives information
aboutthe intendedbehavior of the systemfrom the execu-
tion, i.e., theexecutioncomponenttells it, for example,what
action or commandit intendsto executenext. This infor-
mation is usedby the failure recovery to build an internal
expectationof what will happennext in the systemenviron-
ment. The observationcomponenttells the failure recovery
what it actuallyobservedhappeningin the environment. As
executionandobservationarecompletelydecoupledin this
architecture,they cannotinadvertentlyinfluenceeachother.
The failure recoveryanalyzesthedeviationsbetweenthe in-
tendedandthe independentlyobservedchangesoccurringin



theenvironment.For minimaldeviations(thatneedto bepre-
cisely� definedwhenimplementingthis architecture),it com-
putessimple recovery behaviors that it sendsto the execu-
tion componentfor immediaterecovery. In the secondpart
of this paper, we will sketchconcreteexamplesof recovery
behaviors. If greaterdeviationsoccur, it updatesthe shared
knowledgewith a new actualbehavior. This will trigger an
actual/targetcomparisonanda new deliberation processthat
mayleadto thereplacementof thebehavior in theexecution
component.

A particularAC systemwill be basedon a sophisticated
implementationof the genericarchitecture. In particular,
the sharingof knowledgeor information betweenthe var-
ious componentswill usually distinguishbetweenglobally
sharedknowledgebetweenall componentsandlocally shared
knowledgebetweenonly selectedcomponents.Furthermore,
we canexpect to seemore thanone instanceof eachcom-
ponentor complex componentsthat are AC systemsthem-
selves. In particular, the deliberation componentwill prob-
ably involve a hierarchicaldecompositioninto application-
specificfunctionalcomponents,which is alreadycommonin
realistic applicationsystems. Self-configuringAC systems
canbeexpectedto involveseveraldeliberationcomponents—
specializedin computingsystembehaviorsor computingnew
systemconfigurations.We regard this architecturemore in
the senseof a generaldesignprinciple that will always re-
quire refinementsandeven modificationswhen instantiated
for aparticularIT application.

4 Computational Model for AC Architectures
Whenimplementinga specificAC system,we needto pro-
vide computationalmodelsto wrap eachof the components
(or the implementationthereof)andto model the interfaces
andthe interactionamongthe componentsandbetweenthe
systemand its environment. Our main concernis the reli-
ability androbustnessof anAC system,becausewe needto
provideguaranteesconcerningthebehaviorsgeneratedby the
system.Consequently, simpleandprecise,yetpowerful com-
putationalmodelswould beideal.

Agent-basedsystemsprovide a very appealingsolution.
Each agent would (1) encapsulatea specific reasoning
methodthat implementsoneof the systemcomponentsand
(2) provide the communicationand interactionmechanisms
with the otheragents.Although powerful approachesexist,
the adaptiveagent architecture [Kumaret al., 2000] or the
openagent architecture [Martin et al., 1999], thereexist no
methodsthat would allow us to formally verify that sucha
complex agent-basedsystemindeedimplementstheintended
behavior. Furthermore,theuniquequalitiesof agents—their
autonomy, mobility, and adaptivity—can imply seriousle-
gal consequences[HeckmanandWobbrock,1999]. Similar
considerationsalso apply to cognitive architecturessuchas
SOAR [Rosenbloometal., 1993], whichhaveamuchbroader
coveragethanour genericarchitecturethatwe especiallytar-
getat AC systemsin technicalenvironments.

An AC systemwill often be a distributed systemcom-
prising communicatingprocessesencapsulatedas the sys-
tem components.Sucha complex systemcanonly be con-

trollable if we considercomponentswith limited capabili-
ties anda finite spaceof internal states. We thereforepro-
posetheuseof communicatingfinite statemachines(CFSM)
[BrandandZafiropulo,1983] asa computationalmodel for
AC systems.DeterministicCFSM asthe simplestautomata
modeltogetherwith a setof communicationchannels,which
aresharedby the machinesandcarry messagesof a partic-
ular type, wereoriginally usedto specifyandverify proto-
cols betweenconcurrentprocesses.Later, the basicCFSM
modelwasextendedto networksof powerful automatamod-
els, for examplenondeterministic,pushdown or timed au-
tomata. Automatamodels,which can even instantiatenew
communicationchannelsor other automatathat then run
concurrentlywith the alreadyexisting automata,have also
beenproposedtogetherwith powerful verification tools to
analyzethe behavior of the automatanetworks [Holzmann,
1991]. This computationalmodel hasbeenshown to sub-
sumegeneralPetrinets[PengandPurushothaman,1992] and
to implementprocessalgebraicapproaches[Taubner, 1989;
Karjoth,1992], e.g.,CCS[Milner, 1989].1

By usingcommunicatingautomatanetworkswe canbreak
a large systeminto smaller subsystemsthat computeau-
tonomouslyandinteractwith eachothervia well-definedin-
terfacesonly. Interestingly, this vision hasbeenpioneered
by the AI community in the seminalpaper[McCarthy and
Hayes,1969]. McCarthyandHayesproposedthe useof in-
teractingautomatato modelintelligent systems.In contrast
to ourapproachbasedoncommunicatingautomatanetworks,
they assumeddeterministicautomatawith explicit staterep-
resentationsandfixedinterconnectionsbetweentheautomata
basedon statetransitions. This model suffered especially
from the stateexplosionproblemandalsoexhibited limita-
tionsto modelcomplex behaviors dueto thecompletedeter-
minism.

Our networks of communicatingautomatawith explicit
communicationchannelsavoid theselimitations. First, we
usea symbolic representationinsteadof representingstates
explicitly. This yields a compactrepresentationthat speci-
fies complex behavior and that is well suitedfor automatic
analysis,validationand formal verification. If the capacity
of channelsis finite, model checkingcanbe usedto verify
propertiesof theautomatanetwork [Burchet al., 1992]. Al-
thoughthecomplexity cannotbeeliminated,it is significantly
reduced. Second,insteadof hard-wiring the automata,our
network is looselycoupledvia communicationchannelscar-
rying messagesof a particulartype. This approachachieves
greaterflexibility in the interactionamongthe systemcom-
ponents,which is no longerspecifiedexplicitly, but results
from the exchangeof typedmessagesover the communica-
tion channelsandthe(possiblynondeterministic)reactionof
the systemcomponentsto thesemessages.In the following
section,wewill demonstrateourapproachonasystemfor the

1Thecomputationalmodelof communicatingautomatanetworks
also complementsrecent standardizationefforts. As mentioned
above, a key featureof AC systemsis that they shouldbeopenso-
lutionsbasedon standards. Webservices[Christensenet al., 2001]
provide a first standardizationof interfacesfor the synchronousor
asynchronousmessage-basedcommunicationbetweenconcurrent
processes.



automaticdiscoveryof devicesin computernetworks.

5 AC Architecture for an Intelligent Device
Discovery System

Theanalysisandsurveillanceof largecomputernetworks is
a currentchallengein the IT industry. For example,when
IT infrastructureis outsourced,it is importantfor theservice
provider to obtainasmuchinformationaspossibleaboutthe
differentdevices in a network, e.g.,mobile andfixed work
stations,applicationandnetwork servers,andthetopologyof
thenetwork itself. Very often,customerscannotprovide ac-
curateenoughinformationabouttheir computerassets,soan
intelligentdevicediscovery(IDD) tool thatcanfill this infor-
mationgapwould bevery helpful. We have developedsuch
an IDD tool [GantenbeinandDeri, 2002] as an autonomic
system: it collects information from the unknown network
environmentwithout disturbingthenetwork operationandit
adaptsitself to unknown situationsit encounters.The tool
encapsulatesseveral network scanningutilities, for example
a simpleping commandthattestswhethera machineis alive
or the nmapscanningutility that allows remoteOS identifi-
cationby TCP/IPfingerprintingtheremotestack.

Figure2: AC architecturalview of theIDD tool.

Figure2 shows anAC architecturalview of the IDD tool.
Eachof thesystemcomponentsis encapsulatedasa commu-
nicating automatonspecifyingthe behavior of that compo-
nent.Thecommunicationbetweentheautomataproceedsvia
a setof predefinedchannels.The task spaceand the work
spaceare the major global communicationchannelsamong
the components.The taskspacecontainsthe complex scan
tasks,whereasthework spacecontainslower-level tasksthat
aredirectly executableby the scanservicesandalsoaggre-
gatesinformationreturnedfrom theservices.Local commu-
nicationchannelsexist in particularbetweenthework moni-
tor andthesurveillanceandtaskdispatchingcomponents.

A useror a systeminteractswith theIDD tool via theweb
portal that implementsa simple variant of the negotiation
componentfrom thegenericarchitecture.Thewebportalal-
lows usersto defineso-calledcampaignandpoliciesor in-
voke predefinedcampaigns,andto accessthereportingdoc-
umentsgeneratedby thetool.

The campaignand policies describetop-level discovery
tasks,e.g., “in vestigatethe networkcomprisingthe IP ad-
dressrange 10.4.16-17.*” andconstraints,for example“do
not scanthesubset10.4.16.*before 5 PM” . Thewebportal
translatestheminto complex scanningtasksthatit addsto the
taskspace, which representsoneof two themajorcommuni-
cationchannelsvia which theIDD componentsinteractwith
eachother.

Scanservicesimplementthe executioncomponentfrom
the genericarchitecture. A serviceis a concurrentprocess
executinga specificscantask and working in parallelwith
other services. A servicecan wrap a simple scanningutil-
ity or it canencapsulatea complex AC systemthatexhibits a
similar architectureastheIDD tool. Scanservicescheduling
is asophisticatedexecutioncomponentthatlistensto thetask
spaceandderiveslower-level tasks,e.g.,“scan 10.4.16.123”
or “walk the domainnametree (DNS)of this network”. It
canalsotake a complex task,computeanappropriateparal-
lelizationof thattaskinto asetof subtasksandthenschedule
aperiodicscanof theseparalleltasks,whichwill thenbeexe-
cutedby simplerscanservices.Scanserviceschedulingcom-
municatesthe generatedlower-level tasksto the work space
to which the simpler scanservicesare listening. Eachser-
vicewaitsfor taskmessagesto arrivethatfit its inputrequire-
ments. The work spaceis the secondmajor communication
channel.

Scanservicescommunicatetheirstatusandresultsdirectly
backto the work spaceto which the work monitor is listen-
ing. The work monitor implementsthe observationcompo-
nentfrom thegenericarchitecture.Thework monitorhasto
listento thework spacebecauseit cannotobserve theresults
of thescansby observingonly thenetwork. In fact,noneof
thescanservicesis supposedto have a visible impacton the
network.

The work monitor collectsthe scanresultsfrom the ser-
vicesanddetermineswhetherthe scantaskshave beencor-
rectly executed. The scanresultsand any actual/target de-
viations are communicatedto the task dispatching compo-
nent, which implementsthe deliberation componentfrom
the genericarchitecture. The statusinformation from the
scanservicesis communicatedto the surveillancecompo-
nent,which enablesit to watchtheprogressof thescanning.

The task dispatching componentencapsulatesa sophisti-
cateddeliberationprocessthatanalyzesandsummarizesthe
scanresultsreturnedfrom the variousscanservices.It gen-
eratesthe scanningreportandalsodispatchesnew complex
scanningtasksarisingfrom theresults.For example,whena
DNSscanidentifiesaspecificserver, e.g.,amail server, anew
taskfor aspecificmail serverscanningserviceis derivedand
addedto the taskspace. Thereportingsubcomponentof the
taskdispatching is ableto resolveambiguitiesandcontradic-
tionsin theobserveddata.For example,severalservicesscan
in parallelto discovertheoperatingsystemthatrunsonapar-
ticular machine,but they canreportdifferentresults,which
mustbesummarizedinto a mostaccurateanalysisof thenet-
work.

Thesurveillancecomponentimplementsthefailure recov-
ery processenvisionedin thegenericarchitecture.It merges
threedifferenttypesof information:



1. It observesthework spaceto tracktasksthathave been
addedfor execution.

2. It receives statusnotificationsabout the scanservices
from thework monitor.

3. It receivesprogressinformationfrom thework monitor,
which it comparesto thestatusnotifications.

Two mainfailurescanoccurin theIDD system:First,scan
servicescanbecomedisconnectedfrom the IDD systemand
fail to pick up andexecutea taskfrom the taskspace. Sec-
ond, a scanservicecan start executing,but fail to return a
reasonableresult. The surveillanceprocesstakesan action-
orientedapproachto recoverfrom thesefailures.Whenatask
is addedto thework spaceit builds up anexpectationthat it
shouldreceive statusnotificationsfrom a matchingservice.
If thosenotificationsarenot received, it concludesthat the
serviceis malfunctioningandtriesto restartit. If a scanser-
vicefailsduringexecution,i.e.,thestatusinformationandthe
progressinformationcommunicatedfrom the resultmonitor
do not match, the surveillancecan take action to reconfig-
urethesetof servicesthatis currentlyactiveby eitheradding
anothertaskto thework spacethatwill retriggeranexisting
serviceor trigger a scanservicenot yet active or by making
a serviceinactive that is consideredto malfunction. More
sophisticatedreconfigurationsrequiredeliberationandthere-
foretakeplacevia thetaskdispatching, whichaddsnew com-
plex tasksto thetaskspace.For example,contradictingscan
resultscanleadto theadditionof a differentschedulingser-
vice for repetitivescans.

The AC architecturefor the IDD tool providesa consis-
tent interfacefor interactingwith the tool via thewebportal
componentindependentlyof theconfigurationof servicesthe
systemis running. The pointsof control arewithin the web
portal andthe taskdispatching thataddnew tasksto thetask
space, the scanserviceschedulingthat mapscomplex tasks
into morefine-grainedtasksandaddsthemto thework space
from wherethey arepickedup by thescanservices, andthe
surveillancecomponentthatcanmodify theoperationof the
scanservices.

Thesubsequentfiguresshow thesimplifiedstatemachines
of a very simple schedulingservice,a scanserviceand a
service-specificsurveillanceprocess.Thestatetransitionsare
annotatedwith the messagesthat are sentby the statema-
chine,e.g.,taskspace?complexTaskmeansthatacomplexTask
messageis readfrom thetaskspace, whereasworkspace!task
meansthata messagetaskis sentto thework space.

Figure3: Statemachinefor a servicegeneratinga nondeter-
ministic setof subtasksfor furtherprocessing.

Figure 3 shows a non-deterministicstate machinethat
splits a complex scantaskinto severalsubtasks.How many
subtaskswill have to be generatedis not known at design
time, but only becomesknown at runtimewhenthesplitting
serviceprocessesthecomplex task. Thenumberof subtasks
neededmight for examplebe representedasa parameterin
thespecificationof thecomplex task.

Figure4: Statemachinefor anexamplescanservice.

Figure4 shows a part of the CFSM of a scanservicethat
first executesa port scancommandandthenexecutesa more
specificscancommanddependingon the result of the port
scan.After picking up thetaskfrom thework space, theser-
vice communicatesthe task-specificstatusnotificationsand
scanresultsbackto thework space.

Figure5: Statemachinefor surveilling a service.

Figure5 showsastatemachinethatis usedto supervisethe
serviceshown in Figure4. The cyclic surveillanceprocess
(not shown) spawnssucha service-specificstatemachinefor



eachtask that is addedto the work space.Thesestatema-
chines� wait for the statusnotificationscommunicatedfrom
theworkmonitor. Thesurveillancealsoinstantiatesaspecific
timer for eachrunningscanservice.If a statenotificationis
not received within a certainperiodof time, this timer will
senda timeoutmessage,which causesthesurveilling CFSM
to entera failurestate.This will trigger further recovery ac-
tions. In our example,it simply addsthesametaskagainto
thework space.

Using networks of communicatingautomataallows us to
formally specifythe behavior of eachof the systemcompo-
nentsand formally verify importantpropertiesof their be-
havior usinganautomaticmodel-checkingtool. An example
of sucha behavioral propertyof the IDD systemis that all
componentsshouldterminatein their endstatesonly when
thetaskandwork spaceshavebeenemptied.Owing to space
limitationswecannotdiscusstheverificationissuesin further
detailnor show theCFSMsin their full complexity.

Currently, theapproachis usedat thedesignlevel to spec-
ify andverify the systemcomponents.EachCFSM is then
implementedanddeployedin a distributedsystemincluding
theIBM WebspherePlatform.Thesystemhasbeenusedsuc-
cessfullyto analyzelargecomputernetworkscomprisingup
to hundredsof thousandsof machines.In anext step,weplan
to developan executionenginethat drivesthe entiresystem
andallows us to directly executesystemcomponentsspeci-
fiedat theCFSMlevel.

6 Conclusion
We proposea genericarchitecturefor autonomiccomputing
systemsbasedon communicatingprocessesthateachencap-
sulatea specifichigher-level functionality suchasdelibera-
tion, observation, negotiation, execution, and failure recov-
ery. The computationalmodelwe proposeis a network of
communicatingautomatato implementthe autonomiccom-
puting architecture.Sucha network hasseveraladvantages:
First, communicatingautomataallow the complexity of the
systemdesignto be reducedsignificantly. Symbolic repre-
sentationsyield a compactrepresentationof the statespace
andin particularallow us to apply formal symbolicmodel-
checkingmethodsto verify the behavior of an autonomic
computingsystem.Second,the interactionbetweenthesys-
tem componentsproceedsover locally or globally shared
communicationchannelsthat carry messagesof a particu-
lar type. This yields clearly definedinterfacesbetweenthe
systemcomponentsandtheenvironment,which improve the
interoperabilityof autonomiccomputingsystems.

We demonstratethe approachwith an intelligent device
discoverysystem.Futurework will addressthescalabilityof
theapproachto applicationsystemsin theareaof e-business
processintegrationandautomationbasedonwebservices.A
specificchallengein this areais the existenceof concurrent
processesthatneedto be spawneddynamicallyandtherep-
resentationof businessrulesandpolicies.
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