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Abstract Another problem in the cryptographic case is that one
typically assumes that an adversary can modify messages
Important properties of many protocols are liveness or arbitrarily in transit. For those cases, one can certainly not
availability, i.e., that something good happens now and require that anything good happens. Nevertheless, even for
then. In asynchronous scenarios these properties obviouslyprotocols that do consider such arbitrary corruptions, one
depend on the scheduler, which is usually considered to betypically wants a guarantee of the following forrif: cer-
fair in this case. Unfortunately, the standard definitions of tain messages get through unmodified, then certain good
fairness and liveness based on infinite sequences cannot bthings happen. In order to cope with these problems, we
applied for most cryptographic protocols since one must re- introduce the notion opolynomial fairnessand polyno-
strict the adversary and the runs as a whole to polynomial mial liveness Polynomial fairness states that the scheduler
length. We present the first general definition of polyno- will schedule each message after a polynomially bounded
mial fairness and liveness in asynchronous scenarios whichnumber of steps. Now, polynomial liveness captures that
is suited to cope with arbitrary cryptographic protocols. something good will happen after a polynomial humber of
Furthermore, our definitions provide a link to the common steps subject to the condition that the considered scheduler
approach of simulatability which is used throughout mod- is polynomially fair.
ern cryptography, and we show that polynomial liveness is  We are only aware of one paper that handles polynomial
maintained under simulatability. As an example we presentliveness properties for security protocols: Cachin et al. pre-
an abstract specification and a secure implementation of sented a nice approach for a specific protocol, asynchronous
secure message transmission with reliable channels, andByzantine agreement in [4]. It is shown that an adversary
prove them to fulfill the desired liveness property, i.e., re- cannot make the honest users (altogether) generate a super-
liability of messages. polynomial number of messages for any particular subpro-
tocol run and that the protocol ensures “deadlock-freeness”,
i.e., some progress will eventually be made. However, their
1 Introduction definition was limited to this specific protocol, and apply-
ing the approach more generally presumes a fixed number
of subprotocols and the use of session ID’s (so that one can

If we consider properties of arbitrary protocols, we can p ; .
o i . say “all messages associated to an event have been deliv-
distinguish between liveness and safety properties (accord- "~ . ; o
. o . ered”). We aim at a more general definition. Thus, the fact
ing to the characterization of Alpern and Schneider [1]), be- ) . : .
. X - . . that certain messages get through is defined by letting the
sides confidentiality properties. Informally, a liveness prop- system “run emoty”. i.e. we consider one particular point
erty states that something good eventually happens. one” Py, 1.€., P P

. 7 ; in time, so that neither the honest user nor the adversary
usual problem in asynchronous scenarios is that liveness

depends on the scheduler: if the scheduler never schedulegro.duce any outputs after that time. From t.hen on, the °'.'"y
active machines are the scheduler and the internal machines

certain messages, the good event cannot happen. The stan, .
. . of the system, so the scheduler can deliver all messages that
dard solution (see, e.g., [6]) is to concentrate on so-called :
: have already passed through the adversary (i.e., have not
fair schedulers. Roughly, those guarantee that every mes: . . .
: . ) o S been interrupted in transit), all messages that have been sent
sage is delivered at some point of time in every infinite run . -
of the system over reliable channels etc. We speak of polynomial liveness

For most cryptographic protocols, these definitions can- if the good event then happens in a polynomially bounded
! number of steps.
not be used because one must restrict the adversary and the .
. To the best of our knowledge, the approach of letting
runs as a whole to polynomial length.
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the system run empty has not been used before to proveve only need to let the fair scheduler schedule certain im-
liveness for security protocols. However, in the verification portant channels.

of microprocessors we meet similar techniques. Roughly

speaking, Burch and Dill showed in [3] that certain safety 2.1 General System Model

properties of a pipelined microprocessor hold by letting the Systems mainly are compositions of several machines.
pipelines run empty now and then, which they denoted asygyajly we consider real systems that are built by alget
"ﬂUSh'”Q the pipeline”. _ of machines{My, ..., M, }, one for each user from a set

In this paper, we only consider one run-empty phase. In ,, _ {1,...,n}, and ideal systems built by one machine
principle, the user and adversary could restart outputting ;1.
messages after the good event has happened, so that live- communication between different machines is done via
ness would be extended to multiple good events. However,norts, Inspired by the CSP-Notation [5], we write output
this task is tedious and considered as future work. and input ports ag! andp? respectively. The ports of a ma-

Moreover, we will show that our definition of liveness  chineM are denoted byorts(M). Connections are defined
behaves well under the concept of simulatability which has jpjicitly by naming convention, that is popt sends mes-
asserted its position as a fundamental concept of Cryptograsages tgp?. To achieve asynchronous timing, a message
phy. Precisely, we show that liveness properties are pre<is not girectly sent to its recipient, but it is first stored in a
served under simulatability under certain circumstances, gpecial maching called a buffer and waits to be scheduled.
i.e., liveness properties proved for abstract specifications)t 5 machine wants to schedule tieh message of buffer
automatically carry over to the concrete implementations in 5 ¢his machine must have the unique clock out pot) it
this case. » L simply sends atp“!, see Figure 1. The buffer then sched-

As an example fitting our definition, we present an ab- jes thej-th message and removes it from its internal list.
stract specification and a concrete implementation of reli- |y or case, most buffers are either scheduled by a specific
able secure message transmission. The reliability is con-magter scheduler or the adversary, i.e., one of those has the
sidered as the desired liveness property, i.e., roughly speakg|gck-out port.
ing, every message sent will eventually be delivered. We  agter introducing ports, we now focus on the definition
prove this liveness property for the abstract specification y¢ machines. Our machine model is probabilistic state-
and transfer it to the implementation with the preservation yansition machines, similar to probabilistic /O automata
theorem. as sketched by Lynch [6]. If a machine is switched, it re-

ceives an input tuple at its input ports and performs its tran-
Outline of the paper. In Section 2 we review the under-  sition function yielding a new state and an output tuple in
lying model from [7]. In Section 3 we present our notion of - the deterministic case, or a finite distribution over the set of
polynomial fairness and polynomial liveness, starting with states and possible outputs in the probabilistic case. At each
the basic intuition and moving on to the rigorous definitions. switching step of one particular machine, at most one value
In Section 4 we show that liveness is preserved under sim-can arrive at every input port and the machine can at most
ulatability. The example of reliable cryptographic channels produce one output per port. Furthermore, each machine
is presented in Section 5. Section 6 summarizes the resultshas a bound on the length of the considered inputs which
allows time bounds independent of the environment.

2 The Model for Reactive Systems

In this section we recapitulate the model for probabilistic
reactive systems as introduced by Pfitzmann and Waidner ),
in [7]. Due to lack of space, several definitions will only be
sketched, whereas those that are important for understandef a namenamey € X7, a finite sequencePortsy
ing our upcoming definitions and proofs are given in full of ports, a setStatesyq C X* of states, a probabilis-
detail. All other details can be looked up in the original tic state-transition functiony, a length functioniy
paper. Statesy — (N U {oo})lin(Portsw)l - and setslniy, Finy C

In particular, we repeat the scheduling model in full de- Statesy of initial and final states. Its input set By :=
tail because it is important for the fair schedulers. The (X*)lin(Pertsu)l: the j-th element of an input tuple denotes
specific scheduling aspects needed for cryptographic asynthe input at thei-th in-port. Its output set iSOy :=
chronous systems are that schedulers are “normal” systen{x*)lout(Portsm)l The empty word, denotes no in- or out-
machines, so that they schedule with realistic knowledge,put at a port. y maps each pai(s,I) € Statespm X Im
and that different channels may be scheduled by differentto a finite distribution overStatesy x Om. If s € Finy
machines, e.g., so that local submachines can be repreer I = (¢,...,¢), thenou(s,I) = (s, (c,...,€)) deter-
sented. This is also useful flexibility for liveness because ministically. Inputs are ignored beyond the length bounds,

Definition 2.1 (Machines) Amachineis a tuple

= (namew, Portsy, Statesm, om, Im, Inim, Finn)



i.e., om(s,I) = om(s,I[y,(s)) for all I € Iy, where Scheduler for

(ITia(s))i 7= Lif (o), for all i. o qjbufterd
In the text, we often write M" also for namen. We only -
briefly state here that these machines have a natural realiza-  Sending \ q”?m‘ﬁﬁm Buffer 3
tion as a probabilistic turing machine. machine| ¥ ol 1 K
A collectionC of machines is a finite set of machines S|, |Receiving
with pairwise different machine names and disjoint sets of 7% |machine

ports. Thecompletion[C] of a collectionC is the union of

all machines of and the buffers needed for every channel. Figure 1. Ports and buffers.
A port of a collection is calledreeif its connecting port is
not in the collection. These port will be connected to the
users and the adversary. The free ports of a compléfipn
are denoted afsee([C]). A collectionC is calledclosedif

its completion|C] has no free ports except a special master ().

clock-in portclk®?, i.e.,free([C]) = {clk™?}. Whenever a machine (this may be a buffer) with name

For a closed collection, a probability space of runs ,, ;e\, is switched from(s, I) to (s, 0), we add astep
(sometimes callettacesor executionyis defined. Schedul- (namew, s, I', ', ) to the runr for I’ := I[,, (), except
99 ) 9 . m(s)?

ing of machines is done sequentially, so we have exactlyif s is final or I’ = (¢,...,€). This gives a family of random
one active machin@/ at any time. If this machine has riaples
clock-out ports, it is allowed to select the next message to

be scheduled as explained above. If that message exists, it

is delivered by the buffer and the unique receiving machine For a numberl € N, I-step prefixegun., ;,, , of runs are
is the next active machine. M tries to schedule multi-  defined in the obvious way. For a functién Ini, — N,
ple messages, only one is taken, and if it schedules none ofhis gives a familyun ., = (run e ,,; 1(ini)Jinicmiz- <
the message does not exist, the special master scheduler is

scheduled. Formally, runs are defined as follows.

ports ofg and toq<!. LetM¢s := M’ for the unique
machineM’ with q? € ports(M’). Go back to Phase

run g = (runéymi)imgmé.

Definition 2.3 (Views and Restrictions to Ports) Thew

of a subset) of a closed collection”' in a run r is the
restriction of r to M, i.e., the subsequence of all steps
(namew, s, 1, s',O) where namey is the name of a ma-
chineM € M. Similarly, for a setS of ports, we define the
restrictionr[ s of a runr to the setS, i.e., for every step of
the run, we leave out the namamey, and the states, s,
and restrict the set$ and O to the ports inS. This gives
two families of random variables

Definition 2.2 (Runs) Given a closed collectiof’ with
master scheduleX and a tupleini € Ini g 1= Xy s Inim

of initial states, the probability space alinsis defined
inductively by the following algorithm. It has a variable
r for the resulting run, an initially empty list, a variable
Mcs (“current scheduler”) over machine names, initially
Mcs := X, and treats each port as a variable oveF, ini-
tialized withe except forclk®? := 1. Probabilistic choices

only occur in Phase (1). viewé(M) = (view mi(M))m_emé and

1. Switch current schedulerSwitch machinévics, i.e.,
set(s’, 0) « dm (s, I) for its current states and in- rungls= (rung g, [s)iniemi.

port valuesl. Then assiga to all in-ports ofMcs. and similarly forl-step prefixes. For a singletall = {H}

2. Termination:If X is in a final state, the run stops. we write view ; (H) instead ofview ({H}) for reasons of
readability.
3. Buffer messagedror each simple out-pom! of Mcs,
in their given order, switch buffgs with inputp<~? := 2.2 Security-specific System Model
p!, cf. Figure 1. Then assignto all these portg! and

For security purposes, special collections are needed, be-
cause an adversary may have taken over parts of the initially
4. Clean up schedulinglf at least one clock out-port of intended system. Therefore, a system consists of several

Mcs has a value# ¢, let q! denote the first such port  possible remaining structures. An example of the typical

and assigre to the others. Otherwise letk?? := 1 derivation of these structures from an intended structure and

andMc¢s := X and go back to Phase (1). atrust model will be seen in Section 5. First, the system part
is defined and then the environment, consisting of users and
adversaries.

pr.

5. Scheduled messag&witchq with inputq?? := 9!
(cf. Figure 1), sefy? := gq~! and then assign to all



Definition 2.4 (Structures and Systems) We only briefly state here that several machines can be com-
bined into one single machine (which has the original ma-
X X . _ : chines as submachines), cf. [7] for more details. Moreover,
_collect|on of simple machines (i.e., with only normal e yjey of every submachine remains unchanged by this
in-and output ports and clock-out ports) calledrrect . hination. Hence, we can consider configurations with a
machinesandss C free([M]) is calledspecified ports  se40¢ isers instead of a single user-macHinas well, and

If M1 is clear from the context, lef := free([M]) \ 5. the upcoming definitions work as well with these modified
We callforb(M, S) := ports(M) U S¢ theforbidden configurations.

ports

a) A structureis a pair struc = (M, S) where M is a

b) AsystemSys is a set of structures. It is polynomial- 2.3 Simulatability
time iff all machines in all its collectionsl/ are The definition of one system securely implementing an-
polynomial-time. other one is based on the common conceptriilatability.
o Simulatability essentially means that whatever might hap-
pen to an honest user in a concrete systm),, can also
The separation of the free ports into specified ports and oth-happen in an ideal systefiys,y. More precisely, for every
ers is an important feature of the upcoming security defini- configurationconf, € Conf(Sys,., ), there exists a con-
tions. The specified ports are those where a certain servicdiguration conf, € Conf(Sys;) yielding indistinguishable
is guaranteed. Typical examples of inputs at specified portsviews of the same user in both configurations. We abbre-
are “send message to id” for a message transmission sys- Viate this bySys,.,; >sec Sysiq and we say thabys,.,, is
tem or “pay amount: to id” for a payment system. The “atleastas secure” as the systél;,. A typical situation
liveness definition will only deal with events at specified is illustrated in Figure 2. The notion of simulatability was

ports. introduced in [8] and has asserted its position as a funda-
A structure can be completed to @onfiguration by mental concept of modern cryptography.
adding machinesl andA, modeling the joint honest users ~ However, we do not want to compare a structure

and the adversary, respectively. The macttirie restricted (M1, 51) € Sys,e, With arbitrary structures obys;y, but
to the specified ports, A connects to the remaining free only with certain “suitable” ones. What suitable actually
ports of the structure and both machines can interact, e.g.means can be defined by a mappifgrom Sys,., to the

in order to model active attacks. powerset o0fSys;y. The mappingf is calledvalid if it maps
structures with the same set of specified ports.
Definition 2.5 (Configurations) The upcoming simulatability definition is based on in-

. . ) distinguishability of views.
a) A configurationof a systemSys is a tuple conf =
(M, S,H,A) where (M,S) € Sys is a structure,  pefinition 2.6 (Indistinguishability) ~ Two  families
His a Slmple machine without forbidden pOI’tS, l.e., (Vark)k}EN and (Vaf%)keN of random variables (Or

ports(H) N forb(11, §) = 0, and the completioit := probability distributions) on common domaif, are
[M U {H, A}] is a closed collection. The set of config-
urations is writtenConf (Sys). a) perfectly indistinguishablé=") if for each £, the two

_— L _ . distributionsvar;, andvar’;, are identical.
b) The initial states of all machines in a configuration are i b

a common security parametérin unary representa- b) statistically indistinguishablé ~s),41") for a suit-

tion. This means that we consider the families of runs able classSMALL of functions fromN to R if the

and views of the collectio' restricted to the sub- distributions are discrete and their statistical distances

setinil, = {(1*)ycelk € N} of Inis. We write /

TUN cony AN View conp (M) for the familiesrun ; and A(varg, vary) =

m‘ewé(M) restricted tolm"é, and similar fori-step 1 Z |P(var, = d) — P(var}, = d)| € SMALL

prefixes. Furthermore, we identiffn:’, with N and 2 de Dy

thus write runcons 1, €tc. for the individual random _

variables. (as a function ofk). SMALL should be closed un-
der addition, and with a functiop also contain every

c) The set of configurations éfys with polynomial-time functiong’ < g.
userH and adversanA is called Conf,oy (Sys). The ] o .
index,o, is omitted if it is clear from the context. ¢) computationally indistinguishablg ~p.,") if for ev-

ery algorithmDis (the distinguisher) that is probabilis-
<&
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Figure 2. Example of simulatability. The view
of H is compared.

tic polynomial-time in its first input,

|P(Dis(1k,vark) =1)- P(Dis(lk,varfc) =1)]
€ NEGL.

Intuitively, given the security parameter and an ele-

ment chosen according to eithesr;, or var}, Dis tries

3 Expressing Polynomial Fairness and Live-
ness

In this section we introduce our definitions of polyno-
mial fairness and polynomial liveness in asynchronous re-
active systems. At first, we concentrate on fairness.

3.1 Polynomial Fairness

Usually, a scheduler is calledir if it schedules every
process infinitely often unless this process is only finitely
often enabled. As we already stated in the introduction,
this definition is not suited for schedulers of most crypto-
graphic protocols, since both the adversary and the honest
user are polynomially bounded, and the runs as a whole are
restricted to polynomial length. Hence, the terminology of
infinity does not apply.

What we would like to express is that an enabled pro-
cess will always be scheduled by the master scheduler after

to guess which distribution the element came from. The 5 polynomially bounded numbei(k) of the master sched-

classNEGL denotes the set of all negligible functions,

i.e.,g: N — R>g € NEGL if for all positive polyno-
mials Q, JkoVk > ko : g(k) < 1/Q(k).

We write= if we want to treat all three cases together$

We now present the simulatability definition.

Definition 2.7 (Simulatability) Let systemS$ys, and Sys,,
with a valid mappingf be given.

a) We saySys; >LpPef Sys, (perfectly at least as se-
cure a} if for every configurationconf, = (Ml, S,
H,A;) € Conff(Sys,), there exists a configura-
tion conf, = (M, S,H,A;) € Conf(Sys,) with
(Ms, S) € f(My, S) (and the samél) such that

View cong, (H) = view cong, (H).

b) We saySys, >LIMALL gys, (statistically at least as
secure asfor a classSMALL if the same as in a) holds
With view cong, 1(H) ~saparr viewcons,, (H) for all
polynomiald, i.e., statistical indistinguishability of all

families ofl-step prefixes of the views.

c) We saySys, >LP°Y Sys, (computationally at least as

—secC

secure adf the same as in a) holds with configurations

from Conf? | (Sys,) and Conf, (Sys,) and compu-
tational indistinguishability of the families of views.

In all cases, we caltonf, anindistinguishable configura-
tion for conf,. Where the difference between the types of
security is irrelevant, we simply write/,_, and we omit the

—=sec’

indicesf andsec if they are clear from the context. <

uler’s steps unless the master scheduler reaches its runtime
bound. We start with an intuitive description of how this
can be formalized.

Starting from thet-th view-step ofX in one particular
tracetr (denoted byO, ,.), we search for the first future
time m > ¢ such that the first message pfs scheduled
(denoted by(O,, +r)p«t = 1). Thus, if the buffer is non-
empty, a message will be scheduled from it. Moreover, we
always demand that it is the first clock-out port with non-
empty value (so it will not be ignored by the run algorithm,
cf. Definition 2.2). We denote this number of view-steps
(i.e.,m — t) by wait(t, tr, p9!). Moreover, in order to cope
with the final state oK, we explicitly define this number to
be infinite if the master scheduler never enters a final state,
and if there exists no such outputt. If the master sched-
uler enters a final state after is-th view-step without ever
outputtingl at p?! we define this number to be — .

We denote the scheduler adair for a functionJ : N —

N if the maximum of these waiting times is bounded.by
as a function of.

Moreover, we demand thaf does not connect to an
unspecified port of the system, i.e., we haguats(X) N
forb(M,S) = (. This condition is essential for relating
the definition of polynomial fairness to simulatability, since
the master scheduler can be defined as part of the honest
user in this case, and hence, can remain unchanged in sim-
ulatability.

Let us now turn to the formal definition.

Definition 3.1 (Polynomial Fairness) Let an arbitrary sys-
tem Sys be given. Then a master schedulers called.J-
fair for a structure(M, S) € Sys if and only if the following
holds:



e X does not connect to an unspecified port of the system,ever giving control to the (fair) master scheduler. In this

i.e., we haveorts(X) N forb(M, §) = 0.

e LetO, ., andsS; ;- beX's output and state after theth
switching ofX, respectively, in every considered trace
tr of the configuration. Moreover, Idtinyx denote the
set of final states of. Now we define

wait(t, tr, p!) := oo

if for all m € N: (Om+t,tr)p<1! 7é 1 and Sm+t,tr ¢
Finy, and otherwise

wait(t, tr, pl) :=
minmeN{(Om_,_t’tr)pq! =1V Sm+t,tr S me}.
Then we require that
wait(t, tr, p?!) < J(k)

holds for all tracesir of the configuration, alt € N
andp“! € ports(X).

If a master scheduler ig-fair for a polynomial.J, we call
it polynomially fair. In the following, we will augment a
master scheduleX by the index,;, if it is fair, i.e., we write
Xfair- <&

Remark 3.10ur definition of fairness implies the common

definition of fairness based on infinite sequences (i.e., pro-
cesses which are infinitely often enabled have to be sched

uled infinitely often). By “a process or machifé is en-
abled”, we define that an ingoing buffgrof the machine

M has non-empty content, and the master scheduler coul
schedule this buffer at the moment (i.e., the master sched
uler is switched, and it has the corresponding clockout port

p! for scheduling this buffer). Now according to our def-

inition, this buffer will always be scheduled after at most

J (k) steps for a polynomial and the security parametey

case we cannot guarantee that good things happen since
the fairness condition of the master scheduler is irrelevant.
Instead, we define that certain good things happen if the
system is “run empty”. More precisely, we consider situa-
tions where neither the user nor the adversary produce any
outputs any further from one particular point in time. We
then require that there exists a polynonta| such that the
good event will happen in at mo&ly (k) view-steps o,
counted from that special point in time.

Thus, in order to define polynomial liveness for the over-
all system, we restrict ourselves to those configurations
which prevent outputs of both the user and the adversary
after a particular number of view-steps df More pre-
cisely, we let the honest user count the number of times it
has been switched. If it reaches the “critical” tig, (k),
it outputs a commangkstop) to the adversary and both ma-
chines do not produce outputs any further. We call these
configurationdiveness configurations

From that special point in time, the master scheduler and
the machines of the system are the only active machines in
the configuration, so the master scheduler can try to empty
the system, e.g., to deliver those messages that have already
passed through the adversary and now wait to be scheduled
to their recipient, and those that have been sent over reliable
channels.

However, there is one more problem we have to take care
of. Clearly, we cannot expect the event to happen if the
master scheduler or the honest user enter a final state too

early. Therefore, we assume that the master scheduler and
the honest user run sufficiently long, i.e., we augment our

Odefinition of liveness configurations with lower bour@sg,

Qn on the number of view-steps of the master scheduler and

the honest user.

Definition 3.2 (Liveness Configuration) Let an arbitrary
systemSys and four functionssp, J, @x, Qn: N — N be

i.e., after a finite number of steps. Moreover, if the machine 9iven. Furthermore, let a configuratiornf = (M, 5,

is enabled infinitely often, then the master scheduler must
also be switched infinitely often, so it will schedule the cor-

{H} U {Xrair}, A) € Conf(Sys) be given wheree, is a
J-fair scheduler for(M,.S). We call this configuration a

responding buffer, and therefore the machine infinite times. (fstops -/, @x, @n)-liveness configuratioiif the following

o
3.2 Polynomial Liveness

After introducing the notion of polynomially fair mas-

holds:

e The honest userH has special ports stopy!,
stopy ! which are connected to the adversary, i.e.,
{stopy!, stopy?!} C  ports(H) and stopy? €
ports(A).

ter schedulers, we can now turn our attention to express-
ing polynomial liveness. Intuitively speaking, polynomial
liveness means that some good things will happen after a
polynomial number of steps of the honest user.

However, we cannot expect this to hold for arbitrary con-
figurations. Imagine an honest user and an adversary which
are communicating over the system all the time, without

e The userH has an internal counterount over the
naturals initialized with0. The user first increases
this counter every time it switches, and then checks
whether the counter equats.,, (k). In this case it
outputs(stop) at stopy!, 1 at stop?!. From now on,
the user only reads its inputs, but no longer produces



outputs. Similarly, if the adversary gets an ingstop) 2. The second componefy; !, ..., p, !} is a subset of
at stopy?, it only reads its inputs in the future without the complement of the specified ports of the structure,
producing any outputs. e, {p19,...,p, 1} C S¢. Itindicates which ports
have to be scheduled by the fair master scheduler such

i |
e The useH does not output anything atop,;! except that the evenfeq will eventually happen.

in the above case.

3. The third component is a functign: N — N. Intu-
itively, a system can only run empty and finally fulfill
the desired property if it has not yet run for too long.
In this case, it might exceed its runtime bounds during

e The number of view-steps of the master scheduler
and the honest user is lower-bounded ®y (k) and
Qu(k), respectively, for every trace of the configura-

tion. the extended trace of the configuration before the event
Liveness configurations will be denoted bynf"™¢ = Req occurs. Therefore, we have to bound the point in
(M, S8, {H} U {Xgir}, A, the set of all liveness config- time at which the extended trace may begin. Obviously,
urations of a systerfiys by Conf'™"¢(Sys), and the set of all the runtime of the system depends on the security pa-
polynomial-time liveness configurations ﬁynf:;\éfy(Sys). re;meterk, so this bound is represented as a function
< of k too.

Thus, for a given tracer of a (ftstop, /, @x, Qn)-liveness Finally, a liveness property of a systefps is a mapping
configuration, we will not have any further outputs of both

the user and the adversary after the, (k)-th switching of Psys
the user. We use this point in time to split the trace into (M,8) — (Req,{p1?,..., pnql},ts)(M’S)

two parts, a prefixtr; and a tailextr;, so that we obtain

tr = tr; o extr;. The tail eztr; is called theextended trace  that assigns each structurél, S) a liveness property
or therun-empty phase which is defined 0|(1M, S). O

: Sys —  LiveProp

Remark 3.2If the user has exceeded the timg, (k) he After introducing what polynomial liveness properties are,
will never be able to produce any outputs again. In real life, we have to define what it means that a system fulfills them.
the user will usually resume outputs after the good event hasEssentially, our complete definition states that a structure
happened, e.g., send reply-messages. Our definition couldulfills the liveness property Req, {p1?!,...,pn !}, ts) if

be modified such that both the honest user and the adverthe following holds:

sary are “switched on” again after the good event has hap-
pened. However, this task is tedious because it significantly
complicates our upcoming definitions and the preservation
theorem of Section 4, so we will consider it as future work
only. o

If the ports{p;7!, ..., p, !} are scheduled by &-fair mas-
ter scheduler for an arbitrary polynomia| and if we do not
proceed too far in time (i.e., we only considgg,-liveness
configurations fotts.., (k) < ts(k)) then there are polyno-
mials Qx, @Qu such that the everReq will happen within a
We can now turn our attention to the actual definition of polynomial number of view-steps of the honest user.

polynomial liveness. This will be expressed by using prefixes of the whole run re-

stricted to those ports that connect to the honest user in the

considered configuration, i.e., wWe Writ@n .., . (k)| s

with SH := {p € S | p¢ € ports(H)} and a polynomial

[ (cf. Definition 2.3). In slight abuse of notation, we write

1. First, we have an integrity propertieq (i.e., the good  Req(S") instead of Req(S)[gH, i.e., we restrict the trace
event which we would like to happen) which is repre- to the ports inSH. A system fulfills the overall liveness
sented as a function that assigns a set of traces at theproperty if all of its structures fulfill their liveness proper-
ports in S to each setS with (M,5) € Sys. Infor- ties. Moreover, we will see that there are different grades of
mally speakingReq(S) states which are the “good”  fulfillment. We distinguish betweeperfect statisticaland
traces for the given structurgl/, S). More precisely,  computationalfulfillment depending on whether the good
such a trace is a sequen¢e;);cr of values over port  event will always happen, or only with overwhelming prob-
names andt*, i.e., sets of port-value pairs so that ability, i.e., the probability of failure should be statistically
is of the formw; := J . {p : v} forasubse C § small or negligible in polynomial-time configurations, re-
andv, ; € ¥*. For more details on how integrity prop-  spectively.
erties are expressed and how they behave under simu-
latability in the asynchronous case, we refer the reader Definition 3.4 (Fulfillment of Polynomial Liveness) Let an
to [2]. arbitrary systemSys and a polynomial liveness property

Definition 3.3 (Polynomial Liveness Properties) A polyno-
mial liveness property of a structu(é/, S) € Sys consists
of three components:



psys for Sys be given. Then a structuréMﬁ)
Sys fuffills its polynomial liveness propertyiveReq :
(R€Qa {plq!a RS an!}7 ts) = (PSys(M7 S)

e perfectly (M, S) [=Pf LiveReq) iff V polynomials
J, tstop With tgop < ¢ 3 polynomials@x, @u such
that for all (tstop, J, @x, @n)-liveness configurations
confive = (M, 8, {H}U{X¢air }, A)™e € Conf™(Sys)
with {p19l,...,p,!} C ports(Xsir) the following
holds: all @ (k)-prefixes of the restriction of the run
to the ports inSH lie in Req(S"). In formulas,

S

(P confye e, Quk) [s1)] € Reg(S™)

for all k, where[-] denotes the carrier set of a proba-
bility distribution.

statistically (M, S) =5MALL [LiyeReq) iff V poly-

nomials J, teop With tg0p < tg 3 polynomialsQx,

Qu such that for all €stop, J, @x, @n)-liveness con-
figurations confive = (M, S, {H} U {Xgair}, A)ve €

Conf™(Sys) with {p19!, ..., p, !} C ports(Xsir) the

following holds: the probability thatzeq(S") is not

fulfilled afterQu (k) steps is small, i.e.,

P(run confe k,Qui) [ s & Req(S™))
€ SMALL.

The classSMALL must be closed under addition and
making functions smaller.

computationally((M, ) =P LiveReq) iff V poly-
nomials J, tsiop With teop(k) < ts(k) 3 polynomials
Qx, Qn such that for all polynomial-time §.p, J, @x,
Qu)-liveness configurations witfp; <!, ..., p, !} C
ports(Xsir) the following holds: the probability, that
Req(S") is not fulfilled afterQu(k) steps is negligi-
ble, i.e.,

P(run confie k,0n(k) [ 51 & Req(SH)) € NEGL.

We write(M, S) = (Req, {p1!,...
to treat all three cases together.
Finally, a systemSys fulfills a liveness propertyp sy,
perfectly, statistically, or computationally iff ea¢h , S) €
Sys fulfills (psys(M , §) perfectly, statistically, or computa-
tionally. In this case, we writ&ys H’e'f Psys, €tC. O

,pn 1}, t,) if we want

4 Preservation of Polynomial Liveness under
Simulatability

In this section we show that our definition of polynomial
liveness behaves well under simulatability under certain cir-
cumstances. Usually, defining a cryptographic system start

with an abstract specification stating what the system should
do. After that, this specification can be refined stepwise
with respect to simulatability, which finally yields a secure
implementation. Such a specification is usually monolithic,
i.e., it consists of only one idealized machine which does
not contain any probabilism and has the desired properties
by construction. Thus, it can be validated by formal proof
systems, at least if is not too complex. At this time, we
may wonder whether or not the verification of these proper-
ties made for the ideal specification carries over to the con-
crete implementation. This is essential for modular proofs.
We can answer this question in the affirmative under rea-
sonable assumptions yielding the preservation theorem pre-
sented below.

In the following, we assume two systerfigs,, Sys, to
be given, such thafys, >/ Sys, holds for a valid mapping
f. Moreover, we assume th&ys, fulfills an arbitrary live-
ness propertys,,,. However, we cannot expect the live-
ness property to automatically carry over 49s, if both
systems are completely unrestricted for the following rea-
son: assume that we have given a vatligh,-,-,-)-liveness
configurationconf'*® € Conf™®(Sys, ), so there has to be
an indistinguishable configuratiaanf, € Conf(Sys,) be-
cause ofSys, >/ Sys,. However, it is clear thatonf, is
not necessarily at{.p,,,)-liveness configurations again,
since the adversary is not forced to stop outputting mes-
sages at that particular point in time; in fact, he is not forced
to do so at all. The remaining three parameters are omitted
because they must remain unchanged under simulatability
since they are part of the honest user.

Hitting the spot, simulatability is not forced to map live-
ness configurations of the first system to liveness configu-
rations of the second. Thus, given an arbitraty,{,-,-,)-
liveness configuratiomonsf® e Conf'¢(Sys,), we can-
not exploit our assumptiodys, = ¢sys, by means of
simulatability in order to decide whether or not the con-
sidered liveness property holds for the first system. We
therefore have to restrict our attention to those systems in
which simulatability respects{,p,-,-,)-liveness configura-
tions, i.e., simulatability yields indistinguishablg.,,-,-,)-
liveness configurations by construction. We speakvaf-
ness simulatabilityn this case.

At first glance, this seems to be a quite severe restric-
tion to the considered set of possible systems. However,
indistinguishable configurations are typically derived using
the simulatability variant oblackboxsimulatability. This
means that the adversaiy of the indistinguishable config-
uration is derived by the original adversakyand a simu-
lator Sim which is inserted between the original adversary
and the system. This does not change the communication
betweenA and the honest user, s& handles incoming
(stop)-signals just as the original adversaky Moreover,
Sthe machin&im usually only transmits values from the ad-



versary to the system and vice versa; especially it does notSys,, S0psys, (Ms, S5) =: (Req, {p17),...,pnI},t;) is @
produce any outputs alone by itself. Thus, the complete ad-liveness property fo(M% S,). By precondition, we have
versaryA’, i.e.,A andSim, will not produce outputs any fur- g, — &, so the integrity requiremerteg is well-defined
ther if the original adversary does not, yielding the desired gn (]\}[17 S1). Moreover, we havép;9!, ..., p, !} C S¢if
liveness configuration. Our example of Section 5 belongs and only if {p19,...,pn1} C S5. Therefore, the live-
to that kind of system. All other examples which have been pess pfopeftypsysl(Mh S,) is defined on the structure
proved so far, e.g., secure channels, fair exchange protocoIsQMh S1), SO sy, is a well-defined liveness property of
and secure group key exchange, belong to that kind of SYS~gys,. We now héve to show thatlys, fulfills ¢g,, . The
tem as well. Formally, liveness simulatability is introduced ¢4 proof will be done by contradiction, i.e.l, we will
as follows. show that ifSys, would not fulfill the liveness property, the
two systems could be distinguished.

Assume thatSys, does not fulfill its liveness property.
Thus, there exist polynomialg tsop With te0p < ts such
that for every polynomial§)x, Qn there exists atfop, J,

Definition 4.1 (Liveness Simulatability) Let two arbitrary
systemsSys, and Sys, be given such thasys, >/ Sys,
holds for a valid mapping’. We then callSys, “at least

as secure as”Sys, “with respect to liveness” (written Ox, Qu)-liveness Conﬁguraﬂomonfllive so that the good
Sysy 2/ Sys,) if the following holds: for a givenitop,  gyent does not occur withi@y (k) view-steps of the hon-
J, @x, Qu)-liveness configuration:onf'l've = (M, 5, est user. Because dfys; >/¢ Sys, there is a {sop,
{H} U {Xair }, A1) € Conf™e(Sys,) there exists atfiop, J, Qx, Qu)-liveness configuration:onf'2“’e = (M, S,
J, Qx, QH)-Iivene_:ss configu.ratiorwnf'QIve = (Ma, Ss, {H} U {Xear}, A)live € Comclive(SySQ) for (MQ,SQ) c
{H} U {Xqair}, A2)™ € Conf™(Sys,) yielding indistin- f(My, S1) and for every polynomial)x andQy such that
guishable views for the honest user. As usual, we distin-
guish between perfect, statistical, and computational indis- view conpive ({H} U {Xair}) & view o pive ({H} U {Xgair})
tinguishability. O

) ] ) ] holds. For the sake of readability we abbrevigté} U
We will now show that liveness properties automatically {Xeir} by H and setS = S§; := S». SinceH is a
carry over in case of liveness simulatability, if the impor- ;;nmachine of’, we can apply Lemma 4.1 which yields
tant ports of the master scheduler for achieving liveness aremewwnfnve(H) % view .1 (H). Moreover, the view of
identical in both the considered ideal and real system. Be-in both cé)nfigurations con2tains the tracestt i.e., the trace
fore we turn our attention to the actual preservation theo- is a function of the view, so we finally obtain- v
rem, we state the following, well-known lemma which we '

will n ring the theorem’s proof. . ~ .
eed during the theorem’s proo PUI i | SHAS TUTL oy pive [ .

Lemma 4.1 The statistical distance\(¢(vary), ¢(var})) As usual we have to distinguish between the perfect, sta-
for a function ¢ of random variables is at most tistical and computational case. In the computational case,
A(vary, vary,). O both configurations have to be polynomial-time.

In the perfect case we haveiew,,,m.(H) =
Theorem 4.1 (Preservation of Polynomial Livenedsjt an view e (H') because ofSys, >Fiveret gys, je.,
arbitrary systemSys, and a polynomial liveness property the distributions of the views are identical which yields

psys, De given such thasys, = ¢sys, holds. Further- UM, coppive | SH= TUN o pive [ g BECAUSE of My, Sy) =Pef
more, let a systen$ys, be given withSys, >7ve Sys, ! ¥

) ) . (Req, {p19!,...,pn !}, ts), there exist two polynomials
for a mappingf with S = S whenever(Mz, S2) € QL. Q! such that
f(My,81). Then Sys, | wsys, for all ps,s, with X eH
gosysl(]\?[l, S1) = @Sysz(ﬁ?_fg, S7) for an arbitrary structure [(runmnfgve7k7%(k) [g1)] € Req(S")

(M3, 52) € f(My, S1). RSN o
This holds in the perfect case and in the statistical case. 1t10ldS for every 4o, J, Qx, Qy)-liveness configuration
holds in the computational case if additionally, membership conf5. Thus, for every giventop, J, Q%, Q};)-liveness
in Req(S) is decidable in polynomial time for aHi. O configurationconf'*¢, we have an indistinguishablé,
J, Q% Qy)-liveness configurationonfi'® of (Ma, S5) with
Proof. At first, we show thatyg,,, is a well-defined the above property. Assume now tf'(dlf[l,Sl) does not
Iivgness property forSys,. Let an arbitrary structure fulfill (Req,{p:!,...,pn"},t;). This immediately con-
(M, $1) € Sys, be given. Simulatability implies that for  tradicts the assumption thdrun ., i or i) [s1)] €
every structure(Mli,Sl) € Sysl. therg existy Ms, S2) € Req(SH) while (Pt g 5.1, k) [5)] € Reg(SM), since
J(My, S81). psys, is a well-defined liveness property for T [gn= U e [gn ﬁolds.



In the statistical case, we haveewwnf|liVe(H’) R SMALL life, every usern: usually has exactly one machiig, and
view oonpive (H'),  Which —again yields run,.,,,sive [ gn its machine is correct if and only if the user is honest. The
- 2 1 . . .
ASMALL TUN e [gn.  Thus, the statistical distance machineM,, of useru has special ports.,? andout,,! for
A(1Un e (k) [ 545 T gogise gy [1) 1S @ func- connecting to the user. A standard cryptographic system
; L G Sys can now be derived by tust model The trust model
tion g(k) € SMALL for all polynomialsi. We apply Y

Lemma 4.1 to the characteristic functidm“H @Req(sH) ON cfonS|sts of an:ccess struc;utﬁc anq a channel mO‘F'Q‘-
such viewsy. This gives : If n denotes the number of all participants, thé6C is a

set of subset${ C {1,...,n} denoting the possible sets of
|P(rum congive g1 [ s & Req(S1)) correct mgcf:ir;)es.hFor ea;]:h %téhelre will be eﬁactly ﬁne
H structure built by the machines belonging to the7gefThe
= P(runconie iy [sn & Req(S7)))] channel model classifies every connection as either secure
< g(k). (private and authentic), authenticated or insecure. In the
considered model these changes can easily be done via port
renaming (cf. [7]).
For a fixed setH and a fixed channel model we obtain
| P(rum e . r, k) [5 & Req(SM)) modified machines for every machié, which we refer
" to asM,, ;. We denote the set of them By, (i.e., My =
= P(runnpie k.qr i [sv & Req(S7))] {M.% | u € H}), so real systems are given Sys,.,, =
< g(k). {(My, Sx) | H € ACC}. Ideal systems typically are of the

_ . . form Sysiy = {({THx}, Sx) | H € ACC} with the same
As SMALL is closed under addition and under making sets Sy as in the corresponding real systefys,.,,. The
functions smaller, this gives the desired contradiction. machineTH,y is calledtrusted host

Inthe cgmp_utational_case, we define a distinguighier After this brief review we can turn our attention to the
as follows: “Given a view of machinél, it extracts the  5eqq] reliable system. Both the ideal and real system are
Qi (k) prefix of the user’s view restricted 9" and verifies  paseqd on the systems for secure message transmission in-

if the result lies inkeg(S"). If yes, it outputs), otherwise  yroquced in [7] that we will modify to fit our requirements.
1. This distinguisher is polynomial-time (in the security pa-

rameterk) because the view dfl is of polynomial length, 51 The Ideal System
and membership iReq(S) (and therefore also iReq(SH)) ' y
was required to be polynomial-time decidable. Its advan-
tage in distinguishing is

for every polynomial. If we use the above inequality with
[ := Q}, we obtain

We start with a brief description of the ideal system for
secure message transmission. The system is of the typi-

| P(Dist(1*, view e j,) = 1) cal form Sys;y = {({THx}, Sw)[H € ACC}, ACC is the
T v powerset of{1,...,n}. The ideal machind H;; models
—  P(Dist(1%, view opppe ) = 1) initialization, sending and receiving of messages. A user

— |P(7"U”conf'ive k.0l (k) [gn & Req(SH)) can initialize communications with other users by inputting
Lo " a command of the fornsnd_init) to the portin, ? of TH.
= Plrunconpye kqq e [sn & Rea(S7))]- In real systems initialization corresponds to key generation
If this difference were negligible, then the first term would 2nd authenticated key exchange. Sending of messages to
have to be negligible because the second term iS\&nd L

a userv is triggered by a comman@end, m,v). If v is
is closed under addition. Again this is the desired contra- NONest, the message is stored in an internal arrayHby
diction. (]

and a comman¢send_blindly, 7,1, v) is output to the adver-
sary,[ and: denote the length of the messageand its
position in the array, respectively. This models that the ad-
5 An Example: Secure Message Transmis- versary will see that a message has been sent and he might
sion with Reliable Channels also be able to know the length of that message. The au-
thors speak of tolerable imperfections that are explicitly

In the following we present a specification for secure 9ranted to the adversary. Because of the underlying asyn-

message transmission with reliable channels. Here, relia-cChronous timing modelTHy, has to wait for a special term

bility is considered as a liveness property which the system (receive-blindly, v, ) or (rec.init, u) sent by the adversary
will be proved to fulfill. Moreover, we present a secure im- Signaling that theé-th stored message sent byo v should
plementation. be delivered or that a connection betweeandv should

We start with a brief review on standard cryptographic be initialized, rgspectively. The gs_erwill receive_ inputs
systems and composition (cf. [7] for more details). In real Of the form(receive, u,m) and(rec.init, u), respectively. If



v is dishonestTHy will simply output (send, m, v) to the
adversary. Finally, the adversary can send a messate
a useru by sending a comman@eceive, v, m) to the port
from_adv,, 7 of THy, for a corrupted user, and he can also
stop the machine of any user by sending a comniarugp)
to a corresponding port 6FH;; which corresponds to ex-
ceeding the machine’s runtime bounds in the real world.

Necessary Modification of the System. Roughly speak-
ing, we model reliable channels by providing the trusted
host with additional self-loop channeld,, ,, modeling the
“reliable net” in the real world.

More precisely, we assume a S8t C H? of pairs of
users wheréu, v) € T, states that there is a reliable chan-
nel for sending messages from useto userv. Note, that
we do not restrict ourselves to a symmetric relafign

Coming back to our specification, we model reliable
channels for every paiu, v) € Zy by providing the trusted
host with additional self-loop channefgl,, ,!, rel, ,?} C
ports(THz). The corresponding clock portl, ,“! re-
mains free at first; it will later be connected to the fair mas-

ter scheduler to achieve the desired liveness property. |If

now useru sends a message to userTHy outputs this
message atl,, ,!. This might also be an initialization com-

mand, since its corresponding part in the real world is key
exchange which obviously requires sending the keys to use

r

ally outputs(send_blindly, i, 1, v) atrel, ,!, but it still
schedules the output intended for the adversary.

o If THy receives an inpufsnd_init) atrel,, ,? it does
the same checks as in the “receive-initialization” stage
(the adversary tries to schedule the keys), i.e., it checks
that the machine of userhas not been stopped so far,
that the connection has already been initialized and so
on. If all these checks succeed, it outp(tsc_init, u)
atout,!.

e If THy receives an input(send_blindly,i,l,v) at
rel, »?, it acts similarly as in the above case, i.e., it
performs the test of the “receive-message” stage, and
if all tests succeed it outpufseceive, u, m) atout,!.

After this rather informal definition which we hope to in-
crease basic understanding, we now rigorously define our
system. After that, we briefly sketch the concrete imple-
mentation for secure message transmission along with the
necessary modification to preserve the “at least as secure
as” relation.

Scheme 5.1 (Reliable Secure Message Transmission)

Letn € N, a finite index seE, and a polynomial. € NJz]

be given. L(k) bounds the length of the messages for the
security parametek. Let M := {1,...,n} denote the
set of possible participants, and let the access structure

v. Moreover, the (blinded) message is additionally output .
to the adversary as usual. By now, the blinded message reféwc be the powerset of\1. Moreover, let a family of

X | ) i C .
sides in the self-loop channel buffer and waits to be sched-S€8(Zn)neacc be given such thaly, C H x H. Our
L specification for secure message transmission with reliable
uled. If it is eventually scheduled by the master scheduler,

the trusted host outputs the message to its recipient. Intu—ChanneIS is now a standard ideal system

itively, we can expect some kind of liveness property, since
all of these messages contained in the self-loops will even- ({THz, ) | H < ACC.}‘_ .
tually be delivered, at least if the master scheduler is fair As in the standard standard, localized definition, we have

rel __

Sysig =

and runs sufficiently long.

After presenting the main ideas, we can now turn our at-

tention to the actual modifications of the system. het N
and M := {1,...,n} denote the number of participants

and the set of indices, respectively. Throughout the follow-

ing, let an arbitrary{ € ACC together with the sefy

S D {iny!,out,?,in, ! | w € H}, but additionally, there
are specified portel,, ,“! for every pair(u, v) € Z3.. Thus,
we obtain

St = {iny! out,?,in, ! | u € H}

U {rely | (u,v) € Ty}

be given. As we already stated above, the standard trusted‘-he machineTH,, is defined as follows. WherH is

hostTH,; mainly has to be modified in the “send message”
and “send initialization” transitions. Moreover, we have to
define whatTH4 does if it receives an input at one of the
special new portsel,, ,7 yielding the following modifica-
tions:

e If THy receives an inpufsnd_init) at portin,,?, it ad-
ditionally outputs(snd_init) at rel, ,! for all v with
(u,v) € Ip. However, it still schedules the output
intended for the adversary.

e If TH4 receives an inpufsend, m, v) at portin, 7, it
checks whethefu, v) € 7. In this case it addition-

clear from the context, letd M\ 'H denote the
indices of corrupted machines. The ports Dfl,, are
{in,?,out, !, out, ! | w e H} U {rel, !, rel, 7 | (u,v) €

Ty} U {from_adv,?,to_adv,!, to_adv, ! | u € H}.

Internally, THy; maintains arrayginit;, ,)u,vem and
(stopped,,)uerm Over{0, 1}, both initialized withO every-
where, and an arrafyleliver), , ). e Of lists, all initially
empty. The state-transition function &H,, is defined by
the following rules, written in a pseudo-code language. For
the sake of readability, we exemplarily annotate the first part
of the definition, theSend initialization part, i.e., key gen-
eration in the real world.



Initialization.

e Send initialization:

Assume, that the user wants to generate its encryp-
tion and signature keys and distribute the correspond-
ing public keys over authenticated channels. He can

do so by sending a commarghd_init) to THz. Now,

init, , = 1 andinit, , = 1, output(receive, u,m)
atout,!.

e Stop. On input(stop) atfrom_adv,,? with u € H, set
stopped;, = 1 and outpufstop) atout,!.

<

the system checks that the user's machine itself hasAfter presenting the abstract specification, we now briefly
not reached its runtime bound (i.e., it has not been sketch the concrete implementation for secure message
stopped), and that no key generation of this user hastransmission, and the necessary modifications to preserve
already occurred in the past. These two checks corre-the “at least as secure as” relation.

spond tostopped,, = 0, andinit;, , = 0, respectively.

If both checks hold, the keys are distributed over au- 5.2 The Real System

thenticated channels, modeled by an oufgad _init)

to the adversary. After receiving this command, the
adversary can decide whether it schedules the keys im-of gy

For understanding it is sufficient to give a brief review
The system is a standard cryptographic system

real*

mediately, later on, or even leave them on the channelsgf the form SYS eal = {(MH;SH) | H € ACC}. ACC is
forever. Moreover, the keys are additionally sent over the powerset of\1, i.e., any subset of participants may be

all reliable channelsel,, , for (u,v) € Zy. In our
pseudo-code language this is expressed as follows:

On input (snd_init) at in,?: If stopped; = 0 and
init, , = 0, setinit, , = 1. After that, output
(snd_init) atrel, ,! for every (u,v) € Iy, (snd_init)

atto_adv,!, andl atto_adv,“!.

Receive initialization. On input (rec_init,u) at
from_adv,? with u € M,v € H or (snd_init) at
rely 7. If stopped, = 0 andinit;, , = 0 and[u €
H = init,, = 1], setinit;, = 1 and output
(rec_init, u) atout,!.

Sending and receiving messages.

e Send. On input(send, m,v) atin,? with m € ¥,
[ := len(m) < L(k), andv € M\ {u}: If
stopped,, = 0, init;,,, = 1, andinit; , = 1: If
v € A then{ output(send, m,v) atto_adv,! } else
{i = size(delivery, ,,) + 1; delivery, ,[i] := m. If
(u,v) € Iy it outputs(send_blindly, 7,1, v) atrel, ,!,
(send_blindly, 4,1, v) at to_adv,! and 1 at to_adv,,“!.
Otherwise it outputgsend_blindly, 7,1, v) atto_adv,,!,
1 atto_adv, ! }.

Receive from honest party wu. On input
(receive_blindly, u, ) at from_adv,,? with u,v € H,
i € N or (send_blindly,i,l,v) at rel,,?: If
stopped, = 0, init,, = 1, init,, = 1, and
m := deliver,, ,[i] # |, then outpu(receive, u, m) at
out,!.

Receive from dishonest party u. On input
(receive,u, m) atfrom_adv,? with u € A, m € XT,
len(m) < L(k), andv € H: If stopped, = 0,

dishonest. It uses asymmetric encryption and digital sig-
natures as cryptographic primitives. A usercan let his
machine create signature and encryption keys that are sent
to other users over authenticated channets, ,,. Further-
more, messages sent from useto userv will be signed

and encrypted b, and sent tdM,, over an insecure chan-

nel net, ,, representing the net in the real world. The ad-
versary is able to schedule the communication between the
users, and he can furthermore send arbitrary messages
arbitrary users for a dishonest sender

We now have to implement the modification of the ideal
system in our concrete implementation. This can simply
be achieved by providing additional channels between ev-
ery pair(M,, M,,) of machines with(u,v) € Z3;, and let
the master scheduler schedule it. Now the mackhge
behaves just a¥H4 does, i.e., it additionally sends mes-
sages over these reliable channels. Obviously, these chan-
nels precisely correspond to the channelg , of the ideal
specification, so both system still provide the same func-
tional behaviour for their environment, i.e., for the honest
user and the adversary. It would even be nicer and closer to
the real world if we distinguished between reliable authentic
channels for initialization commands and reliable but non-
authentic channels for usual message transmission. We al-
ready succeeded in this task, cf. [2], but we omit it here due
to lack of space. We will denote the modified real system
by Sysien-

Moreover, if we take a look at the security proof of [7] we
can see that the concrete implementation is derived using
blackbox simulatability, so our preservation theorem can be
applied. Looking at the proof, it is immediately obvious that
this still holds for our modified systems.



If there existd, > € N, such that

{in,!°: (snd.init),in,"1° : 1} C try, (Key generation of; in ¢r;,)
{in,!°: (snd_init),in, 1 : 1} C try, (Key generation ob in ¢r;,)

andls > [y, l4 > Il such that

oc | . . . .
075 _init, ; b7y,
(out (rec_init,u)) € try, (Connection established fromto v in tr,)
out,?¢ : (rec_init,v)) € tr; Connection established fromto  in ¢r;
4 4

then the following must hold. At first, sét= max{l3,14}. Then for every € N,

{in,!° : (send,m,v),in, "1 : 1} Ctr,  (Useru sends a message to v and schedules it)

ANt >1 (after the connection has been established)
Am € XT Alen(m) < L(k) (and the message is valid)

AVt < t: (out,?°: (stop)) & try, (and the machine af has not been stopped)

= (3t € N: (out,?¢: (stop)) € try,  (thenv’'s machine is either stopped in the run)
V 3ty >t (or there is a future time;)

(out,?¢ : (receive,u,m)) € try,) (such that the message will be delivered intr;,)

Figure 3. The formula for  Req(Sy).

5.3 Proof of Liveness e Secondly, we have to specify the set of ports that
should be scheduled by the fair master scheduler.
After introducing the specification, we now want to show For a given setSy, we define this set to be
that it in fact fulfills the desired liveness property, i.e., that {relu,o ! | (u,v) € Tn}.

messages sent by the honest user over reliable channels will
eventually be received unless some internal checka§
fail (e.g., the user has not initialized itself, its machine has
been stopped etc.).

At first, we have to rigorously define the liveness prop- \we can now state our main theorem.
erty pg,.e. Let an arbitrary structur¢{THyx}, 5) €

rel

Sysiq be given. Then the three components of Theorem 5.1 The systensys'S fulfills the polynomial live-
Psyse ({THx}, Sx) are defined as follows. ness propertyg, .« perfectly, i.e., in formulagysts' =rerf

Pysie!: =

e Atlast, the functiort, can be chosen arbitrarily as long
as it is bounded by a polynomial, i.¢.(k) € O(k*)
for a natural number.

e Its first component, the integrity requiremeRitq, is
defined as follows. Consider two usersv, v # v

; rel
such that(u, v) € Z. Informally, a trace is contained Proof. Let an arbitrary structuré{THy }, 5) € Sysig., ar-

in the requirement if the following holds: if both users bitrary polynomials/, tsiop Wth tsiop < £, be given. \iVe
u andv have established a connection (i.e., they have then defmlefvgk) = Qu(k) = taop(k) + J(k)l.' ke
initialized themselves, and both users have received'\'ow’livleet CO”{:' = ({THx}, Sno {H} U {Xnaic}, A) €
the corresponding keys), and the useias not been ~ Conf™“(Sysig) denote an arbitrarytfop, J, Qx, Qu)-

stopped so far, then a valid message sent frota v liveness configuration. We have to show that Ca.u(l.c)
will either be eventually delivered, or the recipient preflers of the restriction of the run to the po#i§ lie in
has been or will be stopped. Req(Sy)-

In our particular case, this means the following: let an
arbitrary pair(u,v) € Zy be given, and assume that the
preconditions ofReq(S3) are fulfilled, i.e., both users
andv have initialized themselves and a connection has been
established between them at tirheNow, useru sends a
command(send, m, v) at THy, at timet > [ and schedules

Formally, this is captured as follows. As usual, the
step of the tracer is denoted byr;. For the consid-
ered setSy, of specified ports, we define that a trdece
of an arbitrary configuration is contained Req(.Sy)
if the formula of Figure3 holds.



it. Moreover, the message is valid and the machine of useris that this input occurs after a polynomial number of view-
u has not been stopped so far. steps of thauser, by now we only showed that it will hap-

If we take a look at the “Send” stage of the machine pen after a polynomial number of view-steps of thas-
TH4;, we can see that all of its internal checks will suc- ter scheduler However, since the usér does not produce
ceed by our above preconditions. Thus, it will output any outputs any further, the master scheduler will always
(send_blindly,,l,v) at rel, ,!. By construction ofTHy be scheduled immediately after the honest user. Thus, the
it only outputs anything atel,, ,! if it obtains inputs of number of view-steps the honest user can perform in the
the form (snd_init) or (send,-,v) atin,?. Since these in- run-empty phase is bounded by the number of view-steps
puts must come from the userand the overall honest user of Xg,;,. Therefore, the message will be received after at
H will stop outputting messages after g, (k)-th view- mostJ (k) - k* view-steps of the honest users, counted from
step, there can be at mast,, (k) messages stored in the the beginning of the run-empty phase, i.e., after at most

buffer rel, . By precondition, the function, (as a func-  tstp(k)+J(k) k" = Qu view-steps in total, which finishes

tion of k) is bounded byk® for a natural number;, so  the proof. u
tstop(K) < ts(k) implies that the number of messages stored fter proving the liveness property for the ideal specifica-
in rel, , is also bounded by”. tion, we now concentrate on the concrete implementation.

We now distinguish between two cases: at first, we as-
sume that the user is stopped before the overall user Theorem 5.2 The real systenfys'e fulfills the polyno-
H stops outputting messages, i.e., before the run-emptymial liveness property g, e computationally, WithDSysrel‘
phase begins. In this casﬂ-lH will output' a command given as in Theorem 4.1. Informul&sﬁiﬂ [=Poly Py
(stop) atout,! and schedule it by construction, so we have

(out, ?¢ : (stop)) € try, for one particulat, € N. Hence,
the requirement is fulfilled in this case, even before the run- pyoof, Obviously, perfect fulfillment of polynomial live-

empty phase begins. . ness implies fulfillment in the computational case. Thus,
At second, we assume that the machine bés notbeen  sing Theorem 5.1, we know th&ys'd, =P ¢ . As

stopped before the run-empty phase begins. Since the adye already stated above, the concrete implementation is at

versary does not produce outputs any further, BHek may  |east as secure as the abstract specification with respect to
only stop a machine after it has been scheduled by the adyjyeness in the computational case iBysrel | >7livepoly
versary, the machine af will not be stopped during the Syst<'. Now the claim follows with Theorerrﬁagj -

iq - 1.

whole run. In this case, we have to prove that the message
m will in fact be delivered.

As we already stated above, the desired message 6 Summary
(more precisely, the ternfsend_blindly,i,[,v)) has been

stored in the bufferel,, ,. Moreover, this buffer can con- We have presented the first general definition of polyno-
tain at most a polynomial number of messages (bounded bymial fairness and polynomial liveness in asynchronous re-
k*). By precondition, the master schedul&y;, is J-fair, active systems. We considered three grades of fulfilling a

hence it schedules the first message of every of its con-given polynomial liveness property: perfect (denoting usual
nected buffers again and again, each one always after afulfillment), statistical (denoting fulfilment up to a statisti-
most.J (k) steps. Sinceel, ,! € ports(Xeir) holds by as-  cally small error probability) and computational (denoting
sumption, the bufferel,, has to be scheduled after at most fulfillment up to a negligible error probability, if all ma-
J(k) view-steps 0fXg;,, S0 the term(send_blindly, i, 1, v) chines have polynomial runtime). Especially the computa-
will be scheduled after at mosk(k) - k* view-steps of  tional case is essential to cope with real cryptography, since
Xeir.  If we now take a closer look at the behaviour of Uusually we can only ensure that good things happen if the
THy in this case, we will see that all internal checks will underlying cryptographic primitives have not been broken,
succeed by assumption (the useis initialized, a connec- ~ which might happen with negligible probability. Our ap-
tion is established, its machine has not been stopped, androach might help to make the important concept of liveness
the messagen has been stored ideliver? ,[i] before). better accessible for systems involving real cryptographic
Thus, TH4, outputs (receive, u,m) at out,!, so we have  Pprimitives. We have shown that polynomial liveness prop-
(out,?¢ : (receive,u,m)) € try, for one particular ime  erties behave well under simulatability under certain con-
t3 > t. Note that our choice of)x and Qy additionally ditions which enables step-wise refinement and modular
ensures that botK,;, andH run sufficiently long for this ~ proofs. Moreover, properties of abstract specifications can
event to happen. be validated by formal proof tools more easily than con-
Now, we are almost finished. The only thing left to show crete implementations, although the polynomial-time limits
t, andJ might make that more complicated for polynomial



liveness than it is for safety properties. As an example fit-
ting our definition, we have presented a specification of se-
cure message transmission with reliable channels. Here, re-
liability is considered as the desired liveness property, and
we have shown that the abstract specification in fact fulfills
this property. Moreover, we have presented a concrete im-
plementation, and, using our preservation theorem of the
previous section, we have concluded that the implementa-
tion also fulfills this liveness property.
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