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Abstract. Enterprise privacy enforcement allows enterprises tormatéy en-
force a privacy policy that the enterprise has decided toptpmoe. An enterprise
privacy policy often re ects different legal regulationgtomises made to cus-
tomers, as well as more restrictive internal practices efehterprise. Further,
it may allow customer preferences. Hence it may be authoradhtained, and
audited in a distributed fashion.

Our goal is to provide the tools for such management of eriserprivacy poli-
cies. The syntax and semantics is a superset of the Enterrigacy Autho-
rization Language (EPAL) recently proposed by IBM. The bad# nition is
re nement, i.e., the question whether ful lling one poli@utomatically ful lls
another one. This underlies auditing of a policy againstldroonew regulation
or promise and transferring data into a realm with a diffeqgolicy. It is also
the semantic basis for composition operators. We furtheredsuch composi-
tion operators for different purposes. Our main focus itambine usability for
enterprises, e.g., by treating multiple terminologiespmplete data, and differ-
ent types of errors and defaults, with the formal rigor neetbemake privacy
compliance meaningful and predictable.

1 Introduction

An increasing number of enterprises make privacy promisesstomers or, at least in
the US and Canada, fall under new privacy regulations. Tarenadherence to these
promises and regulations, enterprise privacy technodogie emerging [8]. An impor-
tant tool for enterprise privacy enforcement is formalizederprise privacy policies
[10,17,16]. Compared with the well-known language P3P [h8nded for privacy
promises to customers, languages for the internal privaagtices of enterprises and
for technical privacy enforcement must offer more postied for ne-grained distinc-
tion of data users, purposes, etc., as well as a clearer sesian

Although the primary purpose of enterprise privacy pobdi enterprise-internal
use, many factors speak for standardization of such psli€iest, it would allow cer-
tain technical parts of regulations to be encoded into swathradardized language once
and for all. Secondly, a large enterprise with heterogesespositories of personal data
could then hope that enforcement tools for all these repasg become available that
allow the enterprise to consistently enforce at least theriral privacy practices cho-
sen by the CPO (chief privacy of cer). Thirdly, with incréagly dynamic e-business,
data will be exchanged between enterprises, and entelisedaries change due to
mergers, acquisitions, or virtual enterprises. Then tlodysipolicy paradigm stressed
in papers like [17] must be enforced. It states that the palicler which data have been
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collected has to govern the use of these data at all times.dl®d requires compati-
ble enterprise privacy enforcement mechanisms. For thessons, IBM has recently
proposed an Enterprise Privacy Authorization Languag@&(PL] as an XML speci-
cation for public comments and possible subsequent inpstandardization.

An enterprise privacy policy often re ects different legadgulations, promises
made to customers, as well as more restrictive internaltipesc of the enterprise.
Further, it may allow customer preferences. Hence it may uibosed, maintained,
replaced, and audited in a distributed fashion. In otherdaoone will need a life-
cycle management system for the collection of enterpris@ay policies. While such
thoughts occur as motivation in most prior work on entegppidvacy policies, no actual
de nitions and algorithms needed for these managemens tuole been proposed.

The overall goal of this article is therefore to provide a poehensive range of tools
for designing and managing privacy policies in an enteepifge do this concretely for
the IBM EPAL proposal. However, for a scienti ¢ paper we cahnse the lengthy
XML syntax, but have to use a corresponding abstract syntasented in [2] (which,
like EPAL, is based on [17]). Our paper re ects recent upgatade between the earlier
abstract [2] and the published speci cation and XML Schefijago that it is currently
as close as possible to EPAL. Further, we do not abstract fmmditions in contrast
to [2] so that we can de ne a semantics for incomplete condiexa, which is useful
both in general practice and speci cally for re nements araimposition of policies
from different realms. In spite of the current closenessRAIE we continue to call the
abstract language E-P3P as in [2] to avoid confusion witlsipés changes to EPAL.

The rst tool we de ne is policy re nement. Intuitively, oneolicy re nes another
if using the rst policy automatically also ful lls the seea policy. It is thus the fun-
damental notion for many situations in policy managemeat.iRstance, it enables
veri cation that an enterprise policy ful lls regulationsr adheres to standards set by
consumer organizations or a self-regulatory body, assgianity that these coarser re-
quirements are once and for all also formalized as a privatigyp Similarly, it enables
veri cation that a detailed policy for a part of the enteg®i(de ned by responsibility
or by technology) re nes the overall privacy policy set byetbompany's CPO. The
veri cation can be done in the enterprise or by external tardj such as [21].

When a policy is rst designed, re nement may be achieved ooastructive way,
e.g., by starting with the coarse policy and only adding itieky certain provably re-
ning syntactic means. However, if a regulation changeshar énterprise extends its
operation to new sectors or countries, the enterprise hayify that its existing policy
still complies with the new or additional regulations. Herecde nition of re nement
between two arbitrary policies is needed. Sticky policiesamother application of gen-
eral re nement: Here data are transferred from the realmr@f policy into another
(where the transfer must of course be permitted by the rdicgp and the second
realm must enforce the rst policy. However, the enforcetrmaechanisms (both orga-
nizational and technical) in the second realm will oftenlm®able to deal with arbitrary
policies for each obtained set of data. In this case, onerealst perform a re nement
test before the data are transferred, i.e., one has to \hgfythe policy of the second
realm re nes the policy of the rst, at least for the restrant of the rst policy to the
data types being transferred.
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Composition is the notion of constructively combining tworoore policies; typ-
ically the goal is that the resulting policy re nes them a&br instance, an enterprise
might rst take all applicable regulations and combine thiro a minimum policy.
A general promise made to customers, e.g., an existing R8Blated into the more
general language, may be a further input. In enterprise plaat support detailed pref-
erences of individuals, such preferences may be yet anpdtitiey to be composed with
the others, yielding one nal policy per individual. (In cwast, simple preferences may
be represented as a set of Boolean opt-in or opt-out ch@oedreated as context data
by conditions within a single policy.) Typical applicat®mwhere detailed preferences
are needed are wallet-style collections of user data fopthipose of transfer to other
enterprises, and collaborative tools such as team-rooms.

Composition is not a simple logical AND for powerful entager privacy policies
as in EPAL, e.g., because of the treatment of obligatiorifgrént policy scopes, and
default values. Moreover, re nement and composition tysiwo basic questions about
the meaning of a privacy policy, which are not answered byatisract semantics of
an individual policy. The rst question is the meaning of asfive ruling in privacy
policies. Intuitively, negative rulings are understootb&ode nite; e.g., if a policy states
that certain data are not used for email marketing, then ol smail marketing should
happen. The intuition is different for most positive rulindf a policy allows third-party
email marketing, it is typically not seen as a promise to altfudo marketing, neither
to the owners of the email addresses nor to the third paHi@sever, if one decides to
representaccess rights for data subjects to their datagsitbe right to see all their data
or to correct mistakes, with the normal policy mechanisimsntthese positive rulings
must be mandatory. The second question is related: If agyripalicy, like EPAL,
is formulated with precedences to enable easy formulatidrnositive and negative
exceptions, then within a policy, neither negative nor pasirules are “ nal”, i.e.,
can be considered isolated from the policy. In contrastpmositions, one may want
to retain an entire original policy as nal. We solve both sheproblems by allowing
mandatory sub-policies. This allows us to distinguish datisions from decisions that
may be overturned by other rules, and thus to representatidbes just discussed. We
extend the notion of composition and re nement to these paad-policies.

Further related literature. The core contribution of new privacy-policy languages [10,
17,16], compared with other access-control language$ieisibtion of purpose and
purpose-bound collection of data, which is essential tegoy legislation. Other nec-
essary features that prevent enterprises from simply ubiigexisting access-control
systems are obligations and conditions on context infdonatndividually, these fea-
tures were also considered in recent literature on accegsotoe.g., purpose hierar-
chies in [5], obligations in [4, 14, 20], and conditions omtaxt information in [22].
However, we need them all in one language, and even for theidiugl features the
detailed semantics needed in practice, such as with mailtgyiminologies, typically
does not exist yet, and thus nor does a comparable toolkityRmmmposition has been
treated before, in particular for access control [6, 7, 915322], systems management
[18], or IPSEC [11]; however none of these papers does itHergeneral policies we
need and several do not have a clear underlying semantiegtilications closest to
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our treatment of incomplete data are those on informatisolasure-minimal negotia-
tion of access-control policies, e.g., [3, 12].

2 Syntax and Semantics of E-P3P Enterprise Privacy Policies

Privacy policies de ne the purposes for which collectedade&n be used, model the
consent a data subject can give, and may impose obligatittogtee enterprise. They
can formalize privacy statements like “we use data of a miaomarketing purposes
only if the parent has given consent” or “medical data cary belread by the patient's
primary care physician”. In this section, we present thdérabssyntax and semantics
E-P3P of IBM's EPAL privacy policy language [1]. Comparedf2], we abstract less
from conditions and obligations, so that we can present &metailed semantics.

2.1 Hierarchies, Obligations, and Conditions

We start by de ning the models of hierarchies, obligatioasgd conditions used in E-
P3P, and operations on them as needed in later re nementscenpositions.

For conveniently specifying rules, the data, users, eicategorized in E-P3P as
in many access-control languages. This also applies toutmopes. In order to allow
structured rules with exceptions, categories are orderéierarchies; mathematically
they are forests, i.e., multiple trees. For instance a usempany” may group sev-
eral “departments”, each containing several “employ€eBs&. enterprise can then write
rules for the whole “company” with exceptions for some “depeents”.

De nition 1 (Hierarchy). A hierarchyis pair (H;> ) of a nite setH and a transi-
tive, non-re exiverelatiorry,  H H,where everir 2 H has at most one immediate
predecessor (parent). As usual we writg for the re exive closure.

For two hierarchieqH;> ) and(G;>g), we de ne

(H;>w) (Gi>g):, (H G)M(>w  >6)s
(H;>n)[ (G>6) =(H[ G (>u [ >c) );

where denotes the transitive closure. Note that a hierarchy ungnot always a
hierarchy again. 3

E-P3P policies can impose obligations, i.e., duties foraherprise. Examples are to
send a noti cation to the data subject after each emergeooyss to medical data, or
to delete data after a given time. Obligations are not atreckin hierarchies, but by an
implication relation. For instance, an obligation to deldata within 30 days implies
that the data are deleted within 60 days. The overall obitigatfor a rule in E-P3P are
written as sets of individual obligations, which must hamerderpretation in the appli-
cation domain. As multiple obligations may imply more thaclke one individually, we
de ne the implication (which must also be realized in the laggiion domain) on these
sets. We also de ne how this relation interacts with vocabyiextensions.
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De nition 2 (Obligation Model). An obligation models a pair (O;! o) of a setO
and a relation! o P(O) P(O), spokenimplies on the powerset dD, where
0! oopforallo, o i.e, fullling a set of obligations implies ful lling allsub-
sets.

For O° P(0), we extend the implication t8° P (O) by ((o1 ! o 02) :,
(\ P(O)! 0 1)). 3

The decision formalized by a privacy policy can depend ortedrdata. Examples are
a person's age or opt-in consent. In EPAL this is represdmyembnditions over data in
so-called containers [1]. The XML representation of thenfolas is taken from [22],
which corresponds to a predicate logic without quanti énghe abstract syntax in [2],
conditions are abstracted into propositional logic, bigtihtoo coarse for our purposes.
Hence we extend E-P3P to be closer to EPAL by formalizing treainers as a set of
variables with domains, and the conditions as formulas these variables.

De nition 3 (Condition Vocabulary). A condition vocabularyis a pair Var =
(V;Scopg of a nite setV and a function assigning every2 V, called avariable a
setScopdx), called itsscope
Two condition vocabulariegar ; = (Vy; Scopg ), Var , = (V,; Scopg) are com-
patibleif Scopg (x) = Scope(x) for all x 2 V1 \ V. For that case, we de ne their
unionbyVar 1 [ Var, :=(Vi[ Vz;Scopg [ Scops).
3

In the future, one might extend this to a full signature ingbese of logic, i.e., including
predicate and function symbols. In EPAL, this is hidden iarede ned functions that
may occur in the XACML conditions. For the moment, we assurgi&en universe of
predicates and functions with xed domains and semantics.

De nition 4 (Condition Language). Let a condition vocabular¥ar = (V;Scope
be given.

— Thecondition languag€ (Var) is the set of correctly typed formulas owérus-
ing the assumed universe of predicates and functions, atitkilgiven syntax of
predicate logic without quanti ers.

— The free variables of a formula2 C(Var) are denoted bfree(c). Here these are
all variables ofc.

- é (partial) assignmentof the variables is a (partial) function : V !

«2v Scopgx) with (x) 2 Scopgx) for all x 2 V. The set of all assignments
for the setvar is written Ass(Var ); that of all partial assignmentéss (Var).

— For 2 Ass(Var), leteval : C(Var) ! f true;falseg denote the evaluation
function for conditions given this variable assignmentisTik de ned by the un-
derlying logic and the assumption that all predicate andction symbols come
with a xed semantics.

3

An important aspect of our semantics is the ability to deaamiegfully with under-
speci ed requests. This means that a condition might notyaduatable since only a
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subset of the variables used in the conditions has beemaskighis is important not
only in federated scenarios as introduced in [9], but als@mf@rall in-enterprise poli-
cies. For instance, some rules of a policy may need the agp@fsan or its employee
role, while for many people no age or employee role is knowth@enterprise. This
typically does no harm because other rules apply to thes®per For such situations,
we will need to know whether a condition can still becoime or false, respectively,
when a partial assignment is extended. Hence we de ne @riens

De nition 5 (Extension of partial assignments).Let a condition vocabularyar =
(V;Scopg be given. If 2 Ass (Var)isdenedonU V, let

Ext(; Var):=f 2 Ass(Var)j8u2U: (u)= (u)g

denote the set ofxtension®f . 3

2.2 Syntax of E-P3P Policies

An E-P3P policy is a triple of a vocabulary, a set of authditwarules, and a default rul-
ing. The vocabulary de nes element hierarchies for datappses, users, and actions,
as well as the obligation model and the condition vocabuR2ata, users and actions
are as in most access-control policies (except that usertypically called “subjects”
there, which in privacy would lead to confusion with datajeats), and purposes are
an important additional hierarchy for the purpose bindihgallected data.

De nition 6 (Vocabulary). A vocabularyis a tupleVoc = (UH;DH;PH;AH;
Var ;OM) whereUH, DH, PH, andAH are hierarchies called user, data, purpose,
and action hierarchy, respectively, aldr is a condition vocabulary an@M an obli-
gation model. 3

As a naming convention, we assume that the components obédutary called/oc are
always called as in De nition 6 wittUH = (U;>y),DH =(D;>p),PH = (P;>p

), AH = (A;>4), Var = (V;Scopgd, andOM = (O;! o), except if explicitly
stated otherwise. In a vocabulary callgdc; all components also get a subscript
and similarly for superscripts. A rule set contains autretion rules that allow or deny
operations. A rule basically consists of one element froohe@cabulary component.
Additionally, it starts with an integer precedence, andsarih a ruling.

De nition 7 (Ruleset and Privacy Policy). Aruleseffor a vocabularyoc is a subset
ofz U D P A C(vVar) P(O) f +; ;9.

A privacy policyor E-P3P policyis a triple (Voc; R; dr) of a vocabularyoc, a
rule-setR for Voc, and adefault rulingdr 2 f +; ; g . The set of these policies is
calledEP3P, and the subset for a given vocabuldi3P (Voc). 3

In EPAL, precedences are only given implicitly by the texwraer of the rules. Hence
our explicit precedences, and the fact that several rule$iage the same precedence,
make E-P3P a superset of EPAL. The rulirgs,and mean "allow', "don't care', and
“deny'. The ruling was not yet present in [2]. In EPAL, it is called “obligate'dagise
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it enables rules that do not make a decision, but only impddéianal obligations. An
example is a global rule “Whenever someone tries to accestatay | want to receive
a noti cation”.

As a naming convention, we assume that the components ofacpmpolicy called
Pol are always called as in De nition 7, andmfol has a sub- or superscript, then so do
the components.

2.3 Semantics of E-P3P Policies

An E-P3P requestis atup{g; d; p; @) which should belongtotheset D P A for
the given vocabulary. Note that E-P3P and EPAL requestsaineestricted to “ground
terms” as in some other languages, i.e., minimal elemetiteihierarchies. This is use-
ful if one starts with coarse policies and re nes them beealsments that are initially
minimal may later get children. For instance, the individusers in a “department” of
an “enterprise” may not be mentioned in the CPO's privacygypbut in the department
privacy policy. For similar reasons, we also de ne the setiearior requests outside the
given vocabulary. We assume a supe&éat which all hierarchy sets are embedded; in
practice it is typically a set of strings or valid XML exprésss.

De nition 8 (Request). For a vocabularNoc, we de ne the set ofalid requestas
Reg(Voc) .= U D P A.Givenasuperse& of the setdJ; D; P; A of all considered
vocabularies, the set afll requestss Req := S*. 3

The semantics of a privacy polidyol is a functionevalp, that processes a request
based on a given, possibly partial, assignment.

The evaluation resultis a pdir, 0) of a ruling (decision) and associated obligations.
Our semantics extends that of [2] in three ways. First, weehavdeal with the new
partial assignments in the conditions of rules. Secontlly,ruling that was added
to the rule syntax gets a semantics; as explained above $eid 10 make obligations
without enforcing a decision. Thirdly, the rulimgmay not only bet, ,or asina
rule, but alscscopeerror or conict _error . This denotes that the request was out of
scope of the policy or that there was a con ict among applieables. The reason for
distinguishing these errors is that out-of-scope errandeeeliminated by enlarging the
policy, in contrastto con ict errors. This will become imgpant for policy composition.

The semantics is de ned by a virtual pre-processing thablaisfthe hierarchies and
a request processing stage. Note that this is only a compatgtidn of the semantics
and not an ef cient real evaluation algorithm.

De nition 9 (Unfolded Rules). For a privacy policyPol = ( Voc; R; dr), theunfolded
rule setUR(Pol) is de ned as follows:
URdown(Pol) := f(i;u®d%p®a%c;o:r)j9(i;u;d; p;a;c;0;r) 2 R
withu yu®rd pd®rp ppPra A a%;
UR(Pol) := URdown(Pol)
[f (;u%d%p%a%c0; )j9(i;u;d;p;a;c;o; ) 2 URdown(Pol)
withu® gurd® pdrp? ppra aag
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Note that "deny'-rules are inherited both downwards andarp® along the four hier-
archies while “allow'-rules are inherited only downward@ige reason is that the hier-
archies are considered groupings; if access is forbiddan ®lement of a group, it is
also forbidden for the group as a whole.

Next we de ne which rules are applicable for a request givpatial assignment of
the condition variables. These (unfolded) rules have tlee dsita, purpose, and action
as in the request. Positive rules are only de ned to be agpleif they evaluate tyue
for all extensions of the partial assignmentNegative and don't-care rules are de ned
to be applicable whenever the conditions could still bectmne. For instance, if a rule
forbids access to certain data for minors, a child shouldeaible to obtain access by
omitting its age, and obligations from don't-care rulesd¢bildren should apply.

De nition 10 (Applicable Rules). Let a privacy policyPol = ( Voc; R; dr), a request
g=(u;d;p;a) 2 Reg(Voc), and a partial assignment 2 Ass (Var) be given. Then
the set ofapplicable ruless

AR(Pol;q; ) :=
f(i;u;d;p;a;c;0;+) 2 UR(Pol)j8 2 Ext(; Var): eval (c)= trueg
[f (i;u;d;p;a;c;o;r) 2 UR(Pol)jr 2f ; g”
9 2 Ext(; Var):eval (c)= trueg:
3

For formulating the semantics, we need the maximum and numirprecedence in a
policy.

De nition 11 (Precedence Range)For a privacy policyPol = (Voc;R;dr), let
max(Pol) :=maxfij 9(i;u;d;p; a;c;0;r) 2 Rg, and similarlymin (Pol). 3

We can now de ne the actual semantics, i.e., the result ofjaast given a partial as-
signment. Recall that rules with rulingare provided to allow obligations to accumulate
before the nal decision; this is done in a sBt..

De nition 12 (Semantics). Let a privacy policyPol = (Voc; R; dr), a requesig =
(u;d; p; @ 2 Req, and a partial assignment 2 Ass (Var) be given. Then thevalu-
ation resulf(r; 0) := evalpg (q; ) of policyPol for gand is de ned by the following
algorithm, starting witho,ec := ;. Every “return” aborts the algorithm.
— Out-of-scope testindf q 62Req(Voc), return(r; o) := ( scopeerror ; ;).
— Processing by precedender each precedence level := max(Pol) down to
min (Pol):
Accumulate obligationsFor each applicable rule(i;u;d;p;a;c;o%r) 2
AR(Pol;q; ), SetOacc = Oaec [ O°
Conict detection. If two conicting rules (i;u;d;p;a;c;;01;+) and
(i;u;d;p;a;cp; 00; ) existinAR(Pol;q; ), return(conict _error;;).
Normal ruling.If at least one rulgi; u; d; p; a;c;o%r) 2 AR(Pol;q; ) with
r 6 exists, returrn(r; Ogcc).
— Default ruling.If this step is reached, returfr; 0) := ( dr; Oacc).

We also say that polickol rules(r; o) for gand , omittinggand if they are clear
from the context. 3
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3 Re nement of Privacy Policies

In this section, we de ne the notion of re nement for E-P3Hipies. As explained in
the introduction, re nement is the foundation of almost@plerations on policies. We
further de ne policy equivalence and show that it equalsumalte nement.

Re ning a policyPol; means adding more details, both rules and vocabulary, while
retaining its meaning with respect to the original vocabul®ur notion of re nement
allows policyPol; to de ne a ruling ifPol; does not care. Additionally, it is allowed to
extend the scope of the original policy and to de ne arbitrales for the new elements.

In all other cases, the rulings of both policies must be idgahtThis also comprises
the rulingcon ict _error . For new elements however, we have to capture that if they
are appended to the existing hierarchies, there could apislicable rules for these
elements if they were already present, and newly added falékese elements could
in uence existing elements as well. As an example, a rulaf@fepartment” may forbid
its “employees” to access certain data for marketing puepasow if a new employee
is added, this rule should as well be applicable; furtheemde ning a new rule for
this case with higher precedence, e.g., granting the newoses an exception to the
department's rule should obviously not yield a re nemeny amore. In our de nition
of re nement, we therefore do not evaluate each policy omw® vocabulary but on
the joint vocabulary of both policies. Since joining two abalaries, i.e., joining their
respective hierarchies, might not yield another vocaluiae introduce the notion of
compatible vocabularies.

De nition 13 (Compatible Vocabulary). Two vocabularie&/oc; andVoc, are com-
patibleif their condition vocabularies are compatible and all aechy uniondUH 1 [
UH,,DH,[ DH,,PH.[ PH,,andAH ;[ AH ;, are hierarchies again.
We de ne theunion of two compatible vocabularies &%oc; [ Voc, := (UH 1 [
UH 5; DH]_[ DH2;PH1[ PHZ;AH;L[ AH2;Var1[ Varz;OM]_[ OMz)
3

Dealing with the respective obligations is somewhat mofeult. Intuitively, one
wants to express that a ner policy may also contain re netigaiions. However, since
a re ned policy might contain additional obligations, wbkas some others have been
omitted, it is not possible to simply compare these oblaadiin the obligation model
of the original policy. (Recall that we also use re nementctumpare arbitrary poli-
cies; hence one cannot simply expect that all vocabularg péithe re ned policy are
supersets of those of the coarser policy.)

As an example, let the obligation model of the coarser patimytain obligations
0 = “delete in a week” and; = “delete in a month” with the implicatioa! o, 0;. The
re ned policy containsy, = “delete immediately” and as above witlo, ! o, 0. Now
0, should be a re nement aof;, but this cannot be deduced in either of the obligation
models. Hence both obligation models have to be used,neha, ! o, 0! o, 01.
We de ne this abligation re nementin order to obtain a meaningful re nement from
the point of view ofPol 1, the relation o, has to be certi ed by a party trusted by the
maintainer ofPol ;.

De nition 14 (Obligation Re nement). Let two obligation model¢O;;! o,) and
(o} O; fori = 1;2 be given. Them, is a re nementof o;, written o, 0, iff



110 Michael Backes, Birgit P tzmann, and Matthias Schunter

the following holds:
90 01\ 0,: 0! 020! 0; O1:

We are now ready to introduce our notion of policy re nement.

De nition 15 (Policy Re nement). Let two privacy policie®ol; = (Voc;; R;;dr;)
fori = 1;2 with compatible vocabularies be given, and Bel; = (Voc;;R;;dr;)
fori =1;2, whereVoc;, = (UH1[ UH2;DH [ DH2;PH1[ PH2;AH 1 [ AH 3;
Vari; OM ;). ThenPol, is a re nementof Pol;, written Pol, Pol,, iff for every
assignment 2 Ass (Vari [ Var) and every authorization requegt2 Req one of
the following statements holds, whére; 0;) := evalpo (q; ) fori =12

— (ry;01) =(r2;00) = (conict _error;;).
— (r1;01) = ( scopeerror ;;).

—-rp2f+; g andr, = r; ando, 0.
—ry= andrp,2f+; ;g ando, o5.

3

Besides this rather strict notion of re nement, we can alsmnd a notion ofweak
re nement denoted by~, where the re ning policy may be less permissive than the
original policy. The only difference to De nition 15 is that is treated like in the
fourth statement instead of like in the third statement. Weak re nement corresponds
to the intuition that a policyPol, implements a privacy promise or requirement to use
data at most for certain purposes, so that a re ning poioy, can only restrict that
usage. However, while weak de nition prevents misuse, ésloot preserve guaranteed
access rights: For instandegl; may guarantee an individual the right to read her data
while policy Pol, does not. Strong re nement therefore seems the more usefidm
for E-P3P with its 3-valued logic where meaning “don't-care’, is also a valid ruling.
In contrast one might choose weak re nement for a 2-valuditptanguage with only
the rulings+ and . We therefore concentrate on strong re nement.

After re nement, we now introduce a notion of equivalenceoficies. Similar to
policy re nement, we start with the equivalence of obligets.

De nition 16 (Obligation Equivalence). Let two obligation model$¢O;;! o,) and
(o} O; fori = 1;2 be given. Themm; and o, are equivalentwritteno; 0, iff
0 O0pandoy 0. 3

The relation is clearly symmetric.

De nition 17 (Policy Equivalence). Two privacy policiedol; and Pol, with com-
patible vocabularies areequivalent written Pol; Pol,, iff for every assignment
2 Ass (Vari[ Var;) and every request2 Reqwe have

ri=rpando, 0o

for the evaluation resultér1; 01) := evalpg ,(0; ) and(rz;02) := evalpo,(q; ). 3
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Clearly, policy equivalence is a symmetric relation, sioblgation equivalence is sym-
metric. We can now establish the following theorem.

Theorem 1. Two privacy policiesPols, Pol, are equivalent if and only if they are
mutual re nements. Formally,

Pol, Pol, , Pol; Pol, » Pol, Pol;:
2

Proof. Let an assignment 2 Ass (Vari [ Var;) and an authorization request
g 2 Req be given. Note thaPol; Pol, implies Reg(Voci) = Reg(Vocy), as
otherwise there existg 2 Req(Voci) n Reg(Voc,) without loss of generality such
that evalpo,(Q; ) = (scopeerror;;) 6 evalpy,(q; ). Similarly, we can show
that Pol 1 Pol, ~ Pol, Pol; implies Reg(Voc,) = Req(Vocs), as forg 2
Req(Voci)nReg(Voc, ), we haveevalpg , (q; ) = ( scopeerror;;) 6 evalpg, (0; ),
which contradict®ol,  Pol;. Therefore, we haveol; = Pol, fori = 1;2, with
Pol; asin De nition 15, i.e., we can consider the evaluatiorPol; instead ofPol; to
show re nement. Hence l€t;; 0,) := evalpg, (q; ) = evalpo|i (q; )fori=1;2be
the corresponding rulings.

“) 7 Since policy equivalence is symmetric, it is suf cient thav thatPol, re nes
Pol;. If (r1;01) = (conict _error;;) then also(r,;0,) = (conict _error;;)
becausd?ol;  Pols. If (ry;01) = ('scopeerror;;), nothing has to be shown.
Now letr; 2 f+; ; g . Policy equivalence implies, = r; ando,  0g; this is
suf cient for re nement.

“( " We distinguish the following cases:

(r1;01) = (conict _error;;). Then we also havér,;0,;) = (conict _error;;)
sincePol; re nesPol;. Thisimplieso;  0,.

(r1;01) = (' scopeerror;;). If r, 6 r; we immediately obtain thaol; is not a
re nement of Pol,. Thusr, = scopeerror. This implieso, = ; and thus
[0 0.

ri 2f+; g . Thenr, = ry sincePol, re nesPol;. Further, sincéol; andPol ,
are mutual re nements, we haeg 0, ando, 0; and thuso, 0.

ri = . Assume for contradiction thap 2 f +; ;scopeerror ;con ict _error g.
In this casdPol; is no re nement ofPol, any longer. Further, as in the previous
case,we have; 0, ando, o0;andthuso; 0.

4 Composition of Privacy Policies

In this section, we introduce two notions of composition 6P8P policies, i.e., the
merging of two somehow compatible policies.

In an enterprise, policies may be de ned on multiple levela management hierar-
chy. A chief privacy of cer (CPO) may de ne enterprise-wideandatory policy rules
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that implement the applicable privacy laws. In additiore ®@PO can de ne defaults
that apply if a department does not de ne its own rules. A depant can then de ne
its own privacy policy rules. These rules override the di¢tfaules but are overruled by
the mandatory rules of the CPO. In order to allow such digteid authoring and main-
tenance of privacy policies, we now introduce a notion ofiggotomposition. If two
policies are composed, both rule-sets are enforced. Byidg that one policy has a
higher precedence than the other, one can de ne one waydtveeson icts. For such
precedence shifts and for dealing with default values, \&é stith the notion of the
normalizationof a policy.

4.1 Policy Normalization

Recall that the default ruling of a policy determines theulieg no rule applies for

a given request although the request is in the scope of theyp@Vhen composing
policies, different default rulings must be resolved r¥tis is simple if the scope is
the same or the default ruling is the same. To resolve the ctaakenging cases, we
rst convert the default ruling of a policy into a set of norhrales. These new rules
have the default ruling as their ruling, lowest precedeno@pbligations and conditions,
and they cover the root elements of all hierarchies.

De nition 18 (Policy with Removed Default Ruling). Let Pol = (Voc; R; dr) be a
privacy policy and 2 Z. Then thepolicy with removed default rulinépr Pol wrt. i is
the following policymDR (Pol;i):

Ifdr = ,thenrmDR(Pol;i) := Pol.

Else for every hierarch)XH = (H;> ), letroots(XH) := fx 2 H j:9 x02
H:x%>y xg. ThenrmDR (Pol;i) := ( Voc;R% ) withR%:= R[ DR and

DR := f(iju;d;p;a;;;;;dr) u2roots(UH)” d2 roots(DH)
A p 2 roots(PH) ™ a2 roots(AH )g:

We abbreviatemDR (Pol) := rmDR (Pol; min(Pol) 1). 3

We now show that a policy with removed default ruling is equéwt to the original
policy if i is smaller than all the precedences in the original policy.

Lemma 1. LetPol = (Voc; R; dr) be a privacy policy and 2 Z withi < min(Pol).
ThenrmDR (Pol;i) Pol. In particular, this impliesmDR (Pol)  Pol. 2

Proof. Let a request| 2 Reqand an assignment2 Ass (Var) be given. Sincéol
andrmDR (Pol) have the same vocabulary, we can show re nement using tHa-eva
ation of Pol andrmDR (Pol) instead ofPol andrmDR (Pol) as de ned in De ni-
tion 15. Equal vocabularies also imply that either bothgie$ rule(scopeerror ; ;) or
none of them.

If Pol rules(conict _error;;) then so doesmDR (Pol; i), since the rules ilDR
have lower precedence than all rulesRn Furthermore, all rules ilDR have iden-
tical ruling; hence they cannot induce a con ict error. Theither both policies rule
(conict _error;;) or none of them.
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Ifarule fromR applies to this request, it applies for both policies, sienery rule
of Pol is also contained in the ruleset ohDR (Pol;i). Moreover, every rule ilbR
has lower priority than by construction. Hence neither a rule@R nor the default
ruling applies. Thu®ol andrmDR (Pol; i) output the same pa(r; 0). Conversely, if
arule 2 DR applies, this means that no ruleRfapplies, but the request is in scope
of the policy. In this cas@ol outputs(dr; o,c), Whereoye is the set of obligations
accumulated while processifiy The policyrmDR (Pol;i) applies the rule, which
also yieldd(dr; 04cc) since no obligation is added by any ruleDir. L]

Next, we introduce an operation for changing the precedehtee rules of a policy,
e.g., to overcome possible con icts when merging the poligth another one. As a
collective change for all rules seems useful, we de ne agueace shift, which adds
a xed number to the precedence of all rules in a policy. Thiparticularly useful for
the example at the beginning of this section, where the degat policy can be shifted
downwards to have lower precedences than the policy of ti@. CP

De nition 19 (Precedence Shift).Let Pol = (Voc; R;dr) be a privacy policy and

j 2 Z.ThenPol + j := (Voc;R + j; dr) withR + j := f(i + j;u;d;p;a;c;o;r) j
(i;u;d;p;a;c;o;r) 2 Rgis called theprecedence shifif Pol byj. We de nePol

j = Pol+( j). 3
Lemma 2. A privacy policyPol is equivalenttdPol + j forall j 2 Z. 2

Proof. By Theorem 1, it is suf cient to show th&ol re nesPol + j forallj 2 Z.

Letj, arequesti 2 Req, and an assignment 2 Ass (Var) be given. By con-
struction, the rules that apply to this requesPiml andPol + j can only differ in their
precedence. Furthermore, if a rule applie®wl, it also applies after the precedence
shift, since the precedencealf rules inPol + j has been shifted similarly. Applying
the same rule in both policies in particular yields the sagteo$ obligations. Hence
Pol re nesPol + j. [

We now de ne the normalization of a policy. This correspotwla precedence shift
yielding a default ruling of preceden@eNormalized policies are used in the de nition
of the ordered composition of two policies de ned below.

De nition 20 (Normalized Policy). LetPol be a privacy policy. Thenormg(Pol) :
rmDR (Pol  min(Pol) + 1;0) is called thenormalized policyfor Pol. 3

Lemma 3. For every privacy policyol, we havenormg(Pol)  Pol. 2

Proof. By de nition, the precedence of all rules ormg(Pol) is greater thaf. Hence
the claim follows from Lemmas 1 and 2. [ ]
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4.2 De nition of Composition

We now have the tools ready to turn our attention to policy gosition. The simplest
case of merging two policies with compatible vocabulargeticompute the union of
the two rule sets. This direct composition assumes that theegences used in both
policies have a common meaning. However, translating tfeutteruling of a policy is
tricky: If elements are in the scope of only one policy, théadé# ruling of this policy
should apply. If elements are covered by both policies, acdretween the two default
rulings needs to be resolved.

De nition 21 (Direct Composition). Let Pol; and Pol, be two privacy policies
with compatible vocabularies. Let := min f min (Pol1); min (Pol,)g and Pol? :=
(Voci;RY ) := rmDR (Pol;;m) fori = 1;2. Then

[
Pol;  Pol, :=(Vocy [ Voca;RY[ RY; )
is called thedirect compositiorof Pol; andPol . 3

In our second type of composition, the rules of one policyelR®l, should be applied
preferably. Hence the rules of the other policy are downggadcsing a precedence shift.
This also applies to the default ruling of the preferred@gii.e., the downgraded policy
is only used where it extends the scope of the preferredypdlicif no rule of the
preferred policy applies and the default ruling is

De nition 22 (Ordered Composition). Let Pol; and Pol, be two privacy policies
with compatible vocabularies. LéVoc;; R ) := rmDR(Pol; max(Pol;) 1),
and(Voc,; RY; ) := norm o(Pol,). Then

[ 00 0
Pol; < Poly :=(Vocy [ Vocy; RYT R3; )
is called theordered compositioof Pol; underPol. 3

By the intuitive introduction to ordered compositions, adered composition should
serve as a re nement é¢fol,. This is captured in the following lemma.

Lemma 4.dFor all privacy policiesPol, and Pol, with compatible vocabularies, we
havePol; < Pol, Pol,. 2

Proof. Let Pol; =: (Voc;;R;;dr;) fori := 1;2, and we use all notation from De -
nition 22. Let a requegt = (wd; p; d) and an assignment 2 Ass (Vari[ Vary)

be given. LelPoIZSand(Poll < Polzé be de ned according to De nition 15. Note
further that(Pol; < Pol,) = Pol; < Pol, since their vocabularies are equal. We
distinguish four cases:

1. Pol, rules(conict _error;;): In this case, two rules of the same precedeince
collided in Pol,. Sincei is larger than the precedence of any ruleR§Pby the
shifts, we also get a con ictifPol; < Pol,, and an outpufcon ict _error ; ;).

2. Pol, rules(scopeerror ;; ): Nothing has to be shown for this case.
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3. Pol, rules(ry; 02) with r, 6 : This means that a ruléz; u; d; p; a; g; 02;r2)
from R is applicable. Because of 6 the evaluation function will stop at the
precedence levép. Since the precedencesRfCare always less then zego by con-
struction whereas, 0 by normalizatiqn, the same rules appliefiol; < Pol,
and we obtain identical outputs, i.809l; < Pol; also ruleqr,; 02). Note that sev-
eral rules might have aIreagy occurred that added obligatimly. However, they
occur in bothPol, andPol; < Pol, and hence do not cause any harm.

4. No rule ofRY ts the current request, but the request is in the sgopBalf,. In
this case, the (expanded) default rulingRafl, applies for botHPol; < Pol, and
Pol,, since this ruling has higher precedence than any ruR%If dr, 6
both policies rulq ;0,) for some obligation set,, which is again equal for both
policies since they processed the same set of rules so fdrpIf=  then the
evaluation function gtarts searching for matching ruleR{f HerePol, outputs
( ;02), wheread?ol, < Pol; outputq(r; op[ 0;) forsomer ando;  O;. Inorder
to prove re nement, we obtaioy [ 0, ! o, 0, becauseod, 0] 0p. Thisfurther
implieso; [ 02 ! 0,[ 0, 02. Because ob, ! o, 0, we obtaino, [ 02 ! o,[ 0,
02! o, 02, which provesre nementsinog 2 O, = (O [ Oz)\ Os.

The composition operators ful Il certain laws:

Lemma5 (Laws for Policy Composition).Direct composition is commutative and
ordered composition is associative, i.e., for all privaofipiesPol; fori = 1;2; 3with
pairwise compatible vocabularies, we have

[ [
Pol, Pol, Pol, Pol;

[
Pol; < Pol, = PO|3 Pol; < Pol, < PO|3
2

Proof. (Sketch) The commutativity part is obvious. We now show §&Daiati\§'ty part.
The composition of vocabularies is associative. For thesetls(Pol, < Pol;y) < Pols
yields a ruleset wher@ is the lgwest precedence Bblz and higher than the highest
precedence dpol,, whilePol; < (Pol, < Pol3) yields a ruleset wher@is the lowest
precedence oPol, and higher than the highest precedencéof;. By shifting the
second ruleset bynax(Pol,) min(Poly)+1 one obtains aruleset thatis identical, and
thus clearly equivalent, to the rst set. Since this preceseshift retains equivalence,
the second ruleset is equivalent to the rst ruleset. L]

5 Two-Layered Privacy Policies

An enterprise must abide by the law. In addition, the condiest an individual has
granted when submitting data to an enterprise is mandatahglaould not be changed.
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In contrast, unregulated and non-promised issues can bly flecided by the enter-
prise, i.e., enterprise privacy practices can be changdideb@PO or the administrators
of the enterprise. In order to re ect this requirement, weviiatroduce a distinction be-
tween mandatory and discretionary parts of a policy. Thpsagents a modal view of a
policy semantics [18]: The mandatory partistbe adhered to under any circumstances,
the remaining paninaybe adhered to. We capture this view by introduding-layered
policies

The real value of this notion lies in new possibilities fomgoosition that cannot
be captured by just taking the ordered composition of therdinary part under the
mandatory part.

5.1 Syntax and Semantics of Two-Layered Privacy Policies

Syntactically, a two-layered policy is simply a pair of (@fuprivacy policies. The rst
element is the mandatory part and the second element thetilisary part.

De nition 23. A pair Pol = ( Pol; Poly) of privacy policies with compatible vocab-
ularies is called awo-layered policy The policyPol; is called themandatory parbf
Pol, andPol, thediscretionary part 3

The semantics of such a two-layered policy is described adgarithm, given an au-
thorization request 2 Regand an assignment2 Ass (Var [ Var):

— Evaluate mandatory polic¥valuate the requegtunderPol 1, yielding(ry; 01).

— First policy dominatedlf r; 62 f ; scopeerror g, output(ry; 01).

— Evaluate second policyf ry; 2 f ;scopeerror g, evaluate the requestunder
Pol,, yielding (r,;0.). If r, = scopeerror andr; = , output(ry;01), else
output(rp; 01 [ 02).

This captures the intuition thd&ol, is mandatory: Only ifPol; does not care about
a request, or if it does not capture the request, the discraty partPol, is executed.
Note that the mandatory part can still be used to accumuldigations, e.g., for strictly
requiring that every employee has to send a noti cation todriher manager before a
speci c action.

We now show that the resulting semantics is the same as tlweitlefed composi-
tion, as one would expect. Recall, however, that the contipasiperators make use of
the fact that a two-layered policy retains the informatidrick parts were mandatory.

Lemma 6. For Pol := (Poly;Pol,), the two-layered se§1antics is equivalent to the
ordinary semantics of an ordered compositi®tml  Pol, < Pol;. 2

Proof. We have to show that evaluation Bbl andPolC := Pol, S Pol; always re-
turn the same ruling and equivalent obligations. . Let usassume that the evaluation
of Pol outputs(ri;01) withry 2 f +; g (rst policy dominates), i.e., the request was
in the scope oPol; and produced a rulingg or . Hence when evaluatingolC, only
higher precedence rules Bbl; are used an&olC also outputgri; o).

Let us now assume that = scopeerror in Pol. Then the result is determined by
Pol,. The same holds fdPoIC.
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Let us nally assume thafr; 0;) was output byPol, withry = . If the requestis
in the scope oPol ,, thenPol andPolC will output the ruling ofPol, with a union of
both obligations. If the request is out of the scop®of,, the pair(ry1; 01) is outputin
both cases. L]

This lemma and Lemma 4 imply th@®ol; Pol,)  Poly, i.e., that every two-layered
policy re nes its mandatory part.

5.2 Re nement and Composition of Two-Layered Policies
For two-layered privacy policies, we de ne the followingtian of re nement.

De nition 24 (Two-Layered Re nement). Let two-layered policiesPol =
(Pol1;Poly) andQ = (Q1;Q2) be given wherd?ol; and Q; as well asPol, and
Q2 have compatible vocabularies. ThEol is are nementof Q, writtenPol  Q, iff
Pol, Q;andPol, ~ Q,. 3

The distinction between mandatory and discretionary farébled us to use the notion
of weak re nement: We require that the mandatory part is anadre nement. This re-
ects that access rights as well as denials must be presefheddiscretionary part may
be weakly re ned. This re ects the fact that this part can bedined at the discretion
of the enterprise.

Coming up with a meaningful de nition of composing two-lage policies is more
dif cult. The main goal is to never violate any mandatory p&omposing the manda-
tory parts either according to De nition 21 or 22 would typily overrule some manda-
tory rules, which would defeat this goal. Therefore, we oallpw to compose two-
layered policies if the rulesets of their respective maodaparts arecollision-free
which means that for all requests and all assignments, iev®mnthe case that one
mandatory part accepts the request (i.e., it rti@swhereas the other one denies the
request (i.e., it rules ).

De nition 25 (Collision-Free). Two privacy policied?ol; and Pol, with compatible
condition vocabularies are calledollision-freeif for all requestsq 2 Req and all
assignments 2 Ass (Vari [ Var ) the following holds: IfPol; rules(r;; o) for
i=1;2thenfry;ro,g8 f+; g . 3

Two-layered policies with con icting mandatory parts camte composed. For two-
layered policies with collision-free mandatory parts, veend composition as follows:

De nition 26 (Two-Layered Composition). Let two-layered policiesPol =

(Polq; Pol,) andQ = (Q1; Q2) be given wheréol; andQ; as well asPol, andQ;

have compatible vocabularies, agl; andQ; afe collisiongfree. Then theomposi-
tionofPol andQ isde nedasPol ~ Q :=(Pol; Qi;Pol,  Qg. Similarlygtheor-
dered compositionf Pol underQ is de ned asPol < Q := (Pol; < Q;Pol, < Q2).
3

The following lemma shows the main property that this contpmswants to preserve,
i.e., that the resulting composed policy re nes both maodaparts.
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Lemma 7. Let two-layered policie®ol = (Pol;;Pol;) andQ = ( Qq; Q2) be given
such thatPol,; andQ; as well asPol, and QS have compatible vocabularies. More-
over,Pol, an%Ql are collision-free. Theol < Q is a re nement ofQ. Furthermore,
PoIC := Pol < Qis are nementofPol; andQ;. 2

Proof.SThe ret claim fgllows directly from Lemma 4. Lemma 6 impli¢isatPolC
(Polz < Q) < (Poly < Q1). The fact thaPolC is a re nement ofQ; follows from
Lemma 4. S
Let us now assume th&oIC does not re nePol;. SincePolC re nes (Pol; <
Q1), this implies tha{Pol; < Q1) does not re nePol;. This implies that there exists
a request within the scope Bbl; andQ; such thatQ; does not rule since otherwise
the ruling ofPol; would be output. For this request, the rulingdRafl; andQ; differ,
which contradicts our assumption thdl; andQ; are collision-free. L]

6 Conclusion

Privacy policies are a core component for enterprise pyit@chnologies. The current
proposals for privacy policies required policy authorsreate one single overall policy
for the complete enterprise(s) that are covered. We thexelfescribed a toolkit to han-
dle multiple policies. This includes re nement for audditand policy validation and

composition for multi-domain or delegated-authorshipgges. In addition, we intro-

duced a new notion of two-layered policies to track mandeaod discretionary parts.
This enables privacy administrators to detect and resaindats between mandatory
policies, e.g., if a customer promise or another contraailv@iolate a law. These
tools enable the privacy of cers of an enterprise to creatmanage the complex pri-
vacy policy of an enterprise more ef ciently while retaigithe semantic rigor that is
required for trustworthy privacy management.
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