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Abstract. We present a general methodology for integrating arbitssgurity
requirements in the development of business processesatihakegant and rig-
orous way. We show how trust relationships between diffepanties and their
respective security goals can be reflected in a specificatibith results in a re-
alistic modeling of business processes in the presence lidiows adversaries.
Special attention is given to the incorporation of crypaggry in the development
process with the main goal of achieving specifications thasafficiently simple
to be suited for formal verification, yet allow for a provalsigcure cryptographic
implementation.
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1 Introduction

For typical distributed business processes, especiatlyettthat run over the Internet,
from supply chains over business federations to virtua¢memises, security plays a
crucial role. For instance, analysts often see lack of $igcas a major impediment
to the adoption of web services. However, the notion of sgcis often neglected in
business-process models, which usually concentrate orlingdhe process in a way
that functional correctness can be shown, either manuallising formal proof tools
like model checking. In contrast to features that are ctdoiafunctional correctness,
security features are typically integrated in an appl@atn an ad-hoc manner, often
during the actual implementation process. However, this@ach brings about several
problems.

First, the integration of security features into a develeptrprocess is not well
understood. In particular, a crucial ingredient for adeglyanodeling security issues —
the incorporation of trust assumptions into a specificatias usually not considered,
and hence needs further investigation.

Secondly, integrating security properties by hand is diffiand error-prone, and
thus lack of experience of individual developers often setdsecurity leaks. As these
developers usually do not have a strong background in sgthely need to be provided
with concrete guidelines and suitable tools for the devalept of secure applications.

Thirdly, achieving security goals often relies on an appiaip use of cryptographic
protocols, e.g., for achieving secrecy for a particular sage, the underlying key ex-
change, or larger cryptographic protocols like paymentesys or fair exchange. How-
ever, incorporating cryptography already in the specificeis surely not desired since
this would significantly complicate the use of formal metbad case a validation of
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security properties is desired. More precisely, a suitédxdéwould have to cope with
probabilism, computational restrictions, error probiéib#, and other essential details
for reasoning about real cryptographic primitives in a nilegful way. No such tool ex-
ists yet. Hence abstractions for such protocols should tvéighed that are as simple as
possible on the one hand, yet extensive enough to allow foglsecurely implemented
on the other hand. One of the main problems in all prior worthesuse of oversim-
plified abstractions, which are insufficient in the sensé thay cannot be securely
implemented, even if provably secure cryptographic piirast are used. Today, a large
variety of applications presupposes the use of cryptodgeapbtocols (but without ac-
tually specifying them), which exemplifies the demand foroanmon formal model
that can deal with these issues on the one hand, but canestibtiveniently used for
expressing and analyzing a large variety of applications.

1.1 Our Contribution

This work presents a guideline how to integratbitrary security requirements in the
specification of business process modeling in a both eleggzhtigorous way. Before
an application is specified, the developer should be awatedfecurity goals he wants
to achieve. This is shown on the right-hand side of Figurete Security properties
considered in this work are especially not restricted to rmmmly analyzed, message-
specific properties like secrecy or authenticity of spedcifiessage, but comprise so-
phisticated properties like probabilistic non-interfece (absence of probabilistic flow
of information), fair exchange, or privacy guarantees base privacy policies. Al-
though these properties are essential for lots of busimesegses, their incorporation
in the design process has not been well understood yet. dforthre, the trust rela-
tionship between different parties has to be reflected irdds#gn. We investigate the
notion of trust models for this purpose, and we show how tlaeyle used to allow for
a convenientincorporation of trust into the developmeatpss. As shown in Figure 1,
after reflecting these features in the specification, comapproaches on step-wise
refinement can be applied.

Our further work is based on a probabilistic model of reactietworks for express-
ing and analyzing cryptographic protocols from [26]. By xing the benefits of this
approach, we show how business processes including se@stites can be specified
in a way that is suited for formal verification as the use ofgatailism that arises from
the underlying cryptography can be avoided on this layehavit destroying the link
to the (necessarily probabilistic) cryptographic impletation. This means that the
crypto-related parts of a specification can be refined auioally without any further
assistance of the developer yielding a concrete implertientaf the system (provided
that the parts that are not related to security are suffigispecified) such that this re-
finement preserves all security properties of the spedificat his is also shown on the
right-hand side of Figure 1. Here, a concrete implementatiith still abstract repre-
sentations of cryptography can be easily and securely tefaiiece the model offers an
appropriate interface for a cryptographic library, andahstract specification provided
by the model ensures a correct deployment. As the final re§olir whole approach,
we obtain a concrete proposal for a secure implementatitveafpecification including
an appropriate deployment of actual cryptography.
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Fig. 1. A usual development approach based on step-wise refinemishbin on the left side.

The right side shows the main extensions of our approachjn@uding security requirements
and trust models into specifications, and appropriate nefém of cryptographic abstractions.

This stands in blatant contrast to prior approaches thaermaglicit or explicit use
of real cryptography, in which the development of an appilicastops to be elaborate
if it comes to the implementation of real crypto.

1.2 Prior Work

The early days of business-process modeling were stamp#tehise of pictures that
described the interaction between different componeniseo$ystem. This is still very
common at a high level of abstraction, but nowadays mergifigrent views on the
process within suitable specification languages, usuahkflow management systems
or UML. However, if formal validation is desired, there is aad to equip such lan-
guages with a non-ambiguous semantics before, e.g., moedeking techniques can be
applied. Hence, research on business process modelingdestly started to encode
business-process diagrams into a formal model that carnviee gisuitable semantics,
usually based on interacting state machines [17,11], pets [15], or graph gram-
mars [16]. Based on the language ConGolog, a more acti@mted representation of
business processes is presented in [18]. However, thedeswda not explicitly take
security aspects into account.

Besides the mentioned models, well-known standards faness modeling like
ebXML and WSFL emerged that included security issues byupeting the use of
secure and reliable message transmission, but they do finedhis notion beyond
the informal description, nor do they address more compdexsty goals. For a nice
overview, see [22].

Up to now, models that explicitly address the incorporatibrsecurity issues in
the design process are typically extensions of a fragmektMiE that can be given



the desired semantics. They address more general notigesofity than in the stan-
dards like multi-level security [14] or role-based accesstol [19]. Although these
are already significant results in this area, several inaporeatures like probabilis-
tic flow of information and faithful representation of crggraphy as described above
have not been addressed yet. However, as some of the abokvésvabieast implicitly
based on cryptographic techniques like ensuring authigniicaccess control or se-
crecy for transmitting confidential information in mulével security, abstraction ver-
sions of cryptographic primitives like secure channelssekided there, following the
approach of Dolev and Yao [10]. Using these abstractioonsvalfor fairly simple proofs
of security properties. From the view of cryptography hoerethese abstractions are
unfaithful in the sense that they cannot be securely impteetkeven if provably secure
cryptographic primitives are used. A concrete countergtarns given in [25]. Being
more precise, there is no guarantee that properties of tiesteactions are also valid
for the concrete implementation.

2 Security Requirements and Trust Models

This section investigates the incorporation of securityureements and trust models
into the specification of a business process. We furtheodhire a certifies mail proto-
col as a running example, which we will consecutively depede the paper proceeds.

To incorporate security in the development of a businessga®) several aspects
naturally have to be taken into account. First the addressedrity properties have to
be identified. Up to now, this task usually has been resttitigelatively simple secu-
rity properties like secrecy of a specific message, but glpicocesses that are based on
more sophisticated protocols often presuppose achievarg general security proper-
ties like fair exchange or absence of information flow. Seitgthe relationship of trust
between the different parties has to be investigated aroipocated in the design, i.e.,
which users trust which other users for which purpose. Eutbmprised by this point
is that a developer might be interested in the number of moalscparticipants that the
considered application can successfully tolerate. Dgakith questions of this kind
leads to the notion dfust modelswhich are common in the security community, but
have not been properly addressed for business processimpsielfar.

2.1 Security Goals

Before starting to develop a secure application, the deésiesurity goals have to be
determined. Typically, the addressed security goals ateicted to either single-sided
security, e.g., by establishing security using a trustedmaing base that can be eval-
uated according to Common Criteria, or to channel- or messaegcific properties like
secrecy of a particular channel, which can (hopefully) Héex@d in a single step by a
suitable deployment of encryption schemes. However, $hiet sufficient for living up
to the multilateral security demands of multiple sides #ratrunning a complex proto-
col. A typical example in business modeling are fair excleesygstems, where different
“basic” security goals collide from different sides and @&w be achieved at once, e.g.,
a buyer wants to receive the ordered goods if he properlyfoaysem whereas a seller
wants to receive his money if he delivers the goods. Dealiitig such general goals for
multiple parties is much more difficult for the developercsiit is not sufficient to, e.g.,



simply classify a channel as being secure, but the secudyguty may depend on the
continuous interaction of several parties, or may evengbawver time. Hence, incor-
porating such properties in formal specification gives ttsseveral questions, which
are often circumvented by including the property in prosthaut defining it beyond
the reach of an informal description. However, this mairdgges on the problem to the
implementor who now has to derive a secure implementatitmoat sufficient guide-
lines by the specification. Hence a formal model for busingesesses should allow
for expressingrbitrary security goals, and it should further provide concrete glings
how a secure implementation can be achieved from a secuc#icaton.

2.2 Trust Models

Typically, a trust model refers to one specific property png/, one system might use
different trust models for different properties. For exdenp user might trust another
user of his own company to proof-read some unpublished wattkowt using it for its
own advantage, but not to use his company credit card. Mamypeaies and govern-
ments even officially do not have a centralized trust model, different departments
are often not allowed to share all their knowledge and déteghh their tasks to each
other.

For a meaningful incorporation of trust in the developmewntpss, a trust model
has to meet the demands of two different points of view.

First, it has to specify which parties trust each other foichipurpose, respectively
which parties are considered as being potentially dishtofiéss represents the indi-
vidual demands and relationships between the differensugbviously, these trust
relationships heavily depend on the addressed securityireggents, so it should be
avoided to lump together all kinds of security requiremglis each requirement may
need an individual treatment. This is an important featareur underlying model,
where different requirements can be expressed as integritiacy, and liveness re-
guirements. For dealing with security issues in the presefenalicious adversaries,
this view usually captures the number of dishonest partiasd system can success-
fully tolerate without losing its promised security profes. The common way to cap-
ture this formally is to usaccess structureg\n access structutdCC is a subset of the
powerset of all participants, representing the honesiggants or correct hardware
components; for the sett = {1,...,n} of participants, e.g., we havdCC C 2M.
ACC has to be closed under element insertion, i.e., witle ACC andA C B, we
haveB € ACC. For cryptographic protocols, typical examples are tho&shktructures,
which state that at leagtparties have to be honest to guarantee the desired property,
i.e., ACC = {A € 2™ | |A] > t}. However, such threshold structures do not always
adequately model trust for business processes, since therdmf tolerable malicious
parties does not only rely on the actual number of such paatits, but it might ad-
ditionally reflect the users’ privileges, rights, and infige, and hence their respective
power to attack the system. Obviously, it will usually be fmuwore difficult to keep
data secret from a corrupted CEO with all her privileges thham a usual employee.
Similarly, corrupting a pivotal server storing sensitivetal like secret keys for lots of
employees will surely be more attractive than corruptinthag-alone workstation of a
single employee.



Secondly, it has to be specified which information may leakifia communication
and how the adversary (respectively the dishonest pautgs)interfere in the com-
munication process, e.g., by modifying messages in trambits corresponds to an
external view of trust, which is captured usingl@annel modelFormally, a channel
model is a functiony mapping each connection of a system model to an element of
the set{s, r,i}, representing (s)ecure, (r)eliable, or (i)nsecure chianfidie set can be
extended to other connection types. Both access struaatbshannel models will be
further treated when we introduce our formal model.

2.3 A Certified Mail System as Running Example

In order to illustrate the need for the previously mentiosedurity goals, we continue
with a simple example system: a certified mail system, whicllefs a fair exchange
of a message against a receipt, i.e., the message is ddli¥ened only if a valid re-
ceipt is issued. If this condition is violated, then the dkdgerson should be able to
successfully complain at a trusted third party. Certifiedl isaan important primitive
for electronic-commerce processes and other atomicityicss.

Here and in the following, we leM := {1,...,n} denote the set of the users of
the certified mail system, and these users can communic#tteeach other over an
insecure network like the Internet. In our certified mailteys, this set has to comprise
one distinguished trust third partythat has to be honest, i.e., it is trusted by both the
sender and the recipient.

In order to implement such a system, each participant ati@sto be able to check
the authenticity of an incoming message. This obviouslyncabe achieved that easily
in the presence of malicious adversaries and an insecunrietsince it allows for
modifying a message and faking its origin without grantimg tecipient a possibility to
detect this tampering. For successfully complaining atlhiirel party in case of cheat-
ing, a party has to be forced to issue a commitment befordlitaatually receive the
desired goods. The cheated user can use this commitmenhwince the verifier in
case of a cheating contractual partner. Cryptographiopods are well-suited for these
tasks.

3 General Model Description

This section contains a brief review of the asynchronousehaidorobabilistic reactive
systems from [26], on which our subsequent work is based.ribael itself is very
rigorously defined, but we use an informal description here @ lack of space. The
model is based on interacting state-machines as a commooeyiyin business process
modeling; actually, the whole model has many similaritieghvwther commonly used
models. The main difference is the incorporation of prolsti for dealing with the
concrete versions of cryptography in a meaningful way.

The machine model is probabilistic state-transition maesj similar to probabilis-
tic I/O automata as sketched by Lynch [21]. In prior formaldals for business pro-
cess modeling, the usage of probabilism is avoided by asgpeither deterministic or
non-deterministic machines. Although this is reasondltlee model does not intend
to address security properties, which are either explicitl— more often — implicitly



based on cryptographic techniques, it does not allow for animgful analysis in the
presence of cryptography.

Communication between different machines is dongovids Inspired by the CSP-
Notation [12], we write output and input ports plsandp? respectivelyConnections
are defined implicitly by naming convention, that is pprtsends messages 3. To
achieve asynchronous timing, a message is not directlfte@strecipient, but it is first
stored in a special machimpecalled abufferand waits to be scheduled.

If a machine wants to schedule thth message of buffgr (this machine must have
the unique clock out-pogt?!) it simply sends atp“!. The buffer then schedules th¢h
message and removes it from its internal list. In our casestinoffers are scheduled
by the adversary, i.e., he has the clock out-port. The cdnafepuffers is essentially
the same as in other state-based business-process moliels,simply postulate the
network to be asynchronous without mentioning where messagtransit are stored,
but reasoning about cryptography in a meaningful way pnesss a higher level of
rigorousness. Moreover, note that these buffers do not tealse explicitly taken care
of when modeling a system. They are implicitly added in thedeldo allow for an
asynchronous definition of time and a meaningful analysgeotirity properties.

If a machine is switched, it receives an input tuple at itsiimqmrts and performs its
transition function yielding a new state and an output tupkhe deterministic case, or
a finite distribution over the set of states and possible tstim the probabilistic case.
At each switching step of one particular machine, at mostvahge can arrive at every
input port and the machine can at most produce one outputgper p

A collectionC of machines is a finite set of machines with pairwise diff¢raa-
chine names and disjoint sets of ports. A port of a collectiocalledfreeiif its con-
necting port is not in the collection. These port will be ceated to the users and the
adversary. A collectiod is calledclosedif it has no free ports except a special master-
clock in-portclk“?. This port will be used to resolve situation where the exeout
cannot proceed.

For a closed collection, runs (sometimes catledtesor executiongare defined as
follows. Scheduling of machines is done sequentially, schaxe exactly one active
machineM at any time. If this machine has cloc out-ports, it is allowwedelect the
next message to be scheduled as explained above. If thaageessists, it is delivered
by the buffer and the unique receiving machine is the nexteantachine. IfM tries to
schedule multiple messages, only one is taken, and if ittesdese none or the message
does not exist, the special master scheduler is scheduied tiee master-clock in-
portclk?. For a formal definition of runs, see [26]. Due to the proliatid transition
functions of the individual machines, we further obtain alyability space over the
runs, which will be useful for adequately expressing sajzted security goals like
probabilistic flow of information. We further define the méstion of a run to a sefl/
of machines by restricting the run to those steps where aimabhe 1/ is switched.
This is called theviewof M.

3.1 Security-specific System Parts based on Trust Models

For security purposes, special collections are neededuecan adversary may have
taken over parts of the initially intended system. This iadiad by considering ays-
temto be a set of possibkructuresi.e., we have one structure for each element of the



trust model. First, the actual system part is defined andttieanvironment, consisting
of usersand theadversary Each structure furthermore separates the set of free ports
into specified portsS and others. The specified ports are those where a certaiiceserv
is guaranteed. Typical examples of inputs at specified poetssend message to id”

for a message transmission system or “pay ameuotid” for a payment system. In
the upcoming security definition, only the events at the dieelports have to be taken
care of. This allowsabstract specificationwith tolerable imperfectionsvhich can be
explicitly granted to the adversary at the remaining poftthe system. A structure is
completed to aonfigurationby adding machinesl and A, modeling the joint hon-
est users and the adversary, respectively. The machiiserestricted to the specified
ports.S, A connects to the remaining free ports of the structure anll imaichines can
interact, e.g., in order to model active attacks.

Configurations are always closed, i.e., no inputs or outprggelated to some ex-
ternal participant. This is suitable since users and theimdwy are explicitly contained
in the configuration, so there is no need to model them exXtgrasoften done in other
formal models. We will see that including the users in the el@llows for using the
concept ofsimulatabilitythat, roughly speaking, reflects the notion of a cryptograph
cally secure implementation.

3.2 Standard Cryptographic Systems

In astandard cryptographic systeitine structures are derived from onénded struc-
tureand atrust model The intended structure typically consistsofachinesv,,, one
for each possible user. This is shown on the left-hand sideégafre 2. The trust model
consists of the already mentioned access struc#idi@ and channel modey, cf. Sec-
tion 2.2. Here, the access structure contains the pos@tdeo§uncorrupted machines
(among the intended ones), and the channel model classfggsahannel as secure,
reliable (authentic but not private) or insecure. Now, weehane structure for each
elementH of ACC, i.e.,

Sys = {(Mn, Sn) | H € ACC}

in which only the machines contained # are considered, i.e., we have;, =
{M,, | v € H}. The remaining machines are absorbed into the adversary.\io
modify the channels between two correct machines accotditiie channel model in
the following way. If a connectior is considered as securg(¢) = s), it remains
unchanged, i.e., both parties are directly connected, lmm@dversary does not learn
anything about communications on that channel. If a conoredt reliable §(c) = r),
every output is additionally sent to the adversary corradpa to listening on a channel
without the ability of changing the content. This corresg®to an authenticated chan-
nel. Finally, messages sent on insecure connecfigfrs = i) have to pass through
the adversary, i.e., he can read and modify them in transitofiguration of such a
structure, after taking the trust model into account, isaghon the right-hand side of
Figure 2. After these modifications, each derivation regméesa realistic scenario for
the particular trust model, where information may leak dhauticity may not be guar-
anteed because of an insecure network like the Internetherevexchange of public
keys can be precisely modeled using authenticated channels
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Fig. 2. A configuration of an intended structure is shown on the heftd side (forn = 3).
The right-hand side shows a derivation induced by the truxteh In this case, we havk =
{1, 2}, so the third machine is absorbed into the adversary, anchitienel model classifies the
connection between the correct machine as authenticated.

3.3 Simulatability

Simulatability is an important cryptographic concept, efhallows for securely refining
the cryptographic parts of a specification. Simulatab#isgentially means that what-
ever might happen to an honest ubkin a real systentys,., can also happen to the
same honest user in an ideal Systém;,. Formally speaking, for every configuration
conf, of Sys,, there is a configurationonf, of Sys,y with the same users yielding
indistinguishable viewsf H in both systems. We abbreviate this Bys ., >sec SYsiq-
Indistinguishability is a well-defined cryptographic ratifrom [29].

Several nice results on simulatability exist. At first, thexists a composition the-
orem stating that a step-wise refinement maintains the aiatuility property [26].
Moreover, integrity and privacy properties (more pregisigltegrity properties formu-
lated in a linear-time logic and non-interference propsitiare preserved under simu-
latability[4, 2], which allows for proving properties on &h-level abstract layer that
can be refined later down to the cryptographic layer withasgtibying the already
proven properties. These theorems are essential for mquhalafs.

Hence, the analysis of security properties only has to be étmrthe abstract specifi-
cation, and the results magically carry over to the actugdtographic implementation.
In the upcoming section, this approach is used to defineaigins of commonly used
cryptographic primitives, which can be implemented in these of simulatability. The
benefit is that these abstractions can be conveniently ughthwa specification, and
serve as a construction kit for designing large processesfoilhese small building
blocks. Refining the crypto-related parts can then be gdmitysecurely achieved with-
out any additional work. Hence designers or process arsafystnot forced to have a
strong background in security.

4 Towards a Secure Implementation: Refinement using Common
Cryptographic Primitives

In this section, we investigate the notion of refinement of@pss within our model,
distinguishing between refinement on the component levethe action level, or on
the trust level. As the refinement of abstract cryptograppecifications by real cryp-
tographic protocols is one of the main benefits of our modelcantinue with a brief



review on abstract and concrete versions of the most impietgptographic primitives
comprising secure channels, certified mail, and a simukatalyptographic library.

4.1 Security in Different Layers of Refinement

Refinement is an important aspect of a design process, asishdvigure 1. The part
where our model is most beneficial is that it enables soundeniient of abstract spec-
ifications of cryptographic protocols by real cryptograpbiotocols. However, the in-
clusion of trust and security requirements may influenciagérs.

Another important argument for having a joint model of basi& processes and
cryptographic protocols is that typical business-procesdeling may occur agaim-

dera layer with cryptographic protocols.
Allthisisillustrated in Figure 3. Part 1 of this figure shoarsabstract cryptographic
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Fig. 3. Different types of refinement.

primitive, here fair exchange as sketched in Section 2.&nloverall business-modeling
process, this may be one element after previous refinements.

Part 2 of the figure shows refinement by a real cryptographitopol. This is pri-
marily component refinement because the behavior of thesabgtrimitive is modeled
by one state machine, while the real protocol shows the heabtparties of such a pro-
tocol. Further, it contains action refinement: On the alosteg/er, the fair exchange is
essentially one step (exchange or not, depending on cgntagonditions; only asyn-
chrony and giving the adversary a choice to disrupt the patbreaks this step up a
bit). The real protocol contains several real state trammstcorresponding to an input
of a protocol message, an internal action of one party, atglubof the next protocol
message.

We show two possible next refinement steps: Part 3a of theefigiuows business-
process modeling of the parllyTP. While in the cryptographic protocol its action is
only a few monolithic state transitions, for a real such yartite complicated internal



workflows must be designed. The figure just shows a web-sefrantend, a protocol
engine, a crypto engine and a logging component that intésamplement the state
transitions. Further, one needs management componentsefee functional compo-
nents and approval workflows for use of the management coemenThis may be
treated as a standard business-process modeling and iemgkgion issue without fur-
ther specific security considerations, because the trugdehio Layer 2 was that users
s andr have to trusfl TP. However, it is better to refine the trust model on this lager,
that nobody needs to trust all component3 aP. For instance, web-service frontends
are less trusted than crypto engines. “Refinement” for tnesins that no new trust may
be introduced. More precisely, the system with the trustehimdherited from the higher
layer must fulfill the higher-layer properties, but the masecan restrict the necessary
trust in sub-components the better.

Part 3b shows another way of refining the trust: Requikirandr to trust TTP,
even with respect to the organization as such and not its onergs, is quite a strong
restriction. We may want to distribute this power. The figsinews refinement of TP
by a cryptographic protocol for secure state-machineitigion with 2-out-of-3 trust,
i.e., as long as two of the three organizatidngP,, TTP,, andTTP5 are trustwor-
thy, the overall protocol is as secure as that on the higlyer.ld his goes along with
a refinement of the messaging interface of compongraadR to interact with the
distributed TTP. (See [8] for real protocols achieving this.) After thisgstéor each
individual TTP;, business-process modeling as in Step 3a may be applied.

4.2 Secure Channels

In the following, we review the fundamental primitive of see channels, which will
probably serve as the foundation of upcoming modeling exasmgue to its simplicity
but generality. We start with the concrete implementatanrg continue with a deter-
ministic, but faithful abstraction, i.e., properties peoMor this specification carry over
to the concrete implementation. It was a longstanding opestipn whether such “be-
nign” abstractions exist, which was answered in the affinedfor some of the most
important cryptographic primitives so far. The solutiortie problem was to augment
naive abstractions with tolerable imperfections to obtdaalized systems for which
practical protocols exist.

Concrete ImplementationOur real system is a standard cryptographic system of the
form where any subset of participants may be dishonestelk asymmetric encryption
and digital signatures as cryptographic primitives. A usean let his machine create
signature and encryption keys that are sent to other usersaovhenticated channels.
Messages sent from useto user are signed and encrypted b, and senttd,, over

an insecure channel, representing a real network. The satyeran schedule the com-
munication between correct machines and send arbitrargages to arbitrary users
(but only using the identity of the dishonest users).

Abstract SpecificationThe abstract specification is a system of the fatysoy'® =
(THx, Sx) | H € ACC} whereTHy is a deterministic machine modeling an idealized
behavior of the real system. A user can agairTldt, create signature and encryption

keys, or send messages to arbitrary users. In contrast te#heystem, no keys are



actually generated, butH4, only stores that a key generation of the particular user
has happened and informs the adversary of this fact. If aagesshould be sent from
useru to userv then this message is not sent over the network, but simphedtio
an internal array off Hy,. Now TH, tells the adversary that a message has been sent
from v to v, and gives it a handle to the particular position in the athay contains the
message, along with the actual length of the plaintext ngessehe adversary can use
this information to schedule the message, which is therneleld by the trusted host.
Intuitively, the machiné H,, models the key essence of sending of encrypted mes-
sages and authenticated key exchange. The adversary dties tearn anything on
the content of a sent message nor does he has the possibilitiet it, but he is ex-
plicitly granted certain information like the length of tp&intext, and that a message
has indeed been sent. These are the already mentionedtelemgerfections, which
stem from the fact that a cryptographic implementation caavoid the adversary from
learning this particular information on his own, at leastwith reasonable loss of com-
plexity. Hence, modeling these imperfections also witthie specification is the key
element for achieving secure implementations.

Some Variants.For secure channels, several variants have already begarnpwith

a simulatability definition like ordered channels [3], wiiguarantee maintaining the
order of sent messages, or reliable channels [5], whichegiiee eventual delivery of a
message. One of the most important extension is the cryggbdr firewall [4] which
uses digital signatures to establish a virtual private nétwi.e., it builds up a firewall
around users which are only connected via an insecure nietikerthe Internet. The
firewall is mainly achieved be augmenting the secure chapmiraitive with a filtering
system that sorts out message, which are sent by sendeigdeootshe firewall. The
secure channels already provide authenticity of messagetheir origins, hence the
filtering procedure precisely sorts out the desired messdm®ever, certain complica-
tions have to be taken into account like avoiding deniaservice attacks etc.

4.3 A Primitive for Certified Mall
Now we review the primitive for our running example of cegdimail.

Concrete ImplementationThe real system is again a standard cryptographic system;
however, now a specific parfiyTP must be honest, i.e., all setsACC contain it.

The system starts with a key-exchange phase. Later, foreeattange, the sender
and recipient run a subprotocol. As an example, we sketch the efficientadspmous
protocol from [1].

It consists of a four-message standard flow, and two subgotstevhere one of the
original parties complains td TP, and TTP fairly aborts or finalizes this exchange.
In Message 1, the sender gives a commitment to the mail. A dgoment is a lower
cryptographic primitive that fixes a message, but, like gpiton, does not allow the
message to be read yet. In Message 2, the recipient signsehstwilling to provide
a receipt if this commitment is opened to him. In Message 8,sbnder opens the
commitment, i.e., sends the message and a verification vahtein Message 4, the
recipient sends a receipt.

If the recipient does not send the receipt (or due to the dspmous network or
an outside adversary it is delayed for too long), the senldews Messages 1 to 3 to



TTP. If the recipient has sent the promise (Message 2) and ddesc®ve the opened
commitment, he also complains 10T P with Messages 1 and 2. If a sender-complaint
arrives first,TTP provides a replacement receipt. If a recipient-complaintes first,
TTP signs for the recipient that the exchange was aborted.

Abstract SpecificationThe abstract specification again essentially consists efden
terministic trusted hosTHS™?" in each structure. The main inputs are of the form
(send,r,m) for sending a mailn to a recipient:, and(receive, s) for a recipient to
indicate willingness to get a mail fromand provide a receipt. Essentially, the trusted
host looks whether there are two matching inputs; if yesuipots the message to

r and a success indicator $0A detailed specification is already subtle and interesting
for the higher processes. First, we need transaction fikystas additional parameters
to define which inputs match. Secondly, we have to choosedestthe simple inputs
just defined and a so-called labeled variant where the estigiso agrees to a subject
for the mail to be received, i.e., the above inputs have yditiatal parameters. This
may be of more use in many applications. Thirdly, there apaii®ito show and verify

a receipt, because that is the purpose of receipts in a hggbtcol. Finally, we have
to model the power of an adversary in realistic protocols titke one above: He may
learn of exchanges even between honest participants, btlh@onessage and subject
involved, and he can force protocols to end unsuccessfully.

4.4 A Foundation for Sophisticated Cryptographic Protocos: A Cryptographic
Library

When using more sophisticated protocols, we cannot onjyarlsimple secure chan-
nels, since several messages might be encrypted twofotdeisomight have to be
included etc. Moreover, plugging in cryptographic prinet in larger protocols in a
naive way may give rise to man-in-the-middle attacks, typefesion attacks, and so
on. Hence, we need a more sophisticated system that talkesfcalt these subtleties,
mainly by following the rules of robust protocol design. Mower, it should allow for
composing messages, for including important design gpiesilike nonces etc.

Recently, a simulatable cryptographic library has been¢htced in [6], which pro-
vides these important design principles, and serves as arfudviool for integrating
security in the analysis (and the design) of business psese¥Ve omit a more detailed
description due to lack of space.

4.5 Modeling the Certified Mail System

In the following, we express the certified mail system of #ec®.3 in our model. The
system offers each user one port for sending and receivisgages from the system,
respectively. Using the conventions of [26], these porésreamedbut,! andin,,? for
useru. (The corresponding portaut, 7 andin, ! are then ports of the system.) These
ports are also the specified ports of the system. Using theagbgrimitive THtMai

for certified mail from Section 4.3, we can now easily derimea@istract version of our
system that has the desired functionality. This is showrmatleéft-hand side of Fig-
ure 4. The derivation of a concrete implementation is alsg semple. We just have to
replace the abstract systefti ™21 with its predefined secure implementation, con-
sisting of the actual protocol machinbctMail| Since this implementation has been
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Fig. 4. Refinement of the Certified Mail Specification. The abstraihipive is replaced by its
concrete cryptographic counterpart.

derived according to the simulatability paradigm (cf. 88t8.3), the desired integrity
property of certified mail carries over to the implementatigthout any further work,
i.e., this implementation is provably secure if the speatfan can be proven to be se-
cure. Hence, the final step is the actual validation of theifipation, preferably using
formal methods. The feasibility of formal methods for thaskh is the topic of the next
section.

5 On the Applicability of Formal Methods

The formal verification of security issues for arbitrary rmusiness-related) processes
has been subject to lots of papers in the literature (a vemyapéist includes [27, 20,
24]). Just as we did in the previous section, the use of actyptography was avoided
by considering abstractions. However, the used abstrectioe oversimplified in the
sense that no secure implementation of them is known. Thasltlove concepts for
formal verification cannot be easily transfered to the detsanf business process mod-
eling, which was one of the main reasons why we decided to daseork on a more
cryptographic approach. The disadvantage is that appfgimgal methods to the ab-
stractions of the previous section is more time-consunaing,also not investigated that
well.

As already mentioned in the previous section, all our abstmas are at least de-
terministic hence we do not have to consider tools for dgalith probabilism like
probabilistic model checking. Moreover, no such tool exfst dealing with the cryp-
tographic details like error probabilities. Because ofidi these problems, our ab-
stractions are in scope of formal proof systems, at leastrofiél theorem provers, for
which significant results on proving medium-size examplethis kind already exist,
e.g.,in[3, 2] using the theorem prover PVS [23]. All of oustactions presented above
are surely in scope of theorem proving, and further work is #nfea may additionally
benefit from specialized tools such as SAL [7] — an extensid\s — that provides an
environment for the analysis of systems specified as statbimes.

However, the use of automated model checking instead oféheproving would
surely be very promising as it has become a very popular rdetheerify the properties
of finite-state concurrent systems [9]. It is also the momammn approach in the busi-
ness process community, mainly because it has been sudbessed in other models



to verify medium-sized examples [13, 17]. Since interagfinite-state machines are
the foundation of these techniques, they are as well afipéca our underlying model.
More precisely, if we avoid using our cryptographic abgimats from the previous sec-
tion, and concentrate on modeling common examples withemuirgty just as prior work
does, using our model for this task does not impose any disddges.

When using our abstractions, the main problem could be tegt &re simply too
complex for being model-checked, which hence needs fuitivestigation. However,
the basic primitives like secure channels or the cryptdgcfrewall are surely feasible
for current model checkers. In contrast to that, the mordistipated abstractions like
certified mail or even the cryptographic library have verypnpdex transition functions
that are additionally based on complex and unbounded dataste like a database
with different types of entries. An ad-hoc application of adel checker will fail almost
surely, but we are confident that the complexity can be funtbéuced by developing
or adapting commonly data-independence techniques|[283.,
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