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Abstract. We prove the Needham-Schroeder-Lowe public-key protocol secure
under real, active cryptographic attacks including concurrent protocol runs. This
proof is based on an abstract cryptographic library, which is a provably secure ab-
straction of a real cryptographic library. Together with composition and integrity
preservation theorems from the underlying model, this allows us to perform the
actual proof effort in a deterministic setting corresponding to a slightly extended
Dolev-Yao model.
Our proof is one of the two first independent cryptographically sound security
proofs of this protocol.
It is the first protocol proof over an abstract Dolev-Yao-style library that is in the
scope of formal proof tools and that automatically yields cryptographic sound-
ness. We hope that it paves the way for the actual use of automatic proof tools for
this and many similar cryptographically sound proofs of security protocols.

1 Introduction

In recent times, the analysis of cryptographic protocols has been getting more and more
attention, and the demand for rigorous proofs of cryptographic protocols has been ris-
ing.

One way to conduct such proofs is the cryptographic approach, whose security def-
initions are based on complexity theory, e.g., [13, 12, 14, 7]. The security of a cryp-
tographic protocol is proved by reduction, i.e., by showingthat breaking the protocol
implies breaking one of the underlying cryptographic primitives with respect to its cryp-
tographic definition and thus finally a computational assumption such as the hardness
of integer factoring. This approach captures a very comprehensive adversary model and
allows for mathematically rigorous and precise proofs. However, because of probabil-
ism and complexity-theoretic restrictions, these proofs have to be done by hand so far,
which yields proofs with faults and imperfections. Moreover, such proofs rapidly be-
come too complex for larger protocols.

The alternative is the formal-methods approach, which is concerned with the au-
tomation of proofs using model checkers and theorem provers. As these tools currently
cannot deal with cryptographic details like error probabilities and computational re-
strictions, abstractions of cryptography are used. They are almost always based on the

? An extended version of this paper is available as [5].



so-called Dolev-Yao model [11]. This model simplifies proofs of larger protocols con-
siderably and gave rise to a large body of literature on analyzing the security of proto-
cols using various techniques for formal verification, e.g., [20, 18, 15, 9, 22, 1].

A prominent example demonstrating the usefulness of the formal-methods approach
is the work of Lowe [16], where he found a man-in-the-middle attack on the well-
known Needham-Schroeder public-key protocol [21]. Lowe later proposed a repaired
version of the protocol [17] and used the model checker FDR toprove that this modified
protocol (henceforth known as the Needham-Schroeder-Loweprotocol) is secure in
the Dolev-Yao model. The original and the repaired Needham-Schroeder public-key
protocols are two of the most often investigated security protocols, e.g., [26, 19, 25, 27].
Various new approaches and formal proof tools for the analysis of security protocols
were validated by showing that they can discover the known flaw or prove the repaired
protocol in the Dolev-Yao model.

It is well-known and easy to show that the security flaw of the original protocol in
the formal-methods approach can as well be used to mount a successful attack against
any cryptographic implementation of the protocol. However, all prior security proofs
of the repaired protocol are restricted to the Dolev-Yao model, i.e., no theorem exists
that allows for carrying over the results of an existing proof to the cryptographic ap-
proach with its much more comprehensive adversary. Although recent research focused
on moving towards such a theorem, i.e., a cryptographicallysound foundation of the
formal-methods approach, the results are either specific for passive adversaries [3, 2] or
they do not capture the local evaluation of nested cryptographic terms [10, 24], which
is needed to model many usual cryptographic protocols. A recently proposed crypto-
graphic library [6] allows for such nesting, but has not beenapplied to any security
protocols yet. Thus, it is still an open problem to conduct a formal protocol proof that
an actual cryptographic implementation is secure under active attacks with respect to
cryptographic security definitions.

We close this gap by providing a security proof of the Needham-Schroeder-Lowe
public-key protocol in the cryptographic approach. Our proof is based on the cryp-
tographic library from [6], which is abstract in the sense needed for theorem provers
but nevertheless has a provably secure implementation. Together with composition and
integrity preservation theorems from the underlying model, this allows us to perform
the actual proof effort in a deterministic setting corresponding to a slightly extended
Dolev-Yao model.

Independently and concurrently to this work, another cryptographically sound proof
of the Needham-Schroeder-Lowe public-key protocol has been invented in [28]. The
proof is conducted from scratch in the cryptographic approach. It establishes a stronger
security property. The benefit of our proof is that it is sufficient to prove the security of
the Needham-Schroeder-Lowe protocol based on the deterministic abstractions offered
by the cryptographic library; then the result automatically carries over to the crypto-
graphic setting. As the proof is both deterministic and rigorous, it should be easily
expressible in formal proof tools, in particular theorem provers. Even done by hand,
our proof is much less prone to error than a reduction proof conducted from scratch in
the cryptographic approach.



We hope that our proof paves the way for the actual use of automatic proof tools for
this and many similar cryptographically sound proofs of security protocols. In particu-
lar, we are confident that stronger properties of the Needham-Schroeder-Lowe protocol
can be proved in the same way, but this should become much simpler once the transition
to automatic proof tools has been made based on this first, hand-proved example.

2 Preliminaries

In this section, we give an overview of the ideal cryptographic library of [6] and briefly
sketch its provably secure implementation. We start by introducing notation.

2.1 Notation

We write “:=” for deterministic and “←” for probabilistic assignment, and↓ is an error
element added to the domains and ranges of all functions and algorithms. The list oper-
ation is denoted asl := (x1, . . . , xj), and the arguments are unambiguously retrievable
asl[i], with l[i] = ↓ if i > j. A databaseD is a set of functions, called entries, each
over a finite domain called attributes. For an entryx ∈ D, the value at an attributeatt
is writtenx.att . For a predicatepred involving attributes,D[pred ] means the subset of
entries whose attributes fulfillpred . If D[pred ] contains only one element, we use the
same notation for this element. Adding an entryx to D is abbreviatedD :⇐ x.

2.2 Overview of the Ideal and Real Cryptographic Library

The ideal (abstract) cryptographic library of [6] offers its users abstract cryptographic
operations, such as commands to encrypt or decrypt a message, to make or test a signa-
ture, and to generate a nonce. All these commands have a simple, deterministic seman-
tics. To allow a reactive scenario, this semantics is based on state, e.g., of who already
knows which terms; the state is represented as a database. Each entry has a type (e.g.,
“ciphertext”), and pointers to its arguments (e.g., a key and a message). Further, each
entry contains handles for those participants who already know it. A send operation
makes an entry known to other participants, i.e., it adds handles to the entry. The ideal
cryptographic library does not allow cheating. For instance, if it receives a command
to encrypt a messagem with a certain key, it simply makes an abstract database entry
for the ciphertext. Another user can only ask for decryptionof this ciphertext if he has
obtained handles to both the ciphertext and the secret key.

To allow for the proof of cryptographic faithfulness, the library is based on a de-
tailed model of asynchronous reactive systems introduced in [24] and represented as
a deterministic machineTH(H), calledtrusted host. The parameterH ⊆ {1 . . . , n}
denotes the honest participants, wheren is a parameter of the library denoting the over-
all number of participants. Depending on the considered setH, the trusted host of-
fers slightly extended capabilities for the adversary. However, for current purposes, the
trusted host can be seen as a slightly modified Dolev-Yao model together with a network
and intruder model, similar to “the CSP Dolev-Yao model” or “the inductive-approach
Dolev-Yao model”.



The real cryptographic library offers its users the same commands as the ideal one,
i.e., honest users operate on cryptographic objects via handles. The objects are now real
cryptographic keys, ciphertexts, etc., handled by real distributed machines. Sending a
term on an insecure channel releases the actual bitstring tothe adversary, who can do
with it what he likes. The adversary can also insert arbitrary bitstrings on non-authentic
channels. The implementation of the commands is based on arbitrary secure encryption
and signature systems according to standard cryptographicdefinitions, e.g., adaptive
chosen-ciphertext security in case of public-key encryption, with certain additions like
type tagging and additional randomizations.

The security proof of [6] states that the real library isat least as secureas the ideal
library. This is captured using the notion ofsimulatability, which states that whatever
an adversary can achieve in the real implementation, another adversary can achieve
given the ideal library, or otherwise the underlying cryptography can be broken [24].
This is the strongest possible cryptographic relationshipbetween a real and an ideal
system. In particular it covers active attacks. Moreover, acomposition theorem exists in
the underlying model [24], which states that one can securely replace the ideal library
in larger systems with the real library, i.e., without destroying the already established
simulatability relation.

3 The Needham-Schroeder-Lowe Public-Key Protocol

The original Needham-Schroeder protocol and Lowe’s variant consist of seven steps,
where four steps deal with key generation and public-key distribution. These steps are
usually omitted in a security analysis, and it is simply assumed that keys have already
been generated and distributed. We do this as well to keep theproof short. However, the
underlying cryptographic library offers commands for modeling the remaining steps as
well. The main part of the Needham-Schroeder-Lowe public-key protocol consists of
the following three steps, expressed in the typical protocol notation as, e.g., in [16].

1. u→ v : Epkv
(Nu, u)

2. v → u : Epku
(Nu, Nv, v)

3. u→ v : Epkv
(Nv).

Here, useru seeks to establish a session with userv. He generates a nonceNu and sends
it to v together with his identity, encrypted withv’s public key (first message). Upon
receiving this message,v decrypts it to obtain the nonceNu. Thenv generates a new
nonceNv and sends both nonces and her identity back tou, encrypted withu’s public
key (second message). Upon receiving this message,u decrypts it and tests whether the
contained identityv equals the sender of the message and whetheru earlier sent the first
contained nonce to userv. If yes,u sends the second nonce back tov, encrypted with
v’s public key (third message). Finally,v decrypts this message; and ifv had earlier
sent the contained nonce tou, thenv believes that she spoke withu.

3.1 The Needham-Schroeder-Lowe Protocol Using the Abstract Library

We now show how to model the Needham-Schroeder-Lowe protocol in the framework
of [24] and using the ideal cryptographic library. For each useru ∈ {1, . . . , n}, we de-
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Fig. 1. Overview of the Needham-Schroeder-Lowe Ideal System.

fine a machineMNS
u , called aprotocol machine, which executes the protocol sketched

above for participant identityu, allowing an arbitrary (polynomial) number of con-
current executions.1 This machine is connected to its user via portsEA outu !, EA inu?
(“EA” for “Entity Authentication”, because the behavior atthese ports is the same for all
entity authentication protocols) and to the cryptographiclibrary via portsinu !, outu?.
The notation follows the CSP convention, e.g., the cryptographic library has a port
inu? where it obtains messages output atinu !. The combination of the protocol ma-
chinesMNS

u and the trusted hostTH(H) is theideal Needham-Schroeder-Lowe system
SysNS,id. It is shown in Figure 1;H andA model the arbitrary joint honest users and the
adversary, respectively.

Using the notation of [24], the systemSysNS,id consists of severalstructures
(M (H),S (H)), one for each value of the parameterH. Each structure consists of a
setM (H) := {TH(H)}∪{MNS

u | u ∈ H} of machines, i.e., for a given setH of honest
users, only the machinesMNS

u with u ∈ H are actually present in a system run. The
others are subsumed in the adversary.S (H) denotes those ports ofM (H) that the hon-
est users connect to, i.e.,S (H) := {EA inu?, EA outu ! | u ∈ H}. Formally, we obtain
SysNS,id := {(M (H),S (H)) | H ⊆ {1, . . . , n}}.

In order to capture that keys have been generated and distributed, we assume that
suitable entries for the keys already exist in the database of TH(H). We denote the
handle ofu1 to the public key ofu aspke

hnd
u,u1

and the handle ofu to its secret key as

skehnd
u .

1 We could define local submachines per protocol execution. However, one also needs a dis-
patcher submachine for useru to dispatch incoming protocol messages to the submachines by
the nonces, and user inputs to new submachines. We made such aconstruction once for a case
with complicated submachines [23], and the dispatcher could be reused for all protocols with
a fixed style of distinguishing protocol runs. However, the Needham-Schroeder-Lowe protocol
does not use an existing dispatcher, and for such an almost stateless protocol splitting machines
into submachines rather complicates the invariants.



The state of the machineMNS
u consists of the bitstringu and a family

(Nonceu,v)v∈{1,...,n} of sets of handles. Each setNonceu,v is initially empty. We now
define how the machineMNS

u evaluates inputs. They either come from useru at port
EA inu? or fromTH(H) at portoutu?. The behavior ofMNS

u in both cases is described
in Algorithm 1 and 2 respectively, which we will describe below. We refer to Stepi of
Algorithm j as Stepj.i. Both algorithms should immediately abort if a command to
the cryptographic library does not yield the desired result, e.g., if a decryption request
fails. For readability we omit these abort checks in the algorithm descriptions; instead
we impose the following convention.

Convention 1 If MNS
u enters a command at portinu ! and receives↓ at port outu? as

the immediate answer of the cryptographic library, thenMNS
u aborts the execution of

the current algorithm, except if the command was of the formlist proj or send i.

At any time, the user of the machineMNS
u can start a new protocol execution with any

userv ∈ {1, . . . , n} \ {u} by inputting(new prot, v) at portEA inu?. Our security
proof holds for all adversaries and all honest users, i.e., especially those that start pro-
tocols with the adversary (respectively a malicious user) concurrently with protocols
with honest users. Upon such an input,MNS

u builds up the term corresponding to the
first protocol message using the ideal cryptographic library TH(H) according to Algo-
rithm 1. The commandgen nonce generates the ideal nonce.MNS

u stores the resulting
handlenhnd

u in Nonceu,v for future comparison. The commandstore inputs arbitrary
application data into the cryptographic library, here the user identityu. The command
list forms a list andencrypt is encryption. Since only lists are allowed to be transferred
in TH(H) (because the list-operation is a convenient place to concentrate all verifica-
tions that no secret items are put into messages), the encryption is packed as a list again.
The final commandsend i means thatMNS

u sends the resulting term tov over an inse-
cure channel (called channel typei). The effect is that the adversary obtains a handle to
the term and can decide what to do with it, e.g., forward it toMNS

v , delay it compared
with concurrent protocol executions, or modify it.

The behavior ofMNS
u upon receiving an input from the cryptographic library at

port outu? corresponding to a message that arrives over the network is defined simi-
larly in Algorithm 2. By construction ofTH(H), such an input is always of the form
(v, u, i, mhnd), wherev is the supposed sender,u the recipient,i the channel type “in-
secure” (the only type used here), andmhnd the handle to the received message, which
is always a list.MNS

u first decrypts the list content using the secret key of useru, which
yields a handlelhnd to an inner list. This list is parsed into at most three components
using the commandlist proj. If the list has two elements, i.e., it could correspond to
the first message of the protocol,MNS

u generates a new nonce and stores its handle
in Nonceu,v. After that,MNS

u builds up a new list according to the protocol descrip-
tion, encrypts the list and sends it to userv. If the list has three elements, i.e., it could
correspond to the second message of the protocol, thenMNS

u tests whether the third
list element equalsv and whether the first list element is already contained in theset
Nonceu,v. If one of these tests does not succeed,MNS

u aborts. Otherwise, it again builds
up a term according to the protocol description and sends it to userv. Finally, if the
list has only one element, i.e., it could correspond to the third message of the protocol,
thenMNS

u tests if the handle of this element is already contained in the setNonceu,v.



Algorithm 1 Evaluation of Inputs from the User (Protocol Start)
Input: (new prot, v) atEA inu? with v ∈ {1, . . . , n} \ {u}.
1: nhnd

u ← gen nonce().
2: Nonceu,v := Nonceu,v ∪ {n

hnd
u }.

3: uhnd ← store(u).
4: lhnd

1 ← list(nhnd
u , uhnd).

5: chnd
1 ← encrypt(pkehnd

v,u, lhnd
1 ).

6: mhnd
1 ← list(chnd

1 ).
7: send i(v, mhnd

1 ).

If so, MNS
u outputs(ok, v) at EA outu !. This signals that the protocol with userv has

terminated successfully, i.e.,u believes that he spoke withv.

3.2 On Polynomial Runtime

In order to use existing composition results of the underlying model, the machinesMNS
u

have to be polynomial-time. Similar to the cryptographic library, we hence define that
each machineMNS

u maintains explicit polynomial bounds on the message lengths and
the number of inputs accepted at each port.

4 Formalizing the Security Property

The security property that we prove is entity authentication of the initiator. It states that
an honest participantv only successfully terminates a protocol with an honest partic-
ipant u if u has indeed started a protocol withv, i.e., an output(ok, u) at EA outv !
can only happen if there was a prior input(new prot, v) atEA inu?. This property and
the protocol as defined above do not consider replay attacks.This can be added to the
protocol as follows: IfMNS

u receives a message fromv containing a nonce andMNS
u

created this nonce, then it additionally removes this noncefrom the setNonceu,v, i.e.,
after Steps2.20 and2.25, the handlexhnd

1 is removed fromNonceu,v.2

Integrity properties in the underlying model are formally sets of traces at the in-
and output ports connecting the system to the honest users, i.e., here traces at the port
setS (H) = {EA outu !, EA inu? | u ∈ H}. Intuitively, such an integrity propertyReq

states which are the “good” traces at these ports. A trace is asequence of sets of events.
We write an eventp?m or p!m, meaning that messagem occurs at input or output port
p. Thet-th step of a tracer is writtenrt; we also speak of the step at timet. Thus the
integrity requirementReqEA of entity authentication of the initiator is formally defined
as follows:

2 Proving freshness and two-sided authentication is certainly useful future work, in particular
once the proof has been automated. We do not intend to prove the property of matching con-
versation from [8]. It makes constraints on events within the system; this cannot be expressed
in an approach based on abstraction and modularization. We see it as a sufficient, but not nec-
essary condition for the desired abstract properties. Someadditional properties associated with
matching conversations only become meaningful at an abstract level if one goes beyond entity
authentication to session establishment.



Algorithm 2 Evaluation of Inputs fromTH(H) (Network Inputs)

Input: (v, u, i, mhnd) atoutu? with v ∈ {1, . . . , n} \ {u}.
1: chnd ← list proj(mhnd, 1)
2: lhnd ← decrypt(skehnd

u , chnd)
3: xhnd

i ← list proj(lhnd, i) for i = 1, 2, 3.
4: if xhnd

1 6= ↓ ∧ xhnd
2 6= ↓ ∧ xhnd

3 = ↓ then {First Message is input}
5: x2 ← retrieve(xhnd

2 ).
6: if x2 6= v then
7: Abort
8: end if
9: nhnd

u ← gen nonce().
10: Nonceu,v := Nonceu,v ∪ {n

hnd
u }.

11: uhnd ← store(u).
12: lhnd

2 ← list(xhnd
1 , nhnd

u , uhnd).
13: chnd

2 ← encrypt(pkehnd
v,u, lhnd

2 ).
14: mhnd

2 ← list(chnd
2 ).

15: send i(v, mhnd
2 ).

16: else ifxhnd
1 6= ↓ ∧ xhnd

2 6= ↓ ∧ xhnd
3 6= ↓ then {Second Message is input}

17: x3 ← retrieve(xhnd
3 ).

18: if x3 6= v ∨ xhnd
1 6∈ Nonceu,v then

19: Abort
20: end if
21: lhnd

3 ← list(xhnd
2 ).

22: chnd
3 ← encrypt(pkehnd

v,u, lhnd
3 ).

23: mhnd
3 ← list(chnd

3 ).
24: send i(v, mhnd

3 ).
25: else ifxhnd

1 ∈ Nonceu,v ∧ xhnd
2 = xhnd

3 = ↓ then {Third Message is input}
26: Output(ok, v) atEA outu !.
27: end if

Definition 1. (Entity Authentication Requirement) A tracer is contained inReqEA if
for all u, v ∈ H:

∃t1 ∈ N : EA outv !(ok, u) ∈ rt1 # If v believes she speaks withu at timet1

⇒ ∃t0 < t1 : # then there exists a past timet0
EA inu?(new prot, v) ∈ rt0 # in whichu started a protocol withv

The notion of a systemSys fulfilling an integrity propertyReq essentially comes in
two flavors [4].Perfect fulfillment, Sys |=perf Req, means that the integrity property
holds for all traces arising in runs ofSys (a well-defined notion from the underlying
model [24]).Computational fulfillment, Sys |=poly Req, means that the property only
holds for polynomially bounded users and adversaries, and only with negligible error
probability. Perfect fulfillment implies computational fulfillment.

The following theorem captures the security of the ideal Needham-Schroeder-Lowe
protocol.



Theorem 1. (Security of the Needham-Schroeder-Lowe Protocol based onthe Ideal
Cryptographic Library) LetSysNS,id be the ideal Needham-Schroeder-Lowe system de-
fined in Section 3, andReqEA the integrity property of Definition 1. ThenSysNS,id |=perf

ReqEA.

5 Proof of the Cryptographic Realization

If Theorem 1 has been proven, it follows that the Needham-Schroeder-Lowe protocol
based on the real cryptographic library computationally fulfills the integrity requirement
ReqEA. The main tool is the followingpreservation theoremfrom [4].

Theorem 2. (Preservation of Integrity Properties (Sketch)) Let two systemsSys1,
Sys2 be given such thatSys1 is computationally at least as secure asSys2 (written
Sys1 ≥

poly
sec Sys2). LetReq be an integrity requirement for bothSys1 andSys2, and let

Sys2 |=
poly Req. Then alsoSys1 |=

poly Req.

Let Syscry,id andSyscry,real denote the ideal and the real cryptographic library from [6],
andSysNS,real the Needham-Schroeder-Lowe protocol based on the real cryptographic
library. This is well-defined given the formalization with the ideal library because the
real library has the same user ports and offers the same commands.

Theorem 3. (Security of the Real Needham-Schroeder-Lowe Protocol) Let ReqEA de-
note the integrity property of Definition 1. ThenSysNS,real |=poly ReqEA.

Proof. In [6] it was shown thatSyscry,real ≥poly
sec Syscry,id holds for suitable param-

eters in the ideal system. SinceSysNS,real is derived fromSysNS,id by replacing the
ideal with the real cryptographic library,SysNS,real ≥poly

sec SysNS,id follows from the
composition theorem of [24]. We only have to show that the theorem’s preconditions
are fulfilled. This is straightforward, since the machinesMNS

u are polynomial-time (cf.
Section 3.2). Now Theorem 1 impliesSysNS,id |=poly ReqEA, hence Theorem 2 yields
SysNS,real |=poly ReqEA.

6 Proof in the Ideal Setting

This section sketches the proof of Theorem 1, i.e., the proofof the Needham-Schroeder-
Lowe protocol using the ideal, deterministic cryptographic library. A complete proof
can be found in the long version of this paper [5], together with a short version of the
notation of the cryptographic library. The proof idea is to go backwards in the protocol
step by step, and to show that a specific output always requires a specific prior input.
For instance, when userv successfully terminates a protocol with useru, thenu has sent
the third protocol message tov; thusv has sent the second protocol message tou; and
so on. The main challenge in this proof was to find suitable invariants on the state of
the ideal Needham-Schroeder-Lowe system. This is somewhatsimilar to formal proofs
using the Dolev-Yao model; indeed the similarity supports our hope that the new, sound
cryptographic library can be used in the place of the Dolev-Yao model in automated
tools.



The first invariants,correct nonce ownerandunique nonce use, are easily proved
and essentially state that handles contained in a setNonceu,v indeed point to entries of
type nonce, and that no nonce is in two such sets. The next two invariants,nonce secrecy
andnonce-list secrecy, deal with the secrecy of certain terms and are mainly neededto
prove the last invariant,correct list owner, which establishes who created certain terms.

Invariant 1 (Correct Nonce Owner) For allu ∈ H, v ∈ {1, . . . , n} and for allxhnd ∈
Nonceu,v, we haveD[hndu = xhnd] 6= ↓ andD[hndu = xhnd].type = nonce.

Invariant 2 (Unique Nonce Use) For allu, v ∈ H, all w, w′ ∈ {1, . . . , n}, and allj ≤
size: If D[j].hndu ∈ Nonceu,w andD[j].hndv ∈ Noncev,w′ , then(u, w) = (v, w′).

Nonce secrecystates that the nonces exchanged between honest usersu andv remain
secret from all other users and from the adversary. For the formalization, note that the
handles to these nonces form the setsNonceu,v. The claim is that the other users and
the adversary have no handles to such a nonce in the databaseD of TH(H):

Invariant 3 (Nonce Secrecy) For allu, v ∈ H and for all j ≤ size: If D[j].hndu ∈
Nonceu,v thenD[j].hndw = ↓ for all w ∈ (H ∪ {a}) \ {u, v}.

Similarly, the invariantnonce-list secrecystates that a list containing such a handle can
only be known tou andv. Further, it states that the identity fields in such lists are
correct. Moreover, if such a list is an argument of another entry, then this entry is an
encryption with the public key ofu or v.

Invariant 4 (Nonce-List Secrecy) For allu, v ∈ H and for all j ≤ size with
D[j].type = list: Let x ind

i := D[j].arg [i] for i = 1, 2, 3. If D[x ind
i ].hndu ∈ Nonceu,v

then

– D[j].hndw = ↓ for all w ∈ (H ∪ {a}) \ {u, v}.
– if D[x ind

i+1].type = data, thenD[x ind
i+1].arg = (u).

– for all k ≤ size we havej ∈ D[k].arg only if D[k].type = enc andD[k].arg [1] ∈
{pkeu, pkev}.

The invariantcorrect list ownerstates that certain protocol messages can only be con-
structed by the “intended” users. For example, if a databaseentry is structured like the
cleartext of a first protocol message, i.e., it is of typelist, its first argument belongs to
the setNonceu,v, and its second argument is a non-cryptographic construct (formally
of typedata) then it must have been created by useru. Similar statements exist for the
second and third protocol message.

Invariant 5 (Correct List Owner) For allu, v ∈ H and for all j ≤ size with
D[j].type = list: Let x ind

i := D[j].arg [i] andxhnd
i,u := D[x ind

i ].hndu for i = 1, 2.

– If xhnd
1,u ∈ Nonceu,v andD[x ind

2 ].type = data, thenD[j] was created byMNS
u in

Step 1.4 (in one of its protocol executions).
– If D[x ind

1 ].type = nonce andxhnd
2,u ∈ Nonceu,v, thenD[j] was created byMNS

u in
Step 2.12.



– If xhnd
1,u ∈ Nonceu,v andx ind

2 = ↓, thenD[j] was created byMNS
v in Step 2.21.

This invariant is key for proceeding backwards in the protocol. For instance, ifv ter-
minates a protocol with useru, thenv must have received a third protocol message.
Correct list ownerimplies that this message has been generated byu. Nowu only con-
structs such a message if it received a second protocol message. Applying the invariant
two more times shows thatu indeed started a protocol withv.
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