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Abstract. Enterprise privacy enforcement allows enterprises toriatéy en-
force a privacy policy that the enterprise has decided toptgto. To facilitate
the compliance with different privacy policies when seVggats of an organiza-
tion or different enterprises cooperate, it is crucial teengols at hand that allow
for a practical management of varying privacy requirements

We propose an algebra providing various types of operatrsdmposing and
restricting enterprise privacy policies like conjunctialisjunction, and scoping,
together with its formal semantics. We base our work on arsepef the syn-
tax and semantics of IBM's Enterprise Privacy Authorizati@nguage (EPAL),
which recently has been submitted to W3C for standardiaatitowever, a de-
tailed analysis of the expressiveness of EPAL revealssbatewhat surprisingly,
EPAL is not closed under conjunction and disjunction. Tewinvent this prob-
lem, we identi ed the subset of well-founded privacy podisiwhich enjoy the
property that the result of our algebraic operations carubeet into a coherent
privacy policy again. This enables existing privacy polayforcement mecha-
nisms to deal with our algebraic expressions. We furthewstiat our algebra
ts together with the existing notions of privacy policy neement and sequential
composition of privacy policies in a natural way.

1 Introduction

Not only due to the increasing privacy awareness of costsjtfe proper incorporation
of privacy considerations into business processes ismginiportance. Also regulatory
measures like the Children's Online Privacy Protection @®DPPA) or the Health In-
surance Portability and Accountability Act (HIPAA) illuste that avoiding violations
of privacy regulations is becoming a crucial issue. While Bttatform for Privacy Pref-
erences Project (P3P) [21] is a valuable tool for dealindgpyiivacy concerns of web
site users, the ne-grained treatment of privacy policiedusiness-to-business mat-
ters is still not settled satisfyingly. E.g., a languagetfoe internal privacy practices
of enterprises and for technical privacy enforcement méfst smore possibilities for
ne-grained distinction of data users, purposes, etc., el6 @ a clearer semantics. To
live up to these requirements, enterprise privacy tectgietoare emerging [9]. One
approach for capturing the privacy requirements of an pritss—which however does
not specify the implementation of these requirements—asuge of formalized enter-
prise privacy policies [11,17,16].
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Although the primary purpose of enterprise privacy pobdi enterprise-internal
use, many factors speak for standardization of such psliéeg., it would allow cer-
tain technical parts of regulations to be encoded into susthradardized language once
and for all, and a large enterprise with heterogeneous itepies of personal data could
then hope that enforcement tools for all these reposittiéesme available that allow
the enterprise to consistently enforce at least the interaacy practices chosen by the
CPO (chief privacy of cer). For these reasons, IBM has pisgzban Enterprise Privacy
Authorization Language (EPAL) as an XML speci cation, whibas been submitted
to W3C for standardization. EPAL allows for a ne-grainedsdeption of privacy re-
quirements in enterprises and could become a valuabledo(}disiness) processes that
span several enterprises or different parts of a largemizg#on.

An enterprise privacy policy often re ects different legadgulations, promises
made to customers, as well as more restrictive internatipescof the enterprise. Fur-
ther, it may allow customer preferences. Hence it may beaseath maintained, re-
placed, and audited in a distributed fashion. In other woods will need a life-cycle
management system for the collection of enterprise pripadigies. However, despite
considerable advancement in this area, current approachéssed on monolithic and
complete speci cations, which is very restrictive givemtlseveral policies might have
to be enforced at once while being under control of differamthorities. Having in
mind actual use cases where sensitive data obeying diffprisacy regulations has to
be merged or exchanged, this situation calls for a composftamework that allows
for integrating different privacy policies while retaimjtheir independence. While such
thoughts occur as motivation in most prior work on enteggsvacy policies, the few
tools provided so far are not very expressive, and eventively simple operations
have not been formalized yet.

Motivated by successful applications of algebraic toolgadeess control [7, 24, 8,
25], our goal is to provide an expressive algebra over eriggrprivacy policies together
with its formal semantics, offering operators for combgiand restricting policies,
along with suitable algebraic laws that allow for a convehgolicy management. We
do this concretely for the IBM EPAL proposal. However, for@esti c paper it is
desirable to avoid the lengthy XML syntax and use a corregjpgnabstract syntax
presented in [2, 4] and known as E-P3P (which, like EPAL, selolon [17]).

To employ existing privacy policy enforcement mechanisorar algebraic expres-
sions, it is necessary to represent the results of the apsras a syntactically correct
privacy policy again. While achieving this representati@s been identi ed as a core
property in previous work on algebras for access contratjea [7], and also explored
there in detail, achieving the same result for enterprideapy policies as in EPAL
seems rather involved because of the treatment of obligstitifferent policy scopes,
default values as well as a sophisticated treatment of deleg- In fact, our analysis
of the expressiveness of EPAL shows that EPAL is not closeteunperations like
conjunction and disjunction, hence the aforementionecbsgmtation can often not be
achieved. To circumvent this problem, we identify the setvefl-founded policies,
which constitutes a subset of all EPAL policies, for which & give a constructive
algorithm that represents the results of our algebraicaijmers as a well-founded EPAL
policy again.



The rst operators we de ne are policy conjunction and digjtion, which serve
as the basic building blocks for constructing larger pelciFor instance, an enterprise
might rst take all applicable regulations and combine thiato a minimum policy by
means of the conjunction operator. A general promise madgetoustomers, e.g., an
existing P3P translated into the more general language mayfurther input. As one
expects, these operators are not a simple logical AND réispgcOR for expressive
enterprise privacy policies for the reasons depicted abdkeeshow that these oper-
ators enjoy the expected algebraic laws like associatmitgistributivity. Our third
operator—scoping—allows for con ning the scope of a polioysub-hierarchies of a
policy. This is of major use in practice as it enables margqgéspectively reasoning
about privacy requirements that involve only certain paftsn organization.

We further sketch some extensions of our algebra; in padaticwe incorporate the
sequential composition of privacy policies, which has begroduced in [4], and we
explore its relationship to our remaining operators.

Further related literature.Policy composition has been treated before, in particalar f
access control [7,8, 10,19, 15, 26], systems managemehtg@faration-of-duty [23,
13], or IPSEC [12]. The algebra discussed below is clearlyivated by existing work
on algebras for access control polices [7, 24, 8, 25]. We ar@aware of a similar pro-
posal for privacy policies although certain aspects haea laeldressed before, e.g., [18]
points out possible con icts if EPAL policies from differeorigins have to be dealt
with. The publication closest to our algebra of privacy pi@s is [4], which introduces
a notion of sequential composition of privacy policies adl s the notion of policy
re nement. The present paper tries to extend this pool oéladgic tools. Compared
with existing access-control languages, the core corttabwf new privacy-policy lan-
guages|[11, 17,16]is the notion of purpose and purposebmallection of data, which
is essential to privacy legislation. Other necessary featthat prevent enterprises from
simply using their existing access-control systems anctheesponding algebras are
obligations and conditions on context information. Indivally, these features were also
considered in literature on access control, e.g., purp@sarichies in [6], obligations in
[5, 14, 22], and conditions on context information in [26].

2 Syntax and Semantics of E-P3P Enterprise Privacy Policies

Informally speaking, the aim of a privacy policy is to de ng twhom, for which pur-
poses, and in which way collected data can be accessedeFortha privacy policy
may impose obligations onto the organization using the.digacy policies formal-
ize privacy statements like “we use data of a minor for mankgpurposes only if the
parent has given consent” or “medical data can only be reathdpatient's primary
care physician”. This section mainly recalls the abstrgotax and semantics E-P3P
[2,4] of IBM's EPAL privacy policy language [1] up to some augntations needed to
achieve the desired algebraic properties, e.g., thatatidigs are already structured in
a suitable way. Motivated by recent changes in EPAL, ourisgsion of E-P3P de-
viates from the one in [4] in the handling of so-called “dotéire” rulings: In analogy
to EPAL 1.2, we only allow the default ruling to return a “donare”, and we demand
that no obligations may be imposed in this case.



2.1 Hierarchies, Obligations, and Conditions

First, we recall the basic notions of hierarchies, obligati and conditions used in
E-P3P, and operations on them as needed in later re nemedtsgerators of our al-
gebra. For conveniently specifying rules, the data, usgcs,are categorized in E-P3P
as in many access-control languages. The same applies putheses. To allow for
structured rules with exceptions, categories are orderéierarchies; mathematically
they are forests, i.e., multiple trees. For example, a usempany” may group sev-
eral “departments”, each containing several “employ€eBsé enterprise can then write
rules for the whole “company” with exceptions for some “depeents”.

De nition 1 (Hierarchy). A hierarchyis pair (H;> ) of a nite setH and a transi-
tive, non-re exiverelatiorry  H H,where everi 2 H has at most one immediate
predecessor (parent). As usual we writg for the re exive closure.

For two hierarchiegH; > ) and(G;>g), we de ne

(H:>n) (Gi>6):, (H G)"*(Gu  >6)
H:>w)[ (G>6) =(H[ G(u [ >6) )

where denotes the transitive closure. Note that a hierarchy unignot always a
hierarchy again. 3

As mentioned above already, E-P3P policies can imposeathtits, i.e., duties for an
organization/enterprise. Typical examples are to sendiaation to the data subject
after each emergency access to medical data, or to deletenithin a certain time
limit. Obligations are not structured in hierarchies, byim implication relation. E.g.,
an obligation to delete data within 30 days implies that thtads deleted within 2
months. The overall obligations of a rule in E-P3P are exggéss sets of individual
obligations which must have an interpretation in the agpiicy domain. As multiple
obligations may imply more than each one individually, timplication relation (which
must also be realized in the application domain) is speabedhese sets of obligations.
We also de ne how this relation interacts with vocabularyesmsions.

De nition 2 (Obligation Model). An obligation models a pair (O;! o) of a setO
and a transitive relation o P (O) P (O), spokerimplies on the powerset dD,
whereo; ! o o forall o, 04, i.e., ful lling a set of obligations implies ful lling all
subsets. FoO® P (0), we extend the implication ©° P (O) by((01! o ) :,
(00\ O! o 1)).

For de ning the AND and OR-composition of privacy policiasi meaningful way,
we moreover assume thR{O) is equipped with an additional operation such that
(P (0); _;[) is adistributive lattice; the operator re ects the intuitive notion of OR
(in analogy to the set-theoretical unignwhich corresponds to AND). In particular, we
require the following:

— foralloj;0, Owehaveny ! o (01 Op)
— forall 01;0,;0);03 O we have(o; ! o 02) » (0 ! o 09) implies both(o; _
) ! o (0z_0))and(or[ 0)) ! o (02[ 09).



Finally, we assume that all occurring obligation modé®;! o) are subsets of a xed
(super) obligation modeDMo = (Op;! o,) such that o is the restriction of o,
toP(0) P(0O). 3

The decision formalized by a privacy policy can depend ortexdrdata like the age of
a person. In EPAL this is represented by conditions over that®-called containers
[1]. The XML representation of the formulas is taken fromJ[2&hich corresponds
to a predicate logic without quanti ers. In the abstract tsynin [2], conditions are
abstracted into propositional logic, which is too coarseofar purposes. Hence, asin in
[4] we use an extension of E-P3P formalizing the containera set of variables with
domains and the conditions as formulas over these variables

De nition 3 (Condition Vocabulary). A condition vocabularyis a pair Var =
(V;Scopg of a nite setV and a function assigning every2 V, called avariable a
setScopex), called itsscope
Two condition vocabularie®ar 1 = (V1; Scopg ), Var 2 = ( V2; Scopg) are com-
patibleif Scopg (x) = Scope(x) for all x 2 Vi \ V,. For that case, we de ne their
unionbyVar, [ Var, :=(Vi[ V2;Scopg [ Scope).
3

One may think of extending this to a full signature in the seofslogic, i.e., including
predicate and function symbols—in EPAL, this is hidden iaruge ned functions that
may occur in the XACML conditions. For the moment, we assurgi&en universe of
predicates and functions with xed domains and semantics.

De nition 4 (Condition Language). Let a condition vocabular¥ar = (V;Scope
be given.

— Thecondition languag€ (Var) is the set of correctly typed formulas owérus-
ing the assumed universe of predicates and functions, atitkilgiven syntax of
predicate logic without quanti ers. S

— Anassignmenof the variables is a function: V ! w2y Scopgx) with (x) 2
Scopgx) for all x 2 V. The set of all assignments for the &&tr is written
Ass(Var).

— For 2 Ass(Var), leteval : C(Var) ! f true;falseg denote the evaluation
function for conditions given this variable assignmentisTik de ned by the un-
derlying logic and the assumption that all predicate andction symbols come
with a xed semantics.

— For 2 Ass(Var), we denote by 2 C(Var) some xed formula such that
eval (c )= true andeval o(c ) = falseforall °2 Ass(Var)nf g.

3

We do not consider partial assignments as is done in [4] siregedo not occur in EPAL
1.2 any more.



2.2 Syntax of E-P3P Policies

An E-P3P policy is a triple of a vocabulary, a set of authditwarules, and a default rul-
ing. The vocabulary de nes element hierarchies for datappses, users, and actions,
as well as the obligation model and the condition vocabuRaga, users, and actions
are as in most access-control policies (except that usertypically called “subjects”
there, which in privacy would lead to confusion with datajeats), and purposes are
an important additional hierarchy for the purpose bindihgallected data.

De nition 5 (Vocabulary). A vocabularyis a tupleVoc = (UH;DH;PH;AH;
Var ; OM) whereUH, DH, PH, andAH are hierarchies called user, data, purpose,
and action hierarchy, respectively, aidr is a condition vocabulary an@M an obli-
gation model. 3

As a naming convention, we assume that the components ofabutaryVoc are al-
ways called as in De nition 5 wittUH = (U;>y),DH =(D;>p),PH =(P;>p),
AH = (A;>,), Var = (V;Scopgd, andOM = (O;! o), except if explicitly stated
otherwise. In a vocabulaijoc; all components also get a subsciipand similarly for
superscripts. Differing from [4] we require that a set oftearization rules (shormule-
se) only contains authorization rules that allow or deny anrapen, i.e., we do not
allow rules which yield a “don't care” ruling. This re ecthé latest version of EPAL.
Further on, motivated by EPAL's implicit handling of pre@sttes through the textual
order of the rules, we call a privacy poligyell-formedif rules which allow for contra-
dicting rulings do not have identical precedences (actualEPAL two rules camever
have identical precedences).

De nition 6 (Ruleset and Privacy Policy). Aruleseffor a vocabularyoc is a subset
ofz U D P A C(vVar) P(O) f +;9.

A privacy policy or E-P3P policyis a triple (Voc;R;dr) of a vocabu-
lary Voc, a rule-setR for Voc, and a default rulingdr 2 f+; ;g . The
set of these policies is calle&P3P, and the subset for a given vocabulary
EP3P (Voc). Moreover, we cal(Voc; R;dr) 2 EP3P well-formed if for all rules
(i;u;d;p;a;c;o;r); (i;u%d% p%a%c% 0% r% 2 R with identical precedences and for
all assignments 2 Ass(Var) the implication(eval (c) = true = eval (c9) )

(r = r9 holds. 3

The rulingst, ,and mean “allow”, “don't care”, and “deny”; the valueis special
in the sense, that it can only be assigned to the defaultgwlira policy. As a haming
convention, we assume that the components of a privacyypcidited Pol are always
called as in De nition 6, and iPol has a sub- or superscript, then so do the components.

2.3 Semantics of E-P3P Policies

An E-P3P requestis a tup{e; d; p; @) which should belongtotheset D P A for
the given vocabulary. Note that E-P3P and EPAL requestsaineestricted to “ground
terms” as in some other languages, i.e., minimal elemetiteihierarchies. This is use-
ful if one starts with coarse policies and re nes them beealsments that are initially



minimal may later get children. For instance, the individusers in a “department” of
an “enterprise” may not be mentioned in the CPO's privacygyobut in the depart-
ment's privacy policy. For similar reasons, we also de ne 8emantics for requests
outside the given vocabulary. We assume a sup&setwhich all hierarchy sets are
embedded; in practice it is typically a set of strings ordd&ML expressions.

De nition 7 (Request). For a vocabulanNoc, we de ne the set ofalid requestas
Reg(Voc) := U D P A.Givenasuperse& of the setdJ; D; P; A of all considered
vocabularies, the set dll requestss Req := S*.

For valid requestgu; d; p; a); (u% d® p% a% 2 Reg(Voc) we set

(u;d;p;a)  (U%d%p%a%:, u yulandd p d®andp p panda A a°

Moreover, we setu; d; p;a) <1 (u%d®p%ad if and only if there is exactly one 2
fu; d; p; ag such thatx®is the parent ofk and for ally 2 f u;d; p; ag n fxg we have
y = y° Finally, we refer to a valid requegt; d; p; a) 2 Req(Voc) asleafor leaf node
if u; d; p, anda are leaves in the respective hierarchy. We denote the sditlebaes of
Req(Voc) by L (Voc) and forq 2 Req(Voc), we setl (q;Voc) := fo°2 L(Voc) j of
qg n fqg. 3

The semantics of a privacy polidyol is a functionevalp, that processes a request
based on a given assignment. The evaluation result is a(pay of a ruling (also
calleddecision) and associated obligations; in the case of a “don't candiftg (r = )
we necessarily have= ;, i.e., no obligations are imposed in this case. Our sen&ntic
follows the E-P3P semantics in [4], but we restrict our déan to the (from the prac-
tical point of view most relevant) case of well-formed p@#, which simply avoids a
separate treatment of con icts among rules. We further jitettme exceptional ruling
scopeerror which indicates that a request was out of the scope of theypoli

The semantics is de ned by a virtual pre-processing thablaisfthe hierarchies
followed by a request processing stage. We stress thastbisly a compact de nition
of the semantics and not an ef cient real evaluation aldonit

De nition 8 (Unfolded Rules). For a privacy policyPol = ( Voc; R; dr), theunfolded
rule setUR(Pol) is de ned as follows:

URD (Pol) := f(i;u®d%p%a®c;o;r) 2 Rj9(i;u;d;p;a;c;o;r) 2 R
withu yurd p dp pp’ra A a%;
UR(Pol) := URD (Pol)
[f (;u%d%pia%cio; )2 Rj9(i;u;d;p;a;c;0; ) 2 URD(Pol)
withu® gurd® pdrp? ppra® 4 ag

3

A crucial point in this de nition is the fact that “deny”-rak are inherited both down-
wards and upwards along the four hierarchies while “allowlés are inherited down-
wards only. The reason is that the hierarchies are considg@ipings: If access is
forbidden for some element of a group, it is also forbiddertlie group as a whole.



Next, we de ne which rules are applicable for a request g@erassignment of the
condition variables. These (unfolded) rules have the usda, purpose, and action as
in the request, and we make

De nition 9 (Applicable Rules). Let a privacy policyPol = ( Voc; R; dr), a request
g=(u;d;p;a 2 Req(Voc), and an assignment 2 Ass(Var ) be given. Then the set
of applicable ruleés

AR(Pol;q; ):= f(i;u;d;p;a;c;o;r) 2 UR(Pal) j eval (c) = trueg:
3

To formulate the semantics, itis convenient to de ne the masm and minimum prece-
dence of a policy.

De nition 10 (Precedence Range)For a privacy policyPol = (Voc;R;dr), let
max(Pol) := maxfij 9(i;u;d;p;a;c;o;r) 2 Rgandmin (Pol) := min fij 9(i; u;
d;p;a;c;o;r) 2 Rg. 3

We can now de ne the actual semantics, i.e., the result ofjaest given an assignment:

De nition 11 (Semantics). Let a well-formed privacy policiPol = (Voc; R; dr), a
requesty = (u;d; p;a) 2 Req, and an assignment 2 Ass(Var) be given. Then the
evaluation resul{r; 0) := evalpy (q; ) of policy Pol for qand is de ned by the
following algorithm, where every “return” is understood &bort the processing of the
algorithm.

1. Out-of-scope testindf q 62Req(VVoc), return(r; o) := ( scopeerror ; ;).
2. Processing by precedendeéor each precedence level := max(Pol) down to
min (Pol): S
— Accumulate obligation®acc 1= (i.;:qpac: 0:r)2AR (Pol :q: ) ©
— Normal ruling.If some rule(i; u; d; p; a; c;0;r) 2 AR(Pol;q; ) exists, return
(13 Oaco)-
3. Default ruling.If this step is reached, returfr; o) := (dr;;).

We also say that polickol rules(r; o) for gand , omittinggand if they are clear
from the context. 3

2.4 Re nement and Equivalence of Well-formed Privacy Poliges

Basically, re ning a policyPol means adding more details to it, i.e., enriching the vo-
cabulary and/or the set of rules without changing the megpaifithe policy with respect

to its original vocabulary. To be useful for actual use caés essential that operators
de ned on privacy policies behave in a well-speci ed and amtditive” manner with
respect to re nement relations. Thus, before we can makereda statements about
the re nement properties of the operators introduced imtéxe section, we need some
additional terminology, and end this section with recgllsome de nitions from [4].



De nition 12 (Compatible Vocabulary). Two vocabularie&/oc; andVoc, are com-
patible if their condition vocabularies are compatible andH; [ UH2;DH; [
DH,;PH1[ PH,; AH 1 [ AH ; are hierarchies again. 3

The notion of compatible vocabularies is a technicality thens out to be necessary to
specify operations that combine different policies whiok @ot necessarily formulated
in terms of identical vocabularies, and this leads to

De nition 13 (Union of Vocabularies). The union of two compatible vocabularies
Voc; and Voc; is de ned asVocy; [ Voc, := (UH1 [ UH2;DH1[ DH2;PH [
PH,;AH, [ AH,;Var; [ Var,;OM), whereOM = (O;! o) is the obligation
model with the latticP (O); _;[ ) being generated bl (O1) andP (O3), and! o
being the restriction of o, toP(O) P (O). 3

Next, we need the re nement of obligations whose de niti@guires some care, as a
re ned policy may well contain additional obligations, wieas at the same time some
others have been omitted. As consequence of this obseny#ti® de nition of re ne-
ment of obligations makes use of both obligation modeld, dhéhe original (coarser)
policy and that of the re ned policy:

De nition 14 (Re nement and Equivalence of Obligations). Let two obligation
models(O;;! o,) ando; O; fori = 1;2 be given. Thea is a re nementof
0, writteno, 0 if and only if the following holds:

D O1\ O,:0,! 0,0 ! 0,01:

We callo; and o, equivalentwritteno; 0, if and only ifo;, o0, ando, 0.
Forri;rp2f+; ; ;scopeerror g, we further de ne(ri;01)  (rz; 0p) if and only if
ri =rpandoy 0. 3

We can now formalize the notion of (weak) re nement of wallhed policies. Our
de nition of re nement closely resembles the one preseritejd], but it excludes par-
tial assignments and con ict errors, which are not suppbiiethe latest EPAL version.
The notion of weak re nement has not been introduced before.

De nition 15 (Policy Re nement). Let two well-formed privacy policie®ol;
(Voci; Ri; dr) fori = 1;2 with compatible vocabularies be given, and Bet,
(Voc; ;Ry;dri) fori = 1;2 whereVoc, = (UH1[ UH2;DH. [ DH2;PH [
PH,;AH 1 [ AH ,; Var;; OM;).

Letrqi;rp 2 f+; ; ;scopeerrorgando,  O; fori = 1;2 be arbitrary. We say
that (ro; 02) re nes (ry;01) (in OM 1 and OM ;), written (ro; 02) (ri;01), if and
only if one of the following two conditions holds

(1) (ry;01) 2f (scopeerror;;);( ;;)9 (2) ri2f+; 9 r2=rg1;0, 01

We say that(r;0,) weakly renes (r1;0:) (in OM; and OM5), written
(rz; 02) ~(r1; 01), if and only if one of the following three conditions holds:

(1) (r2;02) (r1;01) (2) ri=+;r2= R) (rio)=H5)rz2=



We callPol, a re nementof Pol, written Pol,  Pol; if and only if for every as-
signment 2 Ass(Var, [ Var;) and every authorization requegt2 Reg, we have
evalpo,(q; )  evalpo ,(g; ). We callPol, a weak re nemenibf Pol, if the same
holds with replaced by~.

3

Intuitively, a privacy policy that weakly re nes anotherlmy is at least as restrictive
as the coarser one: Even if the original policy rules “alldas’a certain request, after a
weak re nement the same request may be denied, or—proviggadb obligations get
lost—an “allow” can be transformed into a “don't care”.

Finally, the equivalence of two well-formed privacy poésiis de ned in the obvi-
ous manner:

De nition 16 (Policy Equivalence). Two well-formed privacy policieBol; andPol
are calledequivalentwritten Pol;  Pol,, if and only if they are mutual re nements,
i.e.,Pol; Pol,: (Pol; Pol, » Pol, Poly): 3

While this notion of policy equivalence is rather intuitiieturns out that in some sit-
uations only a weaker form of equivalence can be achievatiwartherefore conclude
this section with the de nition of weak policy equivalence.

De nition 17 (Weak Policy Equivalence). Two well-formed privacy policie®ol ;

and Pol, are called weakly equivalentwritten Pol; Pol,, if and only if they

are equivalent on their joint vocabulary, i.e., if and onfy(Vocy [ Voc,; R1;dr;)
(Vocy [ Vocy; Rp;dro): 3

3 De ning Operators

Basically, de ning symmetric operations on privacy podisire ecting the intuitive no-
tions of conjunction (AND) and disjunction (OR) looks ratlemple. Unfortunately,
with a straightforward yet intuitive approach it happerst the conjunction or disjunc-
tion of two privacy policies might no longer constitute a ®gtically correct privacy
policy. From a practical point of view such a behavior is nesidable: First, avail-
able tools to enforce a(n EPAL) privacy policy are desigretandle privacy policies
only. Thus, to handle compaositions of privacy policies themls had to be modi ed or
new tools had to be developed. The obvious solution to tliblpm—making use of a
wrapper program that queries several policies by meansistir tools and combines
their results appropriately—is not always acceptable.drtigular such a workaround
might violate conditions that were necessary to pass soxpefesive) certi cation pro-
cess. Secondly, the combined privacy policies can origimatather different sources
which are separated though signi cant geographical detanConsequently, in larger,
say multinational, projects, where policies of many dierorganizations have to be
combined, it can be infeasible or at least very inconvenierstore all (component)
policies that contribute to the ruling of the composition.
To circumvent these problems, it is desirable to work in asstibfEP3P that is

on the one hand closed under conjunction and disjunctionedisas other suitable al-
gebraic operations, and on the other hand is still expregsiough to capture typically



used privacy policies. The following lemma, whose proof watalue to lack of space,
characterizes the expressiveness (and therewith alss)iofiE-P3P policies.

Lemma 1 (Expressiveness of E-P3P).et Voc be a vocabulary and : Req(Voc)
Ass(Var) I'f +; ;g P f Og be an arbitrary function. Then there exists a well-
formed privacy policyPol = (Voc;R;dr) with evalpo (g; ) = ' (q; ) for all
(g; ) 2 Req(Voc) Ass(Var) if and only if for all valid requests] 2 Req(Voc)
and all assignments 2 Ass(Var ), the following four conditions are satis ed:

L' (0 )=(+:0)8 ¢ q:' (% )=(+ ;0% (possibly witho’6 o).
2.'(q; )=( ;0)8 ¢ q:' (% )=( ;0% (possibly witha’6 o).
3. ' (q; )=( ;o) impliesthat one of the following conditions holds:

(@) g2 L(Voc),

(b) 9P<1q:" (o )= (+ ;0) (possibly witho°6 0), g

(©9C f ”<1q;' (% )=( ;00)9:C 6 ;" &= o)¢ Opp.
4. 1f' (g; )=( ;0),theno= ;.

3.1 Conjunction, Disjunction and the Non-Closedness of EPA

Unlike in typical access control settings, for de ning thengunction and disjunction
of privacy policies, we have to take care of the “don't canglimg , whose semantics
is different from both “allow” and “deny”. Motivated by thatuition behind the ruling

, we decided for de nitions that are in analogy to the conjisrtand disjunction in
a three-valued ukasiewicz logic 3. To handle the obligations, we use the operator
provided by the obligation model.

() OR |(+:0) (50) (53)

(+:9[(+:0[ ) ( ;0) () (+:9[(+;0_0) (+:0 (+:0

(591 ;0 (50 A( ;0 ( 59|(+;0)  ( ;0_0)(;3)

CGolcs)y s ) G ED ) )
Intuitively, we do not want to give a positive answer to a resfuif one of the two
policies that are to be combined BWND denies the access. Further on, if one policy
allows the access, and the other one “does not care”, thamnet) a “don't care”
seems plausible and is indeed needed to ensure the disitipaf the operatorsAND
and OR. Similarly, for OR we allow an access, if at least one of the two involved
policies allows the request. Moreover, we “do not care”rie®f the operands “does
not care”—except if the other operand explicitly “allowsietrequest.

AND |(+;09  ( ;09

Lemma 2. Fix some obligation model and denote (#/(O); _;[ ) the corresponding
lattice of obligations. The((f+; g P(O)) [f ( ;;)g OR;AND) is a distributive
lattice. 2

We omit the proof of this and most of the subsequent lemmagalgpace limitations
and refer the reader to the long version of this paper [3].
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Fig. 1. Examples that EPAL is not closed under conjunction or disjon.

The natural de nition of conjunction of two privacy poligéol, andPol, would
be that whenevelP ol; rules(r;; o) for a given assignment and request, then the con-
junction of Pol; andPol; should yield(r;;0;) AND (r3;0), and similar for disjunc-
tion. However, an easy corollary of Lemma 1 yields that supbly is not necessarily
a valid EPAL policy anymore, i.e., EPAL is neither closed endonjunction nor under
disjunction given the above de nitions.

Corollary 1 (Non-Closedness of EPAL).There exist policies ol;; Pol, such that
for any policy Pol, we have that there exists an assignment2 Ass(Var; [
Var,) and a requestq 2 Reg(Vog [ Vo0g) such thatevalpo(g; ) 6
evalpor, (q; ) opevalpg,(q; ) whereop2 f AND; ORg. 2

Proof. For showing the statement for conjunction, we consider tiieips depicted at
the left-hand side of Figure 1. L&ol; fori = 1;2 such that each dH;, PH;, AH;
consists of a single element, and léH; contain two elements;, u, such thatu; is

a parent olu,. Further assume that the condition vocabulary and the atidig model
are empty. The rules iRol; allow useru, to access the data wheraasis forbidden

to do so. The rules iRol, don't care for both users. The conjunction would then yield
a policy in whichuj is not allowed to access the data whereas the policy doesant ¢
for u,. This immediately yields a contradiction to Lemma 1. Théralaan be shown
similarly for disjunction and the policies depicted at tight-hand side of Figure 1=

It is is easy to see that adapting the de nitionAfID andOR in obvious ways (like
rede ning the occurrences of) does not solve this problem without violating other
essential conditions, e.g., the distributivity of the agers. As a remedy we identify
the subset olvell-foundedprivacy policies in the next section, which allows for a very
intuitive handling in terms of de ning conjunction and disjction of privacy policies.
Actually, for practical cases, the restriction to thosesgey policies is not really an
obstacle, and in the next section we take a closer look atsoidties.

3.2 Well-founded Privacy Policies

The intuition underlying the notion of well-founded pobsi can be described as fol-
lows:

— Suppose the ruling speci ed for some group is “deny”, but@ohthe group mem-
bers is denied from accessing the respective data. Therahisadicts the idea
that in EPAL the group ruling is to re ect (“to group”) the iinbs of the individual
group members.



— If each member of a group is permitted to perform some actiwm intuitively the
group as a whole is permitted to perform this action, too.

— Assume that both the ruling speci ed for a group and for a mendf this group is
“allow”, and assume further that the obligations of the grawe not a superset of
the obligations of the group member. Then the group membgtiaable to avoid
certain obligations by submitting a query where the usguésied to be the group
as a whole. Typically, the availability of such a “workaralis not desirable. On
the other hand, if the obligations of the group are strictentthe union of the
obligations of the group members and we (re)de ne the grdaljgations to be the
union of the individual obligations then no harm (in the setieat a group member
can gain additional privileges) is caused by querying troaigr

Formally, well-founded policies are captured as follows:

De nition 18 (Well-founded Policy). Let P ol be a well-formed policy. Then we call
P ol well-foundedif and only if for all(q; ) 2 Reg(Voc) Ass(Var) the following
conditions are ful lled:

— If gis no leaf node andvalpo (q; ) =( ;0), then there existg® < qsuch that
evalpo (0% ) =( ;09 for someo”.

—If evabo(d% ) = (+ ;0p) for each® <; g and arbitrary ogp, then
evalpo (g; ) = (+ ;0) for someo.

— If evalpoi(q; )= (1 0),theno= " o covarny (a0 )=( 1 00) O

3

Up to equivalence, well-founded policies are already uelgdetermined by the rulings
of the leaf nodes:

Lemma 3. LetPol4; Pol, be well-founded privacy policies witfoc; = Voc, and let
evalpor, (q; ) = evalpg,(q; ) for everyq 2 L(Voci) and every 2 Ass(Vari).
ThenPol; Pol,. 2

Actually, the predetermined allow and deny rulings for teedf leaf nodes can be cho-
sen arbitrarily. The subsequent algorithm demonstratesmprinciple a well-founded
policy can explicitly be written down that is consistenthvany predetermined set of
rulings for all leaf nodes. Note however that the algorithoesinot aim at generating
small policies; optimizing it for practical purposes is satered as future work.

Input: a vocabulary/oc and
aruling(rg; ;05 )2 (f+; 9 P(O) [f (:5)g
forallg2 L(Voc); 2 Ass(V ar).
Output: a well-founded privacy policyPol = ( Voc; R; dr) such that for all
q2 L(Voc); 2 Ass(V ar) the equalityevalpg (q; ) =(rg; ;0q ) holds.

/* Assign identical precedences to leaf rulings differentrfio; ; ) */
R:=;
foreach q:=(u;d;p;a) 2 L(Voc)



it (rq; ;00 ) 6( ;3)
then R:= R[f (O;u;d;p;a;c;0q ;rq; )9 1)
end if
end for

/* Insert missing positive rulings with low precederite
for each 2 Ass(Var) and each q:=(u;d;p;a) 2 Reqg(Voc) do
if re, =+ for all 2 L(q;Vog
then R:= R[f (i;u;d;p;a;c ; 2L (q:Voc ) O )g (2)
such that i<i?©
for all  (i%u%d®p®a®c®+;0% 2 R:q> (u®d®p%ad
end if
end for

return (Voc;R; )

Lemma 4. The above algorithm is totally correct, i.e., it terminasesd for inputs as
speci ed in the algorithm, it computes a policy as speci adhe output descriptior2

3.3 Conjunction and Disjunction of Privacy Policies

We now de ne the conjunction and disjunction of two well-faded privacy policies.
From Lemma 3 we know that it is suf cient to de ne the operatsdfor those requests
that are leaves of the considered hierarchies since onceviieations on the leaves
are xed, the corresponding privacy policy is, up to equérade, uniquely determined.
With the algorithm in Section 3.2 we can then explicitly cartga policy that is con-
sistent with the given evaluations of the leaf nodes. Howdganake de nitions of the
operators independent of an algorithmic speci cation, vilefarmulate the actual de -
nitions in such a way that the result of a conjunction/disjion of two privacy policies
constitutes an equivalence class of policies—not a speeivacy policy. For practical
purposes this is not really a problem as we can, e.g., uségbathm from Section 3.2
to derive a concrete policy from the equivalence class.

The motivation for de ning an AND operation on privacy paés is rather straight-
forward: Assume that an enterprise takes part in some grigiewhich data has to be
accessed and processed that is controlled by some exteojetippartner. Then the
access to and processing of such data shall only be allofvedne of the individual
privacy policies of the participating enterprises is vieth

De nition 19 (Policy Conjunction). LetPoly, Pol, be two well-founded privacy poli-
cies such thaPol; = (Voc; ;R;;dr;) fori =1;2withVoc; := (UH1[ UH2;DH 1
DH,;PH1[ PH2;AH 1 [ AH ; Var;; OM;) are also well-founded privacy policies.
Then theconjunctionof P ol; and P ol,, is the equivalence class (w.r.t.) of all
well-founded privacy policieBol on the joint vocabularyoc := Voc; [ Voc, such
that for all leaf nodesy 2 L(Voc) and for all assignments 2 Ass(Var) we have



(r1;01)  (r2;02), where

evalpo (g; ) and
evalpol, (d; ) AND evalpo, (q; ):

(ri;01):
(r2;00):

By Pol;&Pol, we denote any representative of this equivalence claskvdain, e.g.,
be computed by means of the algorithm in Section 3.2). 3

Note that this de nition only imposes conditions on the leafles, hence the question
arises to what extent “inner” queries obey the de ning tdbleAND, too. Indeed, the
desired relations are ful lled for arbitrary queries:

Lemma 5. Let Pol,, Pol, be well-founded privacy policies that satisfy the require-
ments of De nition 19 and IéPol = Pol; & Pol,. Then for all requestg 2 Req(Voc)
and for all assignments 2 Ass(Var) we have the equivalenavalpy (Q; )
evalpor, (q; ) AND evalpo,(q; ) with Pol; as in De nition 19. 2

Similar to conjunction, the disjunction of privacy polisies essential for a variety of use
cases. For example, consider two departments of an erserthat cooperate in some
project. For carrying out this project, it should then begiole to access data items
whenever one of the individual privacy policies of the twgdements grants such an
access. This idea of “joining forces” is captured by thedwihg de nition.

De nition 20 (Policy Disjunction). LetPol, Pol; be two well-founded privacy poli-
cies such thalPol, = (Voc; ;R;;dr;)fori =1;2withVoc;, := (UH1[ UH2;DH [
DH,;PH1[ PH2;AH 1 [ AH ; Var;; OM;) are also well-founded privacy policies.

Then thedisjunctionof P ol; and P ol is the equivalence class (w.r.t.) of all
well-founded privacy policieBol on the joint vocabular}oc := Voc; [ Voc, such
that for all leaf nodesy 2 L(Voc) and for all assignments 2 Ass(Var) we have
(ri;00)  (rz; 02) where

evalpo (g; ) and
evalpol, (g; ) OR evalpgl, (d; ):

(re;o1)
(rz2;00) :

ByPol; + Pol, we denote any representative of this equivalence classlvdain, e.g.,
be computed by means of the algorithm in Section 3.2). 3

Unfortunately, for the disjunction of privacy policies, Wwave no analogue to Lemma 5,
i.e., in general we cannot achieve an equivalence of the fewalp, (q; )
evalpor, (q; ) OR evalpg , (q; ) for arbitrary requestg and assignments. In fact, it

is not dif cult to construct examples where imposing suchhade-wise equivalence”
yields a contradiction to well-foundedness. Fortunatalso for the “inner nodes” the
policy obtained by disjunction is still rather close to what would expect intuitively:

Lemma 6. Let Pol,, Pol, be well-founded privacy policies that satisfy the require-
ments of De nition 19 and lePol = Pol; + Pol,. Then for allg 2 Reqg(Voc) such
thatevalpoi (gq; ) = ( ;0) orevalpo, (d; ) OR evalpo,(g; ) = (+ ;0) holds for
someo, we haveevalpo , (q; ) OR evalpo,(q; )  evalpo (q; ).

2



3.4 Scoping of a Privacy Policy

One of the most desirable operations in practice is to rtghé scope of a policy, i.e.,
to restrict large policies to smaller parts. Examples fis #o-calledscopingare om-

nipresent in practical policy management, e.g., derivinigpartment's privacy policy
from the enterprise's global privacy policy, or considgraomly those rules that speci -
cally deal with marketing purposes. Formally, we de ne thkdwing scoping operator:

De nition 21 (Scoping). Let Pol be a well-founded privacy policy and l& :=
(UH%DH%PH%AH 9 whereUH® DH % PHC andAH ° are arbitrary subhierar-
chiesofUH,DH ,PH, AH , respectively.

Then thescopingof Pol with respect toV is the equivalence class (with re-
spect to ) of all well-founded privacy policie®ol° on the vocabular)oc® :=
(UH%DH %PH®%AH % Var; OM) such that for all leaveg 2 L(Voc9 and for all
assignments 2 Ass(Var) we have

evalpoio(q; )  evalpo (95 ):

By Poljy we denote any representative of this equivalence classiwdan, e.g., be
computed by means of the algorithm speci ed in Section 3.2). 3

Ideally, scoping would yield a privacy policy such that notyofor the leaf nodes, but
also for the “inner” requests we always obtain equivalelihgs fromPol andPoljy .

However, in general this contradicts the well-foundedmésise privacy policy derived
via scoping unless additional assumptions on the congideesarchies are imposed:

Example 1.Consider a well-founded privacy polidol such that each ddH , PH,
AH consists of a single element. For the sake of simplicity mesthat the condi-
tion vocabulary is empty, and léf H contain three usersg, Ui, Uz. The rules in
Pol allow useru; to access the data with obligations and usemu, can access the
data with obligation®,. Finally the “superusertic—the parent ofu; andu; in the
user hierarchy H—can access the data with obligatioms| o, to ensure the well-
foundedness oPol. If we scope this policy w.r.t.(f up; u;g; DH; PH; AH ), then
useru; can still access the data with obligatioms but due to the well-foundedness
of POlj(fuo:u.g;0H:PH;AH ), NOW the superusery can also access the data with obliga-
tionsoy, in other words the obligatiors are “lost”.

However, even without imposing additional constraints lo& ¢onsidered hierarchies,
we can exploit the well-foundedness of the policies to dstalthe following lemma:

Lemma 7. Let Pol be a well-founded privacy policy with vocabulawocandV :=
(UH%DH %PH%AH 9 atuple of subhierarchies &fH,DH ,PH, AH , respectively.
ThenPol ~Poljy . 2

In dependence on the precise kind of scoping considered, ®venger preservation
properties can be proven, e.g., if the scoped policy is Weeliided again then we obtain
equivalent rulings also for inner requests. This is the ¢hae for instance apply a
scoping operation under which the leaf requests are invariz., if the considered
vocabularies are non-appending. Albeit this looks ratkstrictive from a theoretical
point of view, for the kind of scoping needed in practice—eafracting a department's
privacy policy from an enterprise's privacy policy—thigjtdrement is often met.



Lemma8. Let Pol be a well-founded privacy policy, andV =
(UH%DHC%PH%AH9 a tuple of subhierarchies oJH, DH, PH, AH, re-

spectively, such that foMoc® := (UH%DHC®PH%AH%Var;OM) and all
g2 Reqg(VocY, we have.(g;Voc) = L(g;Voc?. Then for allg 2 Reqg(Voc?) and for
all assignments 2 Ass(Var ) we haveevalpg (q; )  evalpgj, (d; ). 2

3.5 Further Extensions of the Algebra

There are certainly further operators one would like to adithé set of available tools.
From a practical point of view, it is in particular desiraltteit the operators discussed
in this paper can be combined with the sequential form of amsitjpn of E-P3P poli-
cies proposed in [4]. Since we try to stay close to the latestion of EPAL that has
been submitted to W3C for standardization, the E-P3P vianiagherlying [4] is slightly
different from the variant that we consider here, hence stcanehas to be taken in com-
bining operations/results from [4] and the ones preserbede Fortunately, carrying
over the operator for sequentially composing privacy pedidrom [4]—there called
ordered composition-to the situation considered here is straightforward.

As a technical tool, [4] introducegolicies with removed default rulingsvhich
means that an E-P3P policy is transformed into an equivaleatwith default ruling
“don't care”. However, from Lemma 3 we know how to represemy avell-founded
privacy policy in this way, and so we can do without this techhtrick here. As in
[4] we make use of the concept pfecedence shifivhich adds a xed number to the
precedences of all rules in a policy. This can be used, féairte, to shift a department
policy downwards, so that it has lower precedences than B@'privacy policy.

De nition 22 (Precedence Shift).Let Pol = (Voc; R;dr) be a privacy policy and
j 2 Z. ThenPol + j := (Voc;R + j; dr) withR + j := f(i + j;u;d;p;a;c;0;r) j
(i;u;d;p;a;c;o;r) 2 Rgis called theprecedence shifif Pol byj. We de nePol

j = Pol+( j). 3

To formalize the sequential composition of two well-foudgmliciesPol ;, Pol, with
compatible vocabularies, we assume that both of them hadert‘care” default rul-
ing. If this is not the case, we rst apply an algorithm likeetbne in Section 3.2 to
derive equivalent privacy policies which have a “don't Cadefault ruling. After that,
we shift the two policies accordingly, and then join theicabularies and rulesets:

De nition 23 (Sequential Composition). Let Pol1, Pol, be well-founded privacy
policies with compatible vocabularies, where w.l.odg; = = dr,. Let (Vocs;
R% ):= Pol; max(Pol;) land(Vocz;RY; ):= Pol, min(Pol;)+1.Then

[ 00, 0
Pol; < Poly :=(Vocy [ Vocy; RYT Ry; )

is called thesequential compositioof Pol; underPol ;. 3

Intuitively, a sequential composition &fol, underPol, should serve as a re nement
of Pol, which is formally captured in the following lemma.

Lemma 9. For all well-founded privacy pogciePoll and Pol, with compatible vo-
cabularies andir; = = dr,, we havePol;, < Pol, Pol,. 2



Obviously, the sequential composition of twowell-foungetvacy policies is in gen-
eral no longer well-founded. So when combinihgvith the operators and& to form
more complex privacy policies, some care has to be takenefeml, the sequential
composition of policies should always be the last operajgplied, as it is the only one
which does not preserve well-foundedness.

4 Algebraic Properties of the Operators

Since the operator de nitions proposed in the previousiseare quite intuitive, one
would not expect “unpleasant surprises” when using theseadgrs to form more com-
plex privacy policies involving three, four, or more opetlanAs actual use cases often
involve more than only one or two different privacy policiesg have to ensure that our
operators do not yield non-intuitive behaviors in such scies. Fortunately, this is not
the case, and the usual algebraic laws apply:

Lemma 10. Let Pol;; Poly; Pols be well-founded E-P3P policies such that the fol-
lowing expressions are well-de ned, i.e., the respecteguirements in De nition 19
respectively De nition 20 are met. Then the following holds

Idempotency Pol;&Pol;  Polg; 1)
Pol; + Pol; Poly;
Commutativity: Pol,&Pol, Pob&Poli; (2)
Poly + Pol, Pol,+ Poly;
Associativity. Pol;&(Pol,&Pol3) (Poli&Poly)&Pols; 3)

Pol; + (Pol, + Pol3) (Pol; + Poly) + Pols;
Distributivity : Pol; + (Pol,&Pol3) (Polp + Polb)&(Poly + Pol3); (4)
Polh&(Pol, + Pol3) (Poli&Poly) +( Poli&Pols);
Strong Absorption Pol; + (Polij&Pol;)  Pol;: (5)

2

It is worth noting that our proof of the strong absorption gedy relies on both
Lemma 5 and Lemma 6, and although it may look tempting, onaassimply switch
the roles of conjunction and discjunction in the proof toiekern “dual” strong absorp-
tion law with the roles o& and+ being exchanged.

In addition to purely algebraic properties of the operatore can also establish
several re nement results. In particular we can prove thofdng relations, which
from the intuitive point of view are highly desirable:

Lemma 11. Let Polg; Pol, be well-founded privacy policies such that the respective
requirements of De nition 19 and De nition 20 are met. Thea have

Weak Multiplicative Re nementP ol;&Pol, ~Poli (i =1;2); (6)
Weak Additive Re nementPol; ~Pol; + Pol, (i =1;2): 7

2



Finally, we state a re nement result which relates the satjgpecomposition operator
to the operators for conjunction and disjunction:

Lemma 12. LetPol;; Pol, be well-founded policies such that the respective require-
ments of De nition 19, De nition 20, and De nition 23 are mékhen we have

[
Weak Operator Re nementPol;&Pol, ~ Pol; < Pol, ~Poly + Pol,:  (8)
2

5 Conclusion

Motivated by the need for practical life-cycle managemgatems for the collection of
enterprise privacy policies, we have introduced sevegalaiaic operators for combin-
ing enterprise privacy policies, and we have shown that #rggy the expected alge-
braic laws. Our operators allow for a convenient, modularafexisting EPAL policies
as building blocks for new ones, and they hence avoid thedifies that naturally arise
for the usually very complex monolithic privacy speci catis.

An analysis of the expressiveness of EPAL further reveddati somewhat surpris-
ingly, EPAL policies are not closed under intuitive notiasfspolicy conjunction and
policy disjunction; however, such operations are cruaaldctual use cases. We have
circumvented this problem by identifying a suitable subslaf EPAL policies that is
closed under desired algebraic operations. Further onintheduced tools for com-
bining privacy policies satisfy natural requirements l&gsociativity, commutativity,
and distributivity, as well as appropriate re nement rigas. In addition to conjunction
and disjunction operators, our algebra provides a scopiegadion which allows for
managing and reasoning about privacy requirements thalvewnly certain parts of
an organization. Finally, we have shown that the alreadstierj notion of sequential
composition of privacy policies ts naturally into our siei. As future work we con-
sider it a worthwhile goal to add further operations to owedlra in order to further
facilitate a convenient handling of privacy policies.
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