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Enterprises, in particular, their Data, Processes, Privacy, and
Information Security are increasingly governed by Regulations.
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REALM-based Compliance Management Life Cycle

Per regulation General

*Concept Model
*Compliance Rules
*Graphical patterns
*Metadata

Extract with
minimum interpretation

Refine what client or
IBM really does, e.g.,
what'’s “promptly”
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REALM and the Enterprise: Big Picture
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Deployment of REALM Models

Transformation of high-level REALM models, rules into lower-level
monitorable and enforceable technologies such as event-based correlation
technology, business process systems, access control lists (ACL) etc.

|

transform & deploy \ transform & deploy

/ transform & deploy
Data Retention
Policy

Privacy
Policy

Process Definition
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The three pillars of the REALM Metamodel

Concept Model:
— To represent the domain of discourse of a modeled regulation.
— Expressed using a UML profile developed for REALM.

Compliance Rule Set:

— Represented as a set of formulae in a novel real-time temporal object
logic over the elements from the concept model.

— Allows for specification of sequencing and time constraints on actions
as well as ordinary state predicates.

Metadata:
— Meta-information about the structure of the legal source.
— Lifecycle data such as the enactment date.

Regulations Expressed As Logical Models (REALM) © 2002-2005 IBM Corporation
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Concept Model

Captures concepts and relationships that occur in the regulatory
domain.

Expressed using UML Profile.
REALM provides a set of predefined abstract types:
— E.g., Person, Organisation, Action, Artifact etc.
— With agreed-upon semantics.
— May be subtyped.
— Defined as UML stereotypes in the UML profile.

Likewise, there is a set of predefined relations/predicates over the
predefined types:

— E.g., D0o,On, Input, or Output.
— Predicates may be composed for easier readability.
Multiplicities for structural requirements between concepts.
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Compliance Rule Set

REALM compliance rules expressed in real-time temporal object
logic based on types defined in the concept model.

Temporal object logic is an extension of Alur/Henzingers TPTL with
freeze quantification (cf. Alur/Henzinger, 1994) based on timed state
sequences.

OCL-like object navigation (e.g, account.customer.name).

Standard semantics of temporal operators such as (always),
(eventually), as well as their respective counterparts for the past.

Regulations Expressed As Logical Models (REALM) © 2002-2005 IBM Corporation
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Metadata

Metadata are the means to ensure traceability across the entire
lifecycle of compliance-relevant artifacts.

Structural metadata, such as regulation name, chapter, paragraph,
page number, URL etc.

Lifecycle metadata such as enactment date, expiry date etc.

REALM provides basic metadata, however, explicitly allows for the
integration of existing legal metadata standards such as MetalLex or
similar.

Instance model of compliance rule associated with metadata:

cfr131Rulel : ComplianceRule exampleRuleMetadata : RegulationMetadata

name = CFR131
country = USA
enactment-date = 12-12-2004
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Example: Regulation Text

Simplified version of PA Sec. 326, 31 CFR paragraph 1  03.121

Banks must implement procedures for verifying the identity of each customer; these
procedures must ensure that the bank knows the true identity of each customer. At a
minimum, the bank must obtain the following information prior to opening an account:

1. Name;

2. date of birth;

3. residential address;

4. identification number.
The bank must verify the identity of each customer, using the information obtained in
accordance with the above requirements, within a reasonable time after the account
IS opened.
The bank must also implement procedures for responding to circumstances in which
the bank cannot ensure that it knows the true identity of the customer. These
procedures should describe when the bank should close an account, after attempts to
verify the customer’s identity have failed.
The bank must implement procedures for making and retaining a record of all
information obtained according to the above requirements.

The bank must retain the recorded information for five years after the date the
account is closed.
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Example: Concept Model & Compliance Rule

Concept model: Time constraint view from this text:

open & >

Example formula (real-time logic over object model — note OCL-like referencing):

" pank 1 Bank, openi Open, al Account, $ verify 1 Verify:
topen-D00ONL(bank, open, a)
®  tenry-DoInpute(bank, verify, a.customer.record)
Utverify t open £ 2[day]
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Enterprises, in particular, data, processes, privacy, and information
security are increasingly governed by evolving regulations.

REALM-based Compliance Management:
A systematic lifecycle approach to regulatory compliance management.
Regulation Modeling (Immediate Model, Refined Model, Patterns) using
the REALM Metamodel:
Concept Model describing domain of discourse using UML profile.
Real-time temporal object logic formulae over types in UML domain
model.
Metadata for traceability of compliance-relevant artifacts back to
original legal source.
Deployment of high-level regulation models to lower-level models and
technologies.
Continuous compliance monitoring and enforcement (real-time compliance
status, alerts, visualization).



Questions?

Comments?

Contact Information:
Samuel Miller,

IBM Zurich Research Laboratory, Saumerstrasse 4,
CH-8803 Riischlikon, Switzerland.

Project Website: http://www.zurich.ibm.com/security/REALM/



Field
Al and Law

Object-oriented
Modeling

Temporal Logic

Policy Languages

Interesting pieces of work
Main focus on legal expert systems, logics for legal discourse, Inference and
automated reasoning (e.g., McCarty, 1989; Prakken, 2001).

Exemplary works are the formalization of the British Nationality Act (Sergot et al.,
1986), or the formalization of dutch tax law (Van Engers et al., 2001).

Compliance-assistance: Regnet (Kerrigan/Law, 2003).

Time and Law (Hernandez Marin/Sartor, 1999; Vila/Yoshino, 1998).

Formal semantics for UML and OCL ~ UML2.0, UML2.0/OCL (Flake/Mueller,
2002/2003)

UML as ontology language (Cranefield/Purvis, 1999).

Pnueli’s Propositional Temporal Logic (PTL) (Pnueli, 1977)

Alur/Henzinger’'s Timed Propositional Temporal Logic (TPTL) with freeze
guantification (Alur/Henzinger, 1994).

Object-based temporal Logic (BOTL) (Distefano et al., 2001).

EPAL (Adler et al., 2003)
Various works on access control.



