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6 Broadcast and Agreement with Byzantine Faults

6.1 Introduction

Problem. There aren servers, of which up tot may becorruptedby anadversaryand exhibit
arbitrary faults; the remaining servers arehonest. The servers connected by pairwise reliable
and authenticated links, and the system is asynchronous (no bounds on message delays, no
local clocks). Every server starts out with an initial value and the goal is to agree on a common
value.

Methods. Cryptography, in particular, threshold cryptography (signatures and pseudoran-
dom generators), is used to cope with potentially malicious failures. Keys and key shares (for
threshold cryptography) are initially distributed by a trusted dealer. Randomized protocols are
used to reach agreement, since deterministic asynchronous consensus and agreement protocols
have infinite runs. Such randomized protocols achieve agreement in finite time with all but
negligible probability.

6.2 Broadcast Primitives

Broadcasts are parameterized by a tagID , which is contained (implicitly) in every message. In
consistentandreliable broadcasts, a distinguished senderPs broadcastsa messagem and all
servers (should)deliverm.
Consistent broadcast (“c-broadcast”) ensures only that the delivered message is consistent for
all receivers. In particular, termination is not guaranteed with a faulty sender.

Definition 6.1 (Consistent Broadcast).A protocol for consistent broadcast satisfies:

Validity: If an honest senderPs c-broadcastsm, thenPs eventuallyc-deliversm.

Consistency:If some honest serverc-deliversm and a distinct honest serverc-deliversm′,
thenm = m′.

Integrity: Every honest serverc-deliversat most onem.

Termination: If the sender is honest, then all honest servers eventuallyc-delivera message.

Algorithm 6.2 (Echo Broadcast using Digital Signatures).Assume every server can digitally
sign messages, which can be verified by any server.

upon c-broadcast(m): // senderPs only
send(send , m) to all
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upon receiving(send , m) fromPs :
compute signatureσ on (echo , s, m)
send(echo , m, σ) to Ps

upon receivingdn+t+1
2
e messages(echo , m, σi) with validσi : // senderPs only

let Σ be the list of all received signaturesσi

send(final , m, Σ) to all

upon receiving(final , m, Σ) fromPs with dn+t+1
2
e valid signatures inΣ:

c-deliver(m)

The message complexity of Echo Broadcast isO(n) and its communication complexity is
O(n2(k + |m|)), wherek denotes the length of a digital signature. Using a non-interactive
threshold signature scheme, the communication complexity can be reduced toO(n(k + |m|)).

Theorem 6.3.Assuming perfectly unforgeable signatures, Algorithm 6.2 implements consistent
broadcast with Byzantine faults forn > 3t.

Proof. The messagem in anyfinal message with enough valid signatures inΣ is unique.

Reliable broadcast (“r-broadcast”) ensures additionally agreement on the delivery of a message.

Definition 6.4 (Reliable Broadcast or the “Byzantine Generals Problem”).A protocol for
reliable broadcast is a consistent broadcast protocol that satisfies also:

Totality: If some honest serverr-deliversa message, then all honest servers eventuallyr-deliver
a message.

Totality ensures that all honest servers either deliver a message or don’t. In the literature
consistencyandtotality are often combined into a single condition calledagreement.

Algorithm 6.5 (Bracha Broadcast).

upon r-broadcast(m): // senderPs only
send(send , m) to all

upon receiving(send , m) fromPs:
send(echo , m) to all

upon receivingdn+t+1
2
e messages(echo , m) and not having sent(ready , m):

send(ready , m) to all

upon receivingt + 1 messages(ready , m) and not having sent(ready , m):
send(ready , m) to all

upon receiving2t + 1 messages(ready , m):
r-deliver(m)
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Theorem 6.6 ([Bra84]). Algorithm 6.5 implements reliable broadcast with Byzantine faults
for n > 3t.

Proof. Consistency follows from the same argument as in Theorem 6.3, since the messagem
in anyready message of an honest server is unique. Totality is implied by the “amplification”
of ready messages fromt + 1 to 2t + 1.

6.3 Randomized [Binary] Byzantine Agreement

Binary Byzantine agreement is characterized by two eventsproposeanddecide; every server
executespropose(b) to start the protocol anddecide(b) to terminate it, for a bitb.

Definition 6.7 (Binary Byzantine Agreement). A protocol for binary Byzantine Agreement
satisfies:

Validity: If all honest serversproposev, then some honest server eventuallydecidesv.

Agreement:If some honest serverdecidesv and a distinct honest serverdecidesv′, thenv = v′.

Termination: Every honest server eventuallydecides.

It is not possible to implement Definition 6.7 in asynchronous systems [FLP85]. But one can
relax eitherterminationor agreementto hold with high probability, and there are protocols
that satisfy them with probability 1 after infinite running time. More precisely, given a logical
time measureT , such as the number of steps performed by all honest servers,termination with
probability 1means that

lim
T→∞

Pr[some honest server has notdecidedafter timeT ] = 0.

Algorithm 6.8 ([Tou84]). Suppose a trusted dealer hasshared, using secret sharing as in Sec-
tion 5.3, a sequences0, s1, . . . of random bits, or “coins”, among the servers, which can be
accessed using arecoveroperation (this will involves exchanging some messages) [Rab83].
The twouponclauses of the algorithm below are executed in parallel threads.

The valuev is called the “vote”; the valueΠ is a “proof” that justifies the choice ofv in the
2-vote message; a “round” of the algorithm consists of two rounds of message exchanges.

upon propose(v):

r ← 0
while notdecideddo

send the signed message(1-vote , r, v) to all
receive properly signed(1-vote , r, v′) messages fromn− t distinct servers
Π← set of received1-vote messages
v ← valuev′ that is contained most often inΠ
r-broadcastthe message(2-vote , r, v, Π)
wait for r-deliveryof (2-vote , r, v′, Π) messages with valid proofsΠ from n− t senders
m2 ← valuev′ that is contained most often among the r-delivered2-vote messages
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c2 ← number of r-delivered2-vote messages withv′ = m2

recover(sr)
if c2 = n− t then

v ← m2

else
v ← sr

if c2 ≥ t + 1 and m2 = sr then
send the message(decide , v) to all
decide(v)

r ← r + 1

upon receivingt + 1 messages(decide , b):

send the message(decide , b) to all
decide(b)

Lemma 6.9. If all honest servers start some roundr with votev0, then all honest servers will
also terminate roundr with votev0.

Proof. It is impossible to create a validΠ for a2-vote message with a votev 6= v0.

Lemma 6.10. If two distinct honest servers start some roundr with different votes, then with
probability at least1/2, all honest servers will terminate roundr with the same vote.

Proof. Consider the assignment ofm2 andc2 in some roundr. If some honest server obtains
c2 = n − t andm2 = v0, then no honest server obtainsc2 = n − t but m2 6= v0. All honest
servers withc2 = n− t setv to v0; every other honest server setsv to sr. Since the first honest
server to assignm2 andc2 does sobeforeanything aboutsr is known (to the adversary),sr and
v0 are independent andsr = v0 with probability1/2.

Theorem 6.11.Assuming perfectly unforgeable signatures, Algorithm 6.8 implements binary
Byzantine agreement forn > 3t, where termination holds with probability 1.

Since Algorithm 6.8 reaches agreement with probability at least1/2 in every round, the ex-
pected number of rounds is 2, and the expected number of messages sent isO(n3).

6.4 Byzantine Agreement using Cryptographic Randomness

Algorithm 6.8 assumes a sequence of unpredictable, shared random coinss0, s1, . . . . When im-
plemented using secret sharing, every instance of agreement needs a fresh sequence of shared
bits, which is infeasible in practice. More practical implementations can be obtained using
threshold cryptography as follows.

Algorithm 6.12 ([CKS00]). In Algorithm 6.8, implement the sequences0, s1, . . . of coins by
the Diffie-Hellman-based threshold pseudorandom function from Exercise 5.1, using a poly-
nomial of degreen− t− 1 to share the secret key.

Recall that the pseudorandom functionFx(s) uses a secret seedx, takes an arbitrary input
strings, and maps the input to a pseudorandom value in{0, 1}k. We setk = 1 and let the input
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string for coinsj consist ofID‖j, i.e., the tagID of the protocol instance concatenated with
the coin counterj.

The threshold pseudorandom function is initialized by the trusted dealer who chooses the
seedx and shares it among the servers. Note that it can be accessed and used by a practically
unlimited number of concurrent protocol instances.

Since the threshold pseudorandom function is non-interactive, therecoveroperation forcr

can be implemented simply by having every server send its share ofcr to all others, collecting
n− t shares, and combining them to the coin valueFx(ID‖r).

The randomized Byzantine agreement protocol of Algorithm 6.12 is based on threshold
cryptography and has expected message complexityO(n3). It can be reduced toO(n2) ex-
pected messages as shown in [CKS00] by replacing the reliable broadcasts with a two-phase
voting structure that usesjustificationsfor each vote obtained through threshold signatures on
ealier votes.

6.5 Atomic Broadcast with Byzantine Faults

Given a Byzantine agreement protocol, an asynchronous atomic broadcast protocol that tol-
erates Byzantine faults can be realized using the same approach as with crash failures (Algo-
rithm 4.21): proceed in global asynchronous rounds and for each round, agree on a batch of
messages to be delivered at the end of the round. Such an algorithm is described in [CKPS01].
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